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Preface and Acknowledgments

This book is intended primarily as a reference resource but can also be used
as a primer. The topic of discussion is U.S. government strategic communica-
tion, an enterprise of critical importance burdened by a lexicon that is both
vague and contested, and facing a host of additional challenges. This book
makes clear what is contesred, presents the competing perspectives, puts
them in historical context, and presents the consequences and implications
of adhering to each of the disparate views.

The original working ritle for this book was The Promise and Peril of Stra-
tegic Communication. While that is now only the title of the first chaprer, the
theme remains prominent. This work offers a clear (and hopefully compel-
ling) vision of what strategic communication could be and the benefits that
will accrue if thar promise is realized, as well as making clear the dire conse-
quences for failing ro improve U.S. povernment strategic communication and
some of the shapes such failures could rake.

In addition to laying out key areas of contention and ongoing debates in
strategic communication, this book makes several suggestions or ohservations
that will help to move some of the debates forward and offers practical advice
for those who are asked to do strategic communication while these debates
rage on. No matter how deeply ensconced you are in the theory or practice of
strategic communication, from complete novice to seasoned veteran, there is
something here for you.

The manuscript for this book was completed in fall of 2010. I have been
doing research on, related to, or relevant for strategic communication since
roughly 2004. While all of that rescarch was conducted while working for
the RAND corporation and much of it was RANID projecr work, the views
expressed here are solely mine and do not reflect the views or opinions of
RAND or its sponsors. Where RAND rescarch is foundational to thinking
here, [ have so indicated in the citarions. [ am indebted to several RAND



2 Strategic Communication

Strategic Communication promises a set of answers to these challenges. This
book will enumerate that promise and also takes pains to spell out the peril
that threatens if strategic communication is abandoned or done poorly.

The remainder of this chapter provides a starting place for our exploration

of strategic communication. 1 begin with a starting definition for strategic
communication and present what I will argue are elements of the unassail-
able core of any effective conceptualization of strategic communicarion. The
chapter concludes by introducing the core themes of the book, which include
both the promise and the peril of strategic communication; the relevance of
all that we say and do; a characterization of the problem space as the inform,
influence, and persuade mission set; the argument that the development of
different capabilities in strategic communication follows a natural crawl,
wulk, run progression.

A final nore, before beginning: this book unashamedly wkes the perspec-
tive of the U.S. government in general and the U.S. Department of Defense
specifically throughout much of the discussion. [ ama U.S, citizen, and, more
importantly, virtually all of my relevant research and experience has involved
the U.S. approach to strategic communication. The general principles es-
poused, however, should be applicable in any national {or other organiza-
tional) context.

Strategic Communication Defined

One of the challenges facing strategic communication is the significant
strugeles that have occurred in trying to define it. While there appears to be
broad consensus about the core of the concepr, in the actual details strategic
communication is different things to different people. There are broad dif-
ferences in understandings of whar strategic communication is and is not,
particularly at the boundaries (whar things should and should nor be con-
sidered part of strategic communicarion). Many are huppy to define strategic
communication as they define pornography and “know it when they see it,”
but as | will argue in the nexr chapter this leads to policymakers talking
passed cach other, incorrect assumptions of shared understanding, and ac-
tivities being labeled as part of strategic communication that many might
think should be excluded. Some, including the chairman of the Joint Chiefs
of Staft, Admiral Michael Mullen, are fed up with the term, and would prefer
to do away with it}
_ Further complicating the issue is that strategic communication is not alone
o ol oy g shred i
as is the relationshi : hctwl.- m.dc.‘ 1h? t e su ‘ILC.H} > AR lll!ﬂ@dcrf[andnm,
For example mm:- o :En htl’:}l’tgl(. communication and public diplomacy.
5 ibutors use the two terms interchangeably, while
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for others public diplomacy is subordinate to strategic communication, and
for others still strategic communication is subordinate to public diplomacy.?
“lnformation operations” is another related rerm suffering from misuse and
misunderstanding. In fact, the lexicon relevant to strategic communication is
in such disarray thac I spend a significant fraction of the next chapter discuss-
ing alternate definitions and understandings of strategic communication and
many related terms.

A Working Definition

For me, strategic communication is coordinating the things you do and
say 1n support of your objectives. More formally, 1 define strategic communi-
cation as coordinated actions, messages, images, and other forms of signaling or
engagement intended to inform, influence, or persuade selected audiences in support
of national objectives. 1 can and will deconstruct cach element of that defini-
tion in chapter 2, along with a discussion of the elements of many other
offered definitions of strategic communication. For now, let it suffice to have
a working definition laid out so it is at least a little bit clearer what we are
talking about.

Note that this is my definition and mine alone. It aligns more or less well
with some of the definitions offered by others. If you do not agree with my
definition in whole or in part, that is OK. The exact definitional details do
not really matter to me, nor even does the overarching label “straregic com-
munication.” The underlying concepts do matter, and 1 would be happy with
any term of art and any effective definition that captures the essence of the
construct and helps, rather than hinders, in actually doing what is referred to
here as strategic communication.

Strategic Communication |s a Moving Target

Complicating definition (and execution, if we are candid) is the fact that
strategic communication as defined and practiced in the U.S. government
and U.S. Department of Defense is in a state of flux. Nearly a decade of
recommendations and proposals from various studies are in the queue for
consideration, discussion, or adoption.® As of this writing (fall of 2010}, sev-
eral members of Congress have drafted legislation that mentions strategic
communication by name and would impact its conduct or structure if passed
into law. In response to requirements included in the National Defense Ac-
quisition Act of 2009, both the White House and the Department of De-
fense released reports to Congress on the status of strategic communication
in the government (both are excerpred in their entirety in this book; see
appendices 11 and I11).7 The Department of Defense has conducted a Strategic

(%]



4 Strategic Communication

Communication Capabilitics Based Assessment, but the results have not
been released as of this wriring. Also at the time of this wriring, the De-
parrment of Defense is conducting a high-level study on information opera-
tions and strategic communication for the fiscal year 2012 program objective
memorandum process.®
In short, the ropic is a hot one; debare is ongoing; and changes are being
considered and possibly made. This book captures as much as it can of current
debare burt takes care to emphasize the unassailable core of what is currently
called strategic communication. Even if some part of the government makes a
new authoritative statement of what they intend for strategic communication
to be (something [ would advocate they do, by the way), or if the term stra-
tegic communication is jettisoned in favor of a less ambiguous term with less
contentious baggage, the core ideas identified and the conclusions reached
here will still obrain.

The Unassailable Core of Strategic Communication

Whatever you call it and whatever you choose to include or exclude ar the
boundaries, 1 belicve the concept of strategic communication can be boiled
down ro four core elements. If a new construct or definition excludes any of
these four elements, it is something fundamentally different. To be sure, an
cffective implementation of strategic communication will contain more than
just these four elements, but they form the unassailable core of my concep-
tion of strategic communication. They are:

* Informing, influcncing, and persuading is important.

= Effectively informing, influencing, and persuading requires clear objectives.

s Coordination and deconfliction are necessary to avoid information [ratricide.
*  Actions communicare.

In what follows, 1 elaborate on each.

Informing, Influencing, and Persuading Is Important

Though [ made a brief and [ hope compelling argument for the impor-
tance of perceptions, attitudes, and beliefs in foreign policy in the intro-
duction to this chapter, | want to repeat the point here. The first part of
the unassailable core of strategic commmunication is the belief that it is im-
portant to attempt to inform, influence, and persuade people (domestic,
toreign, adversarial) in pursuit of policy objectives. This has never been
ldn\tz:,:\:i:E?Tr:ulsljo‘;m;u:ﬂgt:L dli_git'al age, thcrc populati(?n:q previously

. policy now have both an opinion and the
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ability to make it heard. As the authors of a 2009 Congressional Research
Service report eloquently argue:

The attitudes and perceptions of foreign publics created in this new envi-
ronment are often as important as reality, and sometimes can even trump
reality. These attitudes affect the ability of the United States to form and
maintain allrances in pursuit of common policy objectives; impact the cost
anud the effectiveness of military operations; influence local populations to
either cooperate, support or be hostile as the United Stares pursues foreign
policy andfor nulitary objectives in that country; affect the ability to secure
support on issues of particular concern in multilareral fora; and dampen
foreign publics’ enthusiasm for U.S. business services and products.”

This applies doubly with regard to military operations. In fact, a 2008 sym-
posium on information and cyberspace conducted at the U.S. Army Combined
Arms Center at Fort Leavenworth acknowledges thar “success or failure of land
operations is susceptible to the perceptions of the diverse, but relevant, groups
and individuals among whom the operations take place [emphasis in original].""?
General Perer Chiarelli echoes this conclusion in an article in Military Review:

Once the decision to employ the milicary has been made, those of us in uni-
form must accept that in most modern conilices, the decisive elements of
power required to prevail may, more often than not, be non-kinetic. While
we must maintain our core competency to defeat enemies with eraditional
combat power, we must also be able to offer the populations of countries
affected by war the hope that life will be better for them and their children
because of our presence, not in spite of it. [n other words, in contrast to the
idea that force always wins out in the end, we must understand that noe all
problems in modern conflict can be solved with the barrel of a rifle."!

1 agree wholcheartedly. More importantly, | think that you should too.

Effectively Informing, Influencing, and Persuading Requires Clear Objectives

This is what makes strategic communication “strategic.” Informing, influ-
encing, and persuading in support of national objectives requires both that the
objective be clear and that it be clear how a certain set of audience attitudes,
behaviors, or perceptions will support those objectives. I completely agree with
Dr. Emily Goldman, who is currently part of the office of communication at U.S,
Central Command, when she says, “Effective straregic communication requires
clear, consistent core messages that flow from policy goals [emphasis added].”?

It is critical both that the objectives be clear and that the desired etfect
sought through communication be clear. Vague, hand-waving goals like “win

(]



6 Strategic Communication

the long war” (a phrase prominent in the national-security strategy and in
various defense-planning guidance under the George W. Bush administra-
tion) do not imply any observable or measureable indicators of progress, nor
do they do much to allow the articulation of supporting objectives to which
an influence campaign could connect.

Similatly, vague communication goals like “make them like us” are not
a good example of informing, influencing, and persuading in support of na-
tional policy. “Liking” is not by itself a precise national political objective,
though it could be conducive to attitudes that could enable a specific policy
objective, if clearly articulated that way and connecred to a plausible path of
support for such an objective.

Another way to describe the desired connection between objectives and
strategic communication is to borrow a page from the military and to think in
terms of “informartion effects.” If every acrion, message, image, or other form
of signaling 15 acknowledged to have a possible impact on the information
environment, then it becomes more straightforward to harness those impacts
to accomplish intended (and clearly articulated) information effects. With-
aut lass of generality, these objectives could be articulated to support national
political intent or desired political effects as well.

Coordination and Deconfliction Are Necessary to Avoid Information Fratricide

Even if everyone in government accepts that informing, influencing, and
persuading in pursuit of policy objectives {or information effects} is a wor-
thy undertaking, and acknowledges that doing so effectively is predicated on
clearly articulated objectives with communication efforts explicitly tied to
those objectives, such efforts can still fail without adequate coordination and
deconfliction.

While a fire-support cell has a host of different munitions and platforms
to call upon when tasked with rhe destruction of a building, so too does a
proponent of influence have many different means of communication and
possible themes available. Worse for influence efforts, while any one of the
fire-support coordinator’s strike assets is likely to be sufficient to destroy a
building in a single salvo or sortie, many instruments of influence may need

to work together over an extended period before the objective is realized.
Army Field Manual 3-13, Information Operations: Doctrine, Tactics, Tech-
niques, and Procedures, defines “information fratricide” as “the result of em-
plgying information operations elements in a way that causes effects in the
nformation environment that impede the conduct of friendly operations or
ad\'crsch-‘.aﬁec( friendly forces.”"* When one piece of information a govern-
ment or its forces provide contradicts or is otherwise inconsistent with an-

other picee of information provided by that government, that is information
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fratricide. “Since each USG agency has its own mission, each habitually
targets different audiences, with different messages, through different chan-
nels. By communicating different messages to multiple audiences at home
and abroad, the USG risks the perception of being seen as disingenuous.""
Gerting every possible source of messages and signals in an enterprise as
sprawling as the U.S. government (or even just the U.S. military) to avoid
contradicting cach other is nontrivial. Nonetheless, integration, coordina-
tion, and deconfliction are central to straregic communication.

Actions Communicate

Actions speak louder than words. This truism is absolutely central to an ef-
fective strategic communication construct. Any implementation of strategic
communication that includes only traditional communication, such as mes-
saging, press releases, media relations, and so forth, is all but doomed o fail.
This holds true even if it includes nontraditional media, such as Web or other
technology, new media/now media (discussed further in chapter 5), and indi-
vidual engagement. To be successful, strategic communication must include
the communicarive content and signals of actions, images, and policies.

“Actions” include not just policy actions but a much broader set of he-
haviors, deeds, and undertakings by members and representatives of the gov-
ernment. This goes double for the kinetic actions {(maneuver and fires) of
military forces. If a picture can be worth a thousand words, then a bomb can
be worth ten thousand.

The smare thinkers in this area realize that actions communicare, and 1
echo their call. Whether you think of it as minimizing the “say-do gap,”"*
or wish to discuss the “diplomacy of deeds,”'® what you do matrers at least
as much {if not more) than what you say, especially for deployed military
forces. Every action, utterance, message, depiction, and movement of a na-
tion’s military forces influence the perceptions and opinions of populations
that witness them, both in the area of operations (first hand), and in the
broader world (second or third hand).'” The 2010 White House National
Framework for Strategic Communication gets it exactly right: “Every action
thar the United States Government takes sends a message.™"

The 2010 Marine Corps Functional Concept for Strategic Communication
also correctly notes that strategic communication “is affected significantly
more by actions than by words or images.”" Major Cliff Gilmore echoes the
point: “Every action communicates something to somebody somewhere,”*

Despire this obvious point, too often influence efforts or implementations of
strategic communication include only media-based communications. An of-
ficer I spoke with who was involved in the strategic-communication efforts of
Multi-National Forces, [raq (MNE-1) in 2008 described those efforts as “public

~ ‘
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affairs on steroids” and admitted that they were focused almost exclusively on
news media and jounalists.?! In the military, there is a tendency for the infor-
marion content of kinetic operations to be an afterthought, something which
strategic communication can be used to address, rather than being recognized
as an imporrant part of strategic communication in the fiest place. Even in Iraq
and Afghanistan, where operational outcomes unambiguously hinge on the
arritudes and behaviors of noncombat populations, commanders and planners
have to often come with a nearly finished plan for kinetic operations and
asked information operations (IO} or strategic-communication staffs to “sprin-
kle some of that IO [or strategic communicarion] stuff” on their plan.?? Suc-
cessful implementations of strategic communication, to borrow from Edward R.
Murrow, will be in on the rakeoffs as well as the crash landings, and will in-
clude (and be included in) planning for kinetic and maneuver actions.”!

Core Themes of This Book

Having offered a working definition of strategic communication and identi-
fied what I belicve is the unassailable core of the construct, [ now present the
core themes of this book. These are the touchstones to which the discussion
will return again and again. They frame much of the material thar follows and
ultimately develop into some of the key takeaways from this book.

The Promise of Strategic Communication

The first such theme is a motivation. If you accept that influencing in sup-
port of foreign policy goals is important, and you recognize that actions com-
municate, too, isn’t that enough! Can't we just do that berter? Why do we really
need all this strategic communication stuff? What do we get if we get this right?

All fair questions and all answered with a vision of the promise of strategic
communication. | have a vision of what successful strategic communication
would look like. In this vision (and it is an idealized abstraction, to be sure),
we have clearly stated national objectives, which contain nested subordinate
objectives, which contain nested intermediate or supporting objectives, nest-
ing all the way down to the operational and tacrical level. These clear state-
ments make it easy to see which objectives can be realized through influence
or persuasion, and which can be supported through such cfforts. In pursuit of
these objectives, appropriate priority is given to influence. Not that influence
is always the primary means for pursuing policy but that it is always consid-
ered for possible primacy in a policy or operation, and is the top priority when
it is appropriate for it to be.
In this vision commanders and decision-makers have a “communication
mindedness” and consider the messages and signals their actions, utterances,
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or planned policies send. Failing thac (or as that is developing) these same
leaders have access to (and respect for) communication advocates{propo-
nentsfadvisors who sit at their right hands and bring communication impli-
cations to their atrention.

In this vision everyone in government speaks not with one voice like some
kind of robot automaton but with their messages aligned in the same dircc-
tion, because everyone understands the nested objectives and how their own
efforts support those objectives, and because they have (or have access to)
requisite communication training and cultural knowledge. In this vision ap-
propriate themes and plans of action are developed in consultation wich both
those who are expert in communication and influence, and with those who
have the relevant cultural and contextual knowledge. Communication is not
just one-way broadeast, but is true rwo-way communication, engagement, or
dialogue. [n my vision this leads to policies shaped with our own interests as
well as the interests and preferences of others in mind.

What do we get if we ger this vight? If we realize this vision, what we will get as
a nation is maximum credibility, increased respect, and as much support for
our policies and operaticns as possible. The promise of strategic communica-
tion is not that everyone in the world will love us or that we will be able to
pursue inherently offensive policies without opposition. Strategic commu-
nication is not about “putting lipstick on 2 pig” or making the unattractive
attractive. It is about explanations (preferably in terms that are comprehen-
sible to, and that resonate with, relevant populations), about finding shared
perspectives and common ground, about compromise, about credibility, about
legitimacy, about partnership, about support. Strategic communication, prac-
ticed effectively, will allow us to create international support when we seek
to do good in the world and to create the broadest possible consensus that
what we are doing really is good. Further, when we pursue more selfish inter-
ests, effective strategic communication will allow us to be believed when we
promise not to encroach more on the interests of others than absolutely nec-
essary. That is the promise of strategic communication.

The Peril of Strategic Communication

What happens if we don’t get this right? What happens if our organization
for strategic communication is suboptimal or we fail to develop sufficient ca-
pabilities and processes? Or more rellingly, what happens if we get fed up with
our efforts and abandon the label and the construce?

This is the peril of strategic communication. If we do not effectively or-
ganize and coordinate our efforts to inform, influence, and persuade, cither
because of the failure of the concept to win support or because we fail to
eftectively execute the concept, we will pay a dear price.

W
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Failure could come in many different flavors. There are a host of possible
execution crrots, in which we try to do strategic communication but do it
wrong. One of the tensions in strategic communication (to foreshadow mate-
rial from a later chapter) is the level of autonomy allowed when seeking unity
of message. One kind of failure would be realized if unity of message were
perfect—roo perfect in fact, If everyone in government was forced to memo-
rize and repear the exact same talking points and never stray from them,
messaging would be unitary but likely also a bit ominous and lacking in hu-
manity and individuality. Insufficient coordination, however, could produce
equally poor results. If every communicator has complete latitude without
being bound by rthemes or guidance connecting messages to objectives, then
many representatives would become loose cannon in the ship of communica-
tion, in every metaphorical sense of the phrase. Information fratricide would
abound, as it does now, and will continue to be the case until some kind of
effective coordination and deconfliction structure is in place.

International perceptions of the United States’ rejection of the Kyoro cli-
mate change accords provide a fine example of the price of continued failure
with strategic communicartion. As a 2003 Council of Foreign Relations report
describes:

While there is no denying that the United States has substantive differ-
ences of policy and position with other states, many of the most contro-
versial U.S. actions might have gencrated less antagonism with beteer
presentation. From the outright rejection of the Kyoto climate change
pact to the seeming dismissal of the International Criminal Court (ICC),
the United States appears to be an obstructionist, not a constructive critic.
Better by far to have a different approach: one that favors fixing problems
where possible and walking away from the negotiating table only as a last
option and always with a good explanation for our actions. Beteer by far
to have a different process: one that would have produced a U.S. proposal
to fix Kyoto's flaws {or at the very least list them), rather than making the
United States seem callous about global warming and dismissive of the
10 years of work by 160 counrries that went into the agreement. Wash-
ington also could have found a better way to articulate concerns with the
[CC, rather than just walking away and signaling a lack of concern.

Poor strategic communication, or no strategic communication, commes
with a price.

All'We Say and Do

Even though L assert it as part of the unassailable core of strategic com-
munics ac £ [1Ons i
n. _1.11.c ation, }\:hc fact thar actions communicate and that strategic cominu-
ication s about hamessing the information content generated by all that
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we say and do is so important that it needs to be one of the recurring themes
of the book. Too often everyone smiles and nods agreement when you re-
mind them that actions speak louder than words and must be integrated in
planning and conducting strategic communication, only to go back to their
routines of thinking exclusively about relationships with and messaging
through news media or traditional pring, audio, or video broadcasts. Don't
ler that be you.

Inform, Influence. and Persuade

I consistently discuss strategic communication as being the capstone for all
povernment and defense efforts to inform, influence, and persuade. [ like those
three terms to caprure the essence of the undertaking. | use less frequently
bur am also perfectly happy with other language. “Signaling” and “cngage-
ment” are both fine, as is “shaping” {(as my coauthors and 1 advocate in a
2007 monograph)}.”* “Communication” is also fine, especially when adjacent
to a reminder that actions communicate. [ steer clear of terms that include or
imply “ideas” or “ideology,” as they lead toward "war of ideas,” which, as | will
describe later, [ find to be a particularly unproductive metaphor. [ am also pre;j-
udiced against “hearts and minds” because [ know its historical antecedents in
the Victnam War era differ significantly from its contemporary usage, because
it is overused, because it is imprecise, and because it lends itself to milicaristic
metaphors (“bartle for hearts and minds”) that are no more productive than
“war of ideas.”

The Crawl, Walk, Run Progression for Strategic Communication

A metaphor popular in business growth and in milicary training and edu-
cation is the “crawl, walk, run” progression. [ find this progression to be a
very useful frame for understanding many of the differences in approaches to
strategic communication and for resolving some of these tensions. Consider,
for example, thar for some, strategic communication focuses on just gerting
to a minimal level of deconfliction between our different modes of broadcast
and avoiding information fratricide. For others, the emphasis is on long-term
partnerships and engagements, and the necessary enabling cultural and con-
textual knowledge. For others still, strategic communication should lever-
age the private sector for a variety of resources and capabilities that are not
organic to the government. I argue that all of these things can have a place
in strategic communication but that some things have to come before other
things, either because they are logically prior (and prerequisite), or just easier
to develop from the current baseline: crawl, walk, run.

To extend the example, minimal deconfliction of content in various modes
of broadcast is clearly at the crawl level, while developing and leveraging
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some cultural expertise is at the walk level, while true mastery of all relevant
cultural derails is probably at the run level. There’s certainly a little squishi-
ness in the three categories, and room to prioritize (perhaps, for example,
leveraging the private sector is only a walk-level development, but it lets you
access run-level cultural expertise), but “crawl, walk, run” is a useful metaphor
for remembering that some things are easier than others and that some things
have to come before other things when you are building a new enterprise.

Central Disagreements in Strategic Communication

Strategic communication is different things to different people. Some of
the disagreement comes from emphasis on different parts of the broader en-
terprise {such as those who focus on messaging versus those who emphasize
counrering adversary propaganda), and some disagreements stem from cm-
phases on different aspects of the crawl, walk, run progression {those who
focus on unity of message versus those who focus on the importance of cul-
tural and contextual knowledge). Here I briefly list some of these disputed
topics. Each will receive much deeper attention later in the book.

Definition, Particularly Scope

The actual definition of strategic communication is highly contentious.
While most interested parties agree broadly about what strategic communica-
rion intends to be at the enterprise level, disagreements creep in about the
scope. There are wide-ranging views about just how broadly encompassing
strategic communication is, and about exactly what is in, and what is out. For
example, while most are willing to consider strategic communication to be a
whole of government enterprise, some would also like to sce citizen diplomacy
embraced by the concept. Asanother example, while most agree that strategic
communication is conducted in pursuit of national policy goals, some want to
twist this such that they conduct straregic communication when they pursue
the parochial interests of their organization or government agency, impuring
an alignment berween narrow organizational objectives and broader narional
goals just because their organization is part of the government.

The biggest definitional dispute, however, is over what activities should
and should not be called strategic communication. For example, the strategic
communicarion cognoscenti within the Pentagon currently hew to a vision of
"jlmtegic communication as a process,” where only the integrating and coor-
d\f}'d!m‘% activities are the strategic communication part, and all the different

thlztld::i;ni;\Hil;:;:t ?{ﬁm .(ic_ Fa{:ﬂhilitiés) thgr are coordinated should
sk ot St mulc'n -ﬁ;l;:[l le\ stark contrast w?th the rest _o_f the govern-
: ragencies lack a formal definition but mean
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to include both the integration and the capabilities integrated when they say,
“strategic communication” {or, as is more often the case outside of the Depart-
ment of Defense, “strategic communicarions,” with an extra “s” at the end).

Broadcast versus Engagement

Another tension in discussions of strategic communication concerns the
approach to communication. One side of the disagreement is caricaturized as
emphasizing the “great megaphone” approach,’ where the principle concern
of the undertaking is finding just the right message and broadeasting it over
and over again to the desired audience in as many different media as possible.
The other side roundly rejects broadeast-only messaging for forgetting that
communication is, by its very nature, two-directional, and asserts that stra-
tegic communication must involve listening and engagement with partners
who should not be described as “audience” because that term itself suggests
passive listening rather than effective two-way exchange.

This disagreement is in some sense a bit of a straw man. No thought-
ful person would propose o seck to inform, influence, and persuade solely
through one-way messaging. Similarly, no critic of one-way messaging would
suggest that all broadcast messaging be stopped or that ensuring that broad-
cast messages are coordinated and deconflicted isn’t a valuable undertaking.
The disagreement becomes even thinner if you think of coordination and
deconfliction of traditional broadcast messages as a crawl-level element of
strategic communication and integrated listening, engagement, and proper
two-way communication as a walk- or run-level aspiration for strategic
communication.

Getting the Balance Right: Taped-Message Automatons versus
Well-Meaning Loose Cannon

There is an important balance to be struck berween vague, hand-waving,
worthlessly high-level goals statements and specific statements of objectives or
themes that are so detailed or overspecified that they are overmanaged, classi-
fied, or impossible to tailor to the nuances of individual local environments.

One of the critical challenges in strategic communication is deciding just
how much adherence ro require to high-level themes and messages. Too much
pressure to conform and suddenly everyone is woodenly parroting the same
three talking points. Too little coordination and conformity, and everyone is
talking out their ear, and information fratricide resumes.

Obviously, the ideal situation includes (1) a structure that provides high-
level themes that are focused enough to be meaningful but are not too spe-
cific to apply to the varicty of different contexts in the area they relate to; and
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(2) enough flexibility that every government represcntative can address
those themes in their own words while retaining personal credibility (and
the human touch) but withour risk of damaging contradictions with other
government voices or with the situation they face in their specific context.
Where exactly that balance point is and how ro get there is not clear and nor
agreed upon.

Inform versus Influence

To some, “influence” is a dirty word. While they want to influence people,
they don’t want to admit that they are doing it, so they call it "informing”
them instead. The underlying logic is that if desired audiences only had
complete information (were informed) and better understood U.S. poli-
cies and intentions, they wouldn't resist those policies. Under this view, it
is the policies themselves that are persuasive, so the information is value
ncutral.

I think thart is naive. There is no such thing as value-free information,
so any effort to inform has cognitive influence porential, whether intended
or not. Further, 1 believe thar those who do the informing do intend for it
to be persuasive. If we didn't think the explanation of a policy was likely
to persuade others to be more accepting of it, we probably wouldn’t bother.
Information influences.

The disagreements come when we start being candid about our intent to
influence (rather than magically neutrally informing) and when the influ-
ence slips into manipulation and falsehood. While a sensible approach to
strategic communication requires that we admit to intending influence, there
is disagrecment about the appropriateness of including falsehood, deception,
or propaganda (with all the pejorative implications of the term) as part of the
underraking.

Plan of the Remainder of the Book

Chapter 2 begins by offering a working definition of strategic communication
and describing what [ consider to be rhe unassailable core of the concept.
The chapter then considers the troubled lexicon surrounding strategic com-
munication, beginning with the term itself, but also discussing ambiguitics
and disagreements surrounding public diplomacy, information operaticns,
psychological operations, and propaganda. Chapter 2 concludes with a dis-
c‘j“iim of possible goals for strategic communication, also contested space.

(_hnrfwr 3 reviews the history of public diplomacy and strategic communica-

:‘{‘:;' l\?\::;LBH::;EL:L?.Rzntrdhlr:ﬁ th::: c?r}ce_prs bac%: to_t_he dawn of the na-

of those two specific terms, Chaprer 4
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describes the U.S. government participants in strategic communication and
considers the boundaries of the concept, both in and outside of government.
Chapter 5 provides some detail about what makes strategic communication
s0 hard for the United States, first enumerating challenges facing strategic
communication at the whole of government level, and then focusing specifi-
cally on challenges faced by the U.S. military. Chapter 6 offers best practices
and practical advice for the organization and conducr of strategic communi-
cation, as well as dividing the host of desired capabilities for strategic commu-
nication into a sensible crawl, walk, run progression for future development.
Chapter 7 offers some concluding remarks and makes some suggestions re-
garding how we get from here to there in pursuit of a vision of effective stra-
tegic communicarion.
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What Is Strategic Communication,
and What Should It Be?

Strategic conumunication is an emergent concept wich several defini-
tions floating about, no doctrinal base and a lexicon that fails complerely
1o convey the desired understanding.

—Professor Dennis Murphy, U.S. Army War College!

What is strategic communication, and what should it be? This chaprer is about
the lexicon of and relating to strategic communication. Afrer reinforcing a
preliminary vision for strategic communication, the discussion tumns to the
contested terms. Beginning with strategic communication, [ review definitions
offered and discuss what perspectives or views prefer which characteristics of
the definition. This is followed by a review of the related lexicon and various
ambiguities thercin. Once the lexical ambiguities are clearly laid our, the dis-
cussion turns to the uncertainties about exactly what sorts of goals or objectives
strategic communication should be used to service. The chaprer concludes with
my vision for strategic communication and an articulation of a crawl, walk, run
approach to the progressive development of strategic communication.

Prelude to the Lexicon

In chapter 1 T offered up what I assert to be the unassailable core of strategic
communication in four clements:

Informing, influencing, and persuading is important.

Effectively informing, influencing, and persuading requires clear objectives.
Coordination and deconfliction are necessary to avoid information fratricide.
Actions communicace.

* & & »

Supporting these clements [ offer a working deﬁni;i_m—l -of strategic cam-
munication as a place to start: coordinated actions, meSsages, images, and other
forms of signaling or engagement intended to inf(mn,_inﬂw]Emmﬁ]’-le‘fmdk‘“wﬂ;ﬁed: )
auidiences in support of national objectives. [ LEIEAENYIN IEN3IALUNGTSHY

C ANAEARGID




Strategic Communication

Unfortunately, there are many different definitions of strategic communi-
cation, and many different understandings of those definitions. Heck, there
isn’t even agreement on whether it is “strategic communication” or “strategic
communicarions” with an “s” at the end.? Part of the problem is that there are
eenuine disagreements about the content of the terminology. If you gathered
10 serategic-communication practitioners or experts around a table and asked
each to define and describe strategic communication, you'd get 10 different
answers. Not only would each use slightly different language or emphasize
slightly different parts, there would also be real differences in what was said.
Most of those disagreements would probably be fairly mild and abstrace, phil-
osophical, or theoretical, but some of rthe differences would have real and
significant consequences for how we should organize for and pursue strategic
communication. This lack of consensus and frequent lack of precision in the
usc of the rerm is costly. As one discussant writes, “Many players inconsis-
tently employ the term in such a manner as to render it meaningless.™ Frus-
tration with the ambiguity and inconsistency has led many to reject or try
to move away from using the term strategic communication at all (as will be
discussed in a later section).

In order to move past these disagreements and confusion, we need an of-
ficial government-wide definition that, while everyone may not accept, ev-
eryone must conform to when using the term. “The absence of an official
national strategic communicarion definition . . . convolutes United States
Government efforts to develop strategic communication policy.”™ Simply
trusting everyone to “know it when they see it” won't work out.

Contested Terms

Qur attack on the lexicon begins with the term “strategic communication”
itself. 1 start with the available “official” definitions of strategic communica-
tion, and then move on to different aspects of or approaches to strategic com-
munication that different definitions (or just uses) of the term imply. After
this detailed trearment of strategic communication, the discussion turns to
public diplomacy, information operations, audience, and several other con-
tentious terms in the supporting lexicon.

Strategic Communication

There are almost as many different definitions of strategic communication
as there are scholars and practitioners writing on the subject. While most
articles or papers written by uniformed military personnel or defense civilians
cite the official Deparrment of Defense {Dob)) definition (which Pl get toin
a moment), they then almost universally offer either some eriticism of that



What Is Strategic Communication, and What Should it Be?

definition, an interpretation of that definition thart is tantamount to being
a new definition, or an accusation that someone else is misunderstanding
that definition. While many of those interpretations appear or are referenced
in what follows, let’s begin with the available “official” definitions. [ have
“official” in quotes, because some might contest how official these official
definitions are, By official [ mean simply to denote clear definitions srated in
official products: government reports, doctrine, or other formal government
publications. What I'm not including in official is articles, studics, white pa-
pers, or publications of nongovernmental (or even semigovernmental, like
the Defense Science Board) entities.

While most maintain rhat strategic communication should be a whole of
government undertaking, vircually all official efforts to define the term have
come from the Department of Defense. The earliest official definition of
which I am aware comes from the 2006 Quadrennial Defense Review Execu-
tion Roadmap for Strategic Communication: “focused United States Govern-
ment processes and efforts to understand and engage key audiences to create,
strengthen, or preserve conditions favorable to advance national interests and
objectives through the use of coordinated information, themes, plans, pro-
grams, and actions synchronized with other elements of national power.”

This definition differs very little from the current official DoD definition, as
recorded in Joint Publication 1-02, the Department of Defense Dictionary of Mil-
itary and Associated Terms, which defines strategic communication as “focused
United States Government efforts to understand and engage key audiences to
create, strengthen, or preserve conditions favorable for the advancement of
United Srates Government interests, policies, and objectives through the use
of coordinated programs, plans, themes, messages, and products synchronized
with the actions of all instruments of national power.” The changes arc subtle
{and fairly minimal} between the 2006 definition and the current definition.
“Process and efforts” have given way simply to “cfforts.” “United States Govern-
ment interests, policies, and objectives” are now advanced instead of “national
interests and objectives.” “Programs, plans, themes, messages, and products”
are coordinated instead of “information, themes, plans, programs, and actions,”
and “actions” is now relative to the instruments of national power rather than
the list of things to be coordinated. Though those changes seem like subtle
points, the nuanced differences feed some of the tensions discussed later.

Because JP 1-02 is the Dol)'s official definition, cvery subsequent official
DoD discussion parrots the JP 1-02 definition, then offers an elaboration or
explanation that is tantamount to a new definition, without contesting the
existing official definition. For example, the 2009 Strategic Communication Joint
[ntegrating Concept, after reiterating the JP [-02 definition, elaborates that
“strategic communication essentially means sharing meaning (i.e., commu-
nicating) in support of national objectives (i.e., strategically). This involves
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listening as much as transmitring. [t applies not only to information, but also
to physical communication—that is, action that conveys meaning. " Examples
of similar treatment, where a DoD source repeats JP 1-02 and then offers an
alternative explanation, appear in the discussion that follows.

Official definitions elsewhere in the government have been sparse. The
Deparement of State, for example, does not have an official published defi-
nirion, even though State had the lead for strategic communication under
the George W. Bush administration. The closest they came was in the 2007
National Strategy for Public Diplomacy and Serategic Communication. That strat-
eoy document never offers a formal definition but hints at one: “Public di-
plomacy and strategic communication should always strive to support our
nation’s fundamental values and national security objectives. All communi-
cation and public diplomacy activities should

* underscore our commitment to freedom, human rghes and the dignicy and equal-
ity of every human being;
reach out to those who share our ideals:
support those who struggle for freedom and democracy; and

* counter those who espouse ideologies of hate and oppression.™

This official not-quite-definition is more about what strategic communica-
tion does than what it is, an important part of the contested space surrounding
strategic communication that will be addressed in greater detail later in this
chapter.

The only other official definition we have comes from the White House 2010
National Framework for Strategic Communication, a short white paper written in
response to a congressional reporting requirement written into the 2009 Defense
Appropriations Act. In the National Framework there is a candid admission
that strategic communication has grown in use but has been used differently:

Over the last few years, the term “strategic communication” has be-
come increasingly popular. However, different uses of the term “strategic
communication” have led to significant confusion. As a result, we be-
lieve it is necessary to begin this repore by clarifying what we mean by
strategic communication. By “strategic communication(s)” we refer to:
(a) the synchronization of words and deeds and how they will be per-
ceived by selected audiences, as well as (b) programs and acrivities delib-
erately aimed at communicating and engaging with intended audiences,
including those implemented by public affairs, public diplomacy, and
information operations professionals.?

While this is the only official offering that has any potential claim to being
the official government-wide definition of strategic communication because
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it comes straight from the White House, it isn't clear that it intends ¢t
that. The definition is offered quickly and in a tone that suggests utilir
clarification internal to the document: “we want to be clear what we are |
ing about here,” rather than “we want you all to use the term strategic c
munication in this way.” Still, chis provides a useful companion to the o
official definitions, and taken together, they all perhaps begin to make «
why a chapter like this one is necessary.

With that introduction to official definitions as a starting point, the di:
sion will now turn to specific points of contention within the various com
ing conceptions of strategic communication. Alternative definitions wi
presented, and the nuance of the official definitions will be plumbed for
possibility of support for one or more alternative views or interpretat;
While the subsections that follow treat different aspects of different poy
definirions of strategic communication, appendix [ collects and presents
the definitions of strategic communication I've seen and recorded.

Strategic Communication as Process

The 2009 Department of Defense Report on Strategic Communic
(written in response to the same congressional reporting requirement
prompted the White House National Framework) reports that

emergent thinking is coalescing around the notion that strategic com-
munication should be viewed as a process, rather than as a set of capabili-
ties, organizations, or discrete activities. [n its broadest sense, “strategic
communication” is the process of integrating issues of audience and
stakeholder perception into policy-making, planning, and operations at
every level."

What does it mean to say that “strategic communication is a process’!
formulation recognizes that the broadest conceptions of strategic comn
cation are too broad to be meaningfully discussed as a discrete set of activ
and responds to that challenge by winnowing what is included in the ter
something quite specific.'! As to what is in and what is out, “process” ju:
cludes the integrating function, the planning function, the staffing funct
Strategic communication as process does not require any new capabil
structures, or organizations. You already have the capabilities needed to
municate, they just need to be coordinated across components, and for
you don’t need any more structure, you just need a process.

Strategic communication as process has budgetary implications. “Pr
doesn't really cost anything, nor does it require organization or structu
yond the assignment of a few staff officers, It just helps you use what you
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relations and communications as important, fully integrated, consisten
and ongoing functions and invests resources in it.

Nort only is the term in use in industry, there isn’t consistent usage or m
there, either.

Usually in industry, strategic communications is part of the publ:
tions function. While in the department of defense “strategic” actually
something, in industry “strategic” is stuck alongside any number o
words solely to denote *planned” or “thouglitful .

A related concept in industry is “corporate communication.” One
tion of corporate communication is “the set of activities involved ir
aging and orchestrating all internal and external communications ai'
creating favorable starting points with stakeholders on which the co
depends.” Others note that as a part of corporate communication “or
tions can strategically communicate to their audiences [emphasis added]

Strategic communication as used in government certainly has some
lap with strategic communications and corporate communication as t
industry. Exactly how much is open for debate depends ultimatcly or
you include in strategic communication. Most uses of the two industn
include managing, orchestrating, or coordinating messages; this is e
consonant with most government uses. The industry terms arc usuall
to endorse a “strategic” or thoughtful connection between communi
and organizational goals. In governmenr strategic communication, w
the goals pursued are simply organizational goals or are exclusively
national policy goals is contested (and will be discussed further in th
subsection). The industry terms include both external communicatio
internal communicaticns, both outside the organization and internal
organization. Government strategic communication might or might |
clude internal and external, and has more complicated relationships t
sider; not just inside and outside of the organizarion, but issues rel:
whether the external audiences are foreign or domestic. Finally, the
the industry terms that | have seen focus exclusively on messages—
relations, public relations, communication. Though a point of cont
many perspectives on government stratégic communication (includi
own unassailable core) include actions as important sources of image
sages and signals, a source largely ignored in industry writings I've see

Strategic Communication and Parochial versus National Interes!

Several of the military services have launched service-specific “str
communication” plans. I've seen that of the U.S. Army, the U.S. |
Corps, and the U.S. Air Force; I assume the U.S. Navy has one as well
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service plans treat strategic communication much like broader and higher
level definitions, with one major difference. Rather than declaring the ob-
jective of service strategic communicarion to be support for national goals,
these plans instead serve the services' narrow parochial interests. Here is an
example, the 2007 U.S. Army defnition of Army strategic communication:
*“focused United States Army efforts to understand and engage key audiences
to promote awarcness, understanding, commitment, and action in support
of the Army."?! It reads like a shortened version of the various official Dol)
definirions until the end, where instead of U.S. government or national in-
terests as the object, these efforts are in support of the Army. The other service
strategic-communication plans are similarly worded to focus efforts narrowly
in support of the service or of service objectives. The Marine Corps Strate-
gic Commumication Plan specifies some of these interests: “Legislative Affairs,
Public Affairs, and Recruiting.”

So, the question is, is that strategic communication, or is it something
else? There are reasonable arpuments to be made in both directions. Those
who assert that service-level plans pursuing service-level interests are stra-
tegic communication might argue first that if strategic communication is a
process, they are just applying the process in pursuit of their service interests.
Second, if strategic communication is a set of capabilities, well, they have
those capabilities, and they are coordinating them for maximum effectiveness
in pursuit of their goals. Third, they might make the more tenuous argument
that since strategic communication supports U.S. government interests and
they (che services) are part of the U.S. government, then it follows chat their
(service) interests are U.S. government interests.

Those who (like me) would like to exclude the pursuit of such parochial
interests from being called strategic communication draw a distinction be-
tween the narrow organizational goals of the constitutive organizations of
the U.S. government and national policy goals, and want strategic com-
munication to include only the latter.”? As an officer attending Air Com-
mand and Staff College asserted, “It is clear, then, that at the highest levels
strategic communication is not a service-specific or even simply a DoD
function, but should involve all national instruments of policy and com-
munication. . . . It remains important to note that strategic communica-
tion is a national priority—not simply a service priority.”* Another officer
writes, “Employing strategic communication-like processes to pursue lower-
echelons ends, regardless of those ends’ value, means that such actions can
not be considered strategic communication.”?

Those who do not want the service strategic communication plans
called strategic communication do not actually object to any of the things
the services are doing. It is perfectly reasonable for the services to coordi-
nate their messages in pursuit of a positive image with the American public,
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full information for congresspersons on proposed U.S. Army programs, more
robust pools of recruits; just don’t call it strategic communication, Part of
the reason [ introduce the industry term “corporate communication” in the
seetion above is because I think it is the appropriate term for these under
takings—coordinated and planned efforts to communicare, but in pursuit of
organizational goals, not national goals.

Internal Messaging as Part of Strategic Communication

As long as the discussion is focused on corporate communication, what
about corporate communication—internal? Does strategic communicuation
include messages to those inside the organization {in this case, government
or military personnel)?

To some exrent, it almost has to. How would it be possible to coordinate
and integrate messaging otherwise! Even if strategic communicarion is just a
process, part of that process needs to include internal funcrions where themes
and messages are passed down from higher levels to be integrated in sup-
porting plans and used by subordinate personnel; similarly, there needs to
be functions feeding back information and messages used to higher levels,
so that planners know exactly what messages have been communicated and
signals sent and how they have been received. Businesses developing a brand
identity spend quite a bit of time and energy preparing their employees to
represent that brand, and cffective government efforts to inform, influcnce,
and persuade should demand no less attention.®

What about as audience? Are government personnel part of the rarger
audiences at which strategic communication can be aimed? This is more am-
biguous, and the question itself almost wanders into the realm of political-
philosophical beliefs about the relationship between a government and its
personnel. One view might hold that targeting the internal government audi-
ence is unnecessary, as it is part of these individuals’ jobs to support national
policies, so they shouldn’t need to be persuaded to do these things. Another
view might suggest that it isn’t that they should be included to be persuaded
but rather that they need to be considered so that they are fully informed
abour and understand the broader strategic communication plan they will
help exccute. After all, if individual employees arc going to represent the
nation and explain the actions of their government in their own words, they

must understand what their government is doing, why, and how what they do
personally connects to those broader policies.

Whether or not those inside the government constitute an audience for
strategic communication, plans and processes should definitely include coffec-

tive means to inform them, prepare them, and coordinate their contributions
to the broader effort.
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Is Strategic Communication Just Messaging or Is It All Activities
That Communicate?

Many definitions (and discussions in practice) treat strategic communica-
tion as if it only includes formal messaging: the official broadcasts, statements,
and press releases from the government. Examples of this include the military
service strategic commumication plans I criticized in a previous subsection,
and others as well. As Professor Dennis Murphy of the U.S. Army War Col-
lege has noted, “The default definition of strategic communication in the
minds of many has to do with media interaction, which further devolves to
establishing effective talking points for the next press briefing."

No one actually comes out and says that actions don’t communicate, but
many definitions omit actions and focus exclusively on messages. For exam-
ple. Professor Phil Taylor describes information operations, psychological op-
crations, public diplomacy, and public affairs as “the four ‘pillars’ of strategic
communications.” Professor Taylor would certainly not contest the impor-
rance of actions, bur he, like many others, emphasizes the formal messaging
component as the primary focus. Similarly, a report from the Congressional
Rescarch Service unintentionally limits the scope of strategic communication:
“In DOD, activities related to strategic communication are primarily supported
by three capabilities: { 1) Information Operations (IO}, and primarily within [O,
Psychological Operations (PSYOP}; (2) Public Affairs (PA); and (3) Defense
Support to Public Diplomacy (DSPD). Military Diplomacy (MD) and Visual
Information (V1) also support straregic communication-related activities."”

The latest DoD thinking, as embodied in the 2009 Report on Strategic Com-
munication, definitely includes action, indicating a decreased emphasis on
strictly “informational” acrivities, a new emphasis on “hypothesizing physical
and informational signals” and “the importance to strategic communicarion
of ensuring effective coordination among a much larger group of capabilities,
functions, and activities.”™ Both of the formal definitions of strategic com-
munication from Dol (the 2006 QDR roadmap definition and the JP 1-02
definition) include “actions” though in slightly different ways.

Many writers explicitly assert the importance of all actions. One author
notes that “all military activities have a communication clement.”™! Another
reports that “in fact, senior officials point out that strategic communication is
‘80% actions and 20% words."'"*?

One oft-repeated mantra of successful strategic communication is to “min-
imize the say-do gap.”** This is the gap berween what the government says
and what the government does. Trying to minimize this gap by focusing only
on what you say seems to be considering only half the problem.

“Policy acrions ultimately speak louder than any words in a communica-
tions strategy, but both should be mutually supportive.”™
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The 2010 White House National Framework for Strategic Communication
clearly agrees. The document clearly highlights the fact that “coordinating
words and deeds, including the active consideration of how our actions and
policies will be interpreted by public audiences as an organic part of decision-
making, is an important task. This understanding of strategic communication
is driven by a recognition that what we do is often more important than what
we say because actions have communicative value and send messages.”*
While the preponderant consensus in formal writings on the topic is that
strategic communication must include actions and other forms of signaling,
in practice, general ambiguity or overemphasis on traditional messaging ca-
pabilities often results in implementations of strategic communication that
focus solely on informational messaging. For example, I spoke with an offi-
cer who worked in a strategic-communication cell during operations in [rag;
during the rime he was there the cells efforts were focused solely on media
relations.® [ suspect he was not alone in this experience of the implementa-
tion of strategic communication. This is an example of why how we define
things matters and a reminder that how we execute them matters the most.
I would be happy to let soft defnitions slide past and “know it when | see it”
with strategic communication if we did it better.

Truth, Lies, Credibility, and Spin in Strategic Communication

Anorther tension in strategic communication is whether or not the mes-
sages coordinated must all be wholly true. Those who argue for the “truth
only” position argue strongly and persuasively. The Advisory Group on Public
Diplomacy for the Arab and Muslim World advocates exclusively truchful
and candid communications: “Finally, we want to be clear: ‘Spin’ and manip-
ulative public relations and propaganda are not the answer.”* The grounds
for these objections are the preservation of credibility: “If you try to manipu-
late or lie, you will immediately lose credibility.”*

Credibility is critical in this domain, and disclosure of efforts to manipulate
or deceive can cause significant and lasting harm to U.S. credibility. “Even
the most well-intentioned attempts to establish, preserve, and strengthen
trust and credibility will quickly backfire if a given public decides it is being
manipulated or deceived.™

No one L am aware of is publicly arguing that our strategic communication
should be based on falsehood, Still, it remains an open question: if any part of
the government is engaged in manipulations based on falschood, should it be
coordinated as part of strategic communication? There are two debates here,
both of which would be hotly contested. First, there would be ficree debate

over whether or not any part of the government should be disseminating
unrruths or otherwise engaged in manipulation. Second, if there were to be
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such activities, there is debate over whether or not they should be integrated
under strategic communication. As Vietnam-era war correspondent Joe Gal-
loway advises in a 2004 Op-Ed piece, the military should avoid “mixing the
liars and the truth rellers in one pot.”™ This is good advice on its face: surely
you don’t want any individual spokesperson to be chought of as someone who
speaks the truth sometimes, and not others. However, in actual practice, this
is sometimes taken too far. [ have heard of public-affairs personnel who refuse
ro be in the same room with information operations personnel, lest they get
“IO stink” on them and lose credibility. ! Apparently they believe that if they
don't know about it, it can't hurt their credibility.

To me it seems self-evident that if we are to avoid information fratricide, we
need ro be coordinaring all the messages and signals, truthful or not. However,
it ulso secms self-evident to me that in the contemporary information environ-
ment the possibility of sustaining a falschood for any length of time without
disclosure is so scant, and the resulting loss of credibility so significant, that
such deceprions must be very carefully considered, if not eschewed entirely.

What You Call It Doesn’t Matter: “Know It When You See it”

Several individuals with responsibility for strategic communication in
the Dol have told me candidly that they don't care what the definition is.
Official definitions are hard to change and are often “definition by commit-
tee” with all that chat implies. What you actually do as part of strategic com-
munication is what matters, what you call it doesn’t. If most people mostly
share an unstated understanding of strategic communication and we actually
get better at doing “it” {leaving aside what “it” really is), then that is OK.
This position maintains chat, like pornography, with strategic communica-
tion, we will “know it when we see it."#

This position actually argues for leaving the definition of strategic com-
munication ambiguous and not creating strategic-communication-specific
doctrine. The DoD) is a doctrine-driven organization. If there is a new formal
definition that is wrong {rather than just being vague) and that definition is
propagated in doctrine, then that definition would become “the truth” for
Dol) personnel, and would undermine the concepe and its practice.

Strategic Communication Is Vague: Say What You Mean!

One of the big challenges with the term “strategic communication,” even
among those who would have broad agreement on a definition, is that it is a
broad term, potentially including lots of different aspeets of a complex under-
taking. Too much confusion comes in when folks who agree and should be
talking ro cach other end up ralking past each orher because cach is thinking
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about a different part of the strategic communication enterprise when the
other says “strategic communication.” In a 2010 Joint Force Quarterly arricle, 1
offer a working solution to this problem (a solution which may continue to be
necessary even if we ger an effective government-wide definition of strategic
communication): say what you mean!®
The proposed solution is simple: never say “straregic communication”
withour also including a qualifier to make clear whar aspect, element, or part
of strategic communication you intend the current conversation to discuss.
In Joint Force Quarterly, | offer five ditferent elements of strategic communi-
cation as possible specifiers, but no one should feel constrained to just those
five; if you find you want to talk about some other element of strategic com-
munication, do so, but say clearly what part you mean to talk about.
The fve elements | offer as a decomposition of strategic communication
are

enterprise level straregic communication;
strategic communication planning, integration, and synchronization processes;
communication strategies and themes;

communication, informarion, and influence capabilities;

knowledge of human dynamics and analysis or assessment capabilivies, ™

*« » ¢ 9 @

Drawing from my JEQ article, I elaborate each here:

“Enterprise-level strategic communication” is “capital S, capital C” Stra-
tegic Communication. This is the commonly shared understanding of the
term that embraces a potentially quite broad range of government activities
and encourages their coordination toward national or theater strategic ends.
This term is useful only to indicate what general activity domain a discussion
targets and to remind everyone that all actions and utterances have informa-
tion and intluence potential—and that this potential can be harnessed and
aligned in support of national or theater goals.

As an element of the strategic communication enterprise, “strategic com-
munication planning, integration, and synchronization processes” constitute
a discrete set of activities and require distinct organization, procedures, and
personnel. How are general national and theater strategic goals translated
into information and influence goals or specihc desired information effects?
How are the porentials inherent in communication capabilities incorporated

into campaign plans? How are agreed-to communication objectives disserni-
nated, deconflicted, and synchronized across the joint force and throughout
the interagency community? How are themes and objecrives shared with al-
lies and partners (if they are}? A whole host of important questions can be
meaningfully asked and answered by specifying this element of strategic com-
munication as the topic of discussion.
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“Communication strategies and themes” are the strategic-communication
element that concerns content and involves both the inputs and the outputs
from the strategic-communication planning, integration, and synchroniza-
tion processes. This includes the national or campaign goals or objectives
or desired information effects (inputs) that planning processes will translate
into communication goals and themes {outputs) and incorporate into plans.
Content outputs, such as communication objectives and themes, are the ele-
ments that are integrated and synchronized across the joint force, especially
to and for communication, information, and influence capabilities.

*Communication, information, and influence capabilities” arc the broad-
cast dissemination, messaging, and engagement elements of strategic commu-
nication. Communication, information, and influence capabilities certainly
include public affairs, psychological operations, defense support to public
diplomacy, defense visual information, and civil affairs. These capabilities
might include broader elements of the force, such as mancuver elements con-
ducting civil-military operations or military police operating vehicle check-
points abroad. They might include the interactions of any element of the
force with forcign populations or the prevalence of language and cultural
awareness training across the force. They might include every action or utter-
ance of every deployed soldier, sailor, airman, and marine.

Supporting all of these activities are “knowledge of human dynamics and
analysis or assessment capahilities.” These capabilities include media moni-
toring, media-use-pattern research, target-audience analysis, and social, his-
torical, cultural, and language expertise, along with other relevant analytic
and assessment capabilities. Cultural knowledge and audience analysis are
critical for translating broad strategic goals into information and influence
goals. Understanding audiences specifically and human dynamics generally
is critical to identifying themes, messages, and engagement approaches that
will lead to desired outcomes or information effects. Dara collection and as-
sessment contribute the feedback thar allows two-way communication and
engagement (rather than just broadeast) and that also makes it possible to
demonstrate and report impact or effect from communication activities.

These Aive specifications connect to each other logically. Within the broader
“strategic communication enterprise,” national- or campaign-level goals and
objectives or desired information effects constitute the inputs to the “strategic
communication planning, integration, and synchronization processes.” Based
on “knowledge of human dynamics and analysis or assessment capabilities,”

these processes transform and incorporate the “communication strategies and
themes” and provide them to commanders who employ the various avail-
able “communication, information, and influence capabilities” in pursuit of
desired objectives. The planning, integration, and synchronization processes
and knowledge, analysis, and assessment capabilitics continue to be useful ro
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force clements as they broadeast or disseminate their themes and messages or
otherwise engage and appraise the impact of these activities,
As noted above, these five categories do not intend to be exhaustive.
If there is something clse under the broad tent of strategic communica-
tion that you wish to discuss, by all means do so (and try to describe it
before you do). One possible candidate for a sixth category could be “rapid
response.” Many who are concerned with strategic communication more
broadly are specifically concerned with countering misinformation or dis-
information in the informarion environment. This involves both media
monitoring (to find the false or erronecus information in the first place)
and some sort of rapid-response capability to conract media outlets and
conrest stories, suggest corrections, or release competing (but correct) in-
formation. While those elements might be able to be decomposed to fit
into the five categories ['ve proposed previously, there's no need. If you
want to talk about rapid response in the information environment as part
of strategic communication, please do, just say that you are doing so before
you launch in.

Looking for a Replacement Term for Strategic Communication

Many have indicated dissatisfaction with the phrase “strategic communi-
cation” for being “too broad and vague.” Admiral Michael Mullen, chair-
man of the Joint Chiefs of Staff, has joined the chorus by indicating, “Frankly,
I don’t care for the term.”* Many others who work in this area find fault with
the term, too, while embracing the concept. Some complain that “using the
term ‘strategic’ communication naturally brings a mistaken intuition thar it
resides only at rhe strategic level.”¥” Other complaints stem from the issues
mentioned above: lack of shared understanding, competing definitions, dif-
ferent use in industry, and a sense that the term by iwself doesn't sufficiently
communicate enough of the content of the concept.

The obvious solution is to find an alternative phrase, but this has proven
to be more of a challenge than one might think. Several candidate alterna-
tives have been offered. The 2010 Commander's Handbook for Swrategic Com-
munication and Communication Strategy suggests that we use “Communication
Strategy” to refer to the overall construct, using different terms to describe sub-
ordinate funcrions.* Tony Corn tries out “perception management,” discards

it, and suggests “managing expectations.™® “Engagement,” with and without
an additional word, is in vogue as an alternative; the National Security Coun-
cil now has a “"Global Engagement Directorate” and the State Department
coordinates strategic communication with interagency partners through its
Global Strategic Engagement Center.® Prominent scholars from the Center
tor a New American Security suggest we instead label the construct *stra-
tegic public engagement.” An carly draft of the Strategic Communication
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Capabilities Based Assessment (completed in 2010) is reported to have in-
cluded “signaling integration” as a candidate replacement term.*

Some of the proposed replacement terms are better than others, and some
are better in some situations, or for some aspect of the concept to be replaced.
In my opinion, none of them is the desired unambiguously better, clearer
term. This is 1 nontrivial challenge. Try to find a two- {or even three-) word
phrase that adequately captures the core of the concepr and does so without
requiring several additional paragraphs of explanation in order to be under-
stood by a new initiate. For example, I think “signaling integration” is great at
capturing several of the core tenets of strategic communication. “Signaling”
makes clear that it isn't just messages we're concerned about, but all actions
and transmissions, and “integration” speaks to the integration, coordination,
and decontliction piece. However, several critics have (perhaps rightly) in-
dicated thar “signaling” won't be clear to someone newly encountering the
term and will cither invoke images of automobile turn signals or of semaphore
tlags (like the old Signal Corps).

The ideal replacement phrase would suffer none of the above problems.
It would be short (two or three words); the English meaning of the words in
combination would directly denote what we want to talk about; the phrase
would imply clear boundaries such that current disagreements are minimized;
and no other community should be currently using the phrase to mean some-
thing else. As noted, this is a nontrivial set of requirements!

In my mind, the single hardest part is fitting the concept into two or three
words. Given 20 words, 1 could certainly beat “strategic communication”;
but no one is going to hold still for an even 10-word acronym in this area.
The reason this is so hard is that we are trying to capture at least four distinct
categories of concept in those two or three words. Here are the categories and
single words that might represent that category. For fun, mix and match terms
from multiple caregories to make your own replacement term for strategic
communication. Then, look at the words (and categories) you didn't use, and
think about the consequences of those omissions.

Catepory l—strategic; intended; purposeful; purposive; deliberate; considered;
effective; for effect; planned; intentional and unintended; goal-oriented;
calculated

Category 2—coordination; deconfliction; integration; combination; synchroniza-
tien; full-spectrum

Category 3—communication; transmit or exchange information; engagement;
interaction; interchange; information; actions; deeds: behavior; signals; signal-
ing; cognitive; influence; persuade; effeces; narrative; ideas; shaping percep-
tions; actions, images, and utterances; shaping; rhetoric; presence, posture, and
profile;* both actions and utterances

Category 4—in support of national objectives; forcign; global; public; for effecy;
cognitive domain; cognitive space
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Playing this game for myself I came up with a fistful of possible alternatives.
None is particularly satisfying, though some are better than others. Perhaps
this is a good illustration of why no one has come up with an unambiguously

winning replacement term:

cognitive shaping

purposive pronouncements, presence, posture, and profite (P*)

persuasive pronouncements, presence, posture, and profile (P°)

intended information effects

coordinated information intentions

considered cognitive engagement

purposeful combined actions and signals

deliberate thetoric and deeds

“. ... in support of national objectives” can be appended to any of the above.

Bottom line: “straregic communication” isn't perfect, but it is becrer than
any easily identifiable alternative and has the virtue of being the term we are
currently using. Rather than replacing it, 1 really believe the best solution is
to adequately define it. A strict and sufficient definition and militant defense
of that definition will allow us to move out rather than constantly being stuck
on our own lexicon. Failing that, my advice above regarding adding a specify-
ing qualifier to strategic communication every time it is used would also help
reduce tensions surrounding the term.

However, if the term becomes toxic and must be jettisoned or replaced, all
right. Better that than losing the underlying conceprt in a throwing-out-the-
baby-with-the-bathwater fashion.

Public Diplomacy

The second major term in the troubled lexicon of strategic communica-
tion is "public diplomacy.” Public diplomacy has a much longer pedigree than
straregic communication but is only marginally better defined.

According to the Public Diplomacy Alumni Association Web site, the
term itself was first used by Dean Edmund Gullion of the Fletcher School
of Law and Diplomacy at Tufts University in 1965.% As for the definition,
a lengthy discussion of different views of public diplomacy on the Univer-
sity of Southern California Center en Public Diplomacy Web site concludes,
“There is no single agreed-upon definition of the term.”?

An carly Murrow Center brochure provided a convenient summary of
Gullion's concept:*™

Public diplomacy . . . deals with the influence of public attitudes on the
formation and execution of foreign policics. It encompasses dimensions
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of international relation beyond traditional diplomacy; the cultivation
by governments of public opinion in other countries; the interaction of
private groups and interests in one country with another; the reporting
of foreign affairs and its impact on policy; communication between those
whose job is communications, as diplomats and foreign correspondents;
and the process of intercultural communications.

A 2009 Congressional Rescarch Service report offers this discussion of the
definition of public diplomacy:

Public diplomacy is defined in different ways, but broadly it is a term used
o describe a government’s effores to conduct forcign policy and promore
national interests through direct outreach and communication with the
population of a foreign country. Public diplomacy activities include pro-
viding information to foreign publics through broadeast and Internet
media and ac libraries and other outreach facilities in foreign countries;
conducting cultural diplomacy, such as art exhibits and music perfor-
mances; and administering international educational and professional
exchange programs.™

Another source lists the following as examples of public-diplomacy ac-
tivitics: educational exchange programs for scholars and students, visitor
programs, language training, cultural events and exchanges, and radio and
television broadcusting.™ Public diplomacy scholar Professor Nick Cull
avoids listing specific activities but instead describes five elements of public
diplomacy: listening, advocacy, culture and exchange diplomacy, and inter-
national broadeasting.®® All of these kinds of things are the accepted core of
traditional public diplomacy.

The debate only gets contentious when someone using the term wants to
promote the prominence of one activity over another, or draw a boundary
to exclude a eertain kind of activity; for example, “the debates over whether
public diplomacy is propaganda or cultural relations, international broadcasts
or educational exchanges, tough- or tender-minded, mutual understanding or
persuasion.”™

1 think the definition of public diplomacy is far less consequential than
that for strategic communication. Public diplomacy has a significant exist-
ing community of practice. While lacking a precise shared definition, there
is broad consensus about the general nature of public diplomacy and agree-
ment on what constitutes the core activities {(no one debates whether public
diplomacy is a process or a capability). The actually significant disagreements
about public diplomacy surround two questions. First, who does it? Second,
what are you trying to accomplish with public diplomacy? As Bruce Sherman,
director of strategic planning at the Broadcasting Board of Governors told
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me, “Public diplomacy has been divided over what it is trying to accomplish
for a long time.”®' | address the first of these two questions here, bricfly. The
second, | defer for the broader discussion of competing goals for strategic
communication in a section with that heading later in the chapter.

Who Does It!

The rtraditicnal division of public diplomacy contrasts it with traditional
diplomacy, where diplomacy is government-to-government relationships
{G2G) and public diplomacy is government-to-foreign public relationships
(G2P).% More recently there has been an interest in “citizen diplomacy”
(P2P), the idea rhat individual citizens help shape foreign relations “one
handshake at a time.” This is simply a boundary issue for the definition.
Clearly G2P communicarions and engagement are part of public diplomacy,
cspecially in the core lanes of cultural and educational exchange programs,
and international broadcast and outreach. Many of the same kinds of activi-
ties could be undertaken by individual citizens (or by firms, clubs, or other
nongovernmental organizations) and presumably deliver the same kinds of
benefits,

The issue really only matters in so far as a country seeks to conduct coor-
dinated public diplomacy. While official government public-diplomacy pro-
grams might be prioritized, focused, or integrated to pursue certain goals, the
ability of the government to have much influence on the public-diplomacy
{or public-diplomacy-like) activities of private companies and private citizens
is somcwhat COnSthi.nCd.

Information Operations

Information operations (10) is another term in the troubled related lexi-
con. As with strategic communication, there is a great deal of confusion asso-
ciated with information operations (IO). Confusion stems from many sources:
genuine ambiguity in the lexicon,* both willful and unintentional misuse of
the term,® and both genuine misunderstanding and genuine disagrecment
about whar [O are and ought to be.%®

Information operations are an exclusively military function. Only the De-
partment of Defense conducts 10, and when other interagency partners use
the rerm, they are referring to something DoD) does. This gives [O a leg up
over strategic communication, as a single executive entity (the DoD) owns

10, and the department can create a vision and a definition and enforce it
within their ranks.

Current joint doctrine defines information operations as “the integrated
employment of the core capabilities of electronic warfare, computer network
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operations, psychological operations, military deception, and operations se-
curity, in concert with specified supporting and related capabilities, to influ-
ence, disrupt, corrupt or usurp adversarial human and automated decision
making while protecting our own.”" This definition does little to clear up the
confusion, both because of ambiguities it itself contains and because many
imagine it to (or want it to) mean something else, and because information
aperations as actually practiced deviate from that defmition.®

Several different visions of IO currently compete for acceptance, includ-
ing several implied by the joint definition. Here [ caricaturize these visions to
provide a better understanding of what the term could mean.

Base CasefAs Is

The vision implied by the current state of 1O is not what anyone wants it
to be, and is, no doubt, part of why information operations and strategic com-
munication were sclected for a DoD “front end assessment” in the latter half
of 2010.%° In its current state, IO can be caricaturized as a poorly understood
and vaguely bounded integrating function coordinating disparate capabilities
in pursuit of ambiguous objectives.

IO as a Coordinating and Integrating Function

1O in current doctrine is a function for the coordination and integration
of various capabilities in pursuit of a range of information objectives. Some
contemporary proponents want to do away with specific lists of capabili-
ties™ but retain a vision of 1O as the practice of deconflicting and synergiz-
ing different capabilities to achieve effects that are greater than the sum of
their parts.

IO as Command and Control Warfare

Information operations grew out of command and control warfare
{(C2W) in the late 1990s, and some still hold to that initial inspiring vi-
sion. The current definition of IO is an unambiguous direct descendent of
carly C2W writing and thinking, and the residual influence of that carly
thinking is clear. 10 as C2W is a narrow conception, focusing 1O exclu-
sively on impacting adversary information and informartion-systems—based
decision-making, while protecting our own. [O under this vision secks syn-
ergics berween a tight set of capabilities for a focused set of objectives. This
view can be caricaturized as “whoever can keep their CODA loop spinning
faster, wins."™
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1O as Influence

Under this vision, information operations are military efforts to influence
foreign populations or adversarics, not any of the various technical capabili-
ties (such as electronic warfare or computer network operations) or CZW.
This view seems to be what most people assume 1O are anyway, given the way
[O are discussed in Congress and by senior leaders.” Surely some of this view
stems from the role 1O have played in operations in Afghanistan and lrag,
focusing mostly on persuasion and influence through the PSYOP capability
{which is just one of the traditional five pillars of doctrinal 10).

The fact that virtually all information operations in contemporary opera-
tions are psychological operations is a significant contributor to conflation
between the two. Frequently even senior officers will say *1O” when what
they really mean is “PSYQOP.” Part of the reason for this is genuine conflation
and misunderstanding. All the [O is PSYOP, so all the PSYOP must be [O.
Part of it, however, stems from a desire to avoid saying “PSYODR"” because
“psychological operations” sounds much more nefarious than “information
operations.”

The term PSYOP has a negative reputation, and some use it pejoratively.”
This is in part because the name connotes something nefarious (some people
hear PSYOP and think mind-control lasers), and part because many equate
PSYOP with propaganda. Further, while PSYOP does not have mind control
lasers, they do have “black PSYOP" (content that is either misattributed or
contains falsehoods) in their doctrine and in their roolbox.

In fact, no doubt in part due to this black reputation, in June 2010 U.S.
Special Operations Command changed the name of psychological opera-
tions (PSYOP) to military information support operations (MISO).™ In the
short term, this may well further complicate the lexicon, as now there will be
two terms for the same thing (PSYOP and MISO), and many will not under-
stand the difference between the two; other changes are supposed to accompany
the change in name, but what those will be is not known as of this writing.

The vision of 1O as influence is the one I find most compelling. My per-
sonal preference for the future of IO would involve first a focus on influence
to the exclusion of the technical 10 capabilities {(electronic warfare and cyber
stuff), with some emphasis on integration {previous subscction) and some on

advocacy {nexr subsection).

10 as Advocacy, Proponency, or Advice

Because information and influence effects lie outside of the bounds of tradi-
tional military training and thinking, one could argue that information needs
an advocate or proponent (some prefer the term “advisor”) as part of the
commander's staff. This view probably comes from overlapping discussions of
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information operations and strategic communication. Under this vision, the
information proponent, advocate, or advisor would be available to predict
possible information impact of actions under consideration, would remind
the commander (and the military planners) to consider the cognitive implica-
tions of their planned actions, would ensure awareness of various information-
related capabilities and how they could contribute to operarions, and would
serve as a source of advice regarding things informational.

1O as Everything

There is another caricature vision: since everything generates information
or impacts the information environment in some way, then everything is 10.
This position is only mentioned us a caution or a risk, for if 1O is everything,
then in practice, 10 becomes nothing.™ If “IO is C2W™ is derided as too nar-
row of a vision for 1O, then this is the perilous opposite.

Interlude: Relationships hetween Strategic Communication, Public Diplomacy,
and Information Operations

Some experts use “strategic communication” and “public diplomacy™ as
synonyms, while some subordinate “strategic communication” to “public
diplomacy” and others vice versa.™ A significant number of discussants in
this realm use many of the terms synonymously. For example, the authors of
a 2009 Government Accountability Office report freely note that “we use
the terms ‘public diplomacy,” ‘outreach,’ and ‘strategic communication' in-
terchangeably in this report”” Professor Bruce Gregory treats strategic com-
munication and public diplomacy as analogous.™ In his 2010 book, Leigh
Armistead refuses to distinguish berween strategic communication, public
diplomacy, and information operations.™

Many of those who want to use one or more of these terms to denote the
same thing point out that the Department of State prefers to talk abour pub-
lic diplomacy, while the Department of Defense prefers to talk about strategic
communication.®® Some observe that the two organizations (DoD and DOS)
use different terms and imagine that the activities conducted are very differ-
ent, or that one is superior to the other. For example, Ambassador William
Rugh quotes a longtime Department of State public diplomat’s view of stra-
tegic communication versus public diplomacy. “PD is diplomacy, SC is not.
PD is done by diplomats, SC by people in uniform. DOD regards SC like any
other weapon, say a tank, that aims, shoots, hits and moves on. PD is a long-
term endeavor. [t uses many instruments and the effect is hard to measure
in the short run." The gquoted diplomat is not alone in viewing strategic
communication and information operations as strictly military undertakings
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that aren’t as good as or are actually a danger to traditional public diplomacy.
Public diplomacy scholar Phil Seib asserts:

Military aspects of communication—strategic communication, informa-
tion operations, and psychological warfare—operate in a space perilously
close to that of public diplomacy and present a challenge to the integ-
rity of the civilian process. The maintenance of the firewall between the
civilianfovert and military/covert needs to be a major concern in the
structuring of any nation's public diplomacy.™

What are the relationships between public diplomacy, strategic communi-
cation, and information operations? What should they be?

Ler’s start with the easy one (or the one that seems like it should be easy).
Information operations are currently an exclusively Department of Defense
activiey, and likely to remain so. As such, they are unambipuously subordinate
to strategic communication. [f strategic communication is a process, then in-
formation operations is one of the activities to be coordinated through that
process, If strategic communication is an enterprise, then information opera-
tions arc one of the capability scts for that enterprise.

Of course, if information operations itself remains a coordinating func-
rion {(one of the possibilities noted in the previous section), things might be
a little more complicated. If strategic communication is a process, then do
informartion operations officers use the strategic communication process in
their coordinating? If strategic communication is an integraring function and
information operations is an integrating function, then do we have (and do
we need) two integrating functions?

I don't think this confusing pussible complication needs to be. Strategic
communication and information operations should have significant overlap
in objectives and approaches in the Department of Defense context, bur
strategic communication should connect to and be supported by common
broader interagency efforts, while information operations should be nested
within that broader effort.

The correct relationship between strategic communication and public
diplomacy is less clear. First, 1 wish to assert that strategic communication
and public diplomacy are not exactly the same thing. They have substan-
tial overlap, but public diplomacy is a narrowly conceived set of activitics
focused on government engagement, outreach, and broadcast, while strategic
communication includes all of those things, but further capabilities, such as
those included in information operations, as well as the communicative value
of policies and more importantly actions. Public diplomacy is not, however,
wholly subordinate to strategic communication. Strategic communication,
in my vision, includes only elements that could be harnessed in support of
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; " ; Information . |
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" The thin slice of public diplomacy sharing
and engagement that doesn't really
contribute to a broader purpose

Figure 2.1: Nouonal Dingram of the Relarionship between Strategic Communication,
Public Diplomacy, and Informartion Operations

national policy objectives. Some of public diplomacy is (and should remain) as
unfocused and unpurposive efforts to build relationships, foster understanding,
and promote engagement with foreign audiences that have absolutely nothing
to do with currenc national policy goals. Figure 2.1 charts this relationship.

[ believe that much of contemporary public diplomacy could be better
connected to and coordinated with national policy goals (through strategic
communication). However, [ don't think thar all of it should be optimized for
strategic communicarion. This theme is explored further under the heading
“competing goals for strategic communication” later in the chapter.

Audience

Now buck ro the lexicon. Another one of the contentious terms in stru-
tegic communication discourse is the seemingly innocuous “audience.”
Many definitions of strategic communication (including mine) include the
word “audience” or “audiences” as the subjects to be rargeted in strategic
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communication. Some have objected to “audience” as implying the wrong
relationship berween the government and the subjects. The criticism is that
“audience” presupposes a certain mode of interaction. Audiences sit passively
and receive whatever performance is in front of them. This lines up quite
nicely with strategic communication focused on broadcast bur encourages the
“arcat megaphone” mind-set, where strategic communication succeeds if only
we hit on the right message and broadcast it in the right media.

Critics of “audience” remind us that strategic communication should be
about engagement, and the engagement relationship is different from the
broadcaster-to-audience relationship. Engagement captures the two-way na-
turc of communication and the idea that it is important to listen to and un-
derstand the other party you wish to communicate with.

Even though | use *audience” in my definition of strategic communication,
[ think this criticism is spot on. Strategic communication needs to coordinate
our broadecasting bur also needs to include engagement, and “audience” does
not encourage an engagement mind-ser.

The problem, then, is the same one that challenges other parts of the lexicon.
What is the correct replacement term? Some of the critics of “audience” have
offered “stakeholders.” Stakeholder, however, fails in several important respects.
The principal problem is that stakeholder is already in common use to denote
something else. Beyond that, stakeholder also implies only parties who have an
interest in whatever the issue communication concerns, when sometimes stra-
tegic communication will want to inform, influence, or persuade individuals or
groups who do not have a stake or prior interest in the relevant U.S. policics.

1 posit that “interlocutors” is denotatively the perfect replacement for
“audience.” An interlocutor is “a person who takes part in a conversation,”
exactly what we want here.” However, most folks don't regularly and com-
fortably use the term interlocutor, and for some the term invokes images of
the middleman in certain forms of minstrel performances (an alternate defi-
nition). Just because the precise meaning of a word fits the need doesn't mean
that in actual use the word will suffice.

I will continue to use audience but will do so mindful of the fact that I
mean o include interactions with that audience that go beyond “great mega-
phone” broadeasting. If critics continue to push on “audience” I'll switch to
“interlocutor” until they break off their criticism.

Influence versus Inform versus Communicate

Perhaps more about the goals or means of strategic communication than
a dispute over the meaning of terms, there is still contention abour which
should acrually be included in the strategic communication lexicon: inform,
influence, andfor communicate.
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Most of the tension surrounds “influence.” As the Strategic Communication
Joint Integvating Concept notes, “The term influence sometimes carries nega-
tive connotations because the term is often associated with deceptive ma-
nipulation or exploitation.™ Should strategic communication actively seek
to influence, or is it just about informing or communicating? [ believe this
is just a semantic argument, and 1 also believe [ know who has perpetuated
this conrention. My view is that strategic communication must be about
influecnce. [ will offer two arguments in support of my position. First, that
any thoughtful effort to inform is an cffort to influence, and second that to
support national objectives influence is required.

“What is the difference between informing activities and influencing ac-
tivities? The difference can only be characterized as a perception.™ “Inform
but not influence” is a traditional mantra in DoD public affairs. Virtually
all of the public-affairs officers my coauthors and [ interviewed for our 2007
report Enlisting Madison Avenue repeated that mantra, but many of them also
candidly admitted that there is no such thing as “value-free information,”
and that public-affairs “informing” cfforts are also influencing effores.” They
are correct. As the Strategic Communication Joint Integrating Concept con-
cludes {emphasis in original], “Influence is a pervasive and fundamental form of
any social interaction.”

Where the public-affairs argument has more traction is in its discussion of
the importance of truth and credibility. “Influence” should not be allowed to
be considered synonymous with “manipulation.” The assistant sccretary of
defense for public affairs has rightly raised concerns that “the consequences
of transmitting anything other than truths destroys the USG's credibility,
crodes vital public support . . . and complicates future attempts at successfully
communicating."* So strategic communicarion should inform and influence,
but not manipulate or deceive.

Should strategic communication influence or just communicate? Promi-
nent psychologist Anthony Pratkanis argues, “Mere communication in the
hopes of understanding is just not adequate to counter the propaganda
of authoritarians and cthnic hate-mongers; opposing such propaganda
requires the cfforts of an effective influence campaign.”™ | completely
agree.

The appropriate term may depend on the specific goal or objective. John
Robert Kelley reports that most views of public diplomacy can be divided up
to include three categories of activities:

Informadion: information management and distribution with an emphasis on short-
eI eVents OF Criscs;

Influence: longer-term persuasion campaigns aiming to effect attitudinal change
amongst a target population (sometimes referred to as “moving the needle”): and
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Engagement: building relationships, also over the long term, to cultivate trust and
mutual understanding between peoples (be they groups, organizations, nations,
-y
erc.).

These distinctions may be useful in some contexts. The three terms are not
offered as being in opposition: public diplomacy (and strategic communica-
tion) can (and should, and does) employ all three.

Propaganda

A question that invariably arises at this point in the discussion {if not ear-
lier) is, isn’t that propaganda? The answer in large part depends on how you
define propaganda. Unfortunarely, however you define propaganda, if English
is your native tongue (or you otherwise share the cultural-linguistic proclivities
of English speaking nations) you impute a strong negative value impression
along with that definition. In contemporary English discourse, propaganda
connotes lying, deception, and manipulation in an insidious and evil fashion.
By contrast, in Latin countries, propaganda just means “advertising.””

Because of this connotation of villainy, proponents of an activity (be it
strategic communication, information operations, or something elsc) prefer
not to have any part of it labeled as propaganda, even if some portion of that
activity would fall within the bounds of traditional definitions of propaganda.
As Colonel Jack Summe, formerly of the U.S. Army’s 4th Psychological
Operations Group observed, “We call our stuff information and the enemy's
propaganda.”™

So how do we differentiate strategic communication from propaganda? [t
depends on the definition, but in many situations the only definitional differ-
ence is going to be the negative connotation associated with propaganda.

The term itself dates back to 1622, when Pope Gregory XV convened a
council of cardinals primarily to oversee missionary activity. The council was
called the Congregatio de Propaganda Fide (Congregation for the Propagation
of the Faith), and early use of the term referred to the council itself rather
than its activities.” Subsequently, propaganda came to be used to refer to ef-
forts to spread either faith or political views, a use consonant with a view of
propaganda as advertising.

The negarive connotation that adheres to the term dates back at least to
the outrage following the revelation that both the United States and the
United Kingdom had heavily propagandized the U.S. population to encour-
age support for participation in World War 1. While the content of rhis pro-
pagandi had been almost entirely truthful, it was selectively truthful and was
intended to persuade Americans. Americans felt that they had been misled
and resented the efforts of their allies and their own government to willfully
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try to influence them rather than simply informing them and letting them
make up their own minds.

So, again, what is the difference between information and propaganda!?
Many factors could come into play in attempting to make this distinction:
the veracity of the content, the presence or absence of intention to influence,
candor about that intention to influence, whether manipulation is involved,
Finding a dividing line is tricky. Definitions abound. Scholar Randal Marlin,
in his book on propaganda, spends seven full pages of text discussing others’
definitions and types of definitions before he offers his own:

The organized atcempt through communication to affect belief or action
or inculcate attitudes in a large audience in ways that circumvent or sup-
press an individual’s adequately informed, rational, reflective judgmene.™

His is an atrractive definition, but still leaves some gray arcas: is an effort to
persuade rhat encourages adequately informed, rational, reflective judgment
still propaganda? Marlin's definition suggests not. As an empirical question, if
persuasion is the intent, how do you discriminate between communications
that suppress information and audience judgment, and those that do not?

In their book on the subject, Anthony Pratkanis and Elliot Aronson de-
scribe all contemporary efforts at mass persuasion as propaganda.” If intent to
persuade is the only requirement to distinguish information from propaganda,
then perhaps almost all disseminated information is propaganda. Like the de-
bate on the possibility of value free social scicnce,™ it is unclear the extent to
which anyone anywhere provides information without having some purpose
in mind. Even if the first order purpose purports to be to inform, this begs the
question, to inform to what purpose! Information, arguably, is never value
free. Any information provided sceks to persuade the audience of something,
even if it is nothing more than the veracity of the information itself. Defined
this way, almost all information is propaganda.

Naively ignoring the negative connotations associated with propaganda,
the DoD) definition of the term appears in JP 1-02: “any form of communi-
cation in support of national objectives designed ro influence the opinions,
emotions, attitudes, or behavior of any group in order to benefit the sponsor,
either directly or indirectly."" This is a minimalist definition, equating com-
munication with the intent to persuade with propaganda. No effort is made
to make a distinction as Marlin makes, cordoning off persuasion through less
than adequate information or with the intention of limiting audience judg-
ment. The Do) definition does not recognize the negative value impurtation
the term receives in the English-speaking world. This definition makes virtu-
ally all strategic-communication and public-diplomacy effores propaganda,
and a sizeable portion of information operations propaganda as well.
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Professor Dennis Murphy of the U.S. Army War College reports a proposed
change to the DeD definition: “The systematic propagation of information,
ideas, or rumors reflecting the views and interests of those advocating a doc-
trine or cause, deliberately spread for the purpose of helping or injuring an
institution, movement, or person. . . . Propaganda is designed for political ef-
fect and selects information with little concern for truth or context. In com-
mon usage ‘propaganda’ implies misrepresentation, disinformation, and the
creation of ambiguity through omission of critical details. Communication
activirtes designed to educate, persuade or influence do not, by themselves,
constitute propaganda.”™ This defnition is much longer, more nuanced, and
is clearly cognizant of the fact thar propaganda is a bad word.

Many definitions, little clarity. What to do? For the purposes of this book,
I leave propaganda undefined, and | have avoided using the term where pos-
sible. When | do use it, L accept that it has a negative connotation and use it
pejoratively.

Message versus Signal versus Engagement

What does it mean to communicate as part of strategic communication?
Above, | discussed the lexical tension berween inform, influence, and com-
munication and argued that influence is really what strategic communica-
tion is about. Here at issue is the means of that influcnce. Is it broadcasting
a message! Is it signaling through actions? Is it communicating through
engagement?

Strategic communication includes messages and messaging—everyone
agrees. The disagrecments begin when messaging is the only activity, or even
the primary focus. Those who want the means of strategic communication
broadened want them broadened in one or more of three ways. First, there are
those who want to make sure thar the facr that actions also send messages is
acknowledged; second, there is the argument that effective strategic commu-
nication involves listening to and better understanding those whom you hope
to influence; third, there is the assertion that influence depends heavily on
complex interactions, including cultural context and the assumptions made
by and about the various parties communicating. I address each in turn.

If actions communicate, then strategic communication must include the
coordination of government actions. An overemphasis on messaging makes
it easy to forget thar actions send messages too. One way to retain a broad
conception of the range of acriviries thar send messages is to refer to them
not as messages but as “signals.” Thus, instead of “messaging,” strategic com-
munication is about “signaling.” It is easier to keep in mind that cerrain as-
pects of maneuver, such as a ship cruising off-shore or a patrol traversing a
street unavoidably signal something to those witnessing it, whether the signal

is intentional or nut, and whether you are trying to send a message or not.
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I think the implication that it both includes nonverbal messages and possibly
unintended messages makes “signals” an important part of the discussion of
strategic communication, so much so that [ explicitly include “other forms of
signaling” in my definition of strategic communication.

When 1 use the terms “message” or “signal,” | mean for them ro include
images too. If a reminder that actions speak louder than words is necessary
to some, then we might as well add that a picture is worth a thousand words.
When I use “message,” | intend to denote the whole range of traditional
communication media, to include pictures, text, and video, and all messaging
technology: print, radio, television, mobile phone, portable digital assistant,
two-way pager, and so forth. In my definition of strategic communication |
cull our images explicitly because not everyone uses “message” as broadly as
[ intend, and a colleague’s comments on a draft manuscript of this book sug-
gested the inclusion of images.

American public diplomacy and strategic communication have tradition-
ally been conducted following what former underseeretary of stace for public
diplomacy and public affairs James K. Glassman has called the “grear mega-
phone” model. Under this model, “policy is created, speeches given, press
releases written, and press conferences held.™ What is missing is listening,
nwo-way communication, long-term relationships. In short, “engagement.”
Engagement is prominently emphasized in many more recent discussions of
strategic communication, including the White House National Framework
for Strategic Communication.'™

Professor Steven Corman artacks what he calls the “message influence
model” for being too simple to be cffective in the extreme complexity of
the contemporary information environment.'® He advocates a “pragmatic
complexity model” that emphasizes that “listeners create meanings from
messages based on factors like autobiography, history, local context, cul-
ture, languagefsymbol systems, power relations, and immediate personal
nceds” and suggests that “we should assume that meanings listeners cre-
atc in their minds will probably not be identical to those intended by the
receiver.”!®

Messaging, signaling, and engagement are all importane for strategic com-
munication. In fact, much of the agitation around the use of these different
terms would likely disappear if various stakcholders accepted them as part of
a crawl, walk, run, progression. First, we must master the coordination and
deconfliction of our messaging; then, we can add in mastery of the coordina-
tion and integration of the signals our actions and policies generate. Finally,
we can master cngagement, long-term relationships, and further complexity
and nuance in influence. Not that we can’t begin to improve in all of these
arcas simultaneously, but we've got to start somewhere! What 1 would inchulde
and where in a crawl, walk, run progression for strategic communication is
detailed in chapter 6.
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Competing Goals for Strategic Communication

One of the main reasons for disagreement over the definition of strategic
communication is genuine disagrecment about what it is that a given definer
intends for strategic communication to accomplish. As scholar John Robert
Kelley notes, strategic communication and “public diplomacy [are] bedeviled
by evidence of competing goals.”'® There are disagreements about what is re-
ally trying to be accomplished, the primary modes of pursuit, about timelines,
about modes. With a host of offered goals, Kelley asks, “How are practitioners
to decide which goal takes precedence?

Further muddying the waters, many of the offered goals are not mutually
exclusive. Different proponents want strategic communication to support
several of these candidate goals but offer differene sets or emphasize different
specific goals as primary. In what follows, 1 distill and discuss che various pos-
sible goals for strategic communication (and public diplomacy) that vie for
primacy.

Goal: National Objectives

Many proponents want strategic communication explicitly connected to
national objectives, national strategy, or national political interest. This is
what makes strategic communication “strategic.”" This is the official Do)
posirion, as laid out clearly in the 2009 Report on Strategic Communication:

From a DoD perspecrive, “strategic communication priorities” are not
separate and distinct from national or Department policy objectives.
DoD's strategic communication process is designed to support USG and
DoD policy goals; thus, the National Security Strategy, National Defense
Srrategy, National Military Serategy, and DoD Guidance for Employ-
ment of the Force (GEF) provide the overarching policy objectives and
planning guidance for DoD during the SC process.'™

Goal: Supporting Operational Objectives

Other proponents accept that strategic communication must support na-
tional objectives but want to explicitly connect straregic communication to
subordinate or nested policy goals at the operational (or even tactical) level.
For example, if U.S. national objectives include defeating the insurgency in Af-
ghanistan while promoting independent and legitimate indigenous government,
then strategic communication can be used to support subordinate operational
objectives in Kandahar or Lashkar. These subordinate operational objectives
could be called desired information effects without significantly changing the
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meaning. The Commander's Handbook for Srrategic Communication and Commu-
nication Strategy follows this nested line of argument when it declares:

Using the term “strategic” communication naturally brings a mistaken
intuition that it resides only ar the strategic level. However, every level
of command needs a strategy for coordinating and synchronizing themes,
messages, images, and actions in support of SC-related objectives and en-
suring the integrity and consistency of themes and messages to the lowest
tactical level. This strategy must be coordinated with those above, below
and adjacent in order to deliver a muually supporting communicarion
to the intended audiences. ™

I have argued elsewhere for the coordination of communication of all
kinds with other activities in the pursuit of strategic or operational goals.'™
This is not a unique view: a 2008 article in [OSphere notes the importance
of keeping the definition of strategic communication connected to both the
narional-level context and kinetic activities and what they communicate.'™

Goal: Getting the Most of Specific Events/Launches/Rollouts/Specific Palicies

Connecting strategic communication to national objectives or to nested
operational or tactical objectives implies for most that strategic communica-
tion is something you do (or should be doing) all the time.

The United Kingdom has focused their strategic communication apparatus
efforts on building support for specific policies.'” Their approach recognizes
that specific policies nest within broader national goals but also recognizes
that resources for communication are not unlimited and coordinating in
support of specific policy goals gives them the best chance of demonstrable
impact for measureable spending.!"® Similarly, one of the goals for strategic
communication or public diplomacy offered by Dr. Kristin Lord is “informing,
engaging, and persuading foreign publics in support of specific policies.”!!
This could comfortably be interpreted as corresponding to cither the pursuit
of national objectives or operational objectives (per the previous two goals).

The current U.S. government interagency structure for strategic commu-
nication includes the Global Engagement Directorate in the National Secu-
rity Council (NSC).'"2 In 2009 and 2010, this staff has worked to coordinate
themes and messages in support of specific major policy initiatives across the
interagency community (to include major players like the Department of De-
fense and the State Department, but also including the United States Agency
for International Development (USAILD), the Treasury Department, the Fed-
eral Bureau of Invesrigation, and the Intelligence Community). So far, these
cfforts have been tied to specific rollouts, launches, or events. Coordination
ensures that all stakeholder and related organizations are aware of the
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upcoming event and its timing, and have a chance to weigh in with concern
or possible conflicts. Representatives from different government agencies
contribute to communication planning and receive information about the
policy or event, along with supporting themes and messages supporting the
event to push out to line communicators in their organization.

It is unclear whether this NSC support for rollouts and events is the de-
sired end state or if the Global Engagement Direcrorate’s current activities
are a step on the “crawl, walk, run” progression.

Prometing Long-Term Positive Trends

In sharp conrrast with strategic communication goals that are explicitly
connected to national goals, nested operational goals, or specific policies or
events, there are a handful of ditferent possible goals that focus on creating
positive contexts over the long-term. 1 divide this set of goals into five sub-
catcgories: creating and maintaining credibility, promotion of shared values,
promotion of American values, improving the general image of the United
States, and those who explicitly reject one or more of those general goals.
Each is described below.

Goal: Credibility

One of the long-term goals offered for strategic communication and public
diplomacy is the generation and creation of credibility. Part of the reason for
this emphusis is the low baseline credibility of the United States. *We concur
that America has an image problem. Most notably, the Unired States' cred-
ibility is suffering.”'?

One of the four specific geals called out in the DoD 2009 Report on Stra-
tegic Communication is “Improve U.S. credibility and legitimacy.”'"* Numerous
other studies and articles decry the need to increase credibility.

Cne scholar suggests that the importance of credibility is a relatively re-
cent development and is a product of the contemporary information environ-
ment. Previously, “persuasion was tied to the manipulation of informartion.™"®
Now, “persuasion appears tied to establishing one's credibility, providing
valuable information, and gaining audience trust and confidence.”"'® The
argument exrends to suggest that while strategic communication and pub-
lic diplomacy that focuses on listening is a good start, there is more to do:
“While ‘more cars than mouth' may counter the U.S. image problem, U.S.
public diplomacy has a much more serious problem. It has a credibility deficit
of global proportions.™"? Major Cliff Gilmore argues that in conflicts where
populations impact the outcome “both trust and credibility are essential to
military success: if either one collapses, the mission will predictably fail.”''™
I myself have highlighted the criticality of credibility to effectively influence
campaigns elsewhere. '
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Note that credibility can and should be distinguished from legitimacy or
acceptability. Credibility is really about believability; there is a difference
between statements of policy that are credible and believable and policies
that are legitimate and governments whose policies are widely accepted. As
Professor Bruce Gregory pointed out to me, “I can believe you are credible in
your intent to do something that | deeply dislike without thinking that what
you intend to do is legitimate.”"’ Credibility can cerrainly support legitimacy,
bur it does not automatically do so.

Goal: Promote Shared Values

Another long-term goal offered for strategic communication or public di-
plomacy is the promotion of shared values. Many scholars have indicated
thar strategic communication or public diplomacy should be about demon-
strating shared values and respect through policies and the explanations of
those policies.'”! Two of the five specific “strategic objectives” that Dr. Kristin
Lord offers for public diplomacy in her 2008 Brookings report fit within this
broader goal:

* creating a climate of mutual understanding, respect, and trust in which coopera-
tion is more feasible

* encouraging support for shared values—whether environmental protection, the
rule of law, support for free markets, or the illegitimacy of suicide bombing—that
support American interests'*

Shared values is one of three strategic objectives listed in the 2007 Na-
tional Strategy for Public Diplomacy and Strategic Communication: “America
must work to nurture common interests and values between Americans and
peoples of different countries, cultures and faiths across the world."'#

[n my mind, shared values are an intermediate step toward achieving some
other objective. Shared values certainly increase the likelihood of interna-
tional understanding, or sympathy, or of perceptions that different groups
share more in common with us than they might have previously thoughe
Only good can come of shared values.

However, this again raises the question, are strategic communication and
public diplomacy meant to produce enablers and general good, or are they
meant to produce specific strategic results? Some would be perfectly happy for
engagement in this area to produce unspecified and untargeted international
shared values, which could then be leveraped by traditional state to state di-
plomacy, or lead to generally decreased resistance to U.S. policies, or just less
dislike for the United States or her people.

Perhaps this is the crux of the relationship between strategic communica-
tion and public diplomacy? Perhaps public diplomacy is about the unspecific
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promotion of shared values and mutual understanding, and strategic com-
municarion is an umbrella over public diplomacy (and other forms of signal-
ing) that overlaps public diplomacy only to the extent that public diplomacy
connects to specific national or operational goals? [ guess that would be
a fine understanding of the relationship if everyone agreed to it. Unfortu-
nately, there is not a clear consensus on the matter (hence, this section, and
this book).

Goal: Promote American Values

Similar to the promotion of shared values is the promotion of Ameri-
can values. Cynically, this can be viewed as the jingoistic version of shared
-alues: we want to promote shared values by encouraging them to share our
values. This view diverges from the promotion of shared values to the exrent
that it emphasizes simply advertising that American values are decent, good,
and generally positive and worth supporting. In that, it shares much in com-
mon with the view that “to know us is to love us” as discussed in the next
subsection.

Here are couple examples of advocacy for this goal. First, the 2007 Na-
tional Strategy for Public Diplomacy and Strategic Communication indicates that
all public diplomacy and strategic communication activitics should

s underscore our commitment to freedom, human rights and the dignity and equal-
ity of every human being;

* reach out to those who share our ideals;

e support those who struggle for freedom and democracy; and

¢ counter those who espouse ideologies of hate and oppression.'™

These four points taken together are a combination of promotion of Amer-
ican values, promotion of share values, and countering adversary efforts and
ideologies (described later in its own subsection).

In elaborating the role of public diplomacy and strategic communication,
that same 2007 strategy document offers this as one of three strategic objee-
tives: “America must offer a positive vision of hope and opportunity that is
rooted in our most basic values.”'?®

Second, Price B. Floyd, former principal deputy assistant secretary of de-
fense for public affairs, writing before his appointment to that post, criticized
the State Department’s public-diplomacy efforts during the George W. Bush
administration for “trying to sell a product—in this case, a forcign policy, in-
stead of promoring American values.” The implication is that the right way

to be proceeding, and the correct goal for public diplomacy, is the promation of
American values.
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Goal: Improve the General Image of the United States
(“To Know Us Is to Love Us”)

Quite related to the promotion of American values but presupposing how
American values are to be shared and exactly what the positive consequences
will be are those who assert that “to know us is to love us""*" and want to
focus public diplomacy and strategic communication on telling the American
story.'™ A 2007 GAQ report contrasts UK efforts in strategic communication
with effores by the Department of State that aim primarily to “help improve
the general image of the United Sraces.”'®

Dr. Kristin Lord offers a milder version of this goal as one of her five goals
for public diplomacy:

Promoting understanding of Ameriea, its institutions, values, and peo-
ple in all their complexity in order to, at a minimum, help publics to
put information abour the United States in proper context and—more
ambitiously—enhance our nation’s appeal '™

When presented as one of a suite of goals and as a suggestion that improved
understanding might provide foreign audiences context or might improve
perceptions of the United States, this seems quite reasonable. Unfortunately,
entirely too many imagine that public diplomacy is and should be nothing
more than the broadcast of the American story. This view makes a significant
assumption about what the problem is: they (whoever “they” happen to be)
don't know enough about usfunderstand us. And a significant assumption
about what the solution is: if they knew us better, they would like us and
accept our policies. This view naively ignores any possible stake “they” may
have in the matter, any need to understand “their” values or stories, or the
possibility that “they” know us quite well and just don't find us or our policies
{or our values?) to be attractive.

While promoting understanding (especially two-way understanding) and
seeking to improve the general image of the United States may make a rea-
sonable addition to a portfolio of goals for strategic communication and pub-
lic diplomacy (as Dr. Lord advocates), it is not well suited to be a singular, or
cven primary, goal.

NOT “To Know Us Is to Love Us"

While much of the debate over goals for strategic communication and
public diplomacy concerns priority {is it more important to promote shared
values, or support operational objectives?) or boundaries (is it fair to say that
strategic communication is about supporting national objectives and public di-
plomacy is about promoting shared values?), some contend thar goals specified
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by others are not just lower priorities but are faulty goals. “To know us is to
love us” is heavily criticized. For example, distinguished influence historian
Professor Philip Taylor cries out against “the undermining philosophy behind
contemporary U.S. public diplomacy, - . . namely that ‘to know us is to love us’
and that being attractive is sufficient to make others want to be like you.”"!

He is not alone in this criticism of “to know us 1s to love us” thinking. Ste-
fanie Babst argues strenuously that influencing and engaging must go “beyond
improving a nation’s brand.”" Professor Philip Seib, director of the Center
on Public Diplomacy at the University of Southern California, extends the
criticism to what he calls “an ‘advertising’ approach ro public diplomacy (*We
are wonderful! Love us!")."*

Others support the goal of bolstering the U.S, image but insist on other ef-
torts too. Kristin Lord has promotion of the understanding of America as just
one of her five goals for public diplomacy. Roy Schmudeka allows bolstering
the U.S. image in his vision of strategic communication but prefers to put
more emphasis on pushing toward the “popular rejection of violent toralitar-
ian ideology” and by “concentrating efforts on diminishing the widespread
appeal and acceprance of extremism.”'™

There is a fine line between promoting engagement, shared values, or un-
derstanding, and just advertising the American story. The former is part of a
thought-our approach to public diplomacy and strategic communicarion; the
latrer is a naive vanity based on faulty assumptions.

Goal: Consideration of Information and Communication

One of the goals offered for strategic communication is that it simply pro-
motes awareness of, attention to, and consideration of the informartion and
communication implications of government and military actions and utter-
ances. This desire to have those schooled in communication (or at least hav-
ing a communication mind-set) present and involved in planning processes
dates back practically to the dawn of the phrase “strategic communication.”
As the famous quip by Edward R. Murrow, the first director of the United
States Information Agency, mentioned in chapter 1, when he was called in
to help with damage control after the 1961 invasion at the Bay of Digs, “If
they want me in on the crash landings, I better damn well be in on the take-
ofts."'** A more contemporary criticism of the usual way of doing business ac-
cuses leaders of applying what Professor Anthony Pratkanis calls “the sprinkles
approach to public diplomacy—images, photo-ops, and slogans are sprinkled
on top of foreign policy and international actions to make those policies and
actions raste sweeter and smell becter.”'* He advocares instead thar we move
toward “an approach that integrates public diplomacy concerns into overall
foreign policy and objectives.”'¥
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How much easier would intentionality for and integration of messages and
signals be if commanders and policymakers always stopped and asked, “now,
what kind of message is this going to send?” before taking an action or launch-
ing a policy!

R. 8. Zaharna advocates exactly that and highlights the need “to criti-
cally assess U.S. policies from the audience’s vantage point and red-flag two
types of policies: those that appear to contradict stated U.S. values and those
thar negatively affect the public in some way. Aggressive communication ina
political environment where U.S. policy appears to contradict its values—or
where U.S. policies negatively affect the public—will heighten perceptions
of duplicity and lower U.S. credibility.”™

Promotion of this kind of role for strategic communication abounds, The
Dol 2009 Report on Strategic Communication advances several goals for
the coordinating process that tie direetly to the goal of ensuring consider-
ation of information implicarions of policies and actions “to ensure that:

Culwral, informational, and communication considerations are part of strategy,
planning, and policy development from the very beginning {(rather than as
afterthoughrs);

The potential communication impacts of both kinetic and non-kinetic actions—
their likely “perception effects”—are assessed and planned for before the ac-
tions arc taken;

Our words and our actions are consistent and mutually reinforcing (closing the
“say-do” gap); and

“Soft power” options and capabilities are given equal priority and considered in
coordination with hard power alternatives.”'"?

Goa: Information Superiority or Information Deminance

Another possible goal for strategic communication comes from the military
information operations tradition, with roots back to command and control
warfare before the turn of the century. This goal is “information superiority”
or “information dominance.”

Information superiority survives in joint doctrine and is defined there as
“the operational advantage derived from the ability to collect, process, and
disseminate an uninterrupted flow of information while exploiting or denying
an adversary's ability to do the same.""* As discussed above with regard to in-
formation operations, this view is much more clearly aligned with competing
QOCDA loops than it is with influence.

Information dominance was originally an alternative rerm for informa-
tion superiority. In fact, a white paper from 1997 debates the merits of the
two terms as objectives for information operations and concludes chat in-
formation dominance is the becter term.'! The logic for that conclusion
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is that simple supertority implies a minimum threshold of 51 percent versus
49 percent advantage over an adversary, where dominance varies based on
operational objectives and is what you want to achieve in order to have an
unambiguous advantage in the information domain.

Even though information superiority won out in the late 1990s, informa-
tion dominance has had its resurgence with the marriage of the Navy's N-2
(intelligence) with N-6 (communications) as the new Navy Center for Infor-
marion Dominance.'? Again, this use of the concept focuses on things other
than influence. Inrelligence is about gathering, processing, and preparing
information to support other operations. Communications as a traditional
milirary function is about ensuring the ability to make (and the security of)
transmissions of information berween military units.

Information superiority or information dominance might enable strategic
communication by ensuring the friendly force has the data necessary to plan
influence efforts and is aware of and can react to changes in the informa-
tion environment or new adversary influence effores that might need ro be
countered. Informarion superiority/dominance differs from strategic commu-
nication in at least two critical ways. First, superiority and dominance seck
operational advantages through the ability to collect and flow information;
strategic communication seeks advantages based on the content of the infor-
mation disseminated and the impact (the information effects) that content
has. Put another way, strategic communication is more about the message;
informarion superiority is more about the means. Second, informartion su-
periority and dominance are both relative to someone: superior to whom?
dominant over whom? An adversary. Strategic communication can be con-
ducted independent of an adversary, and, more importantly, can be assessed
independent of an adversary. Informarion superiority can only be conceived
of as a competition with an adversary. Strategic communication can be dis-
cussed in that light (war of ideas, etc.} or can be considered in a nonzero-sum
way (marketplace of idcas).

A final rerm that sometimes gets thrown in the mix with information
dominance and information superiority is “information management.” In-
formation management is “the function of managing an organization's in-
formation resources by the handling of knowledge acquired by one or many
different individuals and organizations in a way that optimizes access by all
who have a share in that knowledge or a right to that knowledge.”* Like
information superiority, information management is focused internally and
is about getting the right information to the right personnel. One way to
achieve information superiority would be to be so good at information man-
agement that an adversary just can't keep up. Information superiority, how-
ever, under & CZW construct, usually involves efforts to adversely impact
enemy information flows or processes, and such actions would clearly not
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be information management. None of the three (information management,
superiority, or dominance) are synonymous with (or even substantially over-
lapping) straregic communication.

Competing Goals: [nform versus Educate

Another tension in goals for strategic communication and public diplo-
macy concerns the time horizon of desired ourcomes. Dr. Tony Corn tells
us that “in the field of Public Diplomacy, it has long been customary to dis-
tinguish berween ‘fast media' and ‘slow media’, short-term and long-term
communication, i.c. information acrivitics and education activities.""™ This
general temporal concern certainly applies to strategic communication as
well. Whatever goals we hope to pursue with strategic communication, are
they immediate, short-term, or long-term goals?

Ditferent goals imply different time horizons. Almost by definition, goals
under the rubric of long-term trends (credibility, promotion of shared values,
ete.) clearly take a long view, as does support of national strategic objectives.
Supporting operational objectives or specihc policies likely takes a more short-
or medium-term view, either begun in anticipate of a new policy, or over the
span that a policy is being introduced or implemented. Countering adversary
efforts (which will be discussed below) could take on multiple time horizons:
a long-term campaign to promote alternative ideologies or responses as close
to immediate as possible o refute erroneous or fallacious claims.

John Robert Kelley offers three categories of activity {information, influ-
ence, and engagement, as described above in the subsection “Influence ver-
sus Inform versus Communicate”), which themselves imply three different
timelines. Kelley's information is short term, influence is longer term, and
engagement is even longer term. 'V

Cerrainly strategic communication could embrace all of these goals and all
of these timelines. Which should be emphasized and in what proportion var-
ies by different visions of strategic communication and public diplomacy.

Competing Goals: Inform versus Relationships

Several of the tensions above between different goals or between different
possible timelines boil down to beliefs abour what communication can ac-
complish and how it works best.

One scholar concludes that most public-diplomacy advocares have one of
two views: “One perspective tends to view communication as a linear process
of transferring information often with the goal of persuasion or control. The
other perspective sees comimunication as a social process of building relation-
ships and fostering harmony.”!#

57
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how we think about them ourselves. Thinking about ideas and persuasion
with this militaristic metaphor leads ro faulty thinking and analogy making.
Ideas don't fight each other.

The most cftective way to persuade someone to adopt a new point of view
is not to attack their current perspective. ldeas can compete, but the logic
such competition follows cannot be accurately characterized as “war.”

People receive and wholly or partially accept, reject, or ignore ideas.
They modify their preexisting views by adding acceprable aspects of a new
idea. Contradicrions and conflicts berween ideas are worked out in people’s
heads or in public (or private, or semipublic, as on the Internet) discourse
with others—not on a batrlefield. Removing the martial metaphor mighe
reduce implied antagonism and polarizing pressure to be “either with us or
against us.”

A turther problem with “war of ideas” is that it camouflages the nature
of the thinkers involved. Wars traditionally involve two antagonists. In the
“war of ideas” these are usually imputed to be “us” versus “them,” where “we”
are the noble proponents of peace, freedom, love, democracy, and Western
values and *they” are the spiteful extremist ideologues who advocate violence
and hate.

Even if we move past these simple implicit caricatures of the two sides,
we've ignored the battlefield—the minds of the people of the world, the au-
diences, the perceivers and believers—the very people we hope to win over.
Effectiveness in this policy area requires attention not only to the ideas and
those who perpetrate them but also to those who might come to accept them
and be influenced by them.

An ideal metaphorical analogy would not be militaristic, nor would it mis-
characterize the process or its participants. | propose instead that we seek to
be active participants in the marketplace of ideas. A marketplace of ideas
allows for competition and for a desire to promote the sale of ideas that sup-
port our objectives but it respects the role of the buyers in the marketplace:
the citizens, populations, and publics who we hope will come to share ideas
consonant with ours.

Thinking framed by this analogy allows shoppers to buy bits of ideas from
multiple sources and assemble their own holistic set of perceptions and be-
liefs, while finding their own ways to resolve contradicrions. We need not
defeat detrimental ideas. Rather, we aim to make bestsellers of the ideas thar
bolster our cause. Customer feedback will let us know when potential buyers
don’t like what we're selling. Unattractive products will fade away as their
market share decreases—without anyone engaging them in battle.

The marketplace meraphor innately suggests many approaches to resoly-
ing ideologically based policy barriers that we have already discovered: a focus
on understanding foreign audiences and debates, recognition of the two-way
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nature of communication, the importance of truth and credibility, and the
benefits of free press and freedom of expression. New foreign policies might
gain broader acceptance 1if more thought and effort were put into how their
explanations will fare in the marketplace of ideas.

It is important to remember that we do have encmies participating in this
marketplace. We can still actively oppose our enemics and their harmful ideas
without letting the way we talk about doing so insult consumers of those ideas
or the actual processes by which ideas spread and change.

Similarly, I'm none too keen on the hackneyed “winning hearts and
minds.” This Vietnam- era phrase is often used as shorthand for what we must
be rrying to accomplish with our efforts to inform, influence, and persuade
foreign audiences. Talk about “winning hearts and minds” tends to excuse
the speaker from being more specific about what they actually hope to ac-
complish. Far better to choose and then clearly admir to pursuing one of the
possible goals as articulated carlier in this chapter, or some specific informa-
rion effect.

A Vision for Strategic Communication

All of chis leads toward a vision of strategic communication. For me, strategic
communication is coordinated actions, messages, images, and other forms of
signaling or engagemenr intended to inform, influence, or persuade selected
audiences in support of national objectives. Strategic communication is a
shared responsibility, where all involved understand that their actions and
utterances communicate and are mindful of their contribution (neutral, posi-
tive, or negative) to broader strategic-communication goals.

Strategic communication doesn't seck to have everyone in government
spcaking with the same voice, or repeating the same three talking points
(like automatons), but to have everyone speaking in the same direction and
avoiding orthogonal and contradictory utterances and behaviors. This goal
can't be achicved simply through better management but requires more fully
shared responsibility. This must be both bottom up and rop down. Bortom
up in that all involved think about the communication implications of their
acrions and urterances and seek help when they exceed cheir ability to recog-
nize the communications implications of their plans, or how planned actions
and utterances relate to broader strategic-communication goals. Top down
in that senior strategists establish clearly articulared communication-relared
objectives with measurcable outcomes and/or clear subordinatefsupporting
objectives down to the operational level.

In my vision of strategic communication, all soliders, sailors, airmen, and
marines arc effective public diplomats because in their interactions with pub-
lics, they know and can say both what we (the United States) are doing in
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a given operation (and why) but also know (and can say) how what they
individually do on a day-to-day basis connects to that broader operational
goal, all in their own words. If we believe that our men and women in uni-
form and in the rest of government are intelligent, competent people (and
we do), then we need to both empower them and support them with clearly
articulared objectives as part of strategic communication.
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CHAPTER 3

History of Public Diplomacy
and Strategic Communication

Touls of persuasion and inspiration were indispensable ro the outcome of

the dehning ideological struggle of the 20th century. [ believe thar they

are just as indispensable in the 2 1st century—and maybe more so.
—3Secretary of Defense Robert M. Gates'

The terin “stratepic communication” didn't come into widespread use until
atter the turn of the century. 1ts related or antecedent terms go back a bic fur-
ther {most date public diplomacy to 1965), the informing principles, furcher
still. This chaprer offers a broad history of what might now be called straregic
communication or public diplomacy in the United States.

Public Diplomacy and Strategic Communication before Anyone Was Using Those Terms

Tradition attributes the phrase and conceptualization of “public diplomacy”
to Ambassador Edmund Gullion, dean of che Fletcher School of Diplomacy
at Tufts University in 1965.7 Core practices of public diplomacy date back to
ancient times and appear periodically in subsequent world history. Consider,
for example, that

the Roman Republic invited the sons of neighbouring kings to be ed-
ucated in Rome; the great library in Alexandria, constructed by rhe
Greeks, offered special training programmes for scholars from across
the ancient world; Napoleon, when he invaded Egypt, planned to order
the entire French army to convert to Islam to help establish the French
rule, and Churchill successfully presented the largest empire the world had
ever known as a lucky underdog to win over U.S. hearts and minds.*

American public diplomacy also has a lengthy pedigree. It has been argued
that the first act of the American Revolution, the writing of the Declaration
of Independence, was an unambiguous exercise in public diplomacy, explain-
ing the new nation to global publics.?
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Strategic communication is a much younger term of art. The earliest use
of which 1 am aware of strategic communication in the way we are using it
here can be found in the 2001 Report of the Defense Science Board Task Force
on Managed Information Dissemination.® The chair of the task force, Vincent
Vitto, has asserted responsibility for the term to me in personal conversation
and also candidly admits to perhaps having been too clever by half with that
particular turn of phrase, given some of the lexical challenges highlighted in
chaprer 2.

Despite the robust role in American history of whar would now be called
public diplomacy or strategic communication, the United Srates has not al-
ways embraced or actively sought to conduct such activities. Public diplo-
macy scholar Philip Seib is one of several scholars to note a general American
discomfort with these acts, perhaps cquating them with propaganda (see the
discussion of propaganda in the previous chapter). Seib notes that the United
States has deployed strategic communicarion or public-diplomacy-like capa-
bilities only in times of dire need, such as during the aforementioned revolu-
tion, during the civil war, or during the world wars, quickly dismantling any
such apparatus when the crisis has passed.® The carly history of U.S. public
diplomacy, then, is punctuated and usually associared with war.

Pultlic Diplomacy and Strategic Communication during the World Wars

World War [ saw President Woodrow Wilson establish the Committee on
Public Information (the Creel Committee.)? This was the United States’ first
significant effort to disseminate information broadly to both foreign and do-
mestic public audiences. At its inception, the Creel Commitree was officially
tasked with countering German propaganda. However, as the war wore on
and committee activities expanded, these activities began to be perceived as
propaganda and censorship in their own right.® Shortly after the end of the
war the committee was disbanded, but American skepticism about such ef-
forts remained.

The Office of War Information {OW1) was created June 13, 1942, by Presi-
dent Franklin Roosevelt.” The OWI used photos to provide domestic and
foreign audiences with war news, and information about U.S. policies and
war-time activities." “Using . . . photographs and captions with emotional
content, the OW1 aimed ro inspire patriotic fervor in the American public.”"!
OWTI products included posters, press releases, radio programs, and ultimately
muovies through their Bureau of Motion Pictures."”

One of the most enduring acts of the OW1 was the establishment in 1942
of the Voice of America (VoA). VoA continues to provide news and other
content around the world to this day. Early VoA broadeasts transmitted war
news to areas in conflict in the South Pacific, in occupied Europe, and in
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North Africa. The very first VoA broadcast began with the famous state-
ment: “Daily at this time, we shall speak to you about America and the war.
The news may be good or bad. We shall tell you the truth."" This early com-
mitment to truth created and contributed to the maintenance of credibility
which still serves the VOA today.

In 1943, President Harry Truman abolished the OWL." However, the same
cxecutive order that closed OWI transferred its intermational information
funcrions, including the VoA, to the Department of State.'?

The Cold War: Heyday of Strategic-Communication and Public Diplomacy

American strategic communication and public diplomacy followed an ini-
tial trajecrory closely linked to the transition in the postwar period into the
Cold War. Political warfare expert Lowell Schwartz notes, for example, that
U.S. information efforts under President Truman went through three distinct
stages. First, in the immediate aftermath of World War 11, there was a scries
of decisions that dismantled most U.S. capabilitics, overt and covert, related
to psychological warfare.' The second stage coincided with the dawn of the
Cold War, and included the development of new capabilities to realize George
Kennan's plan of “political warfare” against the Soviet Union (described in
greater detail below).'? The third stage saw the propagandistic “campaign of
truth” realized as “a virtual crusade against communism.”"*

The Cold War was fought in the context of mutually assured destruction
with nuclear weapons and conventional conflict largely constrained to plau-
sibly deniable covert operations or conflict by proxy. The conflict swirled
in the realm of ideology and influence. The Cold War was made for strate-
gic communication and public diplomacy, and the United Srates was up to
the rask.

As public diplomacy scholar Matt Armstrong describes:

In 1948, George Kennan developed a plan for “organized political war-
fare” to counter the Sovier Union's growing power and influence. To be
effective, it required the United States to employ all means possible to
achieve its narional objective, including overt activities such as political
alliances, cconomic measures, and “white” propaganda, to covert opera-
tions such as clandestine support of foreign elements, “black” psychologi-
cal warfare, to encouraging underground resistance movement in hostile
states. This was not the “diplomacy in public” we know today, but a full-
spectrum “diplomacy with publics” that engaged people at all levels and
with all means available.”®

The Cold War saw a proliferation of U.S. information capabilities. One of
these was the Psychological Strategy Board (PSB), established in 1950. While
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the roles and the authorities of the PSB were hotly contested, PSB personnel
wanted the psychological operations under their purview to include “every
significant action in the field of foreign affairs by any government agency that
had an effect upon the minds and wills of men.”® This sounds suspiciously like
some contemporary conceptions of strategic communication. Another of the
organizations the Cold War birthed and charged with coordinating and ex-
ccuting what we would now call public diplomacy in this era was the United
States Information Agency (USIA). In 1953, President Dwight Eisenhower
established the USIA to conduct international informational activities and
exchange programs in support of foreign policy.’! The agency’s chartered mis-
sion was “to understand, inform and influence foreign publics in promotion
of the national interest, and to breaden the dialogue berween Americans and
U.S. institutions, and their counterparts abroad.”™? Stated goals were

¢ (o explain and advocate U.S. policies in terms that are credible and meaningful in
foreign cultures;

* 1o provide information about the official policies of the United States, and about
the people, values and institurions which influence those policies;

* 1o bring the benefits of international engagement to American citizens and insti-
wrions by helping them build strong long-term relationships with their counter-
Parts overseas;

* 10 advise the President and U.S. government policy-makers on the ways in which
forcign artitudes will have a direct bearing on the effectiveness of U.S. policies.”

USIA ook over responsibility for and management of VoA but used other
media as well, including initiating personal contacts, libraries, book and
pamphler publication and distribution, motion pictures, television programs,
exhibits, and instruction in the English language.* Many USIA activities
became the foundation of what is now called public diplomacy.

The year 1953 also saw the birth of Radio Liberation {later Radic Lib-
erty) as one of several public-private partnerships seeking to influence the
people of the Soviet Union. “Radio Liberation’s (RL)Y broadcasts in Russian
and other native languages of the Soviet Union provided an alternative news
source over short-wave radio for Soviet citizens. RL presented itself as what
a national radio station would sound like if it came from a free country."”
While funded primarily by the Central Intelligence Agency (CIA), Radio
Liberty functioned very much independently, had its own strategy, and pro-
vided a significantly different perspective than thar provided by the VoA.

Significantly, the VoA, Radic Liberty, and various other period informa-
tion activities all had strategies.® Matt Armstrong argues that these efforts
were better focused and undertaken in greater earnest carly in cthe Cold
War? When both the extent of the threat from communism and our abil-
ity to counter it were unknown, Amcrican proto-public diplomacy was
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“a comprehensive effort to both understand and affect the behavior of indi-
viduals and groups through engagement and discourse,” he argues.®

Even early cultural diplomacy (known as cultural infiltration at the time)
had a specific set of medium- and long-rerm goals relative to the Soviet
Union.?” This stands in contrast to many contemporary cultural diplomacy
cfforts, which tend cither to fail to state goals, or to have the vaguest of long-
term objecrives.

While Armstrong praises the focus achieved in early Cold War strategic
communicarion and public diplomacy, he goes on to argue that once the threat
posed by the Soviet Union became better known and more broadly understood
(or at least accepted), public diplomacy “devolved” into a passive approach to
influcnce, a “neutered beauty contest relying on cultural exchanges and press
releases in the natve hope that increased knowledge and understanding breed
love for the United Stares."* This, argues Armstrong, is where American pub-
lic diplomacy remains. This highlights tensions surrounding different goals for
strategic communication and public diplomacy, with Armstrong making the
argument that historically, cffective public diplomacy was more about engage-
ment and more about supporting specific policy objectives, while later (and
contemporary} public diplomacy was more about increase audience and hop-
ing to improve the general pereeption of the United States.

Armstrong is not alone in his view that early Cold War information ef-
forts were more effective. For example, in 2005 a U.S. Army major noted
that “historically, the strongest periods of USG strategic influence had several
common features” which include permanent organizations, specific charters
outlining roles and responsibilities for these organizations, full-time staffs,
and interest and guidance from the highest level.™

After the Cold War

Whether or not you accept the argument that the conduct of American
public diplomacy changed during the course of the Cold War, and whether or
not you believe that change was for the worse, the Cold War did mature and
institurionalize the practice of public diplomacy. The end of the Cold War
saw the United States with an established USIA, practicing public diplomacy
under that name, with robust broadcast and production capabilities {to in-
clude the VoA) in its portfolio.

When the Cold War ended, the people of the United Seates looked for the
“peace dividend,” seeking a shrinking military and the reduction of (or elimi-
nation) of many of the tools that had helped to win the Cold War, These cuts
did not spare the tools of public diplomacy and strategic communication.

The dissolution of the Soviet Union in 1991 brought about a diminished
role for USIA and sparked ever decreasing budgets and resources for the
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ageney through the 1990s.% Substantial programs, such as academic and cul-
tural exchanges, book translation, binational learning centers abroad, and
American libraries were cut.’* The International Broadcasting Act of 1994
creared the Broadcasting Board of Governors (BBG), effectively separating
broadcasting functions from USIA. Foreign broadcasting, including VOA,
was assigned to the new agency.

Finally, the Foreign Affairs Agencies Consolidation Act of 1998 abol-
ished USIA and rransferred USIA's remaining functions to the Department
of State.” There, USIA’s remnants were divided and partitioned among
Department of State's geographic and functional bureaus, losing what coher-
ence and unity of purpose remained.

Stephen Johnson, Helle Dale, and Patrick Cronin describe the conse-
quences of USIA being folded into DOS:

Although it made economic sense, the merger created disarray. Negotia-
tors unfamiliar with USIA’ mission carved up the ageney and placed re-
gional divisions under the authority of the State Department's geographic
bureaus and buried support functions within the State Department’s func-
tional divisions without much regard for outcome. USIA's public opinion
research office was placed in the Burcau of Intelligence and Research
(INR), outside the hierarchy of communications professionals who need
its analysis the most. Most of all, USIA’s proactive communicators and
creative personne! were dropped haphazardly into a burcaucracy that val-
ues secrecy and a deliberative clearance process. Career State Departument
officers consider it a good day when no one makes news—the opposite of
classic public affairs (PA) and public diplomacy practice.*

The Cold War was over, and conventional wisdom held that Western ide-
ology had triumphed over communism. The U.S. was the tired hegemon and
had little need for public diplomacy. Strategic communication was not yet a
term of art bur would have received little artention had it been available.

Pubific Diplomacy and Strategic Communication after 9/11

And then . . . the attacks of September 11, 2001. Just a few scant years
after American public diplomacy had “lost its leadership and organizational
integrity” a new iteration of ideological competition came crashing into the
American consciousness.’

In the wake of these attacks, the BBG and the DoD have tried to fill the
void.™ Absent USIA and with their mission spread throughout the State
Department, many observers have called for increased resources for public
diplomacy and strategic communication, along with a host of other proposals
to improve effectiveness, increase capacity, or enable berter coordination of
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U.S. government efforts to inform, influence, or persuade. Thesc proposals
are discussed in some detail in chaprer 6.

Several iniriative, reforms, or new structures have been added (or at least
tried).’ Within wecks of 9/11, the DoD established the Office of Strategic
[nfluence (OSI).* Just a few months later (February 2002}, a disgruntled
Pentagon public affairs officer leaked the existence of the OSI to the press,
along with allegations that the office intended to engage in and support mis-
leading propaganda.® The OSI was closed before it really began work. The
year 2002 also saw the establishment of the Strategic Communication Policy
Coordinating Committee (PCC) established under the leadership of the un-
dersecretary of state for public diplomacy. In 2006, the Strategic Commu-
nication PCC was replaced by the PCC for Strategic Communication and
Public Diplomacy. The year 2006 also saw the formation of two new strategic-
communication-related offices in Dol): the Office of Joint Communication,
and the Strategic Communication Integration Group (SCIG).* While the
Office of Joint Communication is still functioning, the SCIG was allowed
to expire unceremoniously in 2008.% The year 2007 saw the Strategic Com-
munication and Public Diplomacy PCC relcase the first National Strategy for
Public Diplomacy and Strategic Communication.™ The year 2008 saw the es-
tablishment of the Strategic Engagement Center, soon renamed Global Stra-
tegic Engagement Center (GSEC), at the Department of State. In 2009, the
Narional Security Council (NSC) added a Global Engagement Directorate,

Strategic communication and public diplomacy are still on the move. Lit-
erally stacks of reports, white papers, Op-Eds, and articles have been written
regarding needs, or suggestions for improvement, in this arca. Many of these
recommendations are discussed in chapter 6. The 111th Congress has several
picces of legislation with strategic-communication or public- diplomacy rele-
vance under consideration.”® These include the Smith-Mundt Modernization
Act of 2010, a long-overdue update of the 1948 act whose pre-global infor-
mation environment perspective causes several problems for contemporary
strategic communication efforts.®

21st-Century Effarts Plagued by Missteps and Failures

While much has been done in the realm of strategic communication and
public diplomacy since September 11, 2001, not all of it has worked, and
there is more to be done. As clearly indicated in chapter 1, straregic com-
munication is critical and is an area in which we are struggling. As a 2005
Heritage Foundarion report notes:

While overseas opinion polls show mostly negative views of the United
States, the State Department’s communications machinery remains in
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disarray. Congressional funding for public diplomacy programs has in-
creased only slightly since 9/11, interagency coordination remains minimal,
and America’s foreign communicarion efforts lack a focused strategy.V’

This section briefly reviews some of the less successful efforts or atrempts
in this area.

In the Department of State, while public diplomacy is receiving greater
emphasis, progress has been made in fits and starts. One clear indicator of
this is the frequency with which the position of the undersecretary of state
for public diplomacy and public affairs has suffered from long periods of va-
cancy since the tum of the century. Between January 20 2000, and May 26,
2009, the position was vacant for 1,208 days, more than 3.3 years, roughly
33 percent of the time.™

In the Department of Defense, there have been some notable shortcom-
ings as well. First, and most well publicized, is the failure of the Office of Stra-
tegic Influence (OSI) before it even really got started. The purpose of the OSL
was to synchronize DoD) public affairs, public diplomacy, and information
operations (especially psychological operations) in a way that corresponds
quite closely with the core concepts of strategic communication.*” Instead,
because it had the word “influence” in its office title (as discussed in the previ-
ous chapter, “influence” is often perceived as a dirty word) and because it ran
afoul of “rice bowl” tensions between information operations and public af-
fairs, it came under attack internally.® This internal dispute became external
when a disgruntled public-affairs officer lcaked allegations to the media that
the new office was engaged in disseminating disinformartion.” These allega-
tions led to a quick trial in the court of public opinion, and the office was
closed before it even really began to operate. ™

Coordinating communications and signals within the DoD is particu-
larly challenging. Not only is the department as a whole truly immense, but
there are several different organizations within the Office of the Secretary
of Defense that have some (and somerimes overlapping) responsibilities for
communicarion. These include the Office of Communication Planning and
Integration (formerly the Office of Joint Communication, and part of the
larger public-affairs function}, the Office of the Undersecretary for Policy, and
various offices with responsibility for oversight over information operations.

The Strategic Communication [nregration Group (SCIG) was an attempt
to encourage coordination between these various communication stakehold-
ers. The SCIG was formal and had a specified high-level membership group.
The SCIG charter did not, however, assign any authority or primacy o any
of the principal actors involved. A council of equals berween three different
major communication stakeholders in practice became a venue for personal-
ity conflict and petty parochialism. I'm told that any time one of the three
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SCIG principals tricd to exert authority beyond their traditional organiza-
tional purview, the other two would oppase it, either to protect their own
equities or simply to spite the other. The SCIG was nort an effective body for
the conduct of any part of strategic communicarion, however defined, and
was allowed to expire when its authorization ended, providing a cautionary
tale abour how not to organize such a coordinating body.

The Importance of Strategic Communication and Public Diplomacy throughout History

Americans are uncomfortable with influence. There are many successful ex-
amples of U.S. employment of what would now be called strategic commu-
nication or public diplomacy, the Cold War perhaps being the most notable.
Whenever the U.S. government has employed these kinds of capabilities
(during the Revolution, the Civil War, World War [, World War [, the Cold
War) it has sought to dismantle them when the impelling crisis has passed.™
Philip Scib argues that “neither the people of the United Stares nor their
Congress have ever been truly comfortable with a government role in com-
munication at home or abroad."*

Another open historical question concerns the efficacy of strategic com-
munication and public diplomacy. While the United States did employ infor-
mation and influcnce capabilities during the various wars menrioned above,
how much did they matter? Historians report broad consensus that U.S. in-
formarion cfforts had significant impacts during both World Wars and during
the Cold War. How much, exactly, is both difficult to quantify and subject to
debare. No one imagines that influence and persuasion alone can win a war,
but it would be naive to exclude the possible contribution of such efforts to
complex multi-causal explanations of historical outcomes.

A RAND study published in 2010 (for which [ am the lead author) exam-
ined the contribution of what would now be called strategic communication
to the outcomes of insurgencies historically. For all of the 30 insurgencics
started and concluded worldwide between 1978 and 2008 the study identified
the presence or absence of several factors relating to the strategic communi-
cation activities of the counterinsurgent force, as well as a host of contextual
factors, other practices of the counterinsurgents {or the insurgents), and a va-
riety of controlling factors.”™ The study shows that strategic communication
is one of the things that successful counterinsurgents do, and unsuccessful
counterinsurgents do not.

The U.S. has used strategic communication and public diplomacy effec-
tively in the past, and must do so again. The contemporary challenge in this
arena is greater than ever before, both because of the nature of the chreats
and because of the complexity of the global information environment.
Solutions will need to take strategic communication beyond the practices of
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the past. Hopefully, effective and mature strategic communication and public
diplomacy capabilities will be developed and will not be dismantled once the
American people feel safe once again.
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CHAPTER 4

Who Does Strategic
Communication?

American public diplomacy wears combat boots.
—Public-Diplomacy and Strategic-Communication
Advisor Mart Armstrong!

Who does strategic communication? This chapter explores the various play-
crs, would-be players, or could-be players in U.S, strategic communication. It
begins with the departments discussed as having the primary roles in strate-
gic communication and public diplomacy: the Department of State and the
Department of Defense. The major relevant structures of these departments
are discussed as is their role or possible role 1n strategic communication,
The chapter then turns to other parts of the government: the Broadcasting
Bouard of Governors (BBG), the U.S. Agency for International Development
(USAID), the broader interagency community, the National Security Coun-
cil (NSC), and the office of the president. After introducing all the players
in the executive branch, the chapter concludes with a discussion of broader
sources of American information and influence: the Congress, the press, and
the American public itself.

Department of State

The Department of State (DOS) is the home of traditional state-to-state rela-
tionship management for the United States. Thesc state-to-state relationships
are managed through “diplomacy,” through the activities of the ambassadors
and the foreign service. With the demise of USIA and the attachment of
its remaining funcrions to DOS, State is now also the home of “public di-
plomacy.” Some have argued that this role does not fir well within the DOS
ethos or tradition; it is, after all, the State Department, charged principally
with relationships with other states, not the Department of State and Other
Forcign Citizens of [nterest or Concern, or even simply the Foreign Ministry



Strategic Communication

as the equivalent entity is labeled in many European countries. Matt Arm-
strong has compellingly argued that in order to succeed at public diplomacy
{and many of the other tasks in its portfolio} DOS needs to evolve and be-
come both “a Department of State and Non-State.™

The State Department appears to agree. Summarizing the 2010 Quadren-
nial Diplomacy and Development Review (QDDR), Sceretary of State Hillary
Rodham Clinton indicates that “although traditional diplomacy will always
be critical to advancing the United States' agenda, it is not enough. The
State Deparrment must expand its engagement to reach and influence wider
and more diverse groups using new skills, strategies, and tools. To that end,

the department is broadening the way it conceives of diplomacy as well as the
roles and responsibilities of its practitioners.™

Given the close coupling berween public diplomacy and strategic commu-
nicarion, how does DOS relate to strategic communication? Uneasily. Under
the Bush administration, DOS became the official interagency lead for stra-
tegic communication in 2006.* The undersecretary of state for public diplo-
macy and public affairs headed the relevant policy coordinating committee
{PCC) and had principal responsibility for strategic communication. Beyond
being anointed the lead, the undersecretary had no coercive or tasking au-
thority over various partners in the interagency community that 1 am aware
of. Leadership, to the extent that there was any, took the form of leadership
by example, persuasion, and suggestion.’ Under the Obama administration,
State’s role in strategic communication is less clear. The PCC has been re-
placed by the Global Engagement and Strategic Communication Interagency
Policy Committee {IPC) and is now headed by the National Security Coun-
cil.® While nothing has been taken away from State {or from the undersec-
retary for public diplomacy), authority for strategic communication has not
been reiterared, and the NSC appears to have a much larger role (sce the
discussion later in the chapter).

Bur even when DOS unambiguously had a role in strategic communica-
tion (even if that role was at times ambiguous), State was still uneasy with
strategic communication. Part of that unease stemmed from the insticutional
preference for traditional diplomacy over public diplomacy and by extension
its cousin, strategic communication. However, even among public-diplomacy
practitioners in DXQS, strategic communication wasn't the preferred name
for what they did and what they wanted to do. State is willing to do public
diplomacy, bur they do not want to do strategic communication. Even if it is
the same thing (depending on where you come down in terms of dehnition—
sce chaprer 2), they want to call it public diplomacy. The good news is, the
QDDR calls for an increased emphasis for public diplomacy within DOS. As
Secretary Clinton notes, “The QDDR endorses a new public diplomacy strat-
ey that makes public engagement every diplomat’s duty, through town-hall



Who Does Strategic Communication?

meetings and interviews with the media, organized outreach, events in pro-
vincial towns and smaller communities, student exchange programs, and vir-
tual connections that bring together citizens and civic organizations.”’

Cument Organization and Structure

The authorities under which the DOS engages in public diplomacy stem
from four acts of Congress: the State Department Basic Authorities Act of
1956, the U.S. Information and Educational Exchange Act of 1948, the Mu-
tual Educational and Culrural Exchange Act of 1961, and the U.S. Interna-
tional Broadcasting Acr of 1994.* A detailed examination of these laws and
authorities is beyond the scope of this work. I will, however, describe the
structure they have enabled.

Stare's public-diplomacy efforts are managed by the undersecretary for
public diplomacy and public affairs. The undersecretary’s organization, desig-
nated “R” inside DOS “is tasked with leading the U.S. government's overall
public diplomacy effort, increasing the impact of educational and cultural
exchange, and developing and utilizing new technologics to improve the ef-
ficiency of public diplomacy programs.™ Judith McHale has served as the
undersecretary from May 26, 2009, until the time of this writing.

Within DOS, three bureaus and two offices report to the underseeretary. '
Thesce are:

the Bureau of Educational and Culrural Affairs (ECA)
the Burcau of International Information Programs ([IP)
the Bureau of Public Affairs (PA)

the Office of Poliey, Planning and Resources (R/PPR)
the Office of Private Secter Quireach (R/PSO)

- & & & 9

ECA, IIP, and PA are the main venues for public-diplomacy efforts.!! These
bureaus engage with, but have no authority over, the functional and regional
burcaus within the State Department, in coordinating and integrating policy,
communication, and objectives.'? The functional and regional bureaus con-
stitute the traditional core of DOS, where the real business of the department
is conducted.

While ECA, I1F, and PA conduct public diplomacy, R/PPR “provides long-
term strategic planning and performance measurement capability for public
diplomacy and public affairs programs.”"?

Also reporting to the undersecrerary of state for public diplomacy and pub-
lic affairs is the Global Strategic Engagement Center (GSEC). Though housed
at State, the GSEC is an interagency organization and includes DOS person-
nel, Dol) personnel, personnel from the National Counterterrorism Center
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(NCTQC), from the Intelligence Community, and from other government enti-
ties involved in strategic communication." The GSEC supports interagency
efforts in this arca and helps promulgarte decisions and objectives throughout
DOS and the interagency."” “The GSEC operationalizes decisions made by
the Interagency Policy Committee (IPC) for Global Engagement.”®

In September 2010, DOS established the Center for Strategic Counterter-
rorism Communications {CSCC) under the undersecretary of state for public
diplomacy and public affairs. Though nascent at this writing, the organiza-
tion aspires to serve as an interagency war room for the coordination of com-
munication in response to significant efforts by extremists in the information
domain. When it is not coordinating response to a crisis or adversary on-
slaught, the steady state activities of the CSCC will include efforts to shape
alobal narratives away from those that favor violent extremism and other
strategic-communication or public-diplomacy-type cfforts to support the
broader counterterrorism mission.

The Department of State's total budget for public diplomacy and strategic
communication runs in the neighborhood of $1 billion. [n 2008, the total was
$501 million for DOS exchange and cultural-affairs programs, and $378 mil-
lion for nonexchange programs.'” [n 2009, the total amount DOS spent on
public diplomacy was just under $1.1 billion, and the 2010 budget request
(made in 2009) was for 31.25 billion.™

The Department of State has about 3,000 public-diplemacy personnel, the
bulk of which (~2300) are in the regional burcaus.’® These figures include
only full-time public diplomacy positions and don't include part-time person-
nel or locally engaged staff supporting embassies, so constitutes a conserva-
tive estimate.

Weaknesses in the Curent Structure

The Department of State’s execution of the public-diplomacy and
strategic-communication mission is often criticized. Some of this criticism
must have merit, as under the Bush administration DOS had the lead for
strategic communication. If they had done a better job or solved more of the
challenges, a book like this one wouldn't need to be written. Here 1 briefly
review some of the significant criticism.

One complaint raised abour public diplomacy in the Department of State
echoes the concern noted above about State’s comfort zone being rraditional
state-to-state diplomacy. While state-to-state relationships remain impor-
tant, the rise of transnational security threats, adversarics who are nonstate
acturs, and the ever-increasing participation of broader publics in the global
information environment, the U.S. government needs more than just tradi-
tional diplomacy. With the absorption of USIA and the establishment of the
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head of public diplomacy as an undersecretary, public diplomacy is explicitly
subordinate to (and implicitly less important than) traditional official diplo-
macy.® The complaint extends beyond just the formal authority and rank at
the top of the public-diplomacy apparatus and includes concerns about how
State assigns personnel to their various career cones, how resources are al-
locared, and what criteria promotion decisions within the department use.?!
Simply put, public diplomacy is not traditionally a priority (or even much
of a considerarion) throughout most of the State Department bureaucracy.
Further, those who work in public diplomacy are not well regarded by the
balance of the institution and do not have access to resources proportionate
with the importance of their mission.

Another line of criticism laments the general dysfunction and lack of prog-
ress made by the State Department in public diplomacy and strategic com-
munication. William Kichl asseres that “the Department of State emerged
from the 20th century a weaker, less relevant and more ambiguous partner of
the Deparrment of Defense and other agencies of national security.”? Martt
Armstrong suggests that the State Department has suffered from “years of
neglect and marginalization, as well as a dearth of long-term vision and stra-
tegic planning, [that] have left the 19th-century institution hamstrung with
fiefdoms and bureaucraric bottlenecks.™?

The criticism goes beyond the State Department in general and applies
to DOS efforts in public diplomacy as well. Information Operations expert
Leigh Armistead decries the failure of the public-diplomacy community to
move beyond “antiquated tools” for message transmission, and embrace new
Internet-based media.? Along with this concern, Armistead criticizes the
Department of State’s tradition-based desire to centralize and retain com-
plete control over their messages, a propensity which leads, he argues, to an
information vacuum the cnemies of the United States are only too willing to
fill.?® This is an example of straying too close to trying to make government
representatives mindless automatons with regard to the messages they dis-
seminate, requiring approval anytime anyone wishes to deviate from preap-
proved talking points.

These issues are all recognized (at least obliquely) in the 2010 QDDR, and,
as described earlier in this chapter by Secretary Clinton, the QDDR proposes
reforms to address these and other issues. In addition to the intention to move
away from tradirional diplomacy to the exclusion of all else and making pub-
lic diplomacy and engagement the responsibility of every diplomat (as noted
earlier}, the QDDR also indicates that “the State Department is streamlining
and modernizing the way it conceives of and conduces public diplomacy. We
are shifting away from traditional platforms and instead are building connec-

tions to foreign publics in regions once considered beyond the United States’

reach.”™ Future QDIDRs will report progress in these areas.
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Cfﬂflcs also have expressed concern with the lack of leadership and lack
of (or just the low quality of) public-diplomacy strategy from DOS. As noted
above, the Undersecretariar for Public Diplomacy and Public Affairs was va-
cant for a substantial fraction of the time since the turn of the century.

The current undersecretary, Judith McHale, released a public-diplomacy
strategy document in 2010: Public Diplomacy: Strengthening U.S. Engagemnent
with the World: A Strategic Approach for the 21st Century.? The document is
actually just a set of bricfing slides, a framework, and modestly describes irsclf
as “the first phase of a process for developing a detailed stracegic plan for
Public Diplomacy.™

Observers and scholars of public diplomacy did not receive this strategy
\_varml\;. Professor Steve Corman criticizes the guidance contained in the
tramework as being unsound because it is based on an ourdated “message in-
fluence model.™ He goes on to suggest thar the framework misses the point
in its eftorts to shape the global narrative by rapidly responding to incorrect
information because “narratives are not about facts, they arc about how facts
are framed and interprered.”

Professor Philip Seib pulls no punches and describes the strategy docu-
menr as a “stunning disappointment.” He elaborates:

It is so lacking in imagination, so narrow in its scope, and so insufficient
in its appraisal of the tasks facing U.S. public diplomats that it is impos-
sible to understand why its preparation took so many months.”

Others offer more moderate criticism of the document, but beyond hop-
ing that it is a predecessor of something better and more fully developed, few
in the community have had much positive to say about Public Diplomacy:
Strengthening U.S. Engagement with the World: A Strategic Approach for the
215t Century.

Virtually everyone wants (hopes for? expects?) more in this arcna from
DOS. Secretary of Defense Robert Gartes asserts that in order to harness the
full power of the United States we must have “civilian institutions of diplo-
macy and development that are adequately stafted and properly funded.””
He goes on to note that the relevanr civilian agencies have been chronically
undermanned and underfunded relative to the Department of Defense and
would like to see the civilian agencies receive more resources so that all of
the government, civilian and military, can better work together and jointly
achieve better tesults.” The Department of Defense desperately wants the
Department of State to be better at strategic communication and public di-
plomucy, and to show more leadership in this area. The 2010 QDDR indicares
that the Deparrment of State wants those things, too, and lays out ambirtious
rlans to move DOS in that direction.
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Department of Defense

The other mujor player in strategic communication is the Department of De-
fense. Let me say a few words comparing the two big players, DOS and DoD.

In general Dol is the larger department. The FY11 budget request for the
Department of Defense is $708 billon.' The FYL1 budget request for DOS
(which also includes the budget for USAID) is $52.8 billion.’ Obvicusly
not all of DoD)s budger is spent on strategic communication, but neither is
that of DOS. Defense is at least an order of magnitude bigger than State is in
virtually every respect.

Regarding public diplomacy and strategic communication specifically,
DOS spends slightly more than $1 billion on, and has around 3,000 person-
nel who work on, public-diplomacy full-time. As reported in the Washington
Post, “the size of military's effores dwarf those of the diplomars.”¥ It 1s difficulr
to put personnel figures or dollar amounts ro Dol strategic-communication
effores, both because of definitional differences (if strategic communication
is just a process, we really don’t spend any money on it all), and because the
organizarions and structures with strategic-communication relevance are var-
icd and spread widely throughout the DoD. The remainder of this section will
describe different offices, organizations, commands, or formations in the U.S.
military with a role in strategic communication.

Strategic Communication in the Pentagon

We will begin the enumeration inside the Pentagon, with organizations
subordinate to the Office of the Secretary of Defense (OSD) or the chairman
of the Joint Chiefs of Staff (C]CS).

There are three major players within OSD, the Office of the Undersecre-
tary of Defense for Policy (QUSD(P]), the Office of the Assistant Secretary of
Defense for Public Affairs (OASD[PA]), and the Office of the Undersecretary
of Defense for Intelligence (QUSD(1]).

From 2007 to 2009, QUSD{P) actually had a deputy assistant secretary of
defense {DASD) for Defense Support to Public Diplomacy. In March 2009
USDXP) Michele Flournoy disestablished the DASD-level office, reassign-
ing personnel from its regional desks out to the appropriate already exist-
ing regional policy shops and reorganizing to cnsure high-level attention,
advice, and coordination for strategic communication. With that in mind,
in 2009 USD(P) appointed a senior advisor for global strategic engagement
(Rosa Brooks) and established the OUSD(P) Global Strategic Engagement
Team (GSET) to facilitate the strategic-communication process within Pol-
icy and for linison with other Defense components.”™ As of late 2009, the
GSET was busy reviewing the overall DoD) approach to enterprise-wide
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strategic coordination, existing strategic-communication-related capabilities
and acrivities, recent Dol) documents regarding strategic-communication
concepts, and possible avenues for creating formal strategic-communication
doctrine. ¥

A GSET representative cochairs the DoD-wide Global Engagement Strat-
egy Coordination Committee (GESCC), a semiformal body that has, by
all accounts, succeeded with a softer, voluntarily collaborative approach to
coordination where the SCIG, its logical predecessor, failed. The GESCC
was formed in 2009 out of the even less formal Information Coordinating
Committee, a totally voluntary body of communication-minded defense
professionals.

The GESCC is cochaired by representatives from OUSD(P) and
OASD(PA), and brings together representatives from the four major Pen-
tagon players, OUSD(P), OASIXPA), OQUSD(]), and the Joint Staff. Mem-
bership and attendance are fairly open, so other DoD offices are frequently
represented. These include other OSD offices (such as Legislative Affairs or
Acquisition, Technology, and Logistics), the Combatant Commands, and in-
teragency partners such as DOS, the NSC, and the National Counrterterror-
ism Center.®

Also within OUSIXD) is the assistant secretary of defense for special op-
erationsflow intensity conflict and interdependent capabilities (ASD [SOf
LIC&IC]). As part of a broader oversight role with regard to psychological
operations/military information support operations (which are aggregated
under special operations), ASD{SO/LIC&IC) coordinates and oversees im-
plementation and development of policy specific to countering violent ex-
tremism and works in close concert with the GSET.#

The assistant secretary of defense for public affairs (ASD[PA]} serves as
the advisor and principal staff assistant for all communication activities to
the secretary of defense.* The assistant secretary of defense for public affairs
is an important part of the OSD-level strategic-communication process.

Under ASD(PA) is the position of deputy assistant secretary of defense
(joint communication) {(DASD[JC]). Established in 2005, the Office of
DASD(JC) has remained involved in strategic-communication coordination
and planning both in the Do) and in the interagency. Major responsibilities
of the office include ensuring consideration of communication and the com-
munications environment in future planning, as well as coordination and
synchronization of joint communication with interagency partners.? [n late
2010 the Office of Joint Communication was renamed the Office of Commu-
nication Planning and Integration; it is not clear at this writing if that name
change will be accompanied by any change in role or responsibilities. Public
Adtairs also includes the Joint Forces Command-based Joint Public Affairs
Support Element, or JPASE, which was intended to have responsibility for
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integrating strategic communication into war-fighter training.* In actual
practice, pressure on the joint force from operations in both Iraq and Af-
ghanistan led JPASE to take on much more of a direct support role than the
intended training support funcrion. As operations in Iraq and Afghanistan
draw down, it will be interesting to see how the mission of the organization
evolves, especially in light of plans to do away with U.S. Joint Forces Com-
mand, JPASE’s current institutional home.

Finally, the Office of the Undersecretary of Defense for Intelligence
{OUSDII]) plays a role in OSD strategic communication. USD(I) is the prin-
cipul advisor and assistant to the secretary of defense for information opera-
tions (1O).* Because of the role of 10 in strategic communication, QUSIXI)
stays aware and involved. As of this writing, there is an effort afoot to consoli-
dare QUSIX(I) informarion operations and strategic-communication-relared
personnel and responsibilities under OUSD(P) without otherwise damaging
QUSIAI) equities. As this realignment takes place, QUSD(1) will have fewer
equities and less involvement in strategic communication, so primary leader-
ship for DoD) strategic communication will be shared between OUSD(P) and
ASDI(PA).

Also in the Penragon are the Joint Staff and their representarives to the
strategic communication process. As noted in the 2009 DoD Report on Stra-
tegic Communication:

The Joint Staff contributes to the sirategic communication process at
many levels. The J-3 {Current Operations) Directorate provides 1O and
PSYOP expertise and advice to DoD leadership to achieve national,
steategic, and theater military objectives. The J-5 (Plans and Policy)
Directorate, in conjunction with the Combatant Commands and Mili-
tary Departments, develops policy guidance, plans, and strategic narra-
tives for senior leadership, based upon policy guidance and directives
from QSD.*

Further, the Joint Staff provides planning guidance with relevance ro stra-
tegic communication to the Combatant Commands (COCOMs) and reviews
the strategic-communication aspects of all COCOM operations and contin-
gency planning documents. ¥

Strategic Communication in the Operating Forces

Qutside the Pentagon and the immediate auspices of OSD and the Joint
Staff, DoD still has a lot of structure that can be used for or coordinated as
part of (depending again, on how you choose to define it} strategic commu-
nication. This major subsection will detail straregic-communication-relevant
assets outside the Washington Beltway, primarily in the operating forces.
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First is psychological operations (PSYOP), renamed military information
support operations (MISO) by fiat in June 2010.* PSYOPMISO units and
soldiers traditionally perform five roles. The purpose of PSYOP/MISC is “in-
formation for effect,” and doctrine lists five roles in which PSYOD/MISO
forces can be employed:

influence foreign populations

advise the commander

provide public information

serve as the supported commander’s voice

counter enemy propaganda, misinformation, disinformation, and opposing in-
formation™

Contemporary U.S. PSYOPMISQO forces consist of the following:

* one active Army Psychological Operations Group {POG), 4th POG out of Fort
Brage, NC (approximately 1,300 personnel)

* o Army Reserve POGs, 2nd and 7th POG (approximately 2,600 personnel)

* one Special Operations Wing (SOW), the 193rd SOW (six aircraft and aircrews)

In addition to the uniformed PSYOP/MISO forces of 4th POG there is
a considerable cadre of civilian experts providing reachback capabilities to
deployed forces as part of 4th POG's Strategic Studies Detachment (SSD).?
These personnel have both influence expertise and countryfcultural expertise
on which PSYOP/MISO forces can draw.

The entire active duty component of MISO/PSYOP is dedicated exclu-
sively to supporting U.S. Special Operations Command (USSOCOM). The
general purpose force is supported by the reserve component.

Small detachments of PSYOP/MISO personnel are detailed to U.S. em-
bassies as Military Information Support Teams (MIST). These temporary
postings provide embassies with needed influence resources (both personnel
and funding), while giving PSYOP/MISO personnel real-world experience,
practice, and training.

When strategic communication is discussed as a coordinating and inre-
grating function, PSYOP/MISC messages and products are an important part
of whar needs to be coordinated and deconflicted.

In addirion to being one of the primary sources of DoD) influence messag-
ing, PSYOP/MISO forces are the only trained influencers in the U.S. govern-
ment. However, other than being the object of coordination, PSYOP/MISO
organizations and forces play a very limited role in strategic communication.
Diefense straregic-communication coordinating and planning cells are often
dominated by public affairs or information operations. PSYOP/MISO have
allowed themselves to be marginalized in this arena, no doubt in part due to
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with the State Department, either at the country team level or at the Wash-
ington interagency level.%

COCOMs also plan and exccute what are called Theater Security Co-
operation activities with allies, partners, and neighbors in the international
community in their area of responsibility. The emphasis of many of these
activities is building partner capacity either for internal sccurity in a given
country or for contributions to international security {(antipiracy, coalition
peacepeacckeeping, etc.). An important secondary goal is the messages these
activiries communicate.

The final activity of note taking place at the Combatant Commands are
the VOICE programs. Originally established in EUCOM, several of the CO-
COMSs now have or have proposed VOICE programs. As named operations,
they contain specific long-term communication and influence objectives,
most aimed specifically ar countering violent extremism. Another advanrage
to having numed operations in this arca is that it establishes a budget line and
a recurring stream of resources (not just year to year) that in turp promotes
continuity and stability with regard to thinking about and executing acrivi-
ties within the program.®

Broadeasting Board of Govemors

The Broadcasting Board of Governors (BBG) was formed by statute in 1994
and became fully independent with its own appropriated funds in 1999, con-
current with rhe dissolution of USIA. At its formation in 1994, the BBG as-
sumed responsibility for all nonmilitary, international broadcasting sponsored
by the U.S government. Presently, this includes the Voice of America (VoA),
Radio Free Europe/Radio Liberty (RFE/RL), Radio Free Asia (RFA), Radio
and TV Marti, and the Middle East Broadcasting Networks (MBN)—Radio
Sawa and Alhurra Television.®® BBG broadceasts and programs reach audi-
ences in 60 languages totaling approximately 171 million people per week via
radio, TV, the Internet and other new media.%®

Perhaps oddly, BBG is an independent government agency, working in
practice as more of a free and fair press than as an arm of the government.
While funded by the governmenr and with broad U.S. policy goals in mind,
BBG is protected from coercion by other government agencies (part of the
“board of governors” arrangement—"a nine-person bipartisan board thar
serves as a firewall against political interference in the journalistic product™™).
Somerimes BBG broadcasts are critical of U.S. government policies, which,
in their view, only enhances their credibility with international audiences
{they aren't afraid to call a pot a pot) and increases dialogue.

The BBG in general is keen to contribute to strategic communication. As
the GAQ notes, “The BBG, as the overseer of U.S. international broadcasting
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efforts, aims to support U.S. strategic communication objectives by broadcast-
ing fair and accurate information, while maintaining its journalistic indepen-
dence as a news organization.”” Beyond serving to support long-term goals
through maintaining credibility and disseminating true information, BBG
might also support strategic communication by providing expertise or feed-
back regarding how certain policies might play in certain parts of the world.

LS. Agency for Intemational Development

The primary mission of the U.S. Agency for International Development
(USAID) is to provide nonmilitary foreign assistance to countries around
the world. USAID supports disaster recovery and promotes long-term and
equitable economic growth by supporting cfforts that support

* economic growth, agriculture and trade;
¢ global health; and
* democracy, conflict prevention, and humanitarian assistance.™

USAID has a network of communication specialists (just over 100 peo-
ple), whose primary mission is to inform audiences in countries receiving aid
about U.S. assistance.™

USAID's contribution to strategic communication is far greater than the
weight of its 100 plus communication specialists. USALD is meant to be the
primary doer of U.S. good deeds abroad. Since actions speak louder than
words, both the assistance provided and how it is described and advertised are
important parts of the strategic-communication context.

National Security Council

The National Security Council (NSC) is the president’s forum for the con-
sideration of foreign policy and national security by and with senior advisors
and cabinet officials.™ Traditionally, the NSC is not operational—that is, it
Jdoesn’t conduct operations or activities, but is an advisory organization, a
decision-making body, a place for discussion and coordination. This propen-
sity 1o avoid the operational has in the past inhibited NSC involvement in
strategic communication, where the lines berween planning, coordinating,
and doing are often blurred (after all, if strategic communication is a process,
then the coordinating process is the operation, right?).

NSCinvolvement in strategic communication was not particularly success-
tul under the Bush administration. In 2002 the NSC established a Strategic
Communication Policy Coordinating Committee (PCC), which produced a
never-released draft strategic communication strategy and was disbanded in
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2003.7 [n 2006, NSC created a new PCC for Public Diplomacy and Strategic
Communication, but this was led by the undersecretary of state for public
diplomacy and public affairs, and was always viewed as more a Department of
State organization than an NSC activity. This PCC was disbanded with the
change of administrations.

Obama'’s NSC has taken a more active, though still limited, role in stra-
tegic communication. NSC now includes a deputy national security advisor
for strategic communications (DNSA/SC) and a senior director for global
engagement {SDGE) as the principal deputy to the DNSA/SC. “Together,
they are responsible for ensuring that (a) the message-value and communica-
tive impact of actions are considered during decision-making by the National
Seccurity council and Homeland Security Council, {b) the mechanisms ro
promote strategic communication are in place within the National Secu-
rity Staff (NSS), and (c) similar mechanisms are developed across the in-
teragency. The DNSA/SC and SDGE are also responsible for guiding and
coordinating interagency deliberate communication and engagement efforts,
and execute this responsibility through the NSS Directorate for Global En-
gagement (NSS/GE) and through the Interagency Policy Committee (IPCs)
on Strategic Communication, which they chair.”

In practice, in 2009 and 2010, the NSC has effectively engaged the inter-
agency community for support for major events. When they are aware of a
significant event, such as a new policy being announced or implemented, a
new bilateral or multilateral agreement, a major military exercise with foreign
partners, and so forth, they plan and coordinate broadly with the interagency.
Given time to plan and coordinate, these NSC efforts have proven effec-
tive. Multiple agencies have been engaged, including some less tradirional
strategic-communication partners, such as the Federal Bureau of Investiga-
tion or the Department of Treasury.

Partnership with various agencies has been effective, with inpurt regarding
possible challenges or concerns accepred and heeded. NSC has called arten-
tion to cventsfissues, encouraged planning relative to those events, and pro-
vided a forum for the sharing, comparing, and deconfliction of those plans.
Though to my knowledge limited so far to major events and policy rollouts,
this integration across the executive branch has been fairly effective and
surely counts as a strategic communication success, if not yet full realization
of the promise of strategic communication.

The Broader Interagency Community

So far, we've hir the major acknowledged players in strategic communication
in the executive branch. What about the broader interagency community?
Orther agencies are potentially relevant for several reasons. First, they may
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also be engaged in communication activities (along the lines of corporate
communication, external), and these formal messaging activities could be
included and synchronized as part of strategic communication. Second, even
if they aren’t messaging, they surcly are doing something, and, as discussed
repeatedly, actions and policies communicate. Third, DOS and DoD aren't
the only agencies engaged in traditional public- diplomacy acrivities. For
cxample, in 2007, ar least 62 different government departments conducted
international exchange and training programs.*’

The 2007 National Strategy for Public Diplomacy and Strategic Commu-
nication makes this explicit: “All segments of the USG have a role in public
diplomacy and global communication.”™ Many agencies that might not be
traditionally thought of as part of the strategic-communication network have
been (and should be more) involved. These include the Federal Bureau of [n-
vestigation, the Department of the Treasury, the Department of Commerce,
and the Centers for Discase Control.™

Congress?

If the whole U.S. government should think about and be involved to some
extent in straregic communication, what about Congress! What is its
role? Certainly Congress is a stakeholder in public diplomacy and strate-
gic communication. In addirion to a number of bills before Congress with
strategic-communication or public-diplomacy relevance at this writing, there
is broader concern among congresspersons regarding the health and effective-
ness of strategic communication, public diplomacy, and information opcera-
tions.™ Representatives Adam Smith (D-WA) and Mac Thornberry (R-TX)
sponsored the creation of the Strategic Communication and Public Diple-
macy Caucus in 2010 in order to raise awareness of and strengthen U.S. ef-
forts in the arca.”

But what abour Congress as a communicator? Colonel Matthew Beevers
rightly points out the polarized and politicized utrerances by individual repre-
sentatives and senators can strike discordant notes among otherwise harmo-
nized and synchronized communicarions:™ “The effects of the U.S. polirical
system—the polarization it often brings and the by-product of contradictory
messages it produces—challenge the governments ability to deploy a coher-
ent U.S. strategic communication capabilicy.”

While it is clearly the case that representatives and senators do contrib-
ute to the global information environment, and, while part of the govern-
ment, often present points of view that disagree with the stated government
policies, this is an unavoidable part of our political system. Efforts to co-
ordinate or regulate the utrerances of representatives and senators as part
of strategic communication would go too far (and probably be illegal or
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unconstitutional ). Instead, we simply must accept that contentiousness and
disagreement are part of electoral politics and make the virtues {and oc-
casional shortcomings) of such a system part of the broader narrative we're
trying to present.

Other Actors in Civil Society?

Broader interpretations of public diplomacy want to include segments of civil
society too. After all, it exchange programs are a traditional part of public
diplomacy, aren’t the exchange participants from the United States part of
the process? Aren't the Americans rhat foreign-exchange participants meet
and interact with part of the process? Why don't we include the public in
public diplomacy?

I think this is one of the areas in which strategic communication and pub-
lic diplomacy do and should mean different things. We cannot (and should
not) seck to straregize, coordinate, or otherwise manage the content of the
interactions between our citizens and the citizens of other countries. To the
extent that shared understanding, relationships, and personal engagement
are part of our broader global engagement strategy, then we should encourage
and facilitate as much citizen diplomacy as possible without trying o manage
it or conrtrol it beyond creating opportunities for it to take place.

Of course, the fact that we can't (and shouldn’t) control citizen contribu-
tions to the information environment can lead ro problems as well. August
2010 saw considerable public outcry over plans to build a mosque near the
former site of the World Trade Center in New York (the twin towers de-
stroyed on 9/11). Such actions run directly counter to the firm commitments
expressed and narratives offered by two presidential adminiscrations reinfore-
ing American religious freedom and assuring the world that American mili-
tary operations after 9/1 1 are not anti-Muslim in design or execution.™ What
happens when the government’s narrative is undermined by its own citizens?

Professor Dennis Murphy suggests a supporting narrative:

We can and must emphasize the positive aspects of democracy in ac-
tion. Protesters on both sides are free to peacefully (albeir vociferously)
express their opinion without fear of retribution. This is truly freedom in
action (speech and assembly) and supports our narrative. We can point
out that the debate rages over the community center’s appropriatencss
(arguments on both sides here), not its inherent right to exist.™

What about organizations in civil sociery, such as the Peace Corps, or the
many private organizations that run programs for international student ex-
changes!? Again, this is part of public diplomacy, something that should be
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encouraged, but not, [ think, something we want to formalize or structure in
any way relating to strategic communication.

Finally, what about joumnalists, press, and media? The media represent a
significant part of the flow of information within and between nations. Should
the media be part of strategic communication?

The press, after all, retains its traditional role as the Fourth Estate. This
term has its origin in the growing importance of reporters in late 19th- and
carly 20th-century Britain, a role which led Thomas Carlyle to ¢laim that re-
porters constituted a fourth branch of Parliament.” The notion of press as the
Fourth Estate has continued relevance in the context of the contemporary
United States, in thar the press, although not a formal part of the govern-
ment, continues to play an important role for democracy by reporting on the
process and outcomes of the government.

Does this mean they should be part of strategic communication? Not re-
ally. The press role as the Fourth Estate is as the watchdog of the government,
not as a participant. The press ensures that the public knows what its govern-
ment is doing, especially the bad bits, and will not (and should not} willingly
serve as the mouthpiece for government information.

However, while strategic communication shouldn’t include the media,
strategic-communication planning had better well take the media into ac-
count. Press relations are an important part of strategic communication (just
not the only part!), and journalistic reporting of good deeds and desired mes-
sages is an important way to disseminate and reinforce information. The trick,
then, is to form a partnership with the press such that both sides get what
they want without compromising their principles or feeling used. A perfect
example of this is the now institutionalized innovarion of “embedded press.”
Embedded reporters live and travel with military units, under their protec-
tion, and with exclusive access to the operations and activities of that unit.

The reporters get access to difficule-to-cover events and increase the safety of
reporters while doing s0."® The military meets its obligations regarding press
access, avoid risks to operational security, builds credibility, and obtains good
public relations.™

Relationships between Organizations Contributing 1o Strategic Communication

So, we've established that the two main players in U.S. government stra-
tegic communication are the Department of State and the Department of
Detense, with the Department of Defense being the larger and more capable
partner. We've also established thar several other elements of the govern-
ment have significant roles, including the National Security Council, the
Broadeasting Bourd of Governors, and the U.S. Agency for International
Development. Further, there are a host of nontraditional public-diplomacy
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or strategic-communication elements in the broader interagency community
that should be considered for certain strategic-communication or public-
diplomacy acrivities. Finally, while it would be inappropriate to try to man-
age the acrivitics or the content produced by members of the broader public
or groups in civil society, these actors are important contributors to public
diplomacy, and should be enabled, encouraged, or partnered with as possible
and appropriate. Deciding which groups in civil society to support or part-
ner with might also be an appropriate task in the strategic-communucation
portfolio.

However, before the government concerns itself overmuch with the possi-
ble strategic-communication implications of partnering with various parties in
civil society, first it needs to get things in order internally. Crawl, walk, run.

So far, this chapter has described many strategic-communication-relevane
organizations and entities, and has offered some information about the re-
lationships between them. This inal section in the chapter, then, turns ex-
plicitly to these relationships, describing some of the tensions and challenges
inherent in government-wide organizing for strategic communication and
detailing some of the existing working relationships.

Given the confusion and debate about the lexicon and purpose of strategic
communication, the frequent changes and uncertain lines of authority in the
U.S. government’s organizing for strategic communication should come as no
surprise. At the time of this writing, the appropriate roles and relationships
between different agencies, departments, and elements for the conduct and
coordination of strategic communication are still subjects of debare,

One of the biggest relational issues is who should be in charge. The
way most people would like to see things structured, the Department of
State would be in charge. After all, State is the department with the ca-
reer public-diplomacy force, inherited the bigger chunks of USIA, and was
anointed with the lead in strategic communication under the Bush adminis-
tration. State is the civilian agency and has global responsibilities in peace-
time and in times of war.

However, this preference for leadership from DOS overlooks several key
factors. First, State has nor, in the past, really wanted the job. As noted
above, State has generally only grudgingly accepted the public-diplomacy
mission and doesn’t really want anything to do with strategic communica-
tion. Second, State is the much smaller partner. As public-diplomacy scholar
Matt Armstrong is fond of saying, “American public diplomacy wears combat
boots.”™* By this he intends to point out that the Department of Defense can
devote more personnel and resources to informing, influencing, and persuad-
ing foreign audiences, and, in the era of operarions in both Iraq and Af.
ghanistan, military forces have generated the preponderance of messages and
signaling actions that foreign audiences receive.
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Not, of course, that DoD) really wants the mission either. All the defense
personnel to whom I've spoken about this would love to see DOS take a large
role and employ more developed capabilities in this area. DoD's embrace of
the inform, influence, and persuade mission set stems from necessity. The
military recognizes that strategic communication is essential to mission suc-
cess. and that if they don't do it, no one else will.

The Congress doesn’t necessarily sce it that way. Congress wants DOS
to do public diplomacy, and DoD to not do public diplomacy.™ The White

House agrees:™

We recognize the need to ensure an appropriate balance between civilian
and military eftorts. As a result, a process has been initiated to review ex-
isting programs and resources to identifly current military programs that
might be better exccuted by other Deparrments and Agencies.

In an ideal world, [ would agree with them too. If State had a more robust
public-diplomacy apparatus, then DoD could leave the majority of bascline
and nonwartime {or noncontingency) inform, influence, and persuade efforts
up to them, only needing to retain such capacity for times of crisis or war.
Under such an arrangement, DOS would be the unambiguous lead, having
significant ongoing activities and plans for all countries and regions, so thar
the military, when responding to a contingency, could both rely on and com-
fortably subordinate themselves to State’s leadership. Hopefully the reforms
proposed in the 2010 QDR will be fully realized, and DOS will become the
leader of robust civilian capabilities in this area that everyone wants, render-
ing this issue moot.

A great vision, but we aren't there yet. For now, tensions remain in deci-
sions about allocaring resources and tasks to different departments and agen-
cies. We may all agree that in principle we want a certain set of rasks done by
civilian agencies rather than the military. The problem ariscs when the civil-
ian department or agency assigned to do the rask won't or can’t complete it.
It isn't really fair to pull tasks from Dol and assign them to civilian agencies
when the costs for failure to complete those tasks will be disproportionately
borne by deployed soldiers and marines. The simple fact of the matter is, even
if you'd rather the military not do some of these public-diplomacy tasks, if you
do ask them to do them, they get done!

In late 2010 an interagency working group was examining how certain pro-
grams could be moved from Dol to DOS, how to allocate inancial resources,
how to quickly streamline or eliminate programs, and how to preserve im-
portant capacities und expedite strengthening civilian apency capabilities to
support an optimal balance between civiliun and military capabilities and

roles in this area”
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At the operational level, DOS personnel and DoD personnel generally
get along smoothly. In a noncontingency country (i.e., not Iraq or Afghani-
stan), the country team might include both DOS and DoD personnel, but
the ambassador or chief of mission is unambiguously in charge. “Achieving
strategic communicarion, including through synchronization of words and
deeds, as well as the effective execution of deliberate communication and
engagement, is the responsibility of the Chief of Mission.”? Coordinating
bodies, Joint [nteragency Coordination Groups (JIACG), are also available
at the COCOMSs. The JIACGs lack any real authority (authority is balanced
between the Combatant Commander and the ambassadors at the individual
countrics in the COCOM AOR) but do serve as useful planning resources
and as effective liaison.”

In countries that are the object of major contingencies (such as Iraq and
Afghanistan), coordination is more complicated. There, ideally strategic
communication would span not only the major military contingent burt
the larger-than-average civilian agency contingent, as well as allies and
coalition partners, and the host nation government as well. In such cases,
unity of command is not always maintained, and several competing strategic-
communication structures can result.

The ambiguitics about the appropriate roles for the two big players, DOS
and DoD, impact their internal organizations as well. In DOS at least it is
clear who has responsibility for public diplomacy: personnel under the under-
secretary for public diplomacy and public affairs. In DoD, on the other hand,
responsibility for strategic communication is more spread out. At the Office
of the Secretary of Defense {OSD) level, the Office of the Assistant Secre-
tary of Defense for Public Affairs clearly has a stake, but because of separate
command relarions between public affairs and information operations, the
undersecretary of for policy also has an important stake and separate lines of
authority. Though they have many potentially competing internal organiza-
tions, DoD has, at the OSD level, finally found the right mix of formal and
informal structures for coordinating between internal stakcholders. At the
level of the operating forces and at the Combatant Commands, however,
relationships are still highly dependent on personalities and on the personal
proclivities and priorities of individual commanders: how much they empha-
size the informational element of national power, whether or not they like the
term “strategic communication” and how they choose to organize their staff.

Under the Obama administration, the National Security Council has
taken a greater role in strategic communication. As noted above, NSC stafts
have established forums for coordination and deconfliction of communica-
tions surrounding major rollouts and events. These have been successful by
all accounts. These efforrs are interesting because they coordinate success-
fully without recourse to exerting authority: none of the various departments
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or agencies participating in the deconfliction are coerced in any way, nor
is any of their routine departmental authority usurped. NSC decontfliction
meetings allow all participants to discuss the issues, share plans and listen
to the plans of others, collectively develop talking points and themes, and
then return to their native agency with complete freedom to do whatever
they want. Coordination isn't compelled. Instead, everyone behaves like a re-
sponsible adult and if one agency finds that its plan is orthogonal to the plan
of another agency, they collectively and voluntarily work on adjustments to
both plans to increase complimentarily. This kind of synchronization rakes
time and energy and is no doubt part of why these coordinating bodies cur-
rently only emphasize major events.
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CHAPTER 5

Challenges Facing U.S. Strategic
Communication

[ Cﬂi‘l‘t compete \\'il’]'\ il hl_"xhi On i ﬁtick.
|
—Anonymous [nformanon Operations Officer

Throughout the book so far 've hinted at challenges and difficulties facing
U.S. efforts in the area of strategic communication. Heck, the failure to agree
on the meaning of the terms or the goals to be pursued both constitute signifi-
cant challenges. This chapter takes a more systematic look ar challenges and
difficulties in this area and asks, what makes this so hard? This chaprer both
expands upon and refines the list [ developed for chapter 2 of Enlisting Madi-
son Avenue: The Marketing Approach to Eaming Popular Support in Theaters of
QOperation in 2007.!

The chaprer is in two major sections. The first lays out general challenges
to U.S. government efforts to inform, influence, and persuade. The second
narrows the focus and discusses challenges specific to the U.S. military in this
arcna.

What Makes This So Hard? General Challenges

We begin with the general challenges. Beyond the completely obvious “in-
fluence is hard” challenge, there arc a host of challenges the United States
faces that another country or actor might not, or might face to a lesser exeent.
These are:

anti-American sentiment and its challenge to U.S. policy and military operations
low baseline credibility

unconstrained adversaries

strategic communicarion is # seam issuc and lacks a supporting constituency

lack of resources for informing, influencing, or persuading

lack of clear strategy
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* news and news media issues

» measures of effectiveness (MOE)—how do you know what you are doing is
working!

* context: global media, local information environments, and culture

* now media

Each is discussed in turn in what follows.

Anti-American Sentiment and Its Challenge to U.S. Policy and Military Operations

Anti-American sentiment is alive and well in many places around the
globe. While ensuring thart citizens of other nations are fond of the United
Stares is not a policy goal in and of itself, unfavorable baseline artitudes held
by the international communiry decrease the likelihood of support for or tol-
erance of U.S. operations and policies. At its most extreme, hostility toward
the United States in foreign countries helps violent extremists there gain
recruits and support. At lesser levels of animosity, anti-Americanisin impedes
U.S. effores o promote political and social reforms and commercial and cul-
tural relationships worldwide

Public-opinion polls suggest thar much of the anti-Americanism observed
in the world today is atrributable to U.S. policies rather than to American
culture, values, or people.’ U.S. policies prove unattractive to international
audiences for a variety of reasons. Some policies are relics of the Cold War and
use paradigms that fall flat in the contemporary operating environment. These
could include the acceprance of authoritarian regimes for Cold War motives
or a model of information dissemination aimed at “huddled masses yearning to
be free” that may not accurately characterize the populations in the contem-
porary operating environment.? Other policies encourage social or political
reforms, such as universal suffrage, representative government, and freedom of
religion. Although such social engineering may correspond with deeply held
American values, it may not hold the same appeal to populations in certain
arcas, making for unattractive and unpersuasive themes and messages.

Other policies lack artractiveness because they are inadequately explained
or understood. U.S. policy must be clearly articulated. This does not always
happen. Policy explanations can ring hollow in situations in which the mo-
tivation offered publicly differs from the true, private morivation, or when
the oftered explanation is not compelling. In an example of the latter case,
many international audiences, including those in Iraq, misperceived the U.S.
rationale for the invasion of [ray as a war for oil.

It existing U.S. policies are hated, new U.S. policies are likely to be met
with suspicion and may already have at least two strikes against them; this
would include U.S, military intervention overseas. Popular resentment and
distrust pose immediate communication hurdles to expeditionary ULS. forces.
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The associarion of messages and messengers with the United States poses at
least three additional challenges to effective messaging:

* U.S. involvement “taints” messages. Some strategic-communication themes have
better chances of success il broadeast by an apparently neutral third party. Many
existing ULS. influence efforts distance the Unired Staces at least one step from the
message. For example, the United States does not actively disclose U.S. Agency
for International Development (USAID) funding for dozens of Afghan radio sta-
tions. USAID explains, “We want to maintain the perception (if not the reality)
that these radio stations are in fact fully independente.™

¢ Past and present actions damage U.S. credibility. U.S. credibility is damaged when
the United Srates fails to Jdo whar it says it will do and when actions contra-
dict stated intentions. For example, in 2005 Pentagon news releases asserted
that U.S. forces were “conducting operations side by side with our lraqi breth-
ren.” This was not the case in all arcas of operation (AOs) and indigenous civil-
ians aware of this discrepancy likely lost some trust for subsequent U.S. force
pronouncements.’

s (Contradictory messages increase confusion. U.S. credibility is impaired when two
different speakers give different accounts or explanations of the same thing or
when the same speaker explains something differently to owo different audiences.
After the U.S. invasion of [rag, DoS walking points highlighted different rationales
for the invasion. Toa U.S. audience, they would asscrt, “We're fighting them there
so we do not have to fight them here,” with the secondary implication that the
United States intends to make the world a safer place. This emphasis was reversed
for foreign audiences. Unfortunately, a globalized media made separate messages
impossible.”

Low Baseline Credihility

Strongly related to anti-American sentiment is the low baseline cred-
ibility the U.S. government and her representatives enjoy worldwide. Pro-
fessor Steve Corman suggested in 2006 that “the perccived credibility of
the United States government on the global stage has never been lower.™
Dr. Emily Goldman points out that the United States enjoyed very high
credibility relative to the Soviet Union during the Cold War, where we were
“liberators” and the Soviets were “oppressors™; now, however, in the Middle
East, the United Srates is the oppressor and the occupicr, making any mes-
suges that indicate otherwise suspect.” Since credibility is virtually prerequi-
site to any effort to influcnce, this is a significant challenge.

Unconstrained Adversaries

The United States is not alone in the information environment. Today's
asymmetric adversaries use a variety of approaches ro influence the attitudes
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and behaviors of noncombatants and opinions of forcign observers. Adver-
sary kinetic action, along with associated media attention, contributes to a
wide range of adversary goals.

Many terrorist organizations recognize influence as a primary operational
objective, and they integrate operations with related media requirements as a
matter of course. Such integration is a fairly recent development. Hezbollah
innovatively subjected “virtually all its military action to its propaganda and
mass media requirements.”'

Most concerning is the fact that our adversaries operate almost completely
free of constraint in the information environment, and we do not.'’ In order
to adhere to our values, societal norms, and laws (and to maximize long-term
eftectiveness), we as a nation choose to constrain our messaging and signaling
activities. Adversaries completely eschew many of these constraints.

Adversaries employ a wide range of general approaches in their strategic
communication, including the following:

Indmidating or coercing noncombatants: Threats, intimidation, and coercion
are readily available tools to shape noncombarants' behavior. While they are un-
likely to encourage favorable attitudes, such approaches can effectively prevent
unfavorable attitudes from being turned into actions {consider insurgent efforts
in Afghanistan ro assassinate collaborators). Physical threats and intimidation
discourage locals from defecting in favor of even a well-meaning outsider.

Intimidating journalists and controlling their access: By controlling which
journalists are allowed into an area and by influencing what they are allowed
to witness (or influencing what they safely feel they can report on), an adver-
sary shapes the content of the news.

Filming and distmbuting records of operations: Many insurgent or terror-
ist groups have adopted this tactic. Regarding Hezbollah, Ron Schliefer
observes,

Stills, video, and fAlm became so central to the organizarion's military
activities that it might reasonably be claimed that they dictated both its
overall strategy and daily operations. Indeed, the organization’s motto
could be summed up in the words: “If you haven't captured it on film you
haven't fought."!*

Forging special or exclusive relationships with certain media: Adversaries often
tip off reporters from sympathetic media outlets about operations, which al-
lows them to record the events, scoop other news agencices, and report opera-
rions in a manner favorable to the insurgents.

Engaging in disinformation: Adversaries sometimes fabricate events or, more
ettectively, lay down a fabrication atop a base of fact. Today'’s operating en-

vironment facilitates disinformation. Irregular adversaries worldwide often
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eschew uniforms, so after any engagement, there are casualties in civilian
clothes.

Providing basic services: Doing good works is a classic approach to winning
friends and influencing people. Both insurgent and terrorist networks have
adopted this strategy.!?

Supporting youth and childhood education: Adversaries also incegrare influ-
ence messages into school curricula, Some messages are in textbooks and
other materials Jdisseminated by those who are not considered U.S. adversar-
ies. Consider the middle school textbook from Saudi Arabia that teaches
that “Jews and Christians were cursed by Allah, who turned them into apes
and pigs.”'* Other influence messages are passed on in educational settings
in which adversaries have more direct control, such as the madrassas of the
Taliban.

Making cultural, religious, or national appeals: Adversaries also draw on ap-
proaches that are unique to their culture, region, religion, or nation. These
are particularly challenging ro U.S. influence cfforts, as there is little oppor-
tunity to reply in kind.

Adversaries employ such approaches through a varicty of media platforms.
This diversity makes countering adversary influence difficult for the United
States and her allies. Each of these media platforms holds its own challenges
for U.S. strategic communication:

Interner: Internet posting is inexpensive, easy, and relatively safe for an
adversary. Further, the technology has reached a critical mass in accessibiliry,
with high-speed Internet access available worldwide, if not at home, then
in many communiries through [nternet cafes or other publicly available re-
sources. Thus, influence messages and marerials are easy for the adversary to
get onto the Web, where their targer audiences have relatively easy access to
those materials.

Adversary-owned television stations: Adversary groups have set up their own
television stations, either locally broadeast or satellite. The station run by
Hezbellah in Lebanon is the longest-running example.'?

Pulpits and fatwas: Many adversary groups, especially Islamist groups, make
extensive use of religious media platforms. Sermons and fatwas justify terror
attacks, call people to arms against infidels, and encourage demonstrations
against policies or perceived slights.

CDs and DVDs: Adversary groups distribure shaping messages via CDs or
DVDs, providing them to the news media. The use of portable disk media
allows messages to be distributed in arcas otherwise isolated from rraditional
media such as radio or TV. CD or DVD sales allow adversaries to recoup some
of their costs.

Word of mouth: Adversaries spread shaping messages via rumor, word of
mouth, and the grapevine. A 2006 international study found that people
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indicated thart they got their most reliable informarion from acquaintances or
others “just like them.”'® Adversaries take advantage of this phenomenon.

Stategic Communication Is a Seam Issue and Lacks a Supporting Constituency

Since the demise of the USIA, there has been no U.S. government entity
whose sole mission is somerhing like straregic communication. As noted in
the previous chaprer there are quire a few agencies and departments who
have some responsibility for strategic communication or could play a role
in it through their actions or messages, bur all of them have some other pri-
mary mission, leaving straregic communication second or third (or worse)
and shared with other stakeholding organizations (for whom it is also second
or third or worse).

Worse than being a single organization’s secondary focus, it is a secondary
or tertiary focus of several organizations. This makes strategic communication
a “scam issue.” In a bureaucracy like the U.S. government, scams are areas
in which an organization will jealously defend its prerogatives, but in which
more difficult, more expensive, or otherwise unattractive tasks may be left to
the partner who shares the seam. Since managing the strategic communica-
tion scams is no one's top priority, integration and coordination suffer.'’

Finally, in part because it is no single organizarion’s raison d'écre, stratcgic
communication and public diplomacy lack a constituency.'® There is no orga-
nization that is pushing hard for further responsibulities and resources in this
area, and there is no large public block or significant congressional delegation
pushing to ensure improvement. Perhaps the new Strategic Communication
and Public Diplomacy Caucus will help encrgize just such a constituency in
Congress, but I'm not holding my breath,

Lack of Resources for Informing, Infiuencing, or Persuading

One of the most frequently noted complaints in the various reports and
proposals for the improvement or remediation of strategic communication or
public diplomacy is the lack of resources." Here are some of the most critical
shortfall areas:

Personnel: The Department of State Public Diplomacy apparatus includes
less than 3,500 full-time personnel. “Civilian agencies have not been staffed
or resourced tor extraordinary missions.”?

The force structure of the three main DoD) communication entities—PA,
PSYOP/MISO, and 1O—is much too limired relative to the work required.
PSYOP/MISO, for example, has only one active-component PSYOPD group—

the 4th PSYOP Group, out of Ft. Bragg, North Carolina, totaling around 1,300
personnel—and two [eserve-component psychologic;ﬂ operations groups (an
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Psychological Operations Group and 7th Psychological Operations Group,
comprising another 2,600 personnel). The PA force structure is even thinner.

Training and preparation: As noted earlier, PSYOP/MISO personnel are
the only trained influencers in the U.S. government. Their training is often
viewed as inadequate within their own community.?' Department of State
personnel receive even less training. The lack of backhfll (available personnel
to man desks while other personnel train) at Department of State severely
constrains their ability to further train their workforce.

Money for programs: Air time, printing, and local contracts for engagement
activities are not free. Traditional public-diplomacy programs suffer because
of underfunding, and a lot of good ideas never reach execution because their
relatively small price tags can’t be met.

Translators: Translators and interpreters are an underresourced capability
throughout the governmenrt and military. On the defense side, inform, influ-
ence, and persuade initiatives often require better translators or interpreters
than do other operations. Much of face-to-face communication is nonverbal.
Able translators are critical to fully understanding che moods, actitudes, and
impressions of those present during face-to-face encounters, in addition to
determining the meaning of spoken words.

Lack of Clear Strategy

U.S. strategic communication suffers from a lack of strategy.?* Critics con-
tend that U.S. strategy in general is adrift and meandering,*® and that this is
even worse with regard to public diplomacy and strategic communication.*
The title of a 2005 GAQ report sums up the concern: U.S. Public Diplomacy:
Interagency Coordination Efforts Hampered by the Lack of National Communi-
cation Strategy.? If straregic communication is about connecred and nesting
messages and signals from top to bottom, there needs to be an overarching
strategy at the top for everything subordinate to connect to. “The USG has no
[strategic communication] strategy to serve as the foundation for integration
of all USG efforts to effectively communicate its policies to the world."¢

What guidance exists is considered too vague. Even classified strategy
documents from the NSC are reported as too ambiguous to be truly useful.®
An observer opines in the Atlantic that the administration “believes that the
President's speeches and outreach are sufficient basis for an offensive informa-
tion campaign” and doesn't feel a need to provide much strategic guidance
beyond that.?

News and News Media Issues

Long-time media scholar Michael Schudson notes with regard to the U.S.
press that “a comparison of any leading metropolitan paper of 1995 with one
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of 1895 demonstrates instantly rhat today'’s news is shaped much more by a
professional ethic and reflects fewer partisan hopes or fears than a truly politi-
cal press.”™

There are at least seven emerging trends that color today’s news and com-
plicate U.S. straregic-communication efforts when they involve or rely on
the news media:

s Emergence of the 24-hour news cxcle: Historically, news was deadline-driven and
had a daily news cycle. [t appeared in daily papers or was presented on the evening
news. However, with the dawn of continuous 24-hour cable and satellite news
networks and continuous live-feed Intemet news, the concept of news cycles has
changed. Adversaries can me actions Lo result in leading stories on U.S. televi-
sion during daytime or evening news hours.™ The continuous and live nature of
television news puts pressure on journalists to report stories fist and to fill the
news void with content, sometimes to the advantage of U.S. adversarics.

 Importance of framing: How a story is structured and the attitude presented regard-

ing an event constitutes the frame of the story. Frames are the perspective of the
story.! News simplifies the complex, exemplified by the ever-prominent role of
sound bites. Choices about images also contribute to frames. A demonstration
involving dozens of protestors seems more poignant with a close shot of a small
group of protesters and the outrage clear on their faces. That same protest is visu-
ally dismissed with a long-range shot showing the small gathering of protesters
contrasted with the large and empty town square behind them.

s Bias: Accusations of bias are increasingly leveled against non-Western media and

Armabic media in particular. The American domestic press has become more polar-
ized as it is forced to compete for market share with nontraditional media. Gov-
ernment personnel often experience press as biased because of the role of the press
as the Fourth Estate (discussed in the previous chapter), which supports the role of
the press as the public's watchdog over the government.” When the press is much
more critical of the government and the military than of terrorists or insurgents,
this is bias, but it is also part of the nature of relations berween the press and the
government.

* Too few reporters: Financial pressures force many news outlets to make do with

fewer reporters than in the past. Having too few reporters on the scene is ranta-
mount to having an insufficient number of credible witnesses, which creates an
environment rich for adversary disinformation.

* Control of jowrnalists’ access: With reporter safety a very real concemn, insurgents in

Iraq and Afghanistan control journalistic access in parts of the country where they
have influence. Lack of access impacts the depth of reporting.

* Propensity for erors and weak retractions* The 24-hour news cyele pressures journal-

ists to get their stories out first. This pressure dramatically compresses the time
available for fact checking and frequently results in erroneous storics. Active ad-
versary etforts to disseminate disinformation compound chis problem. At the same
tume, news organizations fail o give retractions comparable space or prominence
to the original erroneous story.
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* If it bleeds, it leads: While actions speak louder than words, certain actions speak
louder than others. As Teny Corn quips, “If good deeds spoke for themselves, we
could send the Peace Corps and disband the Marine Corps.”*! Modern news is
predominantly detached and negative, and favors the sensational and the violent.
The old aphorism “if it bleeds, it leads” remains true. *Ir should come as no great
shock, then, that ‘good news’ stories about military operations do not appear with
regularity in mainstream print and broadcast journalism.™™

Measures of Effectivenass (MOE)—How Do You Know What You Are Doing Is Working?

Measures of effectiveness for influence are particulacly challenging. The
biggest problem is connecting a series of messages or signals with some mea-
surable quanrity or quality that is not confounded by other possible causes.
For example, many Iragi soldiers surrendered ar the outset of Operation [ragi
Freedom (QIF). Was this duc to the PSYOP leaflets dropped instructing them
to do so? Was it instead due to the impace of the coalition’s massive military
might? Were there other causes? What was the most likely combination of
causes that resulted in the desirable end? In this case, the possible causes are
highly conflated, even though the objecrive being measured—surrender—is
an observable behavior. It would be even more difficult to assess the mulriple
possible causes underlying other objectives, such as creating positive public
attitudes roward the coalition.

Even where measurement is possible, challenges remain. Existing tech-
niques from the social sciences and from industry are often difficult to get
right and can be expensive to implement. Additionally, many are subject
to various forms of bias—including response bias (i.e., when the respondent
tells you what you want to hear), selection bias (i.c., when the sample is not
chosen in a representative fashion), and self-selection bias (i.e., when only
people who want to participate in a poll do so, and the responses of these
individuals differ substantially from the hypothetical responses of those who
did not participate). Finally, what you can measure may not be what you
want to measure. [t might be possible to get an approximation of changes
in beliefs with longitudinal public-opinion polls, but those may not connect
to propensity to act as cleanly as you might hope. As Edward R. Murrow
noted, there is *no needle chat moves or compurer that clicks” when a mind
is changed.®

Context: Global Media, Local Information Enviranments, and Culture

Efforts ro inform, influence, and persuade all occur in the context of global
media, the local information environment, and culture. These contextual is-
sues influence the execution and success of shaping.
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With globalized media, every message has the potential to be seen any-
where. Even locally rargeted messages—a single flyer or poster stuck to a
wall—can be transposed to another medium {e.g., a camera phone) and re-
transmitted anywhere. It is consequently impossible to qualify a message’s
audience with the word “only” (for example, “only Americans” or “only
Baghdad residents”).

This affects U.S. government strategic communication in two significant
ways. First, messages designed for one audience may be received by entirely
unintended audiences. For example, presidential rhetoric during the George
W. Bush administration for the domestic audience regarding the Global War
on Terrorism (GWOT) included phrases such as “crusade against evil,” which
increased perceptions in the Arab world that the United States intended a
war against Islam.”® Second, it is impossible to prevent informarion spread
abroad from returning for domestic consumption. This is good reason to avoid
conducting propaganda in the negarive sense, as you don't want to be in the
position of misleading or manipulating your own citizens.

The local information environment is another relevant part of the con-
text. Here, 1 use the term “information environment” to denote the scheme
of media and modes of information exchange within a region or area. What
media are in usc in an area? How are they used? Which population groups
use predominantly which media? Knowing the answers to these sorts of ques-
tions is just the beginning of understanding the information environment in
a given area.

Information environments vary; there is variation at the regional level
(tabloids appear in Europe, but not so much in Africa), ar the national level
(Americans watch CNN or Fox News; Saudis watch Al Jazeera), and within
different parts of a country (Los Angeles has 20 FM radio stations; Pittsburgh
has 15). There is variation in the information habits among groups at any of
those levels. For example, college students in Los Angeles may listen predom-
inantly to two or three FM radio stations while area business district comtnut-
ers choose others. Area sports enthusiasts may prefer AM ro FM radio. There
may be regional differences in how those media are displayed and what they
are used for, even where a particular medium is fairly ubiquitous (newspapers,
posters, or flyers). Europe, for example, more so than the United States, tends
to have kiosks on which to post flyers and notices.

The information environment in an area is a crucial part of the context
for messages and signals to be put into that environment. Effective influence
of a desired audience oceurs only through media used by that target audience.
Understanding a given information environment and casting messages in
torms that are appropriate to that environment pose significant challenges.

Culrure constitutes another picce of the context in which shaping takes
place. We use “culture” as a shorthand way of referring to a group or people’s
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“way of life” or “way of doing things” that can vary across contexts or locales
and can cause confusion, misunderstanding, or other “losses in translation”
when different cultural assumptions come into conrtact.

Words cause similar cultural confusion. Some serve as cultural shorthand
for value-laden concepts that seem clear in translation but lose something es-
sential. “Frecdom” and “democracy” are two examples of English words that
imply more than they denote in certain cultural conrexts, and perhaps less
in others.

Thus when American public diplomacy talks about bringing democracy
to [slamic societies, this is seen as no more than self-serving hypocrisy.
Moreover, saying that “freedom is the future of the Middle East” is scen
as patronizing, suggesting that Arabs are like the enslaved peaples of the
uld Communist World—but Muslims do not feel this way: they feel op-
pressed, but not enslaved. ™

“Jihad” is another example of a word with greater depth of meaning to its
native users than to those across the cultural divide.

Bin Laden has also insidiously convinced us to use terminology that
lends legitimacy to his activities. He has hijacked the term “jihad” to
such an extent that U.S. and other Western officials regularly use the
terms “jihadist” and “terrorist” interchangeably. In doing so, they unwit-
tingly transfer the religicus legitimacy inherent in the concept of jihad
to murderous acts that are anything but holy.*

Strategic communication across linguistic and cultural divides faces the
challenges of translation and culrural understanding of certain concepts.
Themes and messages need to be contextually sensitive, and culture can be
a minefield. Reports from marines operating in Afghanistan confirm this
concern:

As Marines wage war against an entrenched insurgency in one of the
world’s most difficule physical environments, they have found that their
greatest challenge may be learning to operate among a vastly different
human terrain, among people with deeply seated traditions and a set of
values much different from their own.™

Now Media

Making it even harder to match culture to context and message in ap-
propriate media is the fact that the global media environment and many
local media environments are particularly fluid in the contemporary era.
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The reason for this fluidity? Technological change and the adoption of new
technology, as well as the fad-technology lifecycle. In many environments,
traditional media are giving way to so-called new media. Of course, since
what was new media isn’t new anymore, the better term might be “now
media.”

While very licele abour the development, adoption, and spread of now
media is predictable, it is almost all digital and almost all incredibly rapid.
Keeping up with these changes and adapring traditional messaging organiza-
tions to new realities is rough. “We know that exponential growth in mobile
phone, social media, and viral communication is changing diplomacy and
armed conflict. But we are struggling with what this means for our institu-
tions and smart power instruments.”

Now media have several implications for government communication.
First, informarion is now collected and shared ar the lowest possible levels, so
state monopolies over information and the power associated with its control
are gone forever.?! Second, predicting what information will go global and/
or viral and find massive audiences (and through what medium or media it
will do so) is becoming increasingly impossible. Third, catching up with in-
correct or misleading information is increasingly difficult. Corrections and
retractions receive minimal attention, and once information is out there it is
increasingly difficult to refute it or even explain it.*?

What Makes This So Hard? Challenges Specific to the Department of Defense

Having laid out a selection of general challenges that impact U.S. govern-
ment strategic-communication efforts regardless of who in the government
is undertaking them, the discussion now turns to challenges specific to the
Department of Defense. These include:

the traditional kinetic focus of military operations
“sprinkleism”

information fratricide at all levels

the reputation of PSYOP and 1O

legal constraints

matching message, medium, and audience
mistakes and errors

fallout and second-order conscquences of expedient choices
command use of communication assets

balancing short-, medium-, and long-term goals
lack of doctrine

competing parochial interests

& % 8 8 & & % & & & 2 B

Each is discussed below.
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The Traditional Kinetic Focus of Military Operations

U.S. forces may win every combat engagement but still fail to garner the
support of the noncombatant population. A focus on kinetic operations to
the exclusion of efforts to inform, influence, and persuade increases the likeli-
hood of this kind of outcome.

U.S. military doctrine and training has traditionally emphasized actions
against an adversary and force projection.® “Senior and mid-level military
leaders have evolved in a culture that emphasizes kinetic warfighting skills,
both in planning and exccution."# Operations in which the operational focus
15 on noncombartants and with methods of engagement that do not involve
“putting steel on a target” are a step—often, a lengrhy a step—away from
tradition.

At the tactical and operational levels of war, U.S. forces have been trained
to fight, not influence. Brtish brigadier Nigel Aylwin-Foster, in a seminal
Miulitary Review article, contends that an overemphasis on killing and captur-
ing insurgents, combined with liberalized rules of engagement (ROE) and
an overemphasis on force protection, resulted in unacceptably high num-
bers of civilian casualtics in early operations in lrag and Afghanistan. These
casualtics angered the population. Combined with cultures that require the
vengeful righting of perceived wrongs, such casualties have, in part, swelled
insurgent ranks and their well of support. ¥

Even when commanders realize that influence is essential to mission suc-
cess and try to do a better job at it, they often don't have the training neces-
sary to do so. Some commanders have a great intuitive understanding of the
essence of effective communication; others, sadly, do not.

The fact that actions communicate only compounds this challenge. If a
picture can be worth a thousand words, then a bomb can be worth ten thou-
sand. One errant bomb or picture exposing a grievous error in judgment (like
the Abu Ghraib detainee abuse photos) can undermine months of message-
based influence efforts.

“Sprinkleism”

One of the unfortunate consequences of the traditional military emphasis
on kinetics is that strategic communication is often an afterthought. When
that happens, the result is what Anthony Pratkanis calls “the sprinides ap-
proach,” where the contributions of the communication professionals are
added at the last minute, usually with little effect.’® When this happens, com-
manders or operations officers will direct 10 staffs to “sprinkle some of that
10 stuff” on an already completed military plan.?” Edward R. Murrow (“the
takeoffs, not just the crash landings”) would not approve.
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Information Fratricide at All Levels

Several bacriers confront coordination and deconfliction within DoD, be-
tween Dol) and the rest of the U.S. government, and between DoD and
U.S. coalition partners. According to Army Field Manual 3-13, “Information
framicide is the result of employing information operations elements in a way
that causes effects in the information environment that impede the conduct
of friendly operarions or adversely affect friendly forces.™* All too often, “in-
formation fratricide” results in credibility loss, contrary messaging, or other
limitations to effective strategic communication.

Analysis of operations in Irag and Afghanistan through 2006 reveals that
information fratricide has manifested in at least three arcas:

¢ lack of coordination or synchronization of strategic communication between DoD
and other ULS. government agencics

¢ lack of coordination or synchronization with coalition partners

¢ lack of coordination between military inform and influence personnel™

Lack of Covrdination or Synchronization of Strategic Communication Berween
DoD and vther U.S. Government Agencies. To avoid information fratricide at
the highest levels, information activities must be coordinated across the gov-
ernment. This is one of the things that strategic communication encompasses.
This is often not accomplished for several reasons. First, even if we consider
only the U.S. Department of State (DOS) and Do}, Combatant Commands'
{COCOMSs"} geographical boundaries do not directly correspond with DOS
regions. This poses a coordination obstacle between DoD and DOS that be-
comes compounded when other U.S. government entities, such as USAID
and the Department of Justice, are also participants.

Lack of Covrdination or Synchranization with Coalition Partners. In addition
to difficulties coordinating with the rest of the U.S. government, DoD faces
the challenge of coordinating shaping efforts with U.S, coalition partners.
This problem spans the spectrum, from strategic to tactical. A classic ex-
ample pertains to variation in Rules of Engagement (the conditions under
which troops may fire weapons) across multinational boundaries in Iraq and
Afghanistan. Other problems resulting from failure to coordinate with coali-
tion partners include problems similar to those discussed previously: possible
contlicting messages, say-do gaps, and loss of credibiliry.

Lack of Coordination between Military Inform and Influence Personnel. Co-
ordinating shaping effores within DoD) is also a challenge. Several functional
arcas have inform-and-influence responsibilities and capabilities: PA, 10,
PSYOP/MISO, defense support to public diplomacy (DSPD), and civil-
military operations (CMO), just to start. Then there is also the influence

inherent in the other operations of all other U.S. force elements.
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There are lots of moving parts and these elements do not always coordi-
nate, either because they are busy doing their own thing or because of orga-
nizational resentment. This includes a reticence on the part of Public Affairs
Officers (PAQOs) to coordinate with other functions, pacticularly PSYOD/
MISO.

This hesitancy stems from several sources. First, the traditional PA culture
holds chat PA missions are to “inform, not influence” and to communicare
PA messages on behalf of the commander.® Current joint doctrine, while
requiring PA and 1O coordination, prohibits PAOs from “planning or execut-
ing” PSYODP:

PA capabilitics are related o IO, but PA is not an 1 discipline or PSYOP
tool. PA activities contribute to 1O by providing truthful, accurate and
timely information, using approved DOD PAG [public affairs guidancel
to keep the public informed abourt the military’s missions and operations,
countering adversary propaganda, deterring adversary actions, and main-
tain trust and confidence of the US population, and our friends and al-
lies. PA activities affect, and arc affected by, PSYOPD, and are planned
and executed in coordination with PSYOP planning and operations. PA
must be aware of the practice of PSYOPD, but should have no role in plan-
ning or executing these operations. ™

Second, many PAQs are cautious in establishing closer relationships be-
cause they misunderstand MISQ/PSYOP. Many PAOs are under the impres-
sion that most of what PSYOP does is based on falsehood, so-called black
PSYOP, and that PSYOP is exclusively tactical. In fact, the vast majority of
PSYQP activities include no falschood or misattribution whatsoever.

The Reputatien of PSYOP and [0

Currently, most DoD) influence activities are under the auspices of PSYOP/
MISO and [O. The very terms “psychological operations” and “information
operations” have a negative connotation, due, in part, to Vietnam-cra ac-
tivities, that smacks of propaganda, deception, and illicit human influence in
ways that are contrary to American values. [O officer Jayson Spade explained,
“PSYOP has negative connotations. The problem!? It scems to be the notion
that we are trying to influence people.” This is not a new problem:

[Cerrain actions by| the U.S, mission in Irag have re-ignited fears about
government acting to replace independent reporting with wartime pro-
paganda. The same fears have been expressed during past wars as the
U.S. povernment sought to promote a positive view of the nation and
its policies.™
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While it is unclear if this reputation extends to allies or citizens in
the countries in which we operate, it clearly extends broadly throughout the
U.S. militarv. This is certainly an important part of the motivation for the
change of PSYOP to MISO as discussed in chapter 2. Time will tell whether
the name change and associated changes to doctrine will be sufficient to
change this reputation. | suspecr that if it ends up being just a name change,
it will not.”

Legal Constraints

Straregic communication and public diplomacy are not excused from
adhering to the law. Some applicable laws create significant barriers to the
military executing strategic communication. Three areas arc particularly
challenging:

Copyright law: When U.S. forces establish television or radio stations in
another country, they are bound by U.S. copyright law as they seek to fill
their broadcast time. For example, a U.S.-run TV station in a foreign country
in which U.5. forces are operating that sccks to broadeast attractive enter-
tainment programs interspersed with commercials that are actually U.S. mili-
tary public service announcements or other engagement messages is obligated
to seek (and pay for) licenses for all of the entertainment programs.

Prohibitions on targeting U.S. citizens: Public Law 402, the U.S. Information
and Educarional Exchange Act of 1948 (the Smith-Mundt Act), has been
interpreted as prohibiting DoD) from targeting influence activitics ac U.S.
audiences. While PSYOP/MISO would never intentionally target domestic
audiences, with the reach of the Interner and 24-hour news, however, many
of the Pentagon’s information efforts can wind up in the U.S. media.”® Thus
a misinterpretation of an anriquated element of a more than 60-year-old law
can interfere with effective DoD use of the Internet. The Smith-Mundt Act
is out of date and is criticized for a number of other reasons, all of which have
contributed to a proposal in Congress to reform the Act.¥

PSYOP approval process: Less a legal barrier than a procedural one, this
involves product development and approval. A rigorous process makes sense.
However, product approval needs should be balanced with timeliness. Find-
ing a process that leads to the right balance is the challenge. As Christopher
Lamb notes,

A ditatory PSYOP product approval process is detrimental to the execu-
tion of an eftective PSYOP campaign. Before operations begin, a delayed
process mhibits PSYOP planning and rehearsal time, while slow ap-
proval during an actual campaign can render sume military and political
products useless, since they may be overcome by evenrs.™



Chaflenges Facing U.S. Strategic Communication

Matching Message, Medium, and Audience

Every member of a given population is different—and different in ways
that can affect perceptions of a message. Messages that treat everyone in a
large population as a homogenous target audience risk missing the mark or,
in the extreme, prove deleterious to influence objectives. ldentifying the ap-
propriate levels of agaregation within a population can be very difficult.

Another challenge is anticipating how messages will impacr the target and
other groups that are part of the inadvertent audience. As suggested previ-
ously, culture, language, and other features of the receiving audience (whether
targeted or not) impact how messages are perceived.

Finally, identifying the appropriate media to use to convey a message to a
given target audience requires care. Different locales have different informa-
tion environments and different culrural preferences for the form and style of
the media they consume. For example, residents of Kabul, Afghanistan, likely
vary considerably from their rural counterparts in terms of media consumption
habits. Similarly, radio is particularly popular in parts of South Asia, especially
for women who have tighr restrictions on traveling outside of the home.

Mistakes and Errors

Strategic communication is much less challenging when everything goes
as planned. Unfortunarely, sometimes U.S. personnel make mistakes or judg-
ment errors, or ordnance goes astray and hits an unintended rarger. Mistakes
can send signals in direct contradiction of other signals and messages, and
adversely impact influence efforts.

In such situations, DoD's responses have habitually been poor. Ongo-
ing operations in Iraq and Afghanistan have included several situations in
which U.S. forces or coalition partners have made some kind of substantial
error with porentially negative influcnce consequences. Dealing with these
and similar unfortunate actions remains a challenge to cffective strategic
communication.

Fallout and Second-Order Consequences of Expedient Choices

[mplicit in the recognition that every action has information consequences
is the challenge of thinking through the possible consequences. Expedient
choices often have negative influence consequences. Sometimes, these are
obvious: using threat of force to disperse a crowd will not make members of
that crowd any more well disposed toward U.S. forces. More subtly, failure
to disperse the crowd may embolden it to further action, thereby leaving an
impression of U.S. inability to control the situation.
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This is a situation that is often generically called “the dilemma of force.”
Using force can injure the very noncombatants U.S. forces want to protect
(and influence), but failure ro use force in some circumstances may allow
adversary forces to escape or prevail, leading to lack of belief in friendly force
capabilities to overcome the foe. Threat of force results in the same kinds of
credibiliry issucs faced by other efforts to inform, influence, and persuade. 1f
threat of force is no longer credible, a valuable information tool is lost.

Sometimes, the cansequences of expedient choices are less obvious: choos-
ing to work with a specific tribe may appear as inappropriate favoritism in the
tungled web of political, religious, and tribal disputes in an arca.’® Similarly,
while existing indigenous militias might be artractive partners in the short
term, their favored status may grant them undue legitimacy in the cyes of lo-
cals and—depending on the morivations of the militia leaders—Ilarer inhibit
political retorm.™

Command Use of Communication Assets

Like all military assets, control over the drafting and dissemination
of messages is 2 command responsibility. Unfortunately, there are some
commanders—or staff officers acting on behalf of their commanders—who
do not fully appreciate the subtleties involved in developing and distributing
such materials. There are several unfortunate consequences possible in such
situations.

PA, PSYOP, and 10 personnel interviewed in 2006 research lamented the
missteps made when individuals untrained in the nuances of crearing messages
took that responsibility upon themselves.® Part of the problem is the default as-
sumption that developing such communications is easy. Officers who are good
public speakers assume that they have a good gut feeling for influence commu-
nications—cultural details or insights from behavioral research be damned!

Beyond commanders trying to do it themselves based on imagined and
nenexistent personal expertise, there are broader problems with commanders
not taking full advantage of communication assets. Most of these problems
tie back to the traditional kinetic focus of military operations and training. A
commander knows how to use artillery or other fires and can relate to or more
or less completely understand how they work. After employing artillery, the
commander can visit the attack site or look at aerial photography and clearly
and immediately discern the consequences of the fires. None of these things
is true for messaging assets.

Balancing Short-, Medium-, and Long-Term Goals

Anuther challenge facing U.S. forces with regard to strategic communica-
ton is the need to balance short-, medium-, and long-term goals, A major
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challenge of short- versus longer-term objectives involves communication
objectives that differ from one phase of operations to the next. Consider a
sampling of four phases of an operation: a preoperational phase (“phase 0");
a combat phase (“phase 1"); a postcombat support, stability, and reconstruc-
tion phase (“phase 4"); and a final transition to indigenous authority (“end
phase”). The most significant challenge is to look toward the end phase from
phase O forward, but each phase contains its own communication challenges
beyond keeping the ultimate policy goal in mind.

[n phase 0, access to the theater of operations may be the primary, though
not insurmountable, challenge. Influence capabilities generally lack sufficient
predeployment access to target audiences for either analysis or message trans-
mission. Since phase Q is furthest from the end state, the end state may not be
well articulated, or the path to the end state may not be clear, which makes
influcnce efforts in support of movement down that path challenging.

The dilemma of force is most challenging during phase 1. Information
efforts in phase 1 struggle to balance short-term tactical objectives with
longer-term postcombat goals. For example, during the investment of Um
Qasar at the beginning of Operation Iragi Freedom, marines encountered
regular Iraqi Army and fedayeen units. They responded with tank and missile
fire to destroy buildings of tactical value to the enemy. Lieutenant Colonel
FH.R. Howes of the Royal Marines commented on the aftermath, noting,
“When | moved through the town with my ops officer, there was an incred-
ibly tense feeling abour it. . . . The people were extraordinarily scared of the
Americans.”®

Lack of Doctrine

Dennis Drew and Don Snow define military doctrine in this way, “Military
doctrine is what we believe about the best way to conduct military affairs. Even
more briefly, doctrine is what we believe about the best way to do things [em-
phasis in original]."®* Strategic communication is enly minimally represented
in current military doctrine. Without doctrine, new practitioners or com-
manders wishing to conducr strategic communication have no foundational
resource for how to do so. There are many calls for formal doctrine in this
area.®

Some within the strategic-communication community of practice think
that the available doctrine is sufficient to current needs and imply that codi-
fying doctrine where flexibility is required would actually be injurious.** Bot-
tom line: personnel with backgrounds in inform, influence, and persuade
specialties who now do strategic communication are OK with the lack of
dectrine, but nonspecialists who get tasked with doing strategic communica-
tion or commanders who want to be better at it need more of a recipe book,
and that is why there is a need for more substantial doctrine.
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When [ say, “doctrine is lacking” what exactly do I mean? Strategic com-
munication is a doctrinal term, appearing in Joint Publication (JP) 1, Doc-
trine for the Armed Forces of the United States, )P 3-0, Joint Operations, and
JP 3-0, Joint Operation Planning.* There is no doctrinal publication exclusive
to strategic communication, either at the joint or service level. Further, the
extent of the discussion of strategic communication in existing doctrine is
fairly minimal. JP 1 and JP 3-0 include the definition, but little ¢lse. JP 5-0
contains the most extensive discussion.

JP 5-0 describes strategic communication as a “hatural extension of strate-
gic direction.” It indicares that the predominant activities supporting stra-
tegic communication are information operations {10), public affairs (PA),
and military support to public diplomacy. It contains a whole subsection on
the relationship berween IO and PA, suggesting they are interrelated and
mutually supporting. JP 3-0 emphasizes the role of strategic communication
in peacetime theater security cooperation and establishes a specific require-
ment that concept plans and operarion plans developed by the Combatant
Commands include an ANNEX Y (Strategic Communication).® Whart exists
in Joctrine does little to clarify definirional tensions between information
operations and strategic communication.®

Several nondoctrinal sources are available. Principal among these is the
Commander's Handbook for Strategic Communication and Communication Strat-
egy.” This manual self-describes as “a pre-doctrinal document on ‘Strategic
Communication (SC)" and the development of communication strategy at all
levels of command.”™ It contains a wealth of advice, lessons learned and best
practices from operational experience, and so forth. Since it is not doctrine,
however, it lucks a certain amount of oomph and compelling force.

Competing Parochial Interests

As mentioned in chapter 2, strategic communication can be defined to in-
clude the pursuit of parochial service interests rather than an exclusive focus
on broader national objectives. Calling the military services' activities to re-
cruit, maintain good public relations, and lobby Congress for funding support
“strategic communication” risks weakening the term and undermining the
enterprise. Further, it encourages the services to put their own sustainment
needs equal to or higher than broader DoD missions and goals, which could
be very detrimental ro national security overall.”?

Resalving Challenges Requires Recognizing Challenges

There is more to listing these challenges than just to complain, or to point out
what a rough row the U.S. government or the Department of Defense have to
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hoe. Being explicit and as exhaustive as possible in describing challenges is the
first step in moving toward selutions. Some of these challenges recommend
solutions simply by stating the challenge. Others are genuinely hard, but stat-
ing them clearly invites investment in their resolution. Taken together, there
is no silver bullet solution to all of these problems. However, clear articulation
invites partiul solurions, incremental solutions, and progress. Since one of the
themes of this book is to promote a crawl, walk, run model for progress on
strategic communication, many of these challenges lend themscelves to being
assigned to one of crawl, walk, or run. Or progress in resolving a single chal-
lenge many be productively thoughr of in erawl, walk, run increments.
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CHAPTER 6

Improving Strategic
Communication

At Southern Command, Stratesic Communication is our main bactery.
We're in the business of launching ideas, not Tomahawk missiles.
—Admiral James Sravridis, Commander U.S. Scuthern Command’

Having laid out the problems with defining strategic communication (chapter 2),
challenges facing those who seek to do strategic communication (chapter 4),
and who in the U.S. government is or could be involved in strategic commu-
nicarion, the discussion now turns to ways to make improvements.
This chapter ofters advice for gerring better at strategic communication in
three major sections. In the first, | review and summarize the key points from
the many and varied existing proposals for the improvement or reform of the
organization and practice of strategic communication and public diplomacy.
In the second section, I offer a smattering of reported best practices in strate-
gic communication and suggest sources the interested reader can consult for
more. In the third section, | lay out my view of a crawl, walk, run progression
for the future development of strategic communication and make preliminary
assignment of different tasks, elements, and capabilities to one of the three
developmental levels.

Major Proposals and Recommendations for the Reform of Strategic Communication and Puhlic Diplomacy

Almosr since the term’s rise to frequent use, U.S, strategic communication
has been eriticized and analyzed, and suggestions and recommendations for its
improvement have proliferated. [n 2008 1 undertook a review of existing ideas
for strategic communication reform. That research included over a dozen in-
terviews with subject matter experts, along with consideration of dozens and
dozens of reports, white papers, articles, and opinion picces on the subject.
One of my contacts at the Department of State told me abour a colleague who
was collecting reports on public diplomacy and strategic communication in a
single vertical pile on his desk; the pile had grown so large that an improvised
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wooden scaffold was required to keep it upright. The proposals in this stack
are many and varied. | strongly suspect if there were more clear consensus on
what needed to be done, more of it would have been done already. While I'm
sure | didn’t review lirerally everything available on the subject, I did review
everything [ could find. The results of this research were published by RANID
in 2009 as OP-250-RC, Whither Strategic Communication? A Survey of Current
Proposals and Recommendations. In that report | summarize and synthesize the
recommendations from 36 distinct document sources. Those 36 documenes
recommend changes in 22 different issue areas. Four recommendations, how-
ever, occur with high frequency in these recommendations and constitute
common themes in calls for improvement. These are:

* acall for leadership

* demand for increased resources for strategic communication and public di-
plomacy

e call for a clear definition of an overall strategy

¢ the need for better coordination and organizational changes {or additions)*

Each is discussed in greater detail below.

Leadership

Many of the documents reviewed and experts consulted for Whither Strate-
gic Communication? explicitly call for leadership on strategic communication
or public diplomacy. “Leadership” is used in this conrext to denote several
different concepts.

Several reports call for direct presidential interest and involvement, or
direer presidential access for those deputized with responsibility for strategic
communication.' This type of leadership is necessary, proponents argue, be-
cause of the sweeping reforms these reports advocate—reforms that are much
more likely with direct presidential artention. Leadership of this kind would
include clear evidence that strategic communication is a national priority,
which would increase the attention and responsivencss of those involved in
planning and execution.?

Other invocations of leadership refer to a need for authority. Because stra-
tegic communication requires coordination across departments and agen-
cies, proponents indicate that interagency leadership will need coordinating
authority: “These leaders must have authority as well as responsibility—
authoriries to establish priorities, assign operational responsibilities, transfer
funds, and concur in senior personnel appointments.” False starts in organiz-
ing for strategic communication have revealed that “a committee of equals
without an authoritative director is a recipe for inaction.”
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Leadership is also invoked by some sources as a proxy call for better choices,
with regard to both organizing for strategic communication and creating poli-
cies and statements about those policies. The president is the United Srates’
“communicator-in-chief” and is advised to maintain a personal awareness
of global public opinion and how it will affect (and be affected by) policy.’
Advocates indicate that showing this kind of leadership requires not only
mindfulness of the communication implicit in policies and decisions bur also
the inclusion of communication specialists at “the take offs, not just the crash
landings.™

In a similar vein, proponents use a call for leadership as a call for clear
Jirection. One paper laments “the lack of clear, arriculate strategy from the
national leadership” for strategic communication.” Clear direction can in-
¢clude both the prioritization of strategic communication and its inclusion in
the foreign policymaking process™ and direction on strategic goals and com-
municarion themes."

Resources

There is strong consensus that strategic communication and public diple-
macy are underresourced. Most of the existing published recommendations
advocate increases in both personnel and funding for programs and acrivities.
Many experts advocate quite substantial funding increases—three- to five-
fold in certain areas."

Define Dverall Strategy

Roughly one-third of the documents reviewed for Whither Strategic Com-
munication? advocate the development of a clearly defined overall strategy.
Such calls range from the very general (“this country should identify what it
stands for and communicate that message clearly”)' to the specific. Multiple
GAO reports call for strategy statements regarding specific objectives, such
as how DOS intends to implement public diplomacy in the Muslim world,"
how private-sector public-relations techniques will be incorporated into [DOS
efforts,”” and how to include measurable program objectives, implementation
strategies, and resource requirements.'®

Many of the calls for clear strategy relate to topics discussed ecarlier under
the category of leadership.'” According to one commentator, without a clear
strategy, “the leaders of each department, agency and office are left to decide
what is important.”™ Most of the sources recommending clear strategy call
for highest-level strategy, as well as strategy that goes beyond strategic com-
munication: a clear foreign policy strategy that strategic communication can

support.
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Organization and Coardination

The majority of sources of recommendations for strategic communica-
tion and public diplomacy suggest betrer coordination as a critical improve-
ment. Many reports lament the lack of coordination of U.S. government
strategic-communication efforts, both within and between agencies. Most
subsequently recommend increased efforts to coordinate or new ways to or-
ganize (or otherwise support} these effores. Some organizational change was
recommended in almost every document reviewed for Whither Strategic Com-
munication? Consensus is less sirong, however, on the specific organizational
changes needed. These include:

* creation of a new government agency

¢ creation of a new independent supporting organization
* reorganization within existing organizations

* rebalancing authorities between government agencies
¢ creation of new advisory or coordinating positions'

Four of the documents reviewed for Whither Stategic Communication? rec-
ommend the creation of a new government agency (or, in one case, the rees-
tablishment of a former agency). These proposals met nothing but criticism
from interview respondents. Such recommendations include the creation
of the U.S. Agency for Public Diplomacy (USAPD),* the National Cen-
ter for Strategic Communication (would pull public diplomacy and USIA
remnants out of DOS and disestablish BBG, assuming internal broadcast-
ing functions as well),?' and the reestablishment of USIA.* Members of the
Public Diplomacy Council wrote a dissent to that body’s recommendation
for the USAPD, asserting that the report “draws too heavily on the past
and assumes that a restoration of an organization resembling USIA within
the State Department, conducting the same programs but enjoying greater
resources, will regain United States prestige and leadership on the global
stage."?

While the disestablishment of USIA in 1999 is widely viewed as un-
fortunate, commentators also identified several significant barriers to its
reestablishment. First, it would take some time: the United States needs to
improve strategic communication now, and standing up a whole new agency
would be too time-consuming. Second, and compounding the first, is that the
new agency would, by nccessity, strip personnel from existing organizations
and dismantle the existing nerwork, thus resulting in a step backward and
lost time before the next step forward is taken. Third, it is not clear thar the
new USIA would be a complete solution: it could solve some but not all of
the problems identified with regard to current strategic communication and
public diplomacy.”®
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Ten of the documents reviewed for Whither Strategic Communication? rec-
ommend an independent or semi-independent organization for the conduct
or support of strategic communication or public diplomacy. Most interview
respondents were supportive of one or more of these proposals {in part, no
doubr, because several respondents were coauthors of one of these reports).
Among the recommended organizations are the nonprofit, nongovernmental
“institution for international knowledge and communication” recommended
by the Center for Strategic and International Studies (CSIS) Commission on
Smart Power;** the “Center for Global Engagement” proposed by the Defense
Science Board Task Force on Srrategic Communication;?” and the “USA/
World Trust” proposed by Kristin Lord of the Brookings Institurion.®

All of the proposals for a new independent or semi-independent organization
have ideas in common, including independence, access to expertise outside of
government, a focus on research, rthe ability to experiment, and an cmphasis
on providing support and advice to the government. Sources advocating one of
these organizations all emphasize the importance of independence. Such inde-
pendence is considered critical for the some or all of the following reasons:

s 1 allow the frec exchange of i1deas between the government and the private
=eClor

e o allow the organization to serve as an honest broker and provide a neutral
forum

* (o permit the organization to be free to take risks or experiment without dircetly
embarrassing the U.S. govermment

* 10 cnable the organization to be forward-leaning and look past immediate day-to-
day crisis communication needs

* to retain agility and avoid unnecessary bureaucratic hurdles

-

to permit the pooling of funds from multiple sources and avoid government restric-
tions on moving and using money, hiring, and so on

The reviewed reports also propose additional organizational detail (c.g.,
recommended funding, type of organization, oversight arrangements).

In rhe service of coordination or more effective organization, the major-
ity of documents reviewed for Whither Strategic Communication? recommend
some kind of reorganization of existing government agencies. This includes
reorganization within DOS (10 endorsements), DoD (6 endorsements),
and the White House (9 endorsements). Also proposed is the rebalancing
of authority berween agencies (5 endorsements) and the addition of new
advisurs or coordinators in the executive branch, usually (if specified} at
the National Security Council or the Office of Management and Budget
(14 endorsements). The addition of new executive advisors or coordinators
15 the most frequently recommended organizational change in the docu-
ments and was also suggested by approximately one-third of the interview
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respondents. These proposals have one or more declared aims: to improve
coordination,”increase integration of and organizational regard for those
who participate in strategic communication or public diplomacy,” increase
the authority of those who are in charge of strategic communication or pub-
lic diplomacy," and place strategic-communication or public-diplomacy as-
sets and resources where they ought to be organizationally.”

Several of the documents used in Whither Strategic Communication? and
several since have called for radical changes in the Department of State.
Since several strong criticisms of DOS have been mentioned in earlier chap-
ters, I include several recommendations for improvement.

First, several reformers have suggested, in one way or another, thac the
Department of State broaden its embrace. This suggestions ranges from a
simple admonishment to accept public diplomacy as a core mission, to Martt
Armstrong's call for rhe deparement to become the Department of “Stare and
Non-State,”" to William Kiehl’s suggestion that State be broadened “into
a true Deparcment of Foreign Affairs.”™ To affect these changes, not only
would DOS need rto alter its mission statement and its culture, but the bu-
reaucracy would need to be juggled. Specifically, “to transform Foggy Borrom
in this way will require breaking the rigid hierarchy, stovepipes, and bottle-
necks which make the Pentagon look lean and dynamic in comparison.””

Also suggested is the empowerment of Stare’s regional bureaus. This pro-
posal would seek to align how DOS organizes globally with how DoD is or-
ganized. Specifically, we should match DOS regions with DoD) Combatant
Commands (currently the two do not perfectly align), and recentralize au-
thority for many activities above the embassics in regional divisions that can
be true partners for the COCOMs. ' The major change here is the centraliza-
tion of authority from the embassies up to the regional bureaus, which would
then make the regional bureau leadership functionally equivalent to combat-
ant commanders in both rank and access to senior leadership.

A final proposal addresses the DOS propensity to seck to completely con-
trol and unify messages. Rather than the current structure, which requires an
often lengthy and cumbersome approval and clearance process for messages
low- level foreign service personnel wish to transmit, they should “be given a
pared-down clearance process to enable responsive engagement with foreign
populations on important issucs.”*

Other Suggestions in the Reform Literature

In addition to the major themes noted above, the extensive reform litera-
ture reviewed for Whither Strategic Communication? contains other suggestions
with less individual frequency. Here 1 review some of these, as they directly
address different challenges and areas of concern.,

141



Strategic Communication

Better Leverage the Private Sector. Twelve of the documents reviewed for
Whither Strategic Communication? advise adoption of strategies that better
leverage the private sector. The proposals for a new and independent sup-
porting organization are an example of this. Central to this recommendation
is the recognition thar (1) the government cannot do it all, and (2) the gov-
ernment lacks the expertise to do all that it wants to. Public-private partner-
»-hip:,, exchanges of ideas with academe and industry, and the mobilization
of various organizational actors in civil socicty were all recommended, with
Sesame Workshop, One Laptop per Child, and similar nongovernmental or-
ganizations receiving specific mention.

Adopt Enterprise-Level or Whole-of-Government Solutions. Many of the
observed pleas for leadership stem from the importance of involving
the whole of government in strategic communicarion. According to the
Advisory Group on Public Diplomacy for the Arab and Muslim World,
this is only possible in the presence of “a firm commitment and directive
from the President to all relevant government agencies that emphasizes
the importance of public diplomacy in advancing American interests.””
Coordination is also deemed as critical because of risks of information
fratricide or working at cross-purposes. Implicit in many of the calls for
coordinating authority at the National Security Council (NSC) level is an
imputation of strategic communication value to efforts coordinated across
agencies.

Nine of the documents reviewed for Whither Strategic Communication? call
for whole-of-government or enterprise-level commitments to strategic com-
munication. As Lieutenant Colonel Lindsay Borg states, “Strategic commu-
nication development etforts must be on the enterprise level: every public
information resource must be developed with a consideration of its strategic
communication role."* If one embraces a broad conception of strategic com-
munication to encompass all messages (including the message content of ac-
tions), then the pinnacle of strategic communication success will require its
embrace at the enterprisc level.

Berter Use of Research. Six of the documents reviewed for Whither Strategic
Communication? explicitly recommend better resourcing for and better usc of
research. Such research would include public-opinion data and other market
research, as well as relevant academic research and policy research and analy-
sis. Currently, this area is considered desperately underresourced. Proponents
assert that existing research could and should be shared between and within
agencies more effectively.”

Advocates note that one of the goals of involving the private sector and
creating a supporting organization outside of government is to provide better
access o just such rescarch. Various reports indicate that, in addition to gen-
crating or accessing the research, internal procedures will need to be changed
to take advantage of this resource.
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Greater Focus on Measurement. Similar to advocacy for research is advo-
cacy for practices emphasizing measurement. Six of the reports reviewed for
Whither Strategic Communication? (including two separate GAQO reports) make
recommendations in this area. The 2007 U.S. National Strategy for Public
Diplomacy and Strategic Communication notes, “Evaluation should measure
progress toward the achievement of goals, allowing managers to adjust meth-
ods and means, and make informed decisions about resources.”* Two GAO
reports find that establishing measurable program objectives facilitates plan-
ning and is a best practice observed in industry.?® Details of these recommen-
dations include the esrablishment of a culture of measurement, development
af core performance indicators, and increased data-collection efforts.

Increase Technology Use and Experiment with New Technologies. Ten of the
documents reviewed recommend chat ULS. strategic communication and public
diplomacy must adjust to the contemporary information environment and in-
corporate or expand the use of new technology. These recommendations range
from general admonitions to “exploit [the Uruted States’] technological edge™?
and be better prepared to exploit new media to more specific instructions, such
as increased use of network analysis and machine translation.* More than one
interview respondent indicared a need for a technological solution and sharing
strategic-communication information and research within the government.

Update or Revise Docerine or Training and Increase Training and Education.
On a related note, 10 sources from Whither Strategic Communication? advo-
cate better preparation for strategic-communication and public-diplomacy
personnel, cither through revised doctrine and training curricula or increased
training opportunitics. Training for public diplomacy, training for new tech-
nology, and updated instruction manuals and doctrine can lead to better pre-
pared practitioners. Advocates note that revising and providing such training
is not free, however, but needs to be resourced.

Best Practices in Strategic Communication and Influence

I this section 1 lay out some of the best practices in strategic communica-
tion, some no-kidding how-to advice for folks thrown into the fire and asked
to do this, not just think and talk about it. Due to space constraints it is only
a portion of a single chapter. Let’s face it; this book is unashamedly mostly
abour how to think and talk about straregic communication by design. In
addition to the few morsels of execution advice captured here, | point the
interested reader to three other sources of lessons learned, best practices, or
practical advice for those rasked with informing, influencing, or persuading:

* Todd C. Helmus, Christopher Paul, and Russell W. Glenn, Enlisting Madison Av-
enwe: The Marketing Approach to Earning Papular Support in Theaters of Operation,
Santa Monica, Calif.: RAND, 2007.
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My coauthors and | completed this study at the behest of U.S. Joint Forces
Command as follow-on to our work on lessons learned from urban operations
in Iraq and Afghanistan. In it, we explore the possible contribution of mar-
keting principles and lessons learned from operational experiences for influ-
encing civilian populations in support of military operations. Not only does
the monograph describe applicable marketing principles, but it also describes
how they might be employed in a defense context.

Note that the idea of considering marketing principles for strategic commu-
nication often produces a sneer of derision: “Marketing? We tried thar; it didn't
work."” For much of this “throw out the baby with the bathwarter” chinking on
marketing we can thank Charlotte Beers, who was undersecretary of state for
public diplomacy and public affairs from 2001 re 2003 under George W. Bush.
She came from professional marketing and launched the “Shared Values”
campaign, which was actual advertisements (relevision commercials) showing
positive aspects of Muslim life in the United States, televised abroad.*® The

campaign was a flop and was cancelled shortly after the commercials began to
air. The problem, of course, is that pcople now equate this poorly conceived
attempt to apply marketing practices in the realm of public diplomacy as a blan-
ket condemnation of marketing principles in the same arena. Do not accept this
faulry logic; open your mind, and download the full PDF of the Enlisting Madi-
son Avenue report at: httpiffiwww.rand.org/pubsfmonographs/MG607/.

* United States Juint Forces Command, Commander's Handbook for Strategic Com-
mumnication and Communicarion Strategy, Suffolk, Va.: U.S. Joint Forces Command
Joint Wartighting Center, Version 3.0, June 24, 2010.

This is a handbook of current thinking and practice aimed at strategic-
communication practitioners or potential practitioners. The handbook
spends a good part of a chapter (chapter 3) describing practical alternartives
for the organization of staffs for the coordination and planning of strategic
communication. The handhook can be downloaded from: heep:ffwww.carlisle.
army.mil/DIME/documents/Strategic%20Communication%20Hand
book%20Ver%203%20-%20June%202010%20JFCOM.pdf.

¢ Headguarters, Department of the Army, Psychological Operations, Tactics, Tech-
niques, and Procedures, Field Manual 3-05.301 (FM 33-1-1)/MCRP 3-40.6A,
Washington, D.C., December 2003.

This is one of the PSYOP subordinate doctrinal pubs. As indicared by the
title, it provides “ractics, techniques, and procedures” for PSYOP. It is a great
resource for practical “how to” for planning and executing influence missions.
Chupter 4 describes the PSYOPD planning process, parts of which could be ap-
plicable to any influence effort. Chapter 5 describes Target Audience Analy-
s+ ina no-kidding, practical way. Chaprer 6 describes produce development,
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and chaprer 7 includes some advice on assessment. This doctrine is available
at: htep:ffwww.fas.orgfirp/doddirfarmy/fm 3-05-301.pdf.

With those additional source suggestions clearly stated, I'll now wrn to
a selection of recommended practices and practical advice. These are pre-
sented in the following order:

* planning and organization

¢ build a communication mind-set

narrative and cultural contexe

be there on the takeofis, not just the crash landings
know your rarger audience through segmentation and targeting
commit the time

better leverage good deeds

becter respond to mistakes

¢ understand key branding concepts

manage and meet expectations

establish and maintain relationships

measure effectivencss

improve relarions with news media

apply discipline and focus to communication campaigns
principles of strategic communicartion

¢ “the strategic-communication process”

. & & » »

* & & & & @

Each is discussed in turn.

Planning and Organization

As noted, the Commander's Handbook for Strategic Communication and
Communication Strategy includes a significant discussion of alternative staff-
ing arrangements for strategic communication. Rather than duplicating that
discussion here, [ refer you again to that source.

['ve found several other practical recommendations for planning that are
worth sharing. The first involves the integration of Annex Y (the strategic-
communication annex required in the Joint Operarion Planning and
Exccution System) with the rest of a plan. Rather than isolating strategic-
communication elements alone in Annex Y, strategic-communication themes
should appear in (and be integrated into) the base plan at the front of the
planning document, and Annex Y should correspond with and be integrated
with the public-affairs and information-operations annexes.

Second, all statements of commander’s intent should include a command-
er's desired information end state.™ The inclusion of an information cnd state
will guide subordinate plans (and branches and sequels) such thar they com-
ply with the commander’s stated intent and provide just a little bit more
guidance and context for subordinates in their autonomous decision-making
in support of the mission.
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For those of you not familiar with the role of the commander’s intent, here
is 1 somewhat banal example. The traditional commander’s intent might be:
“Remove the insurgent threat from village X.” Subordinates executing on
this guidance have the whole military toolbox open to them: they could level
the village, cordon and search, or use a variety of softer approaches. Now
imagine the implications if the following information end state is addition-
ally specified: “If possible, leave the popularion of village X neutral to our
presence.” That really changes the approaches subordinates are likely to take.
It also allows the commander to assign explicit priorities to kineric versus
informational outcomes, or short-term versus long-term. There may be cases
where informartional end state doesn’t matter, and the commander’s intent re-
ally is “kill 'em all!” In the vast majority of situations, however, that won't be
the case. If commanders think abour and are explicit about communication
and informarion end states, their subordinates will have no choice but to do
so as well. Under this construction, while the commander accepts respon-
sibility for conceiving the information end state, his subordinates naturally
accept more responsibility for achieving it than they would be forced to if it
were left unstated.

This is such a good idea that the Marine Corps has already listed it as a
practical solution to strategic-communication coordination problems in their
2010 Marine Corps Funciional Concept for Strategic Communication.™

Build a Communication Mind-Set

To build toward more effective strategic communication, decision-makers
need to adopt a communication mind-set. To do this, everyone needs to pro-
gressively learn to ask four questions. These questions follow a crawl-walk-
run logic:

1. What does my planned action or utterance communicate?

2. What does the colleague to the left or right of me have planned, and what do our
actions jointly communicate!?

3. What should | communicarte in order to support the clearly articulared goals of the
USG (or my commander’s information end state or a desired information effect)?

4. What have 1 leamed interactively (through two-way communicarion, iteration,
experience) that should be fed back into the process to better support questions
1-37

Narrative and Cultural Context

Those who study influence tell us abour the importance of storyrelling
in connecting with an audience in a compelling way. In brouder influence
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efforts {focused on more than one person at a time and in more than a single
instance), we usually refer to such storytelling as narrative. Narratives are
particularly powerful when connected to events and in explanation of those
events. Narratives can and do compete in a public’s imagination to be the
narrative of an event.

Consider, for example, the narrative of the disaster of Hurricane Katrina
in New Orleans in 2005. The core of the relevant objective facts were that
levees failed, and storm waters were predicted ro and did cause disastrous
flooding in the city, and many who should have evacuated did not. Compet-
ing narratives proposed to lay blame on different parties for difficulties with
evacuarions. Some narratives laid the blame on the government for failure to
build adequare levees, failure to adequately convey the severity of storm and
flood threar, and failure to provide sufficient evacuation assistance. There
were separate narratives blaming the federal government, the state govern-
ment, the city government, or various combinations of all three.® Other nar-
ratives blamed residents, cither for their choice to reside below sea level, their
choice to ignore evacuation calls and ride it out as they had done for previ-
ous storms, or their tardy decisions to evacuate. A third strand of narratives
blamed objective economic conditions, in that areas vulnerable to flooding
were predominantly lower-income neighborhoods, and many of those who
chose not to evacuate did so because they lacked the means to do so.

The outcome of & competition of narratives is the formation of a domi-
nant narrative, which is then broadly accepted as the narrative of an event.
Clearly, certain narratives better favor the interests of, or generate more or
less sympathy for, the parties involved. How, then, can you harness the power
of narratives on your behalf?

Using narratives is certainly more art than science, Recognizing alternative
narratives for a different context is also a valuable skill, and perhaps a bit
casier. Patrick Allen offers eight ways to change a message, all of which might
be useful regarding narrative and counter-narrative:

* (Create a new message.

¢ Modify an existing message.

* Change the level of attention to a message.

* Co-opt an existing message.

* Subvert a message.

Distract attention from a message.

lgnore or provide no response to a method (silence).
Restrict access to a message.”

Orthers remind us that narratives in some fundamental sense are about story-
telling, and thar stories are told within the confines of broader cultural con-
texts. This is one of the reasons that culture is so important in planning and
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contextualizing strategic communication, because different cultures contain
preexisting and different mythologies, stories, and major narrative themes. “If
we hope to influence people, then we have to enable them to see that what
we are saying fts with their story; or, at least, that it is not so far removed
from their story that they think thar what we are saying is ridiculous or that
we are lying.™™

Another concrete piece of advice in considering narratives and explana-
rions is to “start with why rather than what.”** If a narrative or a communi-
cation starts with an explained motivation, a why, then recipients of that
message get both a better understanding of the communicator {or the gov-
emment he or she represents) and is faced with an oppertunity for empathy
with stated motives. With a clear and plausible mortive laid out first, then
intended acrtions, policies, and so forth, can follow. If the “why” was accepted
and the “what” logically connects to the pursuit of that motive, acceptance
of the whole package is much more likely. If the “why” was accepted but the
“what" doesn't clearly connect, then you mighr ar least get credit for good
intentions, or might be able to start a productive dialogue about alternarives
and how you chose a particular policy or set of actions, rather than just un-
comprehending resistance.

Starting with why rather than whar also forces you to be clear and explicit
about your motives. If your real motives are in some way fundamentally unat-
tractive to a potential audience, then you shouldn’t be surprised if they are
resistant to your policies and your communications.

Be There on the Takeaffs, Not Just the Crash Landings

As Murrow famously quipped and [ have repeatedly mentioned in this book,
to help with the crash landings, you need to be in on the takeoffs. This advice is
broadly applicable and suggests both including trained communicators in your
planning process and considering strategic communication early in that pro-
cess. Torie Clarke notes that, if involved, “the communications staff can push
hard on policy or operations people who may not have thought through all the
potential consequences of a decision. Good communications people tend to be
a paranoid lot. They can often spot a truly awful disaster before it occurs,”™

In a military context, strategic communication can and should be a promi-
nent part of “phase 0" or shaping aspects of an operation. Effective usc of
strategic communication prior to a military operation could cither lay the
groundwork for operational success, or, in some cases, preclude the need o
actually launch more kinetic operarions.® The kind of engagement that ac-
companies humanitarian relief and international aid or assistance missions
can be useful in this regard.

Including an information end state in the commander’s intent also pushes

in this direction. By including consideration of information at the takeoff
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{(when the commander’s intent is stated), what might be considered a crash
landing ends up being better articulated and stands a better chance of being
avoided.

Know Your Target Audience thraugh Segmentation and Targeting

Through the pracess called “segmentation and targeting,” modern busi-
nesses identify and become intimately familiar with like-minded and well-
defined groups of individuals who are most likely to wanr or need a given
product or service. Businesses then railor products and promotions to the
segment’s unique needs, wants, and behaviors. Segmentation and targeting
involve a three-stuge process:

* creation of segments
¢ cvaluation of segment attractiveness
¢ selecton of segments to target’™®

Influence can follow the same principles. In fact, one of the foundational ele-
ments of the PSYOP planning process is Target Audicnce Analysis (TAA).Y

[t industry, firms go to great length to collect dara abour segments and
markets. They use surveys, polls, focus groups, taste tests, interviews, obser-
vations, and other forms of market rescarch. Government influence efforts
seldom have the time or resources that private firms have available, but the
same techniques are applicable. In theater, such information could come from
encmy prisoner-of-war interrogations, focus groups, and surveys. Where the
population is hesitant to speak with military personnel, employ third-party
researchers. Military intelligence (and rhe broader Intelligence Community)
should have resources dedicated to finding out just the kind of information
necessary to conduct target-audience analysis.

Target-audience analysis secks to achieve four objectives: (1) the iden-
tification of optimal target audiences or segments, (2) some assessment of
the amenability to influence of that audience, (3) identification of the best
process to influenice that audience, (4) identification of triggers to cause mea-
sureable change in the audience.™

Accomplishing these four objectives is complicated and hard to do, but
essential for success. In order to meet these objectives, you will need to

* develop an understanding of the problem space by breaking down the general
problem into smaller logically connected parts. [dentify the behavior or attitudes
whose change will measurably coneribute to achieving your objectives;

¢ identify the group thar is most accessible, amenable to influence, and elosely re-
lated to the arget behavior or attitude;

¢ research the target group and determine as much as possible its psychological,
cultural, and social characteristics;
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* identify and analyze groups related to the target group in terms of their acces-
sibility, amenability to influence, influence over, and credibility with the rarget
grOu;‘_'\Q

Commit the Time

“Tode public diplomacy properly requires time, preparation and patience.”®
This applies to most efforts in the inform, influence, and persuade arena, and
is in stark contrast with tradirional kineric activities, where targeting cycles
are usually less than 24 hours and destructive consequences can be directly
observed. Influence is subtle, complex, and takes time, sometimes lots of
time, to show impact. Conducting engagement and building relationships to
the point where influence is possible rakes time.®

The solution is simple: plan ahead, ac early, and be patient (see figure 6.1).

Plan Ahegy

Figure 6.1: Plan Ahead

Better Leverage Good Deeds

The U.S. government does lots of unambiguously good things, but many
of them go unnoticed. Good for good's sake is good, but good for good that is
noticed is better.

Betrer leveraging good deeds is nonerivial. First, you don't want to overdo
self-promotion and convey the impression that you've done a good deed so
you can brag about it rather than because it was a good thing. Second, as
noted in the previous chapter, good news usually isn't news; it is much easier
to get a story about a bombed hospital in the news than a story about a re-
paired one.

Thart said, there are several ways to better leverage good deeds. First, make
sure the good deed doers are part of the strategic-communication coordina-
tion and planning process; these folks (let’s say USAID and military civil-
affuirs personnel for clarity in discussion) need to be involved in the planning
and need to be committed to communicating the good they are doing. Sec-
ond, some selectivity and prioritization of good deeds may be necessary for
maximum influence impact. Consider that "many reconstruction projects
take several months to be completed; their impact is all but invisible ro the
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majority of the indigenous population until that time. Implementing projects
that have immediate impact and high visibility is critical to establishing U.S.
force credibility and presence.”®*

Better Respond 1o Mistakes

Nobody is perfect. Mistakes happen, and mistakes or allegations of mis-
takes need ro be answered. “No matter what’s being alleged, charges unan-
swered are charges assumed to be true, ™

There are a few general principles that should strucrure strategic-
communication preparations for responding to mistakes. First, where pos-
sible, be the first to expose negative news.™ When a mistake has been made
or an accident has happened, ger out there and admit it, preferably before
anyonc clse can accuse you of it. Protecting credibility is more important over
the long term than the short-term negative consequences of whatever error
has been commitred.

Second, admissions of mistakes should be made by someone at the ap-
propriate level of responsibility. The key here is “appropriate,” and the chal-
lenge is matching the possible severity of a mistake with the right level of
accepting responsibility. Misjudging in either direction can be costly. For
example, if an errant bomb lands in 2 house and kills the residents, we know
that the best course of action is to admit the error first and take responsi-
bility. Should the commanding general in the theater of operations make
the announcement and apology? Probably not. While he should (and could)
in some sense take responsibility, no one believes the accident is actually
his fault, and an announcement and apology from such a high level might
lend the incident more gravity than might be desired. How abour having
the announcement come from the pilot who released the errant weapon!?
Again, probably not the best choice. While those who hear the admission
would probably be perfectly willing to believe that the mistake is the faule
of the pilot, an announcement from that level of responsibility smacks of
scapegoatism. Further, that would be particularly rough duty for a pilot who
probably already feels terrible about his or her personal role in the tragedy
and is an unfair burden to place on an individual war fighter. Wherther or not
the accident was due to pilot error or was because of a fault in the techni-
cal equipment, an error in the call for support from a forward air controller
on the ground or a product of the intensity of the combar coupled with the
boundary condirtions of the rules of engagement, you probably don't want to
put a trigger puller behind the microphone for such an admission. Best would
be a senior officer who knows the details of the operation, the details of
the equipment; someone who has enough authority to make a sincere apol-
opy and offer necessary restitution and promise steps to minimize or avoid
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future accidents of this sort, but not someone so high ranking as to make a
mountain out of 2 mole hill. When in doubt, and as a rule of thumb, higher
authority figures are better. If the only choice is theater commanding general
(CG) and the pilort, go with the CG.

As for planning and coordination, effectively dealing with mistakes re-
quires a constant “worst case scenario” mind-set. If a communication special-
ist is included in the planning of all operations (and one should be), then
they can ask, what could go wrong? Even if the odds are low, having in place
an idea of whar kinds of accidents are possible enables planning for responses.
To be effective, a reporting mechanism must be in place: in order to an-
nounce the mistake first, you need o know about it first. If reporting gets to
the right level quickly, then further derails should quickly be collected, and
an appropriate response from a preplanned list of possible authorities can
be made. Such a list could actually be from a planning matrix that indexes
possible mistakes or errors against the severity of the error to designate an
appropriate responding authority. Sure, it can be tricky to figure our exactly
who to have make such announcements, so grapple with that and plan for it
beforehand.

Understand Key Branding Concepts

Effective firms develop clear and cohesive brands. The brand represents
not just the products sold, but the whole customer experience, including
every interaction with the firm, its personnel, or its products.®’ Intended or
not, all firms have brands. Similarly, governments, countries, and military
services all have brands.

Like narratives, branding provides another useful way to think abour the
long-term consequences of a sequence of messages or signals. At its most
basic, it prompts thinking about how targer customers (audiences) will per-
ceive possible actions or messages and how they have perceived what has
been said and done before. Even if unmanaged, what is the baseline brand of
the government or the military force?

Formal branding us practiced in the commercial sector involves careful
market research to craft a desired brand identity and then internal synchro-
nization and management to achieve that brand. Both of these aspects have
relevance in the government influence context.

First, have a brand identity in mind. Brands of governments or government
agencies aren't likely to be as clear or as commercial as brands in industry and
may vary from context to context. A desired brand cannot be something you
are not; brands must be true.

Second, synchronize your personnel around your brand identity. Make it
something that motivates them and is casy for them o understand and to
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represent. If your personnel live your brand, it will be much easier for target
audiences to recognize and embrace your brand. Marketers recommend the
following strategies for brand-workforce synchronization to ensure consistent
customer-service delivery:

* Create a brand-driven vrganization.

* Address customer complaints quickly.

* Inventory all brand-customer touchpoints.
* Properly select and train the sales force.®

As an example, one of the most effective brands in a military context that
| have seen was the slogan Major General James Mattis used for his Ist Ma-
rine Division in Irag in 2003. “No better friend—no worse encmy.”® This was
the perfect guiding principle for stability and reconstruction efforts in Iraq at
that time. *No better friend"—we are here to help you, sweat for you, build
and work with you ... but, “no worse enemy.” Shoot at us, and we will kill
you. Not only did this slogan fit the context perfectly, it also worked very well
for synchronizing the relevant personnel internally. "No worse enemy” tied
very nicely into the essence of the Marine Corps ethos and “every Marine a
rifleman.” 1t made it clear that the marines were still allowed to respond to le-
thal force with lethal force. “No better friend,” however, made clear to these
same marines what the important part of the mission was and served as a way
to challenge and motivate them to be still more helpful and more supportive
of those who chose to work with the marines for the betterment of [raqg.

Manage and Meet Expectations

One of the oft repeated mantras of strategic communication is to seek to
minimize the say-do gap. To do so, you can focus on say, do, or both. Expecta-
tion management starts with what you say.

Don't make promises you can't keep. When in doubt, give conservative
estimates. Underpromise and overdeliver. Of course, sometimes, you aren't
the one setting the expecrations. In the early years of Operation [raqi Free-
dom, U.S. forces were often plagued by what got called “man on the moon
syndrome.” In this case, Iragi expectations were set unreasonably high be-
cause of high expectations for the wonder of American technology. “You can
put a man on the moon, how come you can't ix my [plumbing, electricity,
etc.]’” When expecrations have been set to unrealistic levels, don't ignore it,
but do what you can to promote and advertise realistic expectations. Where
possible, point out the source of the unreasonable expectations and either
distance yourself from that source, discredit it, or disconnect it from the cur-
rent context.
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Establish and Maintain Relationships

The most effective means of positive influence is through engagement, and
the most effective engagement is a positive long-term relationship. Such rela-
tionships cultivate trust, permit sustained dialogue, and build friendships.

As we note in Enlisting Madison Avenue:

All personnel who come into contact with noncombatants should be re-
minded of the power of personal relationships and encouraged to create
them, thereby contributing to positive attitudes. This requires more than
one-off interactions. Sustained presence reinforced by repeared conract
and dialogue magnihes the impact of these relationships.®

Measure Effectiveness

How do you know it works? If vou want to be doing better, how do you know
what to change? Evaluation and assessment are central to the effective man-
4gemEent Of any program or campaign, and strategic-communication campaigns
arc no exception. As noted in chapter 5, measuring influence is hard. However,
just because something is hard doesn’t mean it isn't worthwhile to try.

One piece of pracrical advice is to emphasize measurcable objecrives. If
you have clear goals for your influence campaign, it will be much casicr to tell
if you are meeting them or not. A cavear: if your goals can only be imperfectly
measured, remember the underlying goal and don't get too sucked in by the
imperfeet measurement. There is a frequently documented phenomenon in
education called “teaching to the test,” where instruction focuses on skills
necessary to pass a standardized test rather than on the broader skills the rest
is supposed to evaluate.

Second, of course, is measurement. “To measure and assess the collective
psyche of an audience, you need to gauge whar people think and know what
influences them. Polling, surveys, focus groups, media assessment, and media
metrics all play a role. All are imperfect, but they still can provide invaluable
insight."™

Measurement doesn’t have to be peer-reviewed journal article quality.
“Field expedient” measurements can be just fine.”! One concrete suggestion
in that category is to remember that sometimes the plural of “anccdote” re-
ally is “data.” Systematically collecting anecdotes over time can create a
simple longitudinal data stream. Coupled with other dara tracked over time,
this can create valuable trend and time series information. Examples of such
serial anecdotes can be repeated answers to a few structured questions an-
swered as part of the debrief of troops returning from patrols, or, impressions
of attendance, receptivity, and attitude ar regularly scheduled events, say a
quarterly speaker’s series. The key insight is that information that in a single
mstance sn't all that usetul (for example, o platcon leader’s assessment of the
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proportion of people waving and/or smiling during a foot patrol)} can become
very useful if reported using the same procedures over and over again.

Improve Relations with News Media

While personal relations are one of the best ways to exchange information
with someone and nontraditional media reach and influence an increasingly
wide range of audiences, traditional news media remain a major path for mes-
sage dissemination. Good relations with individual reporters, specific news out-
lets, and the press in general have advantages for strategic communication.

Several pieces of practical advice expand on the general admonition to im-
prove relations. First, make it casy for reporters to do their jobs. Include them.
Talk to them. Give them context and background information so that they do
not have to figure it out themsclves and risk getting it wrong. Give reporters
access to commanders and to operators, not only to public-affairs personnel.
Embed reporters within units. Previous RAND research shows that embedding
has benefits from the military perspective.”™ Qutreach to indigenous media and
journalists is particularly important given their likely prominence in the local
media environment; don't overlook them in favor of your home-country press.

Apply Discipline and Focus to Communication Campaigns

Marketing campaigns are systematic, disciplined, and focused. Strategic-
communication campaigns should be too. Several steps from traditional plan-
ning for marketing campaigns may add value to your strategic communica-
tion plans:

Clearly delineate your objectives and goals.

Know your market and competition.

Design a product just for them.

Create messages that stand out and are motivating.
* Get the message out.

* Monitor and evaluate the success of the campaign.™

. & »

Principles of Strategic Communication

As part of a larger Dol Strategic Communication (SC) education initia-
tive, the “Principles of Strategic Communication” were initially developed
during the first Straregic Communicartion Education Summit in March 2008,
ar the Joint Forces Staff College in Norfolk, Virginia. The principles were
then refined through the collaborative efforts of Dol), State Department, and
civilian educators. These principles are repeated in many of the recent DoD
publications on strategic communication, which is OK, because they provide
some good guidance. Find them in rable 6.1.
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Table 6.1: The Principles of Strategic Communication

Leadership-Driven
Leaders must lead the communication process

Credible: Perception of truthfulness Understanding: Deep comprehension of
and respect orhers

Dialogue: Multi-faceted exchange Pervasive: Every action sends a message
of ideas

Unity of Effort: Integrared and coordinated  Resules-Based: Tied to desired endstare

Responsive: Right audience, message, time  Continuous: Analysis, planning, execution.
and place assessment

Source: Department of Detense, The icator. & 5 v about Strategic Comnunication for
Dold Leaders, Vol. | Ed. 7, Seprember 2008,

“The Strategic-Communication Process™

Of similar origin to the DoD principles of strategic communication is the
DoD strategic-communication process. It is also a regular presence in DoD)
discussions of strategic communication and in instructional seminars on the
subject. [t portrays strategic communication as a cyclical process of continu-
ous iteration and feedback (see Agure 6.2).

Because it is a loop, you can begin wherever you want. Outside the loop
as a necessary input are your overall operational objectives and the kinds
of information outcomes that will supporr those objectives. For discursive
purposes let us start to review the cycle in the upper left with the Analyze
phase. In this part of the process you generate the information you need about
prospective audiences, cultural contexts, and how to recognize and measure
desired change. In the Planning phase, you plan and strategize, integrate all
of your operations that communicate, message, or signal, including both ki-
netic and nonkinetic operations. In the Execute phase you message and sig-
nal, both kinetically and nonkinerically. In the Assess phase you evaluate not
only the actions and their outcomes but also the various measures being used
themselves. Assessment provides input back into Analyze, where new infor-
mation about audiences may be sought, or new connections made berween
desired outcomes and whar might be observable.

The Crawd, Walk, Run Progression for Strategic Communication

As we try to get better at strategic communication, we need to remember that
Rome wasn't buile in a day. There are many gaps between whar we currently
do well in this arena and all the things we'd like to do well in pursuit of a
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fully mature vision of strategic communication. It follows from this insight
thar there should be a logical progression toward closing gaps and building
capabilities related to this area. To propose such a progression, I borrow from
an often used milirary training metaphor: the crawl, walk, run progression.
Before you can walk, crawl; before you can run, walk. When we consider all
of things that could go into strategic communication, rather than gerting into
an argument about which ones are most important, | propose instead we ask,
which ones are easiest and which ones are foundational for, or logically prier
to, the others? In short, which do we need to develop to progress to the crawl
level of strategic communication, and which should be considered part of the
higher walk level, or the highest run level?

In what follows I give a provisional set of answers, the capabilities I'd like
ro see developed for or in suppore of strategic communication and the crawl,
walk, run level with which I think they are best aligned. I fully recognize rhat
others may disagree with my prioritization, and may want to see some capabil-
ities emphasized carlier or later. I take no umbrage at this and urge proponents
to ger their favored capabilities, structures, or processes funded and fielded
when they feel the time is right, recognizing that some things really are logi-
cally prior to others but that there is no penalty for concurrent development.

The Crawl Level of Strategic Communication

The things I'd like to see developed ar the crawl level are foundational,
not necessarily easy. The central emphasis at the crawl level is on avoiding
self-contradiction, either through information fratricide or through say-do
gaps. | include only three steps in the crawl level, but they arc big steps:

¢ align actions and messages
* formal strategic communication advocacyfadvisory roles
* imperatives for thinking about strategic communication

I discuss each below.

Align Actions and Messages

This crawl level element starts progress on two parts of whar [ have called
the unassailuble core of strategic communication: the fact that actions com-
municate and the need to coordinate and decontlict to avoid information
fratricide. The most persuasive, culturally astute engagement project still fails
when 1t s undermined by discordant actions or signals originating elsewhere
in the government. [n order to align actions and messages, processes (and
possible statfs, offices, or other organizational bits) need to be in place to
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coordinate messages and also coordinate actions for their messaging, imagery,
and signaling content. These processes (and structures?) need to be present at
all levels of the government capable of producing actions or messages.

If someone proposed that aligning messages belonged ar the crawl level of
strategic communication but that aligning actions was higher level, [ would
not strongly disagree. 1 think, however, it is casier to design coordination pro-
cesses to include everything you want to coordinate (actions and messages)
from the outset rather than trying to expand their embrace later. Further,
should strategic communication fail to include the coordination of the sig-
nals and messages that actions and images send, then, in my view, strategic
communication has failed.

Formal Strategic Communication Advocacy/Advisory Roles

Informing, influencing, or persuading is often an afterthought in pursuit of
other sorts of goals. Further, the expertise necessary to be thoughtful about
the information implications of a planned activity or proposed course of ac-
tion is often not resident in the group making such plans. At the crawl stage
in the development of strategic communication, we need to have informa-
tion and influence professionals available to decision-makers and command-
ers, and embedded in relevane staff processes. All planning cells should have
a formal communication devil’s advocate who constantly (though hopefully
not annoyingly) asks, “what message will that send?” Ideally, this individual
will also have {or art least have access to) the necessary expertise to help plan-
ners figure out what message would be sent and further to figure out how to
plan actions, events, or messages that send desired messages.

Commanders should have an information and influence specialist close at
hand. Not somewhere on their staff burt close at hand. In the military conrext,
the ideal relationship would be the privileged position enjoyed by public-
aftairs officers relative to the commander: special advisors to the commander,
on staff chares, but reporting to no one in the staff other than the commander.
For this to work, however, the individuals filling this role would need to em-
brace the whole of the inform, influence, and persuade mission set, not just
inform missions, which many public-affairs officers might be hesirant ro do.
Further, this advisory position should be a full-time job and should not be
a dual-hat position with the traditional public-affairs role as commander’s
spokesperson (another full-time job).

Finally, while such advisors or advocates are needed now and are part of
the crawl level of strategic communication, they may not be necessary in the
far future or at the run level. Once all policymakers, commanders, and other
authorities within the government have truly embraced a communication
mind-set, they won’t need an outside expert to remind them to think about
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the messages and signals that their actions and policies produce; they’ll do it
themselves as a natural part of their decision-making and planning processes.
Communication expertise will still be necessary, but it can reside at subordi-
nate positions in an organization, secure in the knowledge that they will be
sought out when nceded rather than ignored or marginalized.

Imperatives for Thinking about Strategic Communication

Aligning actions with messages begins work on two of four elements of the
unassailable core of strategic communication. I would be remiss if I left the
crawl level without something that starts on the other two as well. If inform-
ing, influencing, and persuading is important, and if effective influence re-
quires clear objectives (the remaining two elements of the unassailable core,
if vou've lost track), then commanders and decision-makers must be made to
think about and establish objectives for these activities. While the presence
of a communication advisor should encourage such thinking, some kind of
forcing function or structural imperative would be even better.

In the military context, [ have just the thing in mind. Earlier in this chap-
ter, 1 describe the role of the commander’s intent in shaping military plans
and subordinates’ actions, and Professor Dennis Murphy's proposal for the
addition of a requirement for a desired information end state in commander’s
intent. It would really help us push through to crawl-level mastery if such a
requirement were put in place. Appropriate imperatives nced to be identified
for other government agencies.

The Walk Level of Strategic Communication

Once foundational processes and structures are in place, it becomes time
to expand the scope. Progressing to the crawl level should leave us coordinat-
ing our actions and messages so that they don’t directly conflict with each
other, and with some kind of individual reminding us, or planning require-
ment forcing us, to think abour and plan for messages and signals in pursuit
of identified goals. The crawl level really is the first baby steps: intentional
and thoughtful messaging and avoiding obvious self-contradictions and other
forms of information fratricide.

The walk level is where things really start to come together and more
powerful capability starts to emerge. [ identify eight steps that could be taken
as part of the progression at the walk level:

* evaluation and assessment

* nested goals from top o bottom
¢ berter coordination

* listening
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understanding culrure

understanding human dynamics
understanding media environments

media monitoring and counterpropaganda
knowledge-management solutions

* leveraging civil society

[ discuss each in turn.

Evaluation and Assessment

Once you've accepted the idea that you can meet important objectives through
coordinated signaling and messaging, and put in place structures to encourage
that, you need to know whether or not you are succeeding in those efforts. As-
sessment is essenrial to improving cfforts and campaigns. If you know what is
working and what isn't, you can make adjustments, corrections, and improve-
ments. At the other end of the planning process, if you can demonstrate effec-
tiveness, it will be easier to gain further funding and support for further cfforts.

Desired measures and evaluation criteria should be a required part of the
planning process. Assessment needs to include the description of the base-
line state and evaluation and assessment criteria thar measure change from
that bascline state in order to allow the demonstration of actual movement
toward objecrives.

Nested Goals from Top to Bottom

If crawl-level imperatives have forced agencies and commands to have stated
strategic-communication objectives (commander’s information end states, de-
sired information effects, or otherwise), then the next level of progress is to con-
nect those objectives to levels above and below, and to adjacent organizations.
Rather than happening piecemeal or from the middle levels out as the previous
sentence might be taken to imply, this works best from top to bottom. Clear
information and influence goals should be articulared at the national level,
with clear supporting and subordinate objectives. Various government agencies
could then make sure to align and connect their communication objectives
with those broader national goals, while making sure their ubjectives are articu-
lated such that subordinate elements in that agency can nest within them.

Better Coordination

At the walk level, it is rime to start moving coordination and integra-
tion from “not conflicting” toward “mutually supporting and reinforcing” or
maybe even “integrated.” Here, communication goals are pursued not just
through individual messages and signaling actions that don't conflict with
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each other bur as part of coordinated campaigns. This is a blanket statement
meant to include a range of cfforts to better leverage coordinated capabilities
for specific goals. Synergies should appear as themes are shared and reinforced
by different sources.

Listening

Another significant development ar the walk level is to begin to be mind-
tul of the other participants in the informarion environment. Everything at
the crawl level emphasizes activities internal to the government: making sure
we don't send mixed signals or broadcast conflicting messages, making sure
we are aware of and intentional with the signals we’re sending, and so forth.
Once we've started to get our own house in order, it is time to turn to audi-
ences and other players. This step (along wich the next three) orients in that
direction.

If strategic communication is really about communication, communica-
tion implies a two-way exchange. At the crawl level, we focused only on
the messages and signals we are sending, and not at all on the receiving. To
progress to the walk level, we need to get better ar listening to foreign pub-
lics. Listening involves not just engagement but also research and monitoring
of audiences, their perceptions, and their preferences. “The United States
should know in advance the likely reaction and level of resistance to its poli-
cies and how America can best communicate them.”™

Part of listening is related to evaluation and assessment, and the same
sorts of research can support both. Part of listening, however, is the other
half of conversation, and includes genuine dialogue, and might (and should)
provide feedback to (and possible compromises for) policies and future policy.
Listening is in part abourt figuring out what audiences are ready to hear and
then identifying the intersection berween what they want to hear and what
you want to say. The other part of listening, however, is figuring out what
foreign audiences want to hear and then considering those preferences in
policymaking. Even if the ultimate decision is to make policies that align
with our preferences rather than theirs, the fact that others’ preferences were
considered and the kinds of arguments and discussions that surrounded those
considerations might themselves be useful strategic-communication themes.

Cultural Understanding

If, as I've proposed, we're paying attention to others at the walk level, an
important part of that should include arrention to culture. For messages to be
really effective, not only do they have t not contradict each other, bur they
also need to be comprehensible to and resonate within a cultural context. For
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listening to be really effective, you have to understand where the other pat-
ties to your dialogue are coming from both figuratively and literally.

Cultural knowledge can make important contributions to many aspects of
strategic communication. The most obvious contribution is in the details of
message and signal design and transmission, where closing the gap between
what you intend to say or signal and what those signals actually mean to re-
cipients is so important. Cultural knowledge is also foundational for effective
listening and for effective measurement, assessment, and evaluation. Efforts
to use (or compete with) narratives should be mindful of existing cultural
narratives and likely interpretations of different descriptions of events.

Cultural knowledge is potentially almost infinite in its possible depth and
complexity, given the large number of cultures in the world and their various
nuances. How much cultural knowledge do we need for effective strategic com-
munication? Some is better than nothing, and more is almost always better, but
I chink cultural knowledge needs to follow its own crawl, walk, run progression.
To start to make messages minimally context specific, you need translators and
minimal cultural expertise just to avoid embarrassment. A minimum level of
cultural knowledge should support engagement, though personal presence and
universals of face to face interacrions between humans might let you get by with
a bare minimum. To effectively do listening outside of the context of personal
engagements and to avoid bias from cultural nuance in assessiment, you nced
(or need access to) even greater cultural expertise. That same level of cultural ex-
pertise will support context-specific goal setting and preparation of themes across
broad cultural segments. To realize maximum persuasive impact from all aspects
of an influence campaign will require really detailed cultural knowledge.

Understanding Human Dynamics

Of course, to effectively influence people you need to understand more
than just their culture. You need a baseline appreciation for how people react
and interact, and what the core tenets of effective influence are. A lot of the
complexity is cultural, but a lot of the complexity is just human. “Under-
standing human dynamics is an essential aspect of planning for success acrass
the full spectrum of military and national security operations."” In addition
to the cultural expertise thar is required to progress to the walk level, we also
need communication expertise, and influence expertise, to include strong
foundational social science resources for understanding human dynamics.

Understanding Media Environments

Matching message to appropriate media and understanding the dynam-
ics of a specific media environment is a walk-level strategic-communication
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activity. Once messages and signals are intentional and coordinated, an em-
phasis on getting the messages and signals out more robustly becomes worth-
while. There is little point, for example, to buying AM radio airtime for
messaging if no one in the target audience uses AM radios.

While understanding media environments starts with segmented media-
use patterns in a target context, it can be considerably more complex. Know-
ing not just what information media people in an area use but which ones
they trust can be valuable, as can patterns of frequency of use or times of day
of use. Identifying popular local media personalitics, which population seg-
ments cleave to which of those personalities, and whether they are popular
hecause they are funny or because they are a trusted authority (for example),
i also very useful information when planning or adjusting an information
campaign.

American political campaigns have honed this level of media environ-
ment analysis o a high art in the domestic context. Doing the same in sup-
port of strategic communication in foreign contexts will require similar levels
of research as well as significant cultural expertise.

Media Monitoring and Counterpropaganda

The others in the information environment include not only those with
whom we wish to engage or communicate but also other sources of messages
and signals. The vast majority of these other participants are neutral or indif-
ferent to the United States and her goals, but some are adversaries. Further,
whether the source is adversarial or not, the messages and signals of others
can work against our efforts, can support or efforts, or can (at the very least)
compete with our messages and signals for bandwidth and attention.

One of the possible goals for strategic communication is the countering
of adversary efforts in the information environment and competition with
unfavorable narratives more generally. The pursuit of that goal begins ar the
walk level and starts with efforrs to stay abreast of what is actually being said
and signaled. This requires media monitoring. Done right, this is a massive
undertaking, as big as the information environment itself. The number of
different languages and channels (broadly conceived) of information flow is
simply staggering.

At the walk level, media monitoring should encompass key channels and
key languages relevant to current military operations, new policy initiatives,
or other strategic-communication rarget audiences. To get sume use out of the
media monitoring, it should feed back into planning loops but also connect
to some tapid response capability able to refute or contest erroneous storics,
narratives, or messages as rapidly as possible. We already have some fledging
capability to do just that, To move to the run level, media monitoring will
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require robust machine translation and perhaps some further technological
improvements.

Knowledge-Management Solutions

The sheer potential volume of media monitoring “take” highlights an-
other important barrier to progress toward walking at strategic communica-
tion: knowledge management. Just because someone in the U.S. government
knows something about an audience, has listened to and translated an impor-
tant piece of adversary disinformation, or has a relevant cultural expert on
tap doesn’t mean thar the person in the government who needs to act on or
access that information can do sa.

The cxamples above are just a smattering of the levels and types of in-
formation necding to be shared as part of the strategic-communicarion en-
terprise. Some is fairly straightforward: vertical integration, the sharing of
nested goals up and down, should just be part of the existing policy and plan-
ning processes. Information sharing for horizontal integration, however, be
it berween adjacent units of a single agency (adjacent military formations)
or between agencies {DoD to DOS), is nontrivial. Then there is the whole
host of facilitating information: the data from the surveys, polls, focus groups,
media use analyses, and other forms of relevant collection that might be
useful to those beyond the original dara collector or sponsor; the cultural
expertise or specific contextual conclusions reached through exploitation of
cultural knowledge; the take from media monitoring and the translation and
analyses thercof; the products from all the listening and engagement. This is
a big problem. Ar the walk level, solutions can be incremental and partrtial. To
progress to the run level, however, really impressive knowledge-management
solutions will be required.

Leveraging Civil Society

Several advocates encourage better leveraging civil society in support of
strategic communication and public diplomacy. This is in part because “much
of the expertise needed for effective public diplomacy is outside government.”™
By better leveraging civil socicty, run-level capabilities in cultural awareness
or other areas might not need to reside inside of government and might begin
to become aceessible at the walk level of overall development.

The Run Leve! of Strategic Communication

At the run level, strategic communication is ready ro fully leverage infor-
mation as a focused element of national power. Strategic communication is
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second nature, and fully capable. Much of what happens at the run level in-
volves elements added at the crawl or walk level but developing and integrat-
ing them to such a degree that they reach their full potential. I discuss several
specific elements as being at the run level of strategic communication:

* Analyze and preempt adversary participation in the information environment.
o Make counterpropaganda more sophisticated.

* [ntegrate with allies.

* [nstitutionalize strategic communication awareness and skills.

* Integrate the complex communicarion model.

Each is discussed in rurn below.

Analyze and Preempt Adversary Participation in the Information
Environment

As far as counterpropaganda goes, media monitoring can only take you so
far. Once an adversary has put adverse content into the information environ-
ment, you have already lost the initiative and are forced to react to the adver-
sary’s play. You can be very good at reacting and can get to the point where
you launch a refutation, a correction, or a counter-narrative or cOunter-story
in a matter of minutes. But you are still reacting.

At the run-fevel of strategic communication, we need to find ways to pre-
empt adverse adversary information. There are several ways we might begin
to do this, but further approaches may need to be invented.

One way to get ahead of adversary propaganda is to deny them opportuni-
ties. This can be done through carefully monitoring and documenting our
own actions so that when we accidentally do something that might make
us look bad, we break the story first, denying the adversary any surprise or
“gotcha” value, and preventing them from adding spin to the facts. Similarly,
taking media monitoring into full-up content analysis and in the presence
of sufficient cultural expertise {(and a little red-team creativity) might make
it possible to anticipate what narratives adversaries will try to create or con-
nect with. When these are identified, it becomes possible to either preplan
responses to eftorts to mobilize such narratives, or perhaps even preemprively
mobilize alternative narratives that would make adverse narratives less likely
to gain traction.

The approach described above relies less on predicting adversary fu-
ture behavior based on past behavior and opportunities available in the
information environment. There are other ways to predict adversary be-
havior, ways that belong traditionally to the Intelligence Communiry. If
U.S. (or allied) intelligence has penetrated adversary organizations, it may
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be possible to know exactly what adversaries have planned as part of their
strategic communication. This would necessitate intelligence penetration,
awareness of intelligence requirements for forcknowledge of adversary pro-
pagunda plans, ways to route this information out of the Intelligence Com-
munity and to strategic communication, and communication capabilities
prepared to seize the initiative and either disrupt adversary opportunitics
or counter their nascent effores with more robust responses with the bencfit
of foresight.

Make Counterpropaganda More Sophisticated

In a similar vein, countering propaganda after the fact can become more
sophisticated too. Adversary cfforts in the information environment are al-
ready being monitored, and inaccuracies are artacked. Alrernative narratives
are being offered. At the run level, straregic communication has the neces-
sary understanding of culrural and psychological nuances to engage adversary
propaganda. This might take the form of debating philosophical or religious
assurmnptions implicit in inflammatory or extreme messages. This might rake
the form of what one scholar advocates as “highlighting extremist contra-
dictions” or otherwise secking to derail adversary narratives based on flaws
intrinsic in those narratives.” While it might seem attracrive to do these
things at the crawl or walk level, such direct engagement requires strong and
well-developed support from sufficient cultural, historical, religious, and so-
cial science knowledge in order to avoid backfiring or generating unwanted
second-or third-order consequences.

Integrate with Allies

At the run level of strategic communication it goes without saying that
U.S. government messages and signals would be fully coordinated and inte-
grated for maximum effect. Also at the run level should be some significant
efforts at integration with allies. This is most important in military coalition
contexts, where forces from allies and partners arc operating alongside or ad-
jacent to U.8. forces. However, there is also benefit to be realized anytime
international policies or interests coincide.

International coordinarion and integration is a delicate matter, as there
are important sovereignty and autonomy issues involved. Still, as early suc-
cesses with voluntary interagency coordination headed by the National
Security Council have shown, ereating forums and structures for the dis-
cussion and sharing of strategic-communication planning, without any
efforts to force or coerce compliance, can make important positive con-
tributions. This may involve listening and compromising with allies and
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partners, providing them access to knowledge-management systems, and
very close inclusion in and sharing of strategic-communication processes
and practices.

It is worth noting that even at the run level, messages and signals, though
fully integrated, are not totally predetermined and conrrolled. Full integra-
tion is not equivalent to speaking with one voice burt rather speaking with
deconflicted voices that are mutually supporting. Run-level integration
strikes just the right balance between centralization and control of theme
and message, and autonomy and independence of individual speakers. This
balance makes integration with allies possible. No ally is likely to sign up
tor a program of precisely controlled talking points, where every agent of
both governments always says exactly the same thing; however, allies might
well be willing to participate in a scheme of clearly defined and nested
communication goals that provides effective forums for the discussion and
planning of messages and signals and their contribution to larger, commu-
nal goals.

Institutionalize Strategic-Communication Awareness and Skills

At the run level of strategic communicartion, the kind of communica-
rion advocacy and advice called for at the crawl level should give way to
the broader institutionalization of strategic communication. Decision-makers
and staffers should know reflexively that they need to include consideration
of signals and messages. Everyone should be communication minded, and
relevant expertise in influence, assessment, and cultural knowledge should be
present much more broadly throughout the government. All involved should
know the limits of their own relevant expertise and know where in their re-
spective organizations to go to access more.

Integrate the Complex Communication Model

While the walk level of strategic communication requires making good
progress on listening and forms of engagement that embrace the two-way na-
ture of communication, the run level of strategic communication necessirates
the full embracing of what Professor Steven Corman calls the “pragmatic com-
plexity model” of communication.™ This model observes that influence and
communication are complex, culturally constrained, and highly contingent.
Maximum effectiveness in strategic communicarion will require recognition
of these facts at all levels of strategic communication, from highest-level
planning to tactical implementation of influence efforts. The foundational
capabilities (listening, cultural knowledge, erc.) were developed at the walk
level, but here is where it all needs to come together.
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CHAPTER 7

Conclusions and the Way Ahead

The commander who prevails in the information war is almost certain
to win the war itself.
—General Peter Chiarelli?

In chapter 2 [ proposed a definition of strategic communication but, more
importantly, I offered a vision of what successful strategic communication
could look like. This was followed by a discussion of alternative definitions,
goals, and visions of strategic communication, in chapter 3 by some history
of American public diplomacy and strategic communication, in chapter 4
by a description of the strategic-communication cast, by an enumeration of
challenges in chapter 5, and a collection of suggestions for doing better in
this arena in chaprer 6. Here [ would like to reiterate my vision of strategic
communication and then conclude with some suggestions for how we get
from here to there.

A Vision for Strategic Communication, Reprise

I have a vision of what successful strategic communication would look like. In
this vision, we have clearly stated narional objectives, which contain nesred
subordinate objectives, which contain nested intermediare or supporting ob-
jectives, nesting all the way down to the operational and tactical level. These
clear statements make it casy to see which objectives can be realized through
influence or persuasion, and which can be supported through such efforts. In
pursuit of these objectives, appropriate priority is given to influence, Not that
influence is always the primary means for pursuing policy but that it is always
considered for possible primacy in a policy or operation and is the top priority
when it is appropriate for it to be.

In this vision commanders and decision-makers have a communication
mindedness and consider the messages and signals their action, utterances,
or planned policies send. Failing that (or s that is developing) these same
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leaders have access to {and respect for) communication advocates/propo-
nentsfadvisors who sit at their right hands and bring communication impli-
cations to their attention.

In this vision everyone in government speaks not with one voice like some
kind of robot automaton but with their messages aligned in the same direc-
tion, because everyone understands the nested objectives and how their own
efforts support those objectives, and because they have (or have access to)
requisite communication training and cultural knowledge. In this vision ap-
propriate themes and plans of action are developed in consultation with both
those who are expert in communication and influence and with those who
have the relevant cultural and contexrual knowledge. Communicarion is not
just one-way broadcast but is true two-way communication, engagement, or
dialogue. In my vision this leads to policies shaped with our own interests as
well as the interests and preferences of others in mind, policies which we sup-
port with integrated plans of action and communication.

If we realize this vision, we as a nation will have maximum credibility,
increased respect, and as much support for our policies and operations as pos-
sible. The promise of strategic communication is not that everyone in the
world will love us or thar we will be able to pursue inherently offensive poli-
cies without opposition. Strategic communication, practiced effectively, will
allow us to create international support when we seck to do good in the world
and to create the broadest possible consensus that what we are doing really is
good. Further, when we pursue more selfish interests, effective strategic com-
munication will allow us to be believed when we promise not to encroach
more on the interests of others than absolutely necessary.

Where Should Strategic Communication Capability Be?

One of the topics this vision is agnostic about is where in the govern-
ment strategic-communication capability should reside. I, however, am not
agnostic on that issue, and as part of my conclusions 1 want to share my
thinking.

Currently, as Mart Armstrong has argued, “American public diplomacy
wears combat boots.™ Much of the funding, personnel, and technology cur-
rently employed for inform, influence, and persuade missions exists in or
comes from the Department of Defense.

Many, including myself, feel that that is unfortunate. It makes much more
sense for day-to-day public diplomacy to reside in a civilian agency. *Many ob-
servers, including some members of congressional committees, have criticized
DOD's expansion into non-military communications and public diplomacy
that they belicve the State Department should undertake.” The Dol agrees
in principle, and would prefer for DOS to have the lead in public diplomacy,
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indicating thar DoD activities are in a support role, and “filling the gap.™
Congressional attention to the issue has ramped up in 2009 and 2010.

The year 2009 saw Congress concerned with DoD information operations
and strategic communication, questioning whether or not Dol should be
dJoing these things, how much money was being spent on them, and what
eftect was being observed. This led to the introduction of language into the
2009 Duncan Hunter National Defense Authorization Act requiring both
the DoD and the White House to report on strategic communication, the
resulting responses to which have been referenced several times in this book,
and which appear in their entirety in the appendices.

The year 2010 saw action in commiteee, particularly the House Appropri-
ations Committee, to substantially cut funds for DoD information operations
and “military public diplomacy” activities.?

The congressional view of the issue has not been particularly nuanced.
Though we all might agree with Congress thar DOS (or some other civilian
agency) should have primary responsibility for public diplomacy and strategic
communication, there are two aspects of the problem Congress has to date
overlooked. First, just because DOS should have the preponderance of such
capabilities, does that mean that DoD should have none? Second, whatever
balance between military and civilian capabilities in this area is deemed ap-
propriate, how do you get from the current state ro that desired end state
without losing all the capabilities you currently have? If Congress is heavy
handed in stripping capabilities from DoD before DOS is ready to receive
them or recreate them, there is a very real possibility that while the operation
might be a success, the patient mighr die.

The right answer, of course, is to slowly and thoughtfully migrate some
DoD public-diplomacy capabilities over to DOS. This, by the way, is exactly
what the White House has proposed: “We recognize the need to ensure an ap-
propriate balance between civilian and military efforts. As a result, a process
has been initiated to review existing programs and resources to identify cur-
rent military programs that might be better executed by other Departments
and Agencies.™

The question remains, whar is the right balance between DOS and DoD
for strategic communication and public-diplomacy-related capabilities? Ide-
ally, State should have the lead and the core of baseline capabilities in this
area. This would, of course, require substantial changes at DOS, both in their
orientation to and prioritization of public diplomacy, and in their level of
tunding of and capabilities for public diplomacy.

Imagining, however, thar in some foreseeable tuture DOS's conduct of pub-
lic diplomacy becomes sufficiently robust to meet baseline needs, Dol will
sull need w retain significant capability in this area. Why, you ask? Two primary
reasons. First, actions communicate, and DoD) will continue to act, and will
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need capabilities to support planning and coordinating the communication
content of those actions, and will also need (at a minimum) communication
capabilities to explain those actions and encourage the favorable perception
of those actions. Second, Do) responsibilities for responding to contingen-
cies necessitates thar they retain substantial inform, influence, and persuade
capabilities.

Even the most robust Department of State that anyone imagines will still
lack all of the surge capacity and expeditionary capability that will be needed
to adequately respond to the kinds of crises and contingencies that we ask our
military to prepare for. When the U.S. military presence in a foreign country
goes from negligible to massive, who is going to be alongside the operating
forces explaining (and secking to make palatable) their presence? Military
communicators. [f we do away with all the milirary communicators, then who
will conduct eritical inform, influence, and persuade missions at the dawn of
an emergent crisis? No one. And that is why the appropriate balance of capa-
hilities between DoD) and DOS is not zero on the DoD side.

How Do We Get There?

Hapefully, we now share much of a vision of strategic communication in com-
mon and want to realize all or part of chat vision. So, how do we get there!?
In these final remarks | offer my high-priority ingredients for real progress on
strategic communication. These include:

* Specify information end states

¢ Commanders, embrace strategic communication!

* Establish and propagate a communication mind-set

¢ Nest strategies and goals

* Separate black from whire

Publish a government-wide definition of strategic communication

Develop doctrine and resource

Crawl before you walk; walk before you run

Whatever you want to call strategic communication, don’t throw the baby out
with the bathwater!

.- ® ®

Each is discussed below.

Specify Information End States

Lstill think the best single picce of strategic-communication advice I've en-
countered is Professor Dennis Murphy's suggestion to require the specification of
an information end state in commander's intent (see the discussion in chapter 6).
Doing so will force commanders to consider the information environment and
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communication consequences, and force subordinates to do so as well. Com-
manders could start doing this spontaneously (and [ enceourage you to do so, if
you have a command or are Chief of Mission and are reading this!), but best
would be to add the requirement to joint-planning guidance so that all com-
manders must specify an information end state with their commander’s intent.

Commanders, Embrace Strategic Communication!

I don’t care whar they call it, but the extent o which commanders em-
brace and prioritize inform, influence, and persuade efforts determines the
extent to which their subordinares commit to and conduct them effectively.
As some of my RAND colleagues have noted:

Commanders who insist that their subordinates develop a coordinated
program of 10 and influence operations activities and who follow up o
ensure these activities take place appear far more likely to succeed in
integrating influence operations into the campaign than commanders
who take a more passive view of influence operations. Commanders also
need to reemphasize the importance of influence operations on a regular
basis.”

Adding a requirement for an information end state as part of commander’s
intent is a step toward crawl-level strategic communication. To progress to
the walk or run level, we need “to move influence from the periphery of the
command's thinking to its very epicenter.™

How do we do that? Well, commanders could read this book and see the
light, or {(more plausibly), we could increase the emphasis on communication
and influence in the professional military education and training of officers
who will become commanders. The current crop of junior officers is ripe for
such education. Those who have served in Iraq or Afghanistan understand
the danger of winning every battle but losing the war and have seen first
hand the importance of being able to influence the local population on the
outcomes of operations. As they come through Command and General Staff
College (or equivalent), or the various War Colleges, let's make sure we help
them connect the dots and understand better how to orchestrate and employ
communication and signaling, and the importance of prioritizing such efforts
in their future command roles.

Establish and Propagate a Communication Mind-Set

To get best effect from strategic communication, everyone (commanders/
dectsion-makers and subordinates) needs to have a communication mind-set.
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By communication mind-set, I mean an inclination to consider what execut-
ing a given plan will communicate or signal to others, and a willingness to
include such considerations in planning. At bascline, most people are will-
ing to do that, but in practice they ecither just forget or aren’t very imagina-
tive in their thinking about possible signals their plans might generate when
enacted.

To their credit, the Marine Corps already formally recognizes this as a
goal, even as they admir that it will be a challenge to accomplish: “The
Marine Corps, largely through training and education, must expand the
planning culture of the MAGTF [Marine Air Ground Task Force] so thac
non-kinetic tools and the cognitive domain are consistently and com-
pletely addressed in every planning problem and throughout cach phase of
execution.™

Adding communication and influence to professional military education
and training will go a long way toward helping establish a communication
mind-set. Years of demonstrated success at strategic communication will in-
stitutionalize it. In the meantime, I believe we need communication spe-
cialists peppered throughour our government agencies to act as advisors and
advocates for and abour communicartion and signaling.

Such advocates can ask, “what does that communicate?” when our still
acculturating planners and leaders forget to, and they can also bring com-
munication training and experience to bear to help answer that question
and help identify a set of planned actions that send the desired messages
and signals.

In the defense context, the ideal location for this kind of advisor is where the
public-affairs officer sits in most staffs. In the typical staff chart, the PAQ is part
of the staff, but is off to the side, reporting directly to the commander without
the interference of the chief of staff, and without any lines of authority to or
from any other staff elements. This is an ideal location for communication ex-
pertise. Direct access to the commander, and a free hand to be available to and
involved with all other staff elements, without any authority there, but with the
compelling question, what will thar communicate? always on his or her lips.

While I think the PAQ staff position is the perfect position for a commu-
nication advocate, | have some hesitancy abour a traditional PAO filling that
role. Some PAOs (too many, in my view) cleave too strongly to the “inform,
but not influence” way of thinking (discussed in chapter 2). These individu-
als insist on a firewall between public affairs and information operations, and
tepresent only their narrow parochial {or stove pipe, or rice bowl; choose your
metaphor) public-affairs view to the commander. This will not do.

Public affairs cannot have its cake and eat it too. They cannot retain
their special relationship with the commander, a relationship that is ideal
for serving -as a broad spectrum communication advisor and proponent, if
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they are going to keep the firewall closed and only represent their narrow
specialty view. If public-affairs officers are going to be commanders’ go-to
guys on strategic communication, they need to embrace all of the communi-
cators, and the whole of the inform, influence, and persuade mission. Ideally,
there would be a strategic-communication cell in the staff diagram where
the PAO currently is and thar cell would conrtain representatives from some
or all of information operations, public affairs, psychological operationsf
military information support operations, and civil affairs. This cell could
also include a PAQ who will serve as the commander’s spokesperson {the
traditional PAQ role) as a full-time job in its own right. The cell chief might
be a PAO, but it might also be a senior officer from one of the other special-
ties. Such an arrangement would help ensure that commanders still have a
spokesperson, still have a public-affairs advisor, but also have broad spee-
tfrum strategic-communication advice and advocacy as the force develops its
strategic-communication mind-ser. Such a eell should also have representa-
tion in operations and plans, as that is where the actions start and most of
the signaling comes from.

Nest Strategies and Goals

My vision of strategic communication includes purposiveness and inten-
tionality in communication at all levels. To communicate in the national
interest is easicst when the national interests are specified and include clear
goals at each level. Whar is missing is a subordinate set of goals to con-
nect from national strategic guidance (which is often vague) to operating
organizations. In the presence of clearly articulated national objectives and
intermediate or supporting subordinate goals, the talented men and women
of our government and our armed forces will surprise us with how diligently
and cffectively they inform, influence, and persuade in support of those
goals.

Even in the absence of clearly articulated higher-level goals and subor-
Jinate objectives, improvement can be made in this area. It starts with you.
Whatever level you are ar, write clear goals for your inform, influence, and
persuade activities. Connect them to the goals one level up. [f poals aren’t
clearly articulated ar that higher level, request that clear objectives be de-
veloped. But don't wait for that to happen. Articulate your goals, and make
them point toward what you think the goals should be at the higher level.
If those ar the higher level don't agree, that may further incenrivize them to
actually state their objectives. Publish your goals o subordinate and support-
ing organizations, and request (or order or demand, authority permitting)
that they develop clear objecrives that support and nest within yours. 1f the
community of practice begins to build nesting goals from the bottom up {or
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from the inside out, or whatever), eventually the authorities at the top of
these organizations will harness those connections with guidance in the form
of clearly articulared goals of their own.

Separate Black from White

Falsehood, deception, and manipulation cost credibility when uncovered.
[n the contemporary global information environment, the prospects for keep-
ing such acts under wraps indefinitely are increasingly low. Further, the fact
that some communicators {notably PSYOP/MISOY) have falsehood in their
toolbox is a barrier to collaboration with other communicators (see the dis-
cussion in chapter 5).

If you must rerain black information capabilities (and 1 accept that there
are compelling arguments for doing so), carve them off and sequester them
from other sources of messages and signals. Don't have the same organizations
and personnel conducting both truth-based and false messaging. Retain some
kind of conduit or connection between those who deceive and manipulate
and the rest of the communication community for deconfliction and coordi-
nation purposes, but keep such black information capabilities small and away
from the light. Freeing routine communication conduits from the suspicion
of falsehood both internally and externally will increase credibility and make
coordination and integration easier.

Specifically, psychological operations (now military information support
operations} should be doctrinally and organizationally divided to separate
those who inform, influence, and persuade using true information and at-
tributed sources from those who manipulate, mislead, and misartribute. This
small residual could have a pernicious sounding name, like “information ma-
nipulation” or . . . PSYOPR™ The frewall should be between MISQO and this
black capability, not between PA and MISO.

Publish a Govemment-Wide Definition of Strategic Communication

| strongly recommend that the White House or the National Security
Council publish a formal definition of strategic communication that is in-
tended ro apply te all executive departments and agencies. Provided it is
a good definition (and I understand that is a somewhat risky proviso), this
would end efforts by relevant agencies to avoid strategic communication by
pleading that it isn't what they do and would end debate within departments
(notably the Department of Defense) by providing a single definition that
must be udhered to. Unicy of understanding can only help unity of effort.

If such a definition cannot {or just will not) be produced, then as a fallback
pusition | continue to advocate that everyone add qualifiers to make clear
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what element or aspect of strategic communication they intend to discuss
when they use the term—say what you mean!

Develop Doctrine and Resources

A grear deal of progress can be made on strategic communication simply
by emphasizing it, as the handful of relatively inexpensive and modest efforts
1 advocate above seck to do. However, some progress in this area will necessi-
tate a greater commitment of resources. Whatever the balance between State
and Defense for public diplomacy and strategic communication, DOS needs
to have much more robust inform, influence, and persuade capabilities.

Further, while there are pros and cons to developing doctrine regarding stra-
tegic communication, I believe that such development is essential. The roles,
responsibilities, and relationships between various communicating and signal-
ing tunctions should be clarified and solidified in doctrine. Doctrine for plan-
ning should be updarted to make strategic communication part of the main body
of a campaign plans (not just an afterthought in Annex Y) and to include speci-
fication of an information end state as part of commander’s intent. Doctrine for
staft organizations should designate a position like that currently held by public-
affairs officers as a communication advisor. If thar role is to be played by PAQs,
then doctrine for public affairs needs to be revised to make clear their responsi-
bilities as broad representatives of all communicating and signaling. Public af-
fairs should be made more comfortable with this shift in roles by a corresponding
shifr in psychological operations/military information support operations, with
a separation between truth-based and fallacious operations, and a firewall estab-
lished within that discipline, separating off the black capabilities. Under such a
construct, public-affairs personnel should have no trouble representing the in-
terests of public affairs, of white MISO, and of other credible sources of messages
and signals, leaving a minimal line open through the firewall for coordination
and Jdeconfliction with those generating misleading or misattribuced messages.

Crawl hefore You Walk; Walk before You Run

Rome wasn't built in a day. There is no reason that a broad range of
strategic-communication capabilities cannot be developed contemporane-
ously, but when forced to privritize, crawl before you walk, and walk before
you run. As described in chapter 6, focus fiest on being intentional and de-
contflicted in our own messaging and signaling. Then incorporate consider-
ation of other participants in the information environment, consider cultural
contexts, listen, and conduct true engagement. Finally, move to full inregra-
tion of messages and signals, realize complex influence models, and seize the

initiative from adversaries.



Conclusions and the Way Ahead

Whatever You Want to Call Suategic Communication, Don't Thiow the Baby Out with the Bathwater!

At this point, you may still dislike the term “strategic communication,”
and you may think that my definition or my vision goes too far. I'm not
marricd to the term “strategic communication” and you need not be either.
[ do, however, have a strong commitment to the notion that the United
States should be thoughtful, purposive, and coordinated in efforts to inform,
influence, and persuade foreign populations in pursuit of national policy
objectives.

If strategic communication as a term is too vague, too contested, or be-
comes politically untenable, abandon it. Just do not allow the underlying
effort to coordinate government impact on the information environment to
be lost too.

Notes

1. Peter W. Chiarelli and Stephen M. Smith, “Learning from Our Modern Wars:
The Imperatives of Preparing for a Dangerous Future,” Military Review, September—
Qctober 2007,

2. Marthew C. Armstrong, “Operationalizing Public Diplomacy,” in “Part 2:
Public Diplomacy Applications,” Routledge Handbook of Public Diplomacy, Nancy
Snow and Philip M. Taylor, eds., New York: Routledge, 2009, p. 63.

3. Kennon H. Nakamura and Matthew C. Weed, U.S. Public Diplomacy: Back-
ground and Current Issues, Congressional Research Service Report for Congress,
Washington, D.C., December 18, 2009, p. 29.

4. Patricia H. Kushlis and Patricia Lee Sharpe, “Public Diplomacy Marters More
than Ever," Foreign Service Journal, Vol. 83, No. 10, October 2006, p. 32.

5. Matt Armstrong, “Preparing to Lose the [nformation War?” Mountainrunner,
us, internet blog, September 10, 2009. As of January 12, 2010: http://mountainrun
nerusf2009/09/senate_approps.himl.

6. The White House, National Framework for Strategic Commumication, Washing-
ton, D.C., March 2010.

7. Eric V. Larson, Richard E. Darilek, Dalia Dassa Kaye, Forrest E. Morgan,
Brian Nichiporuk, Diana Dunham-Scott, Cathryn Quantic Thurston, and Kristin
I- Leuschner, Understanding Commanders' Information Needs for Influence Operations,
Santa Monica, Calif.: RAND, MG-656-A, 2009, p. xv.

8. Andrew MacKay and Steve Tatham, Behavioural Conflict: From General to
Strategic Corporal: Complexity, Adaptation and Influence, Defence Academy of The
United Kingdom, The Shrivenham Papers, Ne. 9, December 2009, p. 9.

9. U.S. Marine Corps, Marine Corps Functional Concept for Strategic Communica-
tion (SC), 2010, p. 3.

10. Christopher Paul, “Psychological Operations by Another Name Are Sweeter,”
Small Wars Journal Biog, July 29, 2010, hrp:/fsmallwarsjournal.com/blog/2010/07/

psychological-operations-by-an/.

183



APPENDIX |

efinitions of Strategic
Communication

As discussed in chapter 2, there are many definitions of strategic communica-
tion offered by many different sources. This appendix lists all of those that
have been captured by the author. They are presented in two sections: official
definitions, coming from or contained within official government publica-
tions; and other definitions, offered by individual scholars, proponents, or
government personnel. Each section is ordered alphaberically by author.

Official Definitions
The Department of Defense 2008 Repart on Strategic Communication

Emergent thinking is coalescing around the notion that strategic com-
munication should be viewed as a process rather than as a set of capabilities,
organizations, or discrete activities. In its broadest sense, “strategic commu-
nication” is the process of integrating issues of audience and stakeholder per-
ception into policy-making, planning, and operations at every level.!

The Department of Defense Strategic Communication Joint Integrating Concept, 2009

This concept proposes one possible approach to the conduct of strategic
communication by joint forces. It defines strategic communication essentially
as sharing meaning with others in support of national interest.”

AND

Strategic communicartion essentially means sharing meaning (i.c., commu-
nicating) in support of national objectives (i.c., strategically). This involves
|isrcning as much as transmitring. 03 alpp}ies not Dl‘ll\" o informarion, but also
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to physical communication—that is, action that conveys meaning. While
strategic communication is a national effort involving much more than mili-
tary actions, this concept will concentrate on the joint force’s contribution
to this broader effort.?

Joint Publication 102, the Department of Defense Dictionary of Military and Associated Terms

Focused United States Government efforts to understand and engage key
audiences to create, strengthen, or preserve conditions favorable for the ad-
vancement of United States Government interests, policies, and objectives
through the use of coordinated programs, plans, themes, messages, and prod-
ucts synchronized with the actions of all instruments of national power.?

The 2006 QDR Execution Roadmap for Strategic Communication

Definition. Strategic Communication has been defined as: “Focused
United States Government processes and efforts to understand and engage
key audiences to create, strengthen, or preserve conditions favorable to ad-
vance national inrerests and objectives through the use of coordinated in-
formation, themes, plans, programs, and actions synchronized with other
elements of national power.™

Strategic Communication and Public Diplomacy Policy Coordinating Committee L1, National
Strategy for Public Diplemacy and Strategic Communication, 2007

Public diplomacy and straregic communication should always strive to
support our nation's fundamental values and national security objectives. All
communication and public diplomacy activities should:

¢ Underscore our commitment to freedom, human rights and the dignity and equal-
ity of every human being;

® Reach out to thuse who share our ideals;

* Support those who struggle for freedom and democracy; and

+ Counter those who espouse ideologies of hate and oppression.®

The White House National Framework for Strategic Communication, 2010

Over the last few years, the term “straregic communication” has become
increasingly popular. However, different uses of the rerm “strategic communi-
cation” have led to significant confusion. As a result, we believe it is necessary
to begin this report by clarifying what we mean by strategic communication.
By “straregic communication(s)” we refer to: (a) the synchronization of words
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and deeds and how they will be perceived by selected audiences, as well as
(b) programs and activities deliberately aimed at communicating and engag-
ing with intended audiences, including those implemented by public affairs,
public diplomacy, and information operations professionals.”

Unofficial
The Army War College /nformation Operations Primer, 2009

At its most basic, SC s the orchestration of actions, images, and words to
achieve desired effects, SC is the process of coordinating horizontally (across
Do) and the US Government, as well as with international partners as ap-
propriate) and vertically (up and down the chain of command) to:

close the *say-do gap™;

consider information and communication as part of strategy, planning and
policy development from the very beginning;

assess communication impacts of actions before taking actions; and

consider “soft power” capabilities equally with more traditional DoD ki-
netic capabilities when determining the optimum course of action.”

Dr, Steve Cambone, Undersecretary of Defense for Intelligence, 2006

[Strategic communication] is not the creation of palicy, it is the process—
specifically, the synchronization of disparate operations, activities and other
efforts—to achieve the goals or objectives of National policy and strategy.’

The Defense Science Buard Task Force on Strategic Communication, 2008

Strategic communication is an integrated process that includes the devel-
opment, implementation, assessment, and evolution of public actions and
messages in support of policies, interests, and long-term goals.™

AND

Strategic communication is a sustained and coherent set of activities that
include:

understanding identities, attitudes, behaviors, and cultures; media trends
and information flows; social and influence networks; political, social, eco-
nomic, and religious motivations

advising policymakers, diplomats, and military commanders on the pub-
lic opinion and communication implications of their strategic and policy
choices—and on the best ways to communicate their strategies and policics.

engaging in a dialogue of ideas between people and institutions that support
national interests and, wherever possible, common interests and shared values
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influencing attitudes and behavior through communication strategies sup-
ported by a broad range of government and civil society activitics.
measuring the impact of activities comprehensively and over time."

Dt Emily Goldman, Strategic Communication Advisor in the Office of the Coardinator for
Counterterrorism, LS. Department of State, 2007

Part of the reason is that strategic communication is in fact many things. It
is a tool and instrument of power to support our national goals. It is a means
to influence attitudes and behavior. It is a process of listening, understanding,
and engaging audiences. It is a process of coordinating messages across our
government and with our allies, and of synchronizing and integrating infor-
mation with other instruments of national power. Strategic communication
is both words and deeds."?

Major Charles Gramaglia, “Strategic Communication: Distortion and White Noise,” 2008

Strategic communication is the process to synchronize the actions and
verbal communications of all departments and independent agencies of the
executive branch, in order to make real the President’s polices and achieve
his desired ends."

Jeffrey B. Jones, farmer Director for Strategic Communications and Information on the National
Security Council, “Strategic Communication: A Mandate for the United States,” 2005

The synchronized coordination of statecraft, public affairs, public diplo-
macy, military information operations, and other acrivities, reinforced by po-
litical, economic, military, and other actions, to advance U.S. foreign policy
objecrives.'*

Professor Dennis Murphy, U.S. Army War Cullege /nfermation Gperations Primer, 2009

Strategic Communication . . . is formally defined as “focused United States
Government processes and efforts to understand and engage key audiences in
order to create, strengthen, or preserve conditions favorable to advance na-
tional interests and objectives through the use of coordinated information,
themes, plans, programs, and actions synchronized with other elements of
national power.” Parsing this rather bureaucratic definition to its essentials,
strategic communication is the orchestration of actions, words and images to
achieve cognitive effects in support of policy and military objectives, While
the capabilities used to achieve those effects should be unconstrained, primary
supporting capabilities of strategic communication at the national straregic
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level are generally considered as Public Affairs (PA); military [nformation
Operations (10) and Public Diplomacy (PD)."*

Prafessor Dennis Murphy, U.S. Army War College, The Trouble with Strategic Communication(s), 2008

The default definition of strategic communication in the minds of many
has to do with media interacrion, which further devolves to establishing ef-
fective talking pomnes for the next press briefing. This is not only wrong, it is
dangerous. It significantly limits the ability of the actual process of strategic
communication (no “s") to synergistically support military operations. In that
light it is important to examine what strategic communication is in order to
better exploit its full capabilities.'®

Christapher Paul, Information Operations: Docirine and Practice, 2008

Strategic communication—Conceived broadly, strategic communication
is coordinating everything about the government that communicates (from
actual communications of any sort, to policies, to actions) in order to ad-
vance the interests of the narion.'?

AND

[n a nutshell, strategic communication is coordinating everything abour
the government that communicates {from actual communications of any
sort, to policies, to actions) in order to advance the interests of the nation.
This is a very broad concept, bur onc thar fits well with the norion of a war of
ideas in which everything about a given country contributes to the ideologi-
cal impression it creares.'®

Christopher Paul, Strategic Communication, 2011

[ define strategic communication as coordinated actions, messages, images,
and other forms of signaling or engagement intended to inform, influence, or
persuade selected audiences in support of national objectives.

Lee Rowland and Steve Tatham, “Strategic Communication & Influence Operations:
Do We Really Get 'It'?" 2010

* Strategic Communication: A paradigm that recognises that information & pereep-
tion effect target audience behaviour and that activity must be calibrated against
first, second and third order effects.

* Seratepic Communications: The processes and sequencing of information for care-
fully targered audiences

* Influence: The desired end result of Strategic Communication.”
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Admiral James Stavridis, “Strategic Communication and National Security,” 2007

Simply stated, the objective of strategic communication is to provide audi-
ences with truchful and rimely information thac will intfluence them to support
the objectives of the communicator. In addition to truthfulness and timeli-
ness, the information must be delivered to the right audience in a precise way.
This generalized approach can be applied to essentially any organization, to
the Department of Defense (DDOD) broadly, and specifically to the individual
nine combatant commands of the United Stares.®

Commander Steve Tatham, Strategic Communication: A Primer, 2008

A systematric series of sustained and coherent activities, conducted across
sttategic, operational and tacrical levels, that enables understanding of rarget
audicnces, identifies effective conduits, and develops and promotes ideas and
opinions through those conduits to promote and sustain particular types of
behaviour. ™!

11.8. Joint Forces Command, Commander’s Handbook for Strategic Commuonication, 2008

[Strategic Communication (SC)] generally is accepted as “Focused United
States Government (USG) efforts to understand and engage key audiences
in order to create, strengthen or preserve conditions favorable for the ad-
vancement of USG interests, policies, and objectives through the use of co-
ordinated programs, plans, and themes, messages, and products synchronized
with the actions of all instruments of national power.” Further and mare spe-
cifically, effective SC requires synchronization of crucial themes, messages,
images, and activities with other nonlethal and lethal operations.*
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Depw’tmmt of Defense Report
on Strategic Communication,

December 2009

Purpase of Report

Section 1055(b) of the Duncan Hunter National Defense Authorization Act
for Fiscal Year 2009 (Section 1055) provides that the Secretary of Defense
shull report to the congressional defense commitrees on “the organizational
structure within the Department of Defense for advising the Sccretary on the
direction and priorities for strategic communication activities, including an
assessment of the option of establishing a board, composed of representatives
from among the organizations within the Department respensible for strategic
communications, public diplomacy, and public affairs, and including advisory
members from the broader interagency community as appropriate, for pur-
poses of (1) providing strategic direction for Department of Defense efforts
related to strategic communications and public diplomacy; and (2) setting
priorities for the Department of Defense in the areas of strategic communica-
tions and public diplomacy.” This report addresses these matters.

This report describes how DoD understands serategic communication, of-
fers DoD views on the appropriate DoD role in strategic communication and
public diplomacy, explains existing DoD processes and organizations that sup-
port effective strategic communication, and describes some potential future
avenues for improvement and change (including an assessment of the option
of establishing a strategic communication board within DoD).

Defining Strategic Communication for DoD

The Dol Dictionary of Military and Associated Terms (Joint Publication 1-02)
defines the phrase “strategic communication” for the Department as “Focused
United States Government efforts to understand and engage key audiences to
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create, strengthen, or preserve conditions favorable for the advancement of
United States Government interests, policies, and objectives through the use
of coordinated programs, plans, themes, messages, and products synchronized
with the actions of all instruments of national power.” However, this recita-
tion of a dictionary definition does not explain how this term is inrerpreted
and implemented.

Emecrgent thinking is coalescing around the notion that strategic com-
munication should be viewed as a process, rather than as a set of capabilities,
organizations, or discrete activities. In its broadest sense, “strategic com-
municarion” is the process of integraring issues of audience and stakeholder
perception into policy-making, planning, and operations atc every level. As
the Joinr Staff’s October 2009 Joint Integrating Concept for Strategic Com-
munication (SC TIC) puts it, “Strategic communication is the alignment
of multiple lines of operation {c.g., policy implementation, public affairs,
torce movement, information operations, cte.) that rogether gencrate effects
to support national objectives. Strategic communication essentially means
sharing meaning (i.c., communicating) in support of national objectives (i.e.,
strategically). This involves listening as much as transmitting, and applies
not only to information, bur also [to] physical communication—action that
conveys meaning.”

Other important Do) documents also recognize the importance of stra-
regic communication. The January 2009 Quadrennial Roles and Missions
Review Report noted the need for Do) strategic communication processes
to “improve the alignment of actions and information with policy objec-
rives” and “integrate strategic communication into defense missions and
to support larger U.S. policies as well as the State Department’s public di-
plomacy prioritics.” Similarly, Joint Publication (JP} 5-0, Joint Operation
Planning, explains that strategic communication {SC) is “a natural exten-
sion of strategic dircetion, and supports the President’s strategic guidance,
the Sccretary of Defense's National Defense Strategy, and the Chairman of
the Joint Chiefs of Staffs National Military Strategy . . . This is an inter-
agency effort, which provides an opportunity to advance US regional and
global partnerships.”

The strategic communication process is designed to synchronize—and
thus maximize the impact of efforts to achieve one or more of the following,

depending on the circumstances:

¢ Jmprove U.S. credibility and legitimacy;

* Weaken an adversary'’s credibility and legitimacy;

* (onvinee selected audiences to take specific actions that support U.S. or interna-
tional objectives;

* Cause a competitor or adversary to take (or refrain from taking) specitic actions,
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Effective strategic communication requires active listening and sustained
engagement with relevant stakeholders; given this, some in DoD are increas-
ingly using the term “strategic engagement and communication” instead of
the term “strategic communication,” as the latter term is often misinterpreted
w imply a narrower concern with media, messaging, and traditional “commu-
nications” activities. Several other Departments and Agencies, as well as the
National Security Staff(NSS), are also beginning to use the term “engage-
ment” in licu of or to supplement rhe term “strategic communication.” In
May, the NSS established a Global Engagement Directorate, with strategic
communication nested within it. Similarly, the State Department coordinates
strategic communication with interagency partners through its Global Stra-
tegic Engagement Center; and the National Counterterrorism Center nests
strategic communication within its Global Engagement Group. Although in-
temal Do) discussions about the most useful terminology are ongoing, this
report will continue to use the phrase “steategic communication.”

The strategic communication process involves both horizonral coordina-
tion (across DoD) and the U.S. Government, as well as with international
partners when appropriate) and vertical coordination (up and down the chain
of command). In all cases, such coordinarion is designed ro ensure that:

* Cultural, informational, and communication considerations are part of strat-
egy. planning, and policy development from the very beginning (rather than as
afterthoughts);

* The potential communication impacts of both kinetic and non-kinetic actions—
their likely “perception effects”—are assessed and planned for before the acrions
are taken;

* Our words and our actions are consistent and mutually reinforcing (closing the
“say-do” gap): and

* “Soft power” options and capabilitics are given equal priority and considered in
coordination with hard power alternatives.

It is difficult for large organizations to ensure effective strategic communi-
cation consistently at every level. But the difficulty of the challenge merely
increases the need to focus attention on its importance. Although many chal-
lenges remain, DoD) has, in recent years, made significant progress in focus-
ing attention and resources on improving strategic communication, in part
through effective coordination, integration and deconflicrion of key support-
ing capabilities and activities.

Although SC is neither a capability nor a specific military specialty, some
capabilities, functions, and acrivitics arc key enablers and amplifiers of ef-
fective strategic communication. As DoDs conception of SC has evolved,
emphasis on strictly “informational” activities has decreased. Dol is shifting
to viewing strategic communication as an adaptive, decentralized process of
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trying to understand selecred audiences thoroughly, hypothesizing physical
or informational signals that will have the desired cognitive effect on those
audiences, testing those hypotheses through action, monitoring the actual
result through feedback, and disseminating the best solutions quickly through
the Department and the joint force. DoD thus now recognizes the impor-
tance (o strategic communication of ensuring effective coordination among a
much larger group of capabilities, functions, and activities.

These include, but are not limited ro, civil-military opecrations, military-
to-military engagement, and many Dol activities chat fall within “Security,
Stability, Transition, and Reconstruction Operations” (SSTRO). That list is
necessarily incomplete, however, as all DolY acrivities have a communication
and informational impact. The Strategic Communicarion Joint Integraring
Concept, while not formal DoD) guidance, usefully highlights eleven support-
ing capabilities that DoD) should consider critical to the strategic communi-
cation process in the future:

W

I1.

The ability to integrate all joint force actions to maximize desired effects on se-
lected audiences.

The ability to coordinate joint force actions with the efforts of other agencies and
partners within the context of a broader national strategy.

. The ability to access, produce, and maintain information and knowledge on the

perceptions, attitudes, and belicfs of potential audiences.

. The ability o access, produce, and maintain information and knowledge on

complex social communication systems, including the characteristics of various
media channels and the intentions, capabilities, and efforts of other influencers
within and having an effect on the joint operations area.

. The ability to detect, monitor, translate, and assess the effects of the strategic

communication efforts of others—including friendly govemments, non-state
groups, neutrals, competitors, and adversaries—as the basis for responding to
those effects.

The ability to estimate the direct and indirect effects of potential actions and
signals on the perceptions, attitudes, beliefs, and actions of selected audiences,
both intended and unintended.

The ability to conceive and formulate timely and culturally attuned messages.

. The ability quickly to produce and deliver information designed to influence

selected audiences as desired.

. The ability 1o conceive and coordinate physical actions or maintain physical

capabilities designed to influence selected audiences as desired.

. The ability to document, through various means, joint force actions, down to

small-unit levels, and to disseminate this information in real or near-real time as

required.
The ability to ¢oordinate, monitor, measure, and assess the effects of friendly
signals with other partners on intended and unintended audiences in relation to

expected effects.
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DoD is currently conducting a Strategic Communication Capabilities-
Based Assessment to determine the degree to which existing capabilities are
sufficient or need to be enhanced and to identify best practices for strategic
communication at the Combatant Command level. As noted above, how-
ever, the Department does not view these or other supporting capabilities as
discrete, specific “straregic communication capabilities” or activities; these
are capabilitics thar are already resident in existing Do) components and
processes, but may need further leveraging or more robust resourcing in the
future to support the strategic communication process most effectively.

Department of Defense Role in Strategic Communication

The strategic communication process should be engaged in by all USG actors
atall levels, from the operational level of war to the highest interagency lev-
els. DolY's responsibilitics and operational missions give DoD) a unique role to
play, ensuring that the Department's strategic communication processes sup-
port major military operations, shape the environment to prevent conflice,
and if conflict occurs, ensure it occurs on terms favorable to the realization of
U.S. national security interests.

Dol does not engage directly in public diplomacy, which is the purview of
the State Department, but numerous DoD activities are designed specifically to
support the State Department’s public diplomacy efforts and objectives, which
in turn support national objectives. Dol refers to these activities as “Defense
Support to Public Diplomacy” {DSPD). Many of these DSPD activities are
initiated via direct request to Dol or a Geographic Combatant Command
from a U.S. Embassy, from the applicable regional bureau in the State Depart-
ment, or from the Office of the Under Secretary of State for Public Diplomacy
and Public Affairs. Some DSPD activities are initiated by DoD) or Geographic
Combatant Command recommendation te the State Department.

DSPD) activities range from hospital ship visits and community service
activities performed by military personnel, to the provision of Military In-
formation Support Teams (MISTs) to embassies upon the request of the Am-
bassador, to DoD) logistical or transportation support for State Department
public diplomacy activities. In all cases, DSPD activities are coordinared with
the State Department: either at the country team level or at the Washington
interagency level.

Virtually all of DoD’s efforts and activities oversecas have direct or indirect
diplomatic impacts, even when not specifically designed as DSPD activities.
A Navy ship stopping in a foreign port—and the interactions of U.S. sailors
with local populations, for instance—can have a significant impact on how
Americans and U.S. policy are perceived by the host population, as can ki-
netic actions. The Department is keenly aware thar all its activities have
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public diplomacy effects, and Pentagon and Combatant Command staffs co-
ordinate continually with the State Department and U.S. embassies around
the world to ensure that DoD and State Department activities and efforts are
integrated, mutually supportive, and further national objectives.

In some areas, DoD) and State Department roles and responsibilities can
overlap. For instance, some DoD informational activities and key lcader en-
gagements closely resemble State Department public diplomacy cfforts. At
times, this overlap is useful and does not lead to problems; at other times, it is
appropriate for one agency to have a lead or exclusive role. Thus, during com-
bat operarions or in other non-permissive environments, DoD often takes the
lead out of necessity, as civilian actors may be unable to perform their usual
activities. Do), the State Department and the National Security Staff (NSS)
are currently reviewing roles and responsibilities for informational activities
among departments and agencies.

Department of Defense Strategic Communication Process

From a DoD perspective, "strategic communication priorities” are not sepa-
rate and distinct from national or Department policy objectives. DoD's strate-
gic communication process is designed to support USG and DoD policy goals;
thus, the Narional Security Strategy, National Defense Strategy, National
Military Strategy, and DoD Guidance for Employment of the Force (GEF)
provide the overarching policy objectives and planning guidance for DoD
during the SC process. Each Geographic Combatant Commander uses these
documents, as well as additional policy guidance from the Office of the Under
Secretary of Defense for Policy, to develop Theater Campaign Plans (TCPs)
that describe how the Combatant Commander intends to conduct opera-
tions and activities —including shaping and influence programs—in theater
in support of national and Dol objectives.

The Secretary of Defense is informed through each of his principal staff
assistants, and DoD does not view “strategic communication” as something
that can be meaningfully presented separately from discussion of an overall
strategy and the process designed to implement chat strategy. A key lesson
from previous DoD) efforts to conceprualize and organize for effective strategic
communication is thar processes intended ro develop separate and distinct
strategic communication priorities, plans, or organizations are ineffective
when divoreed from other planning processes. Strategic communication must
instead be integrated into existing and time-tested policy-making and plan-
ning processes, and the SC process should not displace or alter the roles and
responsibilities of existing Dol components.

Although virtually every Dol office has a role in the strategic communi-
cation process, certain offices are the key drivers and leaders of the process,
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due to their roles and responsibilities in policy formulation, planning, public
communication, and the information environment. These key offices are de-
scribed below.

Under Secretary of Defense for Palicy (USD(P})

The USD(P) is the principal staff assistant and advisor to the Secretary of
Defense for all matters on the formulation of national sccurity and defense
policy, and the integration and oversight of DoD) policy and plans to achieve
national security objectives. As such, the USD(D) is responsible for ensur-
ing that issues of stakeholder perception and response have been integrated
into policy decisions, and that the strategic communication process is inte-
grated into DoD) long-term policy planning via documents such as the GEE
USD{(P) also provides final OSD approval of Combatant Command contin-
gency plans.

The Office of the Under Secretary of Defense for Policy (OUSD(P)) is or-
ganized both regicnally and functionally to develop regional-, country-, and
issue-specific policy guidance.

From 2007 until 2009, QUSD(P) had a Deputy Assistant Secretary of De-
fense (DASD) for Support to Public Diplomacy. Experience proved, however,
that a DASD-level office was not an effective means for ensuring high-level
attention to improving policy-driven strategic communication, and in March
2009 that office was disestablished. Recognizing that effective strategic com-
munication requires high-level advice and coordination, USD(P) appointed
asenior advisor with responsibility for global strategic engagement within the
QUSD(P) front office in April 2009, and shortly thereafter established the
QUSIXP) Global Strategic Engagement Team (GSET). This team reports
directly to USD{P) and is tasked with facilitating the strategic communica-
tion process within QUSD(P} and liaising with other Dol) components as
appropriate. The GSET co-chairs the DoD-wide Global Engagement Strat-
egy Coordination Committee (GESCC).

Primary responsibility for Defense Support for Public Diplomacy was
placed with the appropriate regional and functional offices within Policy, and
the QUSD(P) DASD for Plans was given the primary responsibility for stra-
tegic communication as it applics to Global Force Posture and plans directed
by the GEE The DASD for Plans coordinates closely with the QUSIX(P)
GSET.

Within QUSD(P), the Assistant Secretary for Special Operations/Low
[ntensity Conflict and Interdependent Capabilities (ASD(SO/LIC&IC))
serves as the principal staff assistant and advisor to the Secretary of De.
fense on Special Operations and Low Intensity Conflice matters. The ASD
(SO/LIC&IC) exercises policy oversight for PSYOP activities within the
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DoD, including Military Information Support Teams. ASD {SOfLIC&IC)
is responsible for development, coordination and oversighe of the imple-
mentarion of policy and plans for DoD) participation in all USG combating
terrorism activitics, including programs designed to counter violent ex-
tremism. The ASD (SO/LIC&IC) coordinates closely with the QUSIXP)
GSET.

Assistant Secretary of Defense for Public Affairs (ASD{PA})

The ASD(PA) is the principal staff assistant and advisor to the Secretary of
Defense for all communicarions activities including, but not exclusively, DoD
news media relations, public liaison, and public affairs. ASD({PA) conducts
short-, mid-, and long-term communication planning in support of policy ob-
jectives. These plans are coordinated extensively across the Department, and
with interagency partners as applicable. ASIH{PA) also coordinates media
engagement and prepares speeches and talking points for the Secretary, Dep-
uty Secrerary, and OSD principals, provides media and audience analysis for
use by Dol compoenents, and approves public affairs guidance for the Com-
batant Commands and other Dol} components. As such, the ASD(PA) is a
participant in the strategic communication process and works closcly with
other DolY components to ensure that the strategic communication process
is integrated into DoD) long-term planning.

Under Secretary of Defense for Intelligence (USD{})

The USD(I) is the principal staff assistant and advisor ro the Secretary of
Defense for Information Operations (I0). DoD Directive 3600.01 dcfines
Information Operations as “the integrated employment of the core capabili-
ties of Electronic Warfare (EW), Computer Network Operations (CNO),
Psychological Operations (PSYOP), Military Deception (MILDEC), and Op-
erations Security (OPSEC), in concert with specified supporting and relatred
capabilities, to influence, disrupt, corrupt, or usurp adversarial human and au-
tomated decision making while protecting our own.” The USIXI) exercises
authority for oversight of 10 in coordination with the USD(P) and other
OSD offices, QUSD(I) also works with the Military Departments to develop
an Information Operations Carcer Force. Information operations personnel
are key participants in the strategic communication process at Combatant
Commands and across the Department.

Information Operations are always coordinated with other informa-
tion activities within the Department. DoD) submitted to Congress an in-
terim report on information operations focusing on influence activities in
September 2009, and will submit a follow-up report by January 26, 2010
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(as directed by the National Defense Authorization Act for Fiscal year 2010
Conference Report).

Joint Staff

The Joint Staft contributes to the strategic communication process at many
levels. The J3 (Current Operations) Directorate provides 10 and PSYOP ex-
pertise and advice to Dol leadership ro achicve national, straregic, and theater
military objectives. The J-5 (Plans and Policy) Directorate, in conjunction
with the Combatant Commands and Military Departments, develops policy
guidance, plans, and strategic narratives for senior leadership, based upon
policy guidance and directives from OSD. The ]-5 also acts as the Joint Staff
representative in the interagency strategic communication process to ensure
that policy objectives are planned, coordinated, and integrated appropriately.
The Chairman of the Joint Chiefs of Staff Public Affairs Office (CJCS PAQ)
works with OSD{PA) to ensure that broad policy guidance is effectively com-
municated by the military to public audiences appropriate messages and talk-
ing points. Most importantly, with regard to the strategic communicarion
process, the Joint Staff provides planning guidance to the Combatant Com-
mands in the form of planning orders. The Joint Staff also reviews and staffs
all Combatant Command operations and contingency plans.

Global Engagement Strategy Coordination Committee (GESCC)

Although DoD believes that strategic communication should be inherent in
all policy making, operational planning, and execution, the Department also
recognizes that effective processes require appropriate coordination mecha-
nisms, including designated individuals tasked with facilirating the strategic
communication process. Accordingly, a number of DoD> components have
designatcd staff sections as having the responsibility to assist senior leaders
in ensuring that the key orchestrating and synchronizing aspects of the SC
process are carried out effectively. A critical lesson from past DoDD efforts to
arganize for effective straregic communication, however, is thar the strategic
communication process works best when strategic communication coordinart-
ing mechanisms are designed to leverage and improve, racher than duplicate
or replace, the capabilities residing in existing Dol) components.

[n June 2009, QUSD(P) and OASD(PA)re-missioned an informal Dol
information-sharing body previously known as the Information Coordinating
Committee, expanding its membership and renaming it the Global Engage-
ment Strategy Coordination Committee (GESCC). The GESCC is evolving
into the central body for facilitating the strategic communication integrating
process within the Department. The GESCC meets on a biweekly basis to
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identify emerging issues, exchanges information on key actions being worked
across the staffs (including strategic communication studies, reports and
long-term planning documents), and facilirates the proper integration and
deconfliction of DoD) activities.

The GESCC is co-chaired by OUSD(P) and QOASD(PA), and brings to-
gether all of the key DoD offices mentioned above (OUSD(P), CASD(PA),
QUSIX1), Joint Staff). Other regular GESCC artendees include representa-
tives from the Office of the Assistant Secretary of Defense for Legislative
Affairs and the Office of the Under Secretary of Defense tor Acquisition,
Technology & Logistics. Other DoD offices, including Combatant Command
representatives, are invited to participate in GESCC meetings as appropriate,
as are representatives of other USG agencics, such as the State Department,
Open Source Center, the National Security Staff, and the National Coun-
terterrorism Center. GESCC representatives participate in the NSC's regu-
lar interagency policy committee meetings on strategic communication and
global engagement, and also work closely with the State Department’s Global
Straregic Engagement Center.

Way Forward

It is extremely difficult for an organization as large and complex as DoD to
integrate fully matters of stakeholder and audience perceprion and response
into policy-making. planning, and operations at cvery level, and to ensure
that actions, words, and images are consistently synchronized and decon-
flicted. The strategic communication process is always a work in progress, one
thar is inherently aspiretional in its goals. Nonetheless, it is a critical process,
one thar Dol is commirred to improving.

Recent Dol have already significantly improved the strategic
communicas . After struggling ro define strategic communication
and develop « ordinzarion processes for much of the past decade,
there is now sufsrzntizl consensus within the Deparrment about the value
s1on fundamentally as a process, rather than
iities. Conceptualizing strategic com-
wwed the Department to focus on ensur-
[J0:1) components, and to identify needed
zning and resourcing elaborate new

of viewing stratezic corn T
a collection of
munication a: & 07
ing eftecrive conrd

g

supporung czpa
structures and organita

Assessment of the Option of Estahlishing a Board

The Department exrmined rhe propesal fo establish a new “board, composed
of representatives from among rhe organizations within the Department
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responsible for strategic communications, public diplomacy, and public affais,
and including advisory members from the broader interagency community as
appropriate, for purposes of (1) providing strategic direction for Department
of Defense efforts related ro strategic communications and public diplomacy;
and (2) setting prioritics for the Department of Defense in the areas of strate-
gic communications and public diplomacy.”

The GESCC, described above, funcrions cffectively us a coordinating
board tha facilitates the strategic communication integrating process, both
within DoD and vis & vis interagency actors. Although relatively young, the
GESCC has so far proven a successful mechanism for identifying emerging
issues, exchanging informarion on resources, best practices, and key actions
being worked across the stafts, and ensuring proper integration and decon-
fliction of DoD activities. The GESCC is acrively engaged in several pend-
ing studies and reports designed ro identify ways to improve DolY's strategic
communication process, including the Strategic Communication Capabili-
ties-Based Assessment, the SC Joint Integrating Concept, and a number of
studies and reports relating to information operations.

Straregic communication priorities are viewed by DoD as directly re-
lated to broader USG narional security priorities, and, as noted previously,
the Department has no single organization “responsible for strategic com-
munications;” rather, we view several Dol) components as playing key roles
in leading the strategic communication process. The GESCC performs this
function of acting as a broker to provide consolidated advice to the Under-
secretary of Defense for Policy on “priorities for the deparement in . . . strate-
gic communications and public diplomacy.”

Despite these promising recent initiatives, significant challenges remain
in ensuring an effective DoD-wide straregic communication process. These
challenges include:

* Ensuring that Dol personnel at every level understand the concept and principles
of strategic communication;

* Fully institutionalizing this understanding of straregic communication into dac-
trine and training, and ensuring its centrality to DoD) policy development, plan-
ning, and implementation;

* Ensuring that the strategic communication process is supported by appropriate
advisors and coordinating mechanistus at the Combatant Commiand, Military De-
partment, and component levels, as well as at the Deparrment level;

* Ensuring, simultaneously, that such essential coordination mechanisms leverage
exisring organizations and capabilitics ro minimize bureaucraric layers and compe-
tition for limited DoD sraff and resources; and

* Ensuring that adequate mechanisms exist to collect, analyze, disseminate, and
share information on key stakcholders and target audiences and the eftects of US.
Government activities on their perceprions and actions.
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Conclusion

In this ever more complex and interdependent world, the strategic commu-
nication process is increasingly vital for DoD. Withour a nuanced under-
standing of stakeholders and audiences, DoD policy-makers, planners, and
field personnel cannot effectively evaluate the likely effects of Dol actions,
words, and images. And unless those “perception effects” are taken into ac-
count, Dol) components cannot effectively develop or implement policy or
come up with effective engagement plans., communication plans, or risk
mitigation strategics.

Integrating issucs of audience and stakcholder perception into policy-
making, planning, and operations at every level is difficult, as is the cffective
orchestration of acrions, images, and words. Over the past fow years, DoD
has experimented with a range of mechanisms for ensuring ceffecrive serategic
communication, and this will continue o be a work in progress. Dol will
continually review and revise procedures, doctrine, guidance, and coordinat-
ing mechanisms to ensure that the strategic communication process effec-
tively supports national and DoD objectives.
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E'r ional Framework

evic Communication,
March 2010

for Strate

Purpose of Report

The Duncan Hunter National Defense Authorization Act for Fiscal Year
2009 requires the President to submit to the appropriate committees of Con-
gress a report on a comprehensive interageney strategy for public diplomacy
and strategic communication.

Executive Summary

Across all of our efforrs, effective strategic communications are essential to
sustaining global legitimacy and supporting our policy aims. Aligning our
actions with our words is a shared responsibility that must be fostered by
a culture of communication throughout the government. We must also be
more effective in our deliberate communication and engagement, and do a
better job understanding the attitudes, opinions, grievances, and concerns of
peoples—not just elites—around the world. Doing so is critical to allow us
to convey credible, consistent messages, develop effective plans and to better
understand how our actions will be perceived.

Our study has revealed the need to clarify what strategic communication
means and how we guide and coordinate our communications efforts. In this
report, we describe “strategic communication” as the synchronization of our
words and deeds as well as deliberate efforts to communicate and engage with
intended audiences. We also explain the positions, processes, and interagency
working groups we have created to improve our ability to better synchronize
words and deeds, and better coordinate communications and engagement
programs and activitics. These changes are already producing visible results;
however, we still have much ground to cover.
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We recognize the need to ensure an appropriate balance between civilian
and military efforts. As a result, a process has been initiated to review existing
programs and resources to identify current military programs that might be
better executed by other Departments and Agencies. This process includes
an interagency working group tasked to develop short-, medium-, and long-
term options for addressing issues pertaining to budgets, personnel, and future
programs and acrivities.

Defining Strategic Communication

Over the last few years, the term “strategic communication” has become in-
creasingly popular. However, different uses of the term “strategic communica-
tion™ have led to significant confusion. As a result, we believe it is necessary
to begin this report by clarifying what we mean by strategic communication.
By “strategic communication(s)” we refer to: (a) the synchronization of words
and deeds and how they will be perceived by selected audiences, as well as
(b) programs and activities deliberately aimed at communicating and engag-
ing with intended audicnces, including those implemented by public affairs,
public diplomacy, and information operations professionals.

* Svachronization. Coordinating words and deeds, including the active consider-
ation of how our actions and policies will be interpreted by public audiences as
an organic part of decision-making, is an important task. This understanding of
strategic communication is driven by a recognition that what we do is often more
important than what we say because actions have communicative value and send
messages. Achieving strategic communication, in this sense, is a shared respon-
sibilicy. [t requires fostering a culture of communication that values this type of
synchronization and encourages decision-makers to take the communicative value
of actions into account during their decision-making. The most senior levels of
government must advocate and implement a culture of communication that is
reinforced through mechanisms and processes.

* Deliherate Communication and Engagement. The Unired States Government has
a wide range of programs and activities deliberately focused on understanding,
engaging, informing, influencing, and communicating with people through public
affairs, public diplomacy, information operations and other efforts.

To be clear, we are nor creating or advocating for the creation of new
terms, concepts, organizations, or capabilitics. We are, for the purposes of
this report, clarifying different aspects of strategic communication. In short,
we have taken steps to reinforce the importance of synchronizing words and
deeds while simultancously establishing coordination mechanisms and pro-
cesses to improve the United States Government's ability to deliberately
communicate and engage with intended audiences. The steps we have taken
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have already borne fruit, but both of these tasks are complex and we acknowl-
edge that more remains to be done.

Strategy for Synchronization

Synchronizing deeds and words to advance United States Government in-
terests, policies, and objectives is an important part of effective strategic
communication and strategy more generally. In the past, the burden for syn-
chronizing words and deeds has often been placed on the shoulders of the
communications community, which only controls and executes a subset of
the capabilities and activities thar need to be synchronized. A key lesson we
have learned is that actions well beyond those managed by the communica-
tions community have communicative value and impact.

Every action thar the United States Government takes sends a mes-
sage. Synchronization is therefore a shared responsibility that begins with
senior leaders and specifically Department-level leadership. They must
foster a “culture of communication” that recognizes and incentivizes the
importance of identifying, evaluating, and coordinating the communi-
cative value of actions as a proactive and organic part of planning and
decision-making at all levels. The communications community supports
senior leaders by leading the development of mechanisms and processes
that enable and sustain synchronization. These mechanisms include pro-
cesses designed to: ensure strategic goals and messages are well understood
at all levels; raise awareness about the communicative impact of decisions
and actions; emphasize the importance of considering such impacts proac-
tively; and ensure that forums exist for deliberating these impacts on high-
priority issucs and coordinating actions with deliberate communication
and engagement.

Strateqy for Deliberate Communication and Engagement

Deliberate communication and engagement with intended audiences is
un important part of the United States Government's ability to meet its
national security goals and objectives. Programs and activities focused
on communicating and engaging with the public need to be strategic and
long-term, not just reactive and ractical. They should also focus on articu-
lating whar the United States is for, not just what we are against. For ex-
ample, our efforts to communicare and engage with Muslim communities
around the world must be defined primarily by a focus on mutual respect
and murtual interest, even as we continue to counter violent extremism by
focusing on discrediting and delegitimizing violent extremist networks and

ideology.
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Deliberate communication also helps establish the strategic messages
against which our actions are often judged by the public, and deliberate en-
gagement helps identify how our actions are being interpreted and perceived.
It is vital that the United States is not focused solely on one-way commu-
nication, which is why we have consciously emphasized the importance of
“engagement”—connecting with, listening o, and building long-term rela-
tionships with key stakeholders.

The communications community is comprised of a wide variety of orga-
nizations and capabilities including, but not limited to: public affairs (PA),
public diplomacy (PD), military information operations (10), and defense
support to public diplomacy (DSPD). Planning, development, and execution
of engagement programs and activities need to be better coordinated, inte-
arated, and driven by rescarch, information, and intelligence. Steps are being
taken to do this, including by specifying roles and responsibilities within
departments and across the interagency, piloting an interagency planning
process tor key policy priorities, and strengthening the coordination of and
improving access to relevant, research, information, and intelligence.

Interagency Planning and Coordinaticn
Strategic Planning

Across the United States Government, there are a variety of perspectives,
models, and approaches used in strategic planning. Over the past year, the
interagency communications community has been piloting an intuitive plan-
ning process for national-level priorities that attempts to bridge the indi-
vidual processes of departments and agencies and allows both tradiricnal and
nontraditional partners to voluntarily bring their respective capabilities to af-
fect common objectives. This process will be utilized for planning communi-
cation and engagement regarding strategic policy priorities. We will continue
to monitor, evaluare, and adjust this planning process as necessary.

National-level Interagency Coordination

Interagency Policy Commirttees (IPCs) led by the NBS coordinare the
development and implementation of national security policies by multiple
agencies of the United States Government. The Strategic Communica-
tion IPC is the main forum for interagency deliberation and coordination
of national security policy relating to strategic communications issues. The
Strategic Communication [PC also provides policy analysis for consideration
by more senior committees of the NSC/HSC system and ensures timely re-
sponses o decisions made by the President. The Strategic Communication
IPC forms Sub-1PCs as required.
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Operational-level Interagency Coordination

The Country Team and the Joint Interagency Coordination Group are the
two standing interagency coordination bodies at the operational level. One holds
operational responsibility, while the second serves ro advise planning efforts.

* The Country Team, headed by the chief of the U.S. diplomatic mission, is the
United States Government’s senior coordinating and supervising body in-country.
Achieving strategic communicanon, including through synchronizacion of words
and deeds, as well as the effecrive execution of deliberare communication and
engagement, is the responsibilicy of the Chief of Mission.

* Joint Interagency Coordination Groups (JIACG), established at each Geographic
Combatant Command (GCC) headquarrers, coordinate with United States Gov-
ermnment civilian agencies to conduct operational planning. JIACGs support day-
to-day planning at the GCC headquarters, and advise planners regarding civilian
agency operations, capabilities, and limitations. While the JIACG has no opera-
tional authority, it does provide perspective in the coordinated use of national
power and can serve as a referral resource for military planners seeking information
and input from communication practitioners in theater or at che national-level.

Infarmation, Intelligence, Research and Analysis Support tu Deliberate Communication and Engagement

Information, intelligence, research, and analysis are key enablers for pol-
icy development and strategic planning. Various agencies and offices across
the United Strates Government support efforts to communicate and engage
with publics by conducting research and analysis on foreign public opinion,
key audiences, the most effective mechanisms for communicating with and
cngaging them, and violent extremist communications and messages when
appropriate. However, these efforts should be better coordinated and easier
to access, especially in the ficld. The Unired States Government's efforts to
communicate and engage with foreign publics should be shaped by informa-
tion, research, and analysis about key audiences.

Pririties for Strategic Communication

Although the United States Government carries out deliberate communication
and engagement worldwide, the priorities for our communication and engage-
ment efforts are the same as overall national security priorities. Communication
and engagement, like all other clements of national power, should be designed
to support policy goals as well as to achieve specific effects to include:

e Foreign audiences recognize areas of mutual interest with the Unired States
¢ Foreipn audiences believe the United States plays a constructive role in global

affaics; and
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* Foreign audiences see the United States as a respectful partner in efforts to meet
complex global challenges.

Qur communication and engagemenr with foreign audiences should em-
phasize mutual respect and mutual interest. The United States should ar-
ticulate a positive vision, identifying what we are for, whenever possible, and
engage foreign audiences on positive terms. At the same time, our countering
violent extremism (CVE) efforts should focus more directly on discrediting,
denigrating, and delegitimizing al-Qa’ida and violent extremist ideology.

Resources

It is essential that we balance and optimize investment across the comnmw-
nications community. Resource decisions and applications must be shaped
by national prioritics and be consistent with existing roles and missions and
the capacity of each stakcholder to effectively execure validated tasks and
programs. Accountability, assessment, and reporting are critical aspects of our
newly established planning process to ensure all major deliberate communi-
cation and engagement efforts are coordinated and effective.

We are aware of concerns that the resources for our efforts need to be “re-
halanced” according to established roles and responsibilities. An interagency
working group has been formed to evaluate military communication and en-
gagement programs, activities, and investments to identify those that may
be more appropriately funded or implemented by civilian departments and
agencies, especially outside theaters of conflict. This review will be framed by
four inter-related clements key to the success of “re-balancing” our programs:
(a) how best to allocate financial resources; (b) how quickly to streamline or
eliminare programs to reduce unnecessary duplication; {c) how to ensure we
preserve important military communication and engagement capacities; and,
(d) how best to expedite revitalizing and strengthening civilian department
and agency capabilities, both gualitatively and quantitatively, to enable them
to effectively execute these programs and activities.

Roles and Responsibilities
National Security Staff

The Deputy National Security Advisor for Strategic Communications
(DNSA/SC) serves as the Nartional Security Advisor’s principal advisor
for strategic communications. The Senior Director for Global Engagement
(SDGE) is the principal deputy to the DNSA/SC. Together, they are re-
sponsible for ensuring that (a) the message-value and communicative impact
of actions are considered during decision-making by the National Security
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Council and Homeland Security Council, (b) the mechanisms to promote
strategic communication are in place within the National Security Scaff
{NS8), and (c) similar mechanisms are developed across the interagency.
The DNSA/SC and SDGE are also responsible for guiding and coordinat-
ing interagency deliberate communication and engagement efforts, and ex-
ecute this responsibility through the NSS Directorate for Global Engagement
(NSS/GEY and through the Interagency Policy Committee (1PCs) on Strate-
gic Communication, which they chair.

Department of State

The Department of State carries out Public Diplomacy as an essential part
of foreign policy. Public Diplomacy (PD) within the State Department is
led by the Under Secretary of Srare for Public Diplomacy and Public Affairs
{R). The Department of Stare distinguishes between Public Affairs, which
includes outreach to domestic publics, and Public Diplomacy (PD), which
secks to promote the national interest of the United Srates through under-
standing, engaging, informing, and influencing foreign publics, and by pro-
moting mutual understanding between the people of the United States and
people from other nations around the world.

® The Office of the Under Secretary of Stace for Public Diplomacy and Public Af-
fairs engages functional and regional burcaus within the Department of State to
ensure coerdination and integration between policy, communication, and engage-
ment objectives.

¢ The Under Secretary’s Office of Policy, Planning, and Resources for Public Di-
plomacy and Public Affairs (R/PPR) provides long-term strategic planning and
performance measurement capability for public diplomacy and public affairs pro-
grams. The under Secretary’s Policy Planning Staff oversees implementation of
the Department’s global strategic plan for public diplomacy and devises plans for
discrete events such as Presidential speeches and initiatives and long-term en-
gagement on such areas as climate change, non-proliferation, and global health
issues. To achieve these objectives, R/PPR ensures coordination among global PD
resources, including the Bureaus of [nternarional Information Programs (11P), Ed-
ucational and Cultural Affairs (ECA), and Public Affairs (PA), and Public Affairs
Officers at overseas missions.

* The Global Strategic Engagement Center (GSEC) supports interagency efforts
on global engagement and strategic communication. GSEC represents the Starte
Deparement in the coordination of communications and engagement planning
and activiries by contributing to the discussions in, disseminating the decisions of,
and executing projects as requested by the 1PCs for Global Engagement and Stra-
tegic Communication. GSEC promulgates interagency decisions and abjectives
to relevant bureaus and offices in the Department of State and connects decision-
makers with government-wide expertise on strategic communication,
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* The public Diplomacy Office Director (PDOD) is the senior U.S.-based PD official
in each geographic regional bureau and the [nternational Organizations bureau of
the Department of State. PDXODs are responsible for integrating communication
into decision-making and helping to ensure policies and plans developed ar the
bureau-level are coordinated with deliberate messaging and engagement programs
and activities. PDODs manage and supervise the operations of their respective
bureau’s P office. They work closely with Public Affairs Officers overscas, the re-
gional bureau leadershup, other bureaus, and the Office of the Under Secretary for
Public Diplomacy and Public Affairs o develop PD strategies for their regions and
tormulace and implement PD imitiatives. In conjunction with their burcau Front
(ffice and Executive Ofhice, PDODs propose and manage regional PD budgets and
the assignments process for staffing PD positions in the burcaus and the ficld. The
PDOD reports to the bureau Deputy Assistant Secretary designated to oversee PD
and PA.

Department of Defense

The Department of Defense {DOD) is a key contributor to our communi-
cation and engagement efforts. The key elements of DOD involved include,
but are not limited to: information operations (10), defense support to public
diplomacy (DSPD), public affairs (PA), and civil affairs (CA)—all working
together to accomplish military objectives thut support national objectives.

® The Under Secretary of Defense for Policy (USD(P)) 1s the principal staff assis-
tant and advisor to the Secretary of Defense for all matters on the formulation of
national security and defense policy, and the integration and oversight of DOD
policy and plans 1o achieve national security objectives.

The Senior Advisor to the USIXDP) advises the USD(P) on strategic communi-
cation and heads the OUSD(P) Global Strategic Engagement Team (GSET).
This team is tasked with facilitating the strategic communication process within
QUSIXP) and liaising with other DO components as appropriate.

¢ Primary responsibility for Defense Support for Public Diplomacy is placed with the

appropriate regional and functional offices within QUSD(P).

+ QUSD(P) DASD for Plans has the primary responsibility, in close coordination

with QUSD (P) GSET and QASD (PA) for ensuring that guidance for strategic
communication is included in sirategic planning guidance documents, such as the
GEF and Global Furce Posture, and for reviewing Combatant Command plans
directed by the GEF to ensure strategic communication considerations have been
integrated in the plans.

o Within OUSD (P), the Assistant Secretary of Defense for Special Operations/Low

Intensicy Conflict and Interdependent Capabilities (ASD (SOfLIC&IC)) serves
as the principal staff assistant and advisor 1o the Secretary of Defense on Special
Operations and Low Intensity Conflict matters. The ASD (SOJLIC&IC) exercises
policy oversight for Psychological Operations (PSYOP) activities within the DoD),
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including Military Information Support Teams. ASD (SO/LIC&IC) is responsible
for development, coordination, and oversight of the implementation of policy and
plans for Dol participation in all United States Government combating terrorism
activities, including programs designed to counter violent extremism. The ASD
(SO/LIC&IC) coordinates closely with the OUSD(P) GSET.

* The USIX]) is the principal staff assistant and advisor to the Secretary of Defense
for Information Operations (10). DOD Directive 3600.01 defines Information
Operations as “the integrated employment of the core capabilities of Electronic
Warfare (EW), Computer Network Operations {CNQ), Psychological Operations
(PSYOP), Military Deception {(MILDEC), and Qperations Security (OPSEC), in
concert with specified supporting and related capabilities, to influence, disrupt,
corrupt, or usurp adversarial human and automated decision making while prorect-
ing our own.” The USI(1) exercises authority for oversight of 10 in coordination
with the USD(P) and other QSD offices. QUSD(I} also works with the Milicary
Departments to develop an Information Operations Carcer Force. Information
operations personnel are key participants in the strategic communication process
ar Combatant Commands and across the Department.

* The ASD{PA) is the principal staff assistant and advisor to the Secrerary of De-
fense for communications activities including, but not exclusively, DOD news
media relations, public liaison, and public affairs. ASD{PA) conducts short-, mid-,
and long-term communication planning in support of policy objectives. These
plans are coordinated extensively across the Department, and with interagency
parters as applicable. ASD(PA) also coordinates media engagement and prepares
speeches and ralking points for the Secretary, Depury Secretary, and QSD prin-
cipals, provides media and audience analysis for use by DOD components, and
approves public affairs guidance for the Combatant Commands and other DOD
components.

* The Joint Staff contributes to the communications enterprise at many levels.
The Current Operations Directorate (J-3) provides Information Operations (I0)/
Psychological Operations (PSYOP) expertise and advice to leadership to achieve
national, strategic, and ctheater military objectives. The Plans and Policy Director-
ate (J-5), in conjunction with the Combatant Commands and Services, develops
policy guidance, strategic plans, and enduring communications themes and narra-
tives for senior leadership, based upon policy guidance and directives from QOSD.
The J-3 also serves as the Joint Staff representative in the interagency process.

* The Chairman of the Joint Chiefs of Staff Public Affairs Office (CJCS PAQ) is the
principal staff assistant and advisor to the CJCS for news media relations, public
linison, and public affairs.

* DOD's Global Engagement Serategy Coordination Committee (GESCC), creared
in June 2009, is evolving into the central body for facilitating the strategic com-
municarion integrating process within the Department. The GESCC meets on
a biweekly basis to identify emerging issues, exchanges informarion on key ac-
tions being worked across the staffs (including strategic communication studies,
reports and long-term planning documents), and facilitates the proper integra-

tion and deconfliction of DOD activities. The GESCC is co-chaired by QUSD(P)
and OASD(PA), and brings together all of the key DoD) offices mentioned above
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(OUSD(P), CASD(PA), OUSD(I), Joint Staff). Other regular GESCC attendees
include representatives from the Office of the Assistant Secretary of Defense for
Legislative Affairs and the Office of the Under Secretary of Defense for Acquisi-
tion, Technology & Logistics. Other DOD offices, including Combatant Com-
mand representatives, are invited to participate in GESCC meetings and GESCC
representatives and also work closely with the Department of State'’s Global Stra-
tegic Engagement Cenrer.

Broadcasting Board of Governors

The Broadcasting Board of Governors (BBG) is responsible for non-
military, international broadcasting sponsored by the United States Gov-
ernment, including the Voice of America (VOA), Radio Free Europe/Radio
Liberry (RFE/RL), Radio Free Asia (RFA), Radio and TV Marti, and the
Middle East Broadcasting Networks (MBN)—Radio Sawa and Alhurra
Television. BBG broadcasters distribute programming in 60 languages to an
estimated weekly audience of 175 million people via radio, TV, the Inter-
net and other new media. The BBG works to serve as an example of a free
and professional press, reaching a worldwide audience with news, informa-
tion and relevant discussions. An independent federal agency, the BBG is
headed by a nine-person bipartisan board thar serves as a firewall against
political interference in the journalistic product. The Secretary of State
delegares her ex officio seat to the Under Secretary of Stare for Public Di-
plomacy and Public Affairs.

United States Agency for Intemational Development

The United Srates Agency for I[nternational Development (USAID)
works to inform recipients and partners of U.S. humanitarian and develop-
ment aid initiatives. USAID direcrly engages with local stakcholders as part
of development and foreign assistance activities. USAID also designs and
implements communications capacity building programs including infra-
structure development and media training.

Intelligence Community

In its role as the head of the Intelligence Community (IC), the Office of
the Director for National Intelligenee (ODNI) is responsible for coordinat-
ing the eftorts of intelligence agencies to conduct research and analysis on
foreign public apinion, communication modes and mechanisms, and violent
extrenust communication as appropriate.
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Mationa! Counterterrarism Center

The Global Engagement Group in the Directorate of Strategic Operational
Planning at the Narional Counterterrorism Center coordinates, integrates,
and synchronizes United Srates Government efforts to counter violent ex-
tremism and deny terrorists the nexr generation of recruits. The Global En-
gagement Group operates in accordance with Section 1021 of the [ntelligence
Reform and Terrorism Prevention Act and the direction provided by the Na-
tional Implementation Plan. Utilizing these unique authorities, NCTC often
serves as the interagency coordinator for counterterrorism-related deliberate
communications and engagement planning efforts at cthe request of the SC
IPC, NSS, and individual departments and agencies.

Other Departments and Agencies

Other departments and agencies with specific subject matter expertise and
related communication and engagement capabilities may be asked to par-
ticipate in communication and engagement strategy development and imple-
mentation as needed.

Measuring Success

It is important to the effectiveness of our programs that we develop the ca-
pacity to measure success and emphasize accountability. Measuring the results
of a plan or activity requires the identification of indicators for the plan or
activity's investment, products, and outcomes. These indicators are cvidence
of the activity’s achievements and can be used to build assessments of costs
and benefits over time. There are two types of indicarors. Measures of Per-
formance (MOP) show the amount of investment compared to the quantity
of product produced by an activity. Meanwhile, Measures of Effectiveness
(MOE) give some insight into whether a plan, program, or activity is achicv-
ing the desired impact.

In measuring success, the greater emphasis should always be on obtaining
valid, accurate measures of effectiveness, since they help determine which
efforts deserve continued funding; which efforts should be used as remplates
for future efforts; and which cfforts should be adjusted or even abandoned.
Programs that are meeting performance metrics but are not having the de-
sired effect should be re-evaluated. In choosing the most appropriate indica-
tors, departments and agencies should consider all relevant subject-matter
expertise and should involve all relevant stakeholders. Program development
should also include specific budgeting and resourcing for measurement activi-
ties thar are needed to evaluare success.
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There are difficult challenges to measuring the success of communication
and engagement cffores. First, these efforts often rarget audiences’ percep-
tions, which are not easily observed and, therefore, not easily measured.
While there are some methods of measuring success, such as opinion polling,
these methods are subject to many different types of uncertainty and mar-
gins of error and, therefore, cannot accurately predict behavior. Sccond, it is
difficult to isolate the effeet of communication and engagement from other
influences including other policy decisions. Lastly, communication and en-
gagement effects are long-term and require persistent measurement. Because
of these challenges, it is best to develop phased, layered plans for measuring
success that are specific to a given plan or program.

Assessment of the Need for an Independent, Not-for-Profit Organization

The National Secunty Staff currently sees no need to establish a new, inde-
pendent, not-for-profit organizarion responsible for providing independent
assessment and strategic guidance on strategic communication and public
diplomacy, as recommended by the Task Force on Strategic Communication
of the Defense Science Board. At this time, the existing enterprise either
already meets or is working to meet the recommended purposes of the organi-
zation prescribed by the Task Force as follows:

* There are a variety of offices across the United States Government that provide an
abundance of information and analysis on a regular basis to civilian and military
decision-makers on global public opinion; the role of culture, values, and religion
in shaping human behavior; media trends and influences on audiences; and in-
formation rechnologies. However, this information and analysis could be berter
coordinated and shared across the community. An additional entity would only
produce more information and analysis to be coordinated and made accessible. The
Strategic Communication 1PC has formed a Sub-1PC on Information, Research,
and Analysis to betrer coordinate and aggregate relevant information and analysis,
and develop mechanisms for improving access across departments and agencies.

¢ As stated previously, an interagency process for communication and engagement
planning was formalized and approved by the Strategic Communication IPC in
November 2009. This process allows the interagency to develop strategies to ad-
dress current and emergent areas of national security concern.

The ability to establish public-private partnerships is a critical issue. How-
ever, at this time, there are a number of key pending reviews, including the
Presidential Study Directive on Development and the Department of State’s
Quadrennial Diplomacy and Development Review, that are examining the
issue of public-private partnerships. As a result, we do not believe this re-
port is the correct mechanism for uddressing the United States Government's
ahilities to form public-private partnership.
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