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Sesavali 

Tanamedrove samyaros warmodgena komunikaciisa da 

gamoTvliTi teqnikis saSualebebis gareSe SeuZlebelia. 

informaciuli teqologiebi viTardeba Zalzed swrafad da 

isini moicavs adamianuri Semoqmedebis kidev ufro farTo 

areals. amdenad, informaciuli teqnologiebis usafrTxoeba  

maTi funqcionirebis uzrunvelyofis umniSvnelovanes 

sakiTxs warmoadgens.  

informacia warmoadgens cnobebs, romlebic miiReba 

gamokvlevebis, Seswavlis an ganswavlis Sedegad; siaxles, 

faqtebs, monacemebs; brZanebes an monacemTa warmodgenis 

simboloebs (kavSiris saSualebebSi an kompiuterze); codnas 

(Setyobineba, eqsperimentuli monacemebi, gamosaxulebebi), 

romlebic cvlian fizikuri an gonebrivi gamocdilebis 

Sedegad miRebul koncefcias. usafrTxoeba ganisazRvreba, 

rogorc Tavisufleba safrTxeTagan, daculoba. Tu 

gavaerTianebT am or cnebas, miviRebT informaciuli 

usafrTxoebis gansazRvras, romelic warmoadgens arasanqci-

rebuli gamoyenebis, borotad gamoyenebis, cnobebis, 

faqtebis, monacemebis an aparaturuli saSualebebis 

Secvlis an maT wvdomaze mtyunebis aRmofxvris mizniT 

miRebul zomebs.  

zemoTqmulidan gamomdinare informaciuli usafrT-

xoeba ar uzrunvelyofs absolutur dacvas. informaciuli 

usafrTxoeba aris gamafrTxilebel moqmedebaTa erTob-

lioba, romelic saSualebas iZleva dacul iqnas 
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informacia da mowyobilobebi safrTxeTagan, romelic 

mosalodnelia maTi susti adgilebis gamoyenebiT. 

komunikaciebi da informaciuli teqnologiebi qmnis 

erT mTlianobas, rasac gansakuTrebiT xeli Seuwyo 

internetis qselis gamoyenebam, romelic komunikaciis 

globaluri da sayovelTao garemo gaxda. kompiuterebisa da 

kompiuteruli qselebis ricxvis zrdam, qseluri 

teqnologiebis da internetis teqnologiebis ufro farTo 

gamoyenebam mniSvnelovnad gaafarTova ara mxolod 

momxmareblebi da maTi erTmaneTTan urTierTobaTa saSua-

lebebi, aramed gazarda qseluri biznes-procesebis 

realizaciis SesaZleblobebi. organizaciebs, kompaniebs da 

rigiT momxmareblebs  yoveldRiur saqmianobaSi internet-

teqnologiebis gamoyenebis SesaZlebloba miecaT.  

internet-teqnologiebis mzard SesaZleblobebTan 

erTad izrdeba monacemebis dakargvis riski, aseve repu-

taciis da finansuri danakargebi. statistika uCvenebs, rom 

yovelwliurad izrdeba kompiuteruli damnaSaveebis mier 

miyenebuli finansuri zarali. aqedan gamomdinare organi-

zaciebs, kompaniebs da rigiT momxmareblebs uxdebaT 

gamoyon dro da saSualebebi informaciisa da qseluri 

resursebis usafrTxoebis dacvis uzrunvelsayofad. 

Tanamedrove ganawilebuli kompiuteruli sistemebis 

dacva ar SeiZleba SemoisazRvros dacvis mxolod organi-

zaciuli zomebisa da fizikuri saSualebebis gamoyenebiT. 

informaciuli teqnologiebis funqcionirebis usafrT-

xoebisaTvis aucilebelia qselis dacvis meqanizmebisa da 
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saSualebebis gamoyeneba, romlebic uzrunvelyofs kompiu-

teruli sistemebis, programuli uzrunvelyofisa da monace-

mebis konfidencialobas, mTlianobasa da wvdomadobas. 

ukanasknel aTwleulSi mniSvnelovnad gafarTovda 

informaciuli usafrTxoebis uzrunvelyofis saSualebebi. 

mravali sxvadasxva organizacia CaerTo dacvis uzrun-

velyofis amocanebis gadawyvetaSi. 

informaciuli usafrTxoeba moicavs usafrTxoebis 

mraval aspeqts. saimedo dacva warmoadgens dacvis yvela 

saSualebis da meTodis gaerTianebas. saimedo fizikuri 

dacva saWiroa materialuri aqtivebis – qaRaldis matareb-

lebis da sistemebis daculobis uzrunvelsayofad. komu-

nikaciis dacva (COMSEC)  uzrunvelyofs informaciis gada-

cemis usafrTxoebas.  gamosxivebis dacva (EMSEC) saWiroa, 

Tu mowinaaRmdeges aqvs mZlavri aparatura kompiuteruli 

sistemebidan eleqtronuli emisiis wasakiTxad. kompiute-

ruli usafrTxoeba (COMPUSEC) saWiroa kompiuterul 

sistemebSi wvdomis marTvisaTvis, xolo qselis 

usafrTxoeba (NETSEC) – lokaluri qselis dacvisaTvis. 

dacvis yvela saxeoba erToblivad uzrunvelyofs infor-

maciul usafrTxoebas (INFOSEC). 
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I Tavi. informaciuli da qseluri resursebis 
 usafrTxoebis safuZvlebi 

1.1. informaciuli usafrTxoebis uzrunvelyofis 
amocanebi 

informaciis cneba dReisdReobiT gamoiyeneba sakmaod 

farTod da mravalmxrivad. uzarmazari informaciuli 

nakadi moedineba adamianebis garSemo. SeiZleba iTqvas, rom 

XXI saukune aris informaciuli saukune. amave dros 

izrdeba informaciaze borotmoqmedeba, amdenad warmoiSva 

informaciis dacvis aucileblobac. gamocdileba gviCvenebs, 

rom am tendenciasTan sabrZolvelad saWiroa informaciuli 

resursebis dacvis procesis mizanmimarTuli organizacia, 

raSic unda monawileobdnen profesionali specialistebi, 

administracia, TanamSromlebi da momxmareblebi, rac 

aamaRlebs sakiTxis organizaciul mxares. 

gamocdileba gviCvenebs, rom: 

− informaciuli usafrTxoebis uzrunvelyofa ar SeiZleba 

iyos erTjeradi aqti. es uwyveti procesia, romelic 

mdgomareobs  dacvis sistemis  srulyofisa da ganviTa-

rebisaTvis ufro racionaluri meTodebis, xerxebisa da 

gzebis dafuZnebasa da realizaciaSi, dacvis sistemis 

mdgomareobis ganuwyvetel kontrolSi, sistemis susti 

adgilebis gamovlenaSi. 

− informaciis usafrTxoeba unda iyos uzrun velyofili 

sistemis yvela struqturul elementze da informaciis 

damuSavebis teqnologiuri ciklis yvela etapze. 
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− mniSvnelovani efeqti miiRweva maSin, roca gamoyenebuli 

meTodi, saSualeba da  miRebuli zomebi erTiandeba 

mTlian organizmad – informaciis dacvis sistemad (ids).  

amave dros sistemis funqcionireba unda iyos kontroli-

rebadi, ganaxlebadi da Sevsebadi, gare da Sida piro-

bebis cvlilebis mixedviT. 

− ids unda akmayofilebdes informaciis usafrTxoebis 

moTxovnil dones, risTvisac saWiroa momxmarebelTa 

momzadeba da maT mier informaciis dacvisaTvis 

gamiznuli yvela wesis dacva. 

 dagrovili gamocdilebis gaTvaliswinebiT ids 

SeiZleba ganisazRvros rogorc specialuri organoebis, 

saSualebebis, meTodebis da miRebuli zomebis erToblioba, 

romelic uzrunvelyofs informaciis dacvas Sida da gare 

safrTxeTagan. 

informaciuli usafrTxoebis zogadi sqema warmodgenilia 

nax. 1.1.1.-ze. 

informaciis dacvas sistemuri midgomis TvalsazrisiT 

waeyeneba garkveuli moTxovnebi. informaciis dacva unda 

iyos: 

− uwyveti. es moTxovna gamomdinareobs iqedan, rom 

borotmoqmedebi eZeben moments, Tu rogor auaron gverdi 

maTi interesebis sferoSi myofi informaciis dacvas; 

gegmiuri. dagegmva xorcieldeba TiToeuli samsaxuris 

mier Tavis kompetenciis sferoSi myofi informaciis dacvis 

detaluri gegmis damuSavebaSi, dawesebulebis (organi-

zaciis) saerTo miznebis gaTvaliswinebiT; 
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− mizanmimarTuli. unda iqnas daculi konkretuli miz-

nebis interesebSi da ara yvelaferi; 

− konkretuli. dacvas eqvemdebareba konkretuli monace-

mebi, romlis danakargic organizacias miayenebs gansa-

zRvrul zarals; 

− aqtiuri, garkveuli xarisxiT; 

− saimedo. dacvis meTodebi da formebi saimedod unda 

ketavdes dasacav saidumloebebze wvdomis SesaZlo 

gzebs, maTi warmodgenis formis, gamoxatvis enisa da 

 
potenciurad an realurad arse-
buli zemoqmedeba, romelic iwvevs 
materialur an moralur zarals 

 
pirovnebis, dawesebulebis, 
saxelmwifos sasicocxlod 
mniSvnelovani interesebis dacva 
Sida da gare safrTxeTagan. 

usafrTxoeba 

pirovneba materialuri da 
finansuri 
resursebi 

informacia 

safrTxeebi 

nax. 1.1.1. informaciuli usafrTxoebis zogadi sqema 
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fizikuri matareblis saxeobis (romelzec isini arian 

mimagrebulni) miuxedavad.  

− universaluri. iTvleba, rom gaJonvis arxis saxeobis an 

arasanqcirebuli wvdomis xerxis mixedviT igi unda 

gadaiketos kargad gaazrebuli da sakmarisi saSuale-

bebiT, informaciis xasiaTis, formisa da saxeobis miu-

xedavad; 

− kompleqsuri. informaciis dacvisaTvis, yvela struq-

turul elementSi unda iqnas miRebuli dacvis yvela 

saxe da forma sruli moculobiT. dauSvebelia mxolod 

calkeuli formis an teqnikuri saSualebis  gamoyeneba; 

gamocdileba uCvenebs, rom informaciis dacvis sistema 

(ids) unda akmayofilebdes Semdeg moTxovnebs: 

− moicavdes informaciuli qmedebis mTel teqnologiur 

kompleqss; 

− iyos gaTvaliswinebuli cvlilebebisa da damatebebis 

Setana; 

− iyos arastandartuli, gansxvavebuli. dacvis saSua-

lebebis arCeva ar unda iyos gaTvlili borotmoqmedis 

mcire DSesaZleblobebze; 

− iyos martivi teqnikuri momsaxureobis TvalsazrisiT da 

moxerxebuli momxmarebelTa mier eqsploataciis Tval-

sazrisiT; 

− iyos saimedo. teqnikuri saSualebis nebismieri gatexva 

aris informaciis gaJonvis arakontrolirebadi arxebis 

gaCenis mizezi; 

− iyos kompleqsuri, mTliani.  
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ids-s mimarT gansazRvrulia garkveuli  moTxovnebi: 

− cxadad iyos gansazRvruli momxmareblis uflebebi 

garkveuli saxis informaciis wvdomaze; 

− wauyenos momxmarebels minimaluri ufleba, romelic 

Wirdeba dakisrebuli samuSaos Sesasruleblad; 

− aRricxos konfedencialur informaciaze mimarTvis an 

mimarTvaze mcdelobis   SemTxvevebi; 

− uzrunvelyos konfedencialuri informaciis xarisxis 

Sefaseba; 

− dacvis saSualebebis mTlianobis kontrolis uzrun-

velyofa da momentaluri reagireba dacvis saSualebebis 

mwyobridan gamosvlisas. 

ids-s, ise rogorc nebismieri sistemas,  unda hqondes 

garkveulad sakuTari uzrunvelyofa, romelze dayrdno-

biTac igi Seasrulebs Tavis miznobriv funqcias. aqedan 

gamomdinare, ids-s SeiZleba hqondes: 

− uflebrivi uzrunvelyofa, romelSic Sedis normatiuli 

dokumentebi, mdgomareobebi, instruqciebi, saxelmZRva-

neloebi; 

− organizaciuli uzrunvelyofa; igulisxmeba, rom infor-

maciis dacvis realizacia xorcieldeba garkveul 

struqturul erTeulebze, rogoricaa: dokumentebis dac-

vis samsaxuri, teqnikuri saSualebebis dacvis samsaxuri; 

informaciul-analitikuri saqmianoba da sxva; 

− aparaturuli uzrunvelyofa;  
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− informaciuli uzrunvelyofa. igi moicavs cnobebs, mona-

cemebs, maCveneblebs, parametrebs, romelic safuZvlad 

udevs im amocanebis gadawyvetas, romelic uzrunvelyofs 

sistemis funqcionirebas. 

− programuli uzrunvelyofa. maT miekuTvneba sxvadasxva 

informaciuli, saaRricxvo, statistikuri programebi, 

romelic uzrunvelyofs sxvadasxva gaJonvis arxis 

safrTxeTa da aseve konfedencialuri informaciis 

wyaroebze arasanqcirebuli wvdomis gzebis Sefasebas.  

− maTematikuri uzrunvelyofa. gvTavazobs maTematikuri 

meTodebis gamoyenebas sxvadasxva gamoTvlebisaTvis, rom-

lebic dakavSirebulia borotmoqmedTa teqnikuri saSua-

lebebis safrTxeTa SefasebasTan, aseve, dacvisaTvis 

saWiro zonebisa da normebis SefasebasTan. 

− lingvisturi uzrunvelyofa. moicavs informaciis dacvis 

sferoSi specialistebisa da momxmareblebis sakontaqto 

specialuri enobrivi saSualebebis erTobliobas. 

− normatiul-meToduri uzrunvelyofa, romelSic Sedis 

informaciis dacvis funqciis Semsrulebeli organoebis, 

samsaxurebis, saSualebebis moqmedebaTa normebi da reg-

lamentebi. 

usafrTxoebis sistema warmoadgens specialuri orga-

noebis, samsaxurebis, saSualebebis, meTodebis da Ronis-

Ziebebis erTobliobas, romelic uzrunvelyofs pirovnebis, 

dawesebulebis, saxelmwifos sasicocxlod mniSvnelovani 

interesebis dacvas Sida da gare safrTxeTagan. 
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1.2. informaciuli resursebis klasifikacia.   
konfidencialuri informacia da 

 saxelmwifo saidumloeba 

informaciuli resursi struqturuli, sagnobrivi ga-

gebiT warmoadgens masivs an calkeul dokuments, sxva, 

vizualurad aRqmad obieqts, romelic moicavs gansazRruli 

niSnis an kriteriumis mixedviT formirebul cnobebs 

(informacias).  

pirveladi informacia asaxavs pirveladi wyaros, 

Seqmnis (aRZvris) sferos  specifikas. aris informacia, 

romelic bunebriv pirobebSi damoukideblad warmoiSveba, 

aseve  aris informacia sxvadasxva socialuri procesis 

raodenobrivi da xarisxobrivi maCveneblebis Sesaxeb. isini 

qmnian ~gadaRebuli informaciis~ klass. am niSnis mixedviT 

koncentrirebuli informaciuli resursi SeiZleba daxa-

siaTdes, rogorc bunebrivi, socialur-ekonomikuri. magali-

Tad, informacia mosaxleobis raodenobis Sesaxeb. 

informaciuli resursebis sxva klass qmnis cnobebi, 

monacemebi, romlebic miRebulia xelovnurad nebismieri 

SemoqmedebiTi samuSaos samecniero-kvleviTi saqmianobis 

procesSi. msgavsi informacia iqmneba adamianis inteleq-

tualuri Semoqmedebis Sedegad. am dros iqmneba ara marto 

meoradi informacia, romelic miRebulia ukve arsebuli 

informaciis gadamuSavebiT, aramed sruliad axali, romlis 

Sesaxebac jer cnobili ar aris kacobriobisaTvis. saubaria 

aRmoCenebze, sxvadasxva socialuri da bunebrivi procesis 

prognozebze. 
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damoukidebeli mniSvneloba aqvs informaciuli resur-

sebis klasifikacias misi gamoyenebis sferoebis mixedviT, 

romelsac safuZvlad udevs momxmareblis interesebi, 

rogoricaa: ganaTlebis miReba, fizikuri piris profesiuli 

momzadeba. 

rogorc wesi, mimdinareobs informaciuli resursebis 

formireba im subieqtebis moTxovnaTa gaTvaliswinebiT, 

romlebic gamoiyeneben ukve dagrovil resursebs. formir-

deba saerTo, specializebuli biblioTekebi, arqivebi, 

informaciis sxvadasxva fondi, informatizaciis pirobebSi 

es wyaroebi, informaciuli resursebis sacavebi gadahyavT 

eleqtronul formaSi, iqmneba eleqtronuli sainformacio 

sistemebi. 

informacia SeiZleba iyos sruliad gansxvavebuli 

subieqtebis resursi: calkeuli piris (moqalaqis), iuri-

diuli piris, saxelmwifo organos, adgilobrivi 

TviTmmarTvelobis organoebis, sazogadoebrivi organiza-

ciebis. es subieqtebi awarmoeben, qmnian garkveul infor-

maciul produqts da iyeneben maT sxvadasxva saxiT.  dRevan-

del periodSi gansakuTrebul mniSvnelobas iZens 

informaciul resursebisadmi korporaciuli, saxelmwifoTa-

Soriso  da globaluri interesebi. 

zogadad informaciuli resursebi SeiZleba davyoT 

dargobrivi principiT da warmodgenis formis mixedviT. 

informaciul resursebs miekuTvneba: biblioTekis resur-

sebi, arqivis resursebi, samecniero-teqnikuri informacia, 

samarTlebrivi informacia, saxelmwifo struqturis infor-
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macia, dargobrivi informacia, finansur-ekonomikuri infor-

macia, informacia bunebrivi resursebis Sesaxeb, sawarmo-

dawesebulebebis informacia. 

Tanamedrove admianma kargad unda gaacnobieros, Tu 

ramdenad mniSvnelovania saidumloeba mis cxovrebaSi. es 

ufleba gansazRvrulia konstituciiT. swored demokratiac 

am rincipebzea agebuli. Tundac arCevnebSi daculi unda 

iyos biuletenis gasaidumloeba. mraval qveyanaSi aris 

kanonebi, romlebic icaven adamianis pirad cxovrebas. aris 

kanonebi, monacemebis dacvaze (Data Protection Act). 

organizaciebi, romlebic agroveben personalur monacemebs, 

unda iyon  daregistrirebuli mTavrobaSi da uzrunvelyon 

zomebi maTi borotad gamoyenebis winaaRmdeg. maT ara aqvT 

ufleba Seagrovon, gamoiyenon da gaavrcelon kerZo 

xasiaTis informacia imaTTan SeuTanxmeblad, vis 

sakuTrebasac warmoadgens aRniSnuli informacia.  

organizaciebma, aseve, unda Seatyobinon kerZo pirebs 

informaciis Segrovebis mizezebze, uzrun velyon maTze 

wvdoma, gaasworon uzustobebi da daicvan es informacia 

uuflebo wvdomisagan. adamianebs aqvT ufleba naxon maTze 

Segrovebuli personaluri monacemebi da gaasworon maTSi 

daSvebuli xarvezebi. adamianebs aqvT ufleba icodnen, Tu 

risTvis aris Segrovebuli es informacia da darwmundnen, 

rom igi ar gaiyideba sxva miznebisaTvis. 

amave dros adamianebs ufleba aqvT uari ganacxadon 

nebismieri saxis cnobis gacemaze, Tu maT amis survili ara 

aqvT.  



 18 

garkveuli droiT gasaidumloebas saWiroebs mTav-

robac. nebismieri qveynis interesebi saWiroebs sxva 

qveynebis interesebze Tvalyuris devnebas. amitomac mTav-

roba dainteresebulia Seinaxos gansazRvruli informacia 

sxva saxelmwifoebisagan malulad. am saidumloebTagan 

mniSvnelovania samxedro saidumloebani: strategiebi da 

taqtika, SeiaraReba, jaris gadaadgileba.  

konfidencialuri informaciis safrTxed iTvleba 

informaciul resursebze potenciuri an realurad SesaZlo 

moqmedebebi, romlis Sedegadac xdeba dasacavi informaciis 

arasamarTlebrivi daufleba.  

aseTi moqmedebebi SeiZleba iyos: 

− konfedencialuri informaciis gacnoba sxvadasxva gziTa 

da xerxiT misi mTlianobis darRvevis gareSe. 

− informaciis modifikacia, Semadgenlobisa da Sinaarsis  

rogorc nawilobrivi, aseve mniSvnelovani cvlileba. 

− informaciis darRveva (ganadgureba), rogorc vandaluri 

aqti, materialuri zaralis miyenebis mizniT. 

saerTo jamSi   informaciis mimarT kanonsawinaaRmde-

go moqmedebebi iwvevs misi konfidencialobis, mTlianobis, 

utyuarobis da wvdomadobis darRvevas.  

TiToeuli safrTxe, romelic vlindeba nax.1.2.1. -ze 

mocemul darRvevebSi, moicavs gansazRvrul zarals - 

moralurs an materialurs, xolo dacva da sawinaaRmdego 

qmedebebi amcirebs mas mniSvnelovnad an nawilobriv. Tumca 

es yovelTvis ar xerxdeba. amis gaTvaliswinebiT safrTxeebi 



 19 

SeiZleba klasificirdes klasterebis saxiT, romelic 

mocemulia nax.1.2.2.-ze.  

 
safrTxe, miyenebuli zaralis mixedviT, SeiZleba iyos: 

ukiduresi, romlis Sedegadac firma SeiZleba gakotrdes; 

mniSvnelovani, magram ar gamoiwvios gakotreba; umniSvnelo, 
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romlis Sedegadac firmas SeuZlia garkveuli drois Semdeg 

gaakeTos kompensireba; 

gaCenis mizezebis mixedviT: stiqiuri ubedurebebi; 

gamiznuli ubedurebebi; 

miyenebuli zaralis xasiaTis mixedviT: materialuri; 

moraluri; 

zemoqmedebebis xasiaTis mixedviT: aqtiuri; pasiuri; 

obieqtTan mimarTebaSi: Sida; gare; 

gare safrTxeebis wyaroebs warmoadgens: arakeTil-

sindisieri konkurentebi; damnaSave jgufebi an formirebebi; 

administraciul-mmarTveli aparatis calkeuli pirebi da 

organizaciebi. 

Sida safrTxeebis wyaroebi SeiZleba iyos: dawese-

bulebis administracia; personali; sawarmoo da SromiTi 

saqmianobis uzrunvelyofis teqnikuri saSualebebi. 

Sida da gare safrTxeebis Tanafardoba saSualod 

SeiZleba Semdegi saxiT daxasiaTdes: 

− safrTxeTa 82% xorcieldeba firmis sakuTari Tana-

mSromlebis mier, maTi pirdapiri an Sualeduri mona-

wileobiT; 

− 17% xorcieldeba garedan; 

− 1% xorcieldeba SemTxveviTi pirebis mier. 
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1.3. qseluri resursebis dacvis problemebi da  
amocanebi 

sainformacio sistemebis swrafma ganviTarebam gamoiw-

via maTi  farTo gavrceleba  yoveldRiur cxovrebaSi, ra-

mac sul ufro mniSvnelovani gaxada  maTi saimedobis da 

usafrTxoebis garantia. informaciis dagrovebis, damuSa-

vebis da gadacemis Tanamedrove meTodebma ganapiroba 

informaciis dakargvis, modificirebis da datacebis 

safrTxis warmoSoba. dRes gamtariani qselebi ufro metadaa 

daculi, vidre ugamtaro. 

ugamtaro lokaluri qselebi (WLAN) upiratesobiT 

sargeblobs organizaciebSi, radgan maT mowyobas didi dro 

ar Wirdeba, gamtariani qselebisagan gansxvavebiT da Zalze 

mosaxerexebelia droebiT ofisebSi. ugamtaro lokaluri 

qselebis mowyoba xarjebs amcirebs 15%-iT, magram am 

dadebiT mxares moyveba mTeli rigi problemebi, imasTan 

dakavSirebiT, rom igi naklebad usafrTxoa. hakers aRar 

Wirdeba fizikuri wvdoma moaxdinos qselis sadenebTan. 

nebismier Tavdamsxmels, Tundac igi imyofebodes im Senobis 

gareT, sadac   WLAN-ia,  SeuZlia safrTxe Seuqmnas mas.  

WLAN-is usafrTxoeba mcirea. Tavdamsxmels SeuZlia 

moisminos, kontroli daamyaros leptopze da gamoiyenos 

mflobelis magier. SeuZlia SeaCeros brZanebebi, monacemTa 

bazaSi Seitanos cvlilebebi an zemoqmedeba moaxdinos 

sakredito baraTebze. amisagan gamosavalia swori 

sawinaaRmdego zomebis miReba.  



 23 

erT-erTi mTavari moTxovna kompiuteruli qselebis 

mimarT aris maTi gafarToebiToba, masStabireba, rac 

qselebs sakmaod dids da rTuls xdis.  es procesi unda 

ganxorcieldes qselebis mwarmoeblobis, usafrTxoebis da 

marTvadobis Semcirebis gareSe. 

kompiuteruli qselebis masStabirebis uzrun velyofa 

xorcieldeba arsebuli qselebis SerwymiT. 

masStabis mixedviT qselebi iyofa lokalur, korpo-

raciul, regionalur da globalur qselebad. 

lokaluri qseli warmoadgens kompiuterebis jgufs, 

romlebic erTmaneTTan dakavSirebulia sakomunikacio 

saSualebiT da ganTavsebulia erT an ramdenime axlos 

mdgom SenobaSi. lokaluri qseli SeiZleba dayofili iyos 

ramdenime segmentad, yovel segmentSi igulisxmeba 

lokaluri qselis nawili, romlis garSemoc xdeba mxolod 

im paketebis mimocvla, romelic ekuTvnis mxolod mocemul 

segments. aRniSnuli segmentis damaxasiaTebeli Tvisebaa, 

rom kompiuterebis mier paketebis gadagzavnisas aRniSnuli 

paketebi egzavneba mocemul segmentSi CarTul yvela 

kompiuters, magram iRebs mxolod is, visTvisac aris es 

paketi gankuTvnili. danarCeni kompiuterebi ignorirebas 

ukeTeben aRniSnul paketebs. 

korporaciuli, globaluri da lokaluri qselebi 

sakomunikacio arxebiT aerTianebs teritoriulad ganawi-

lebul lokalur qselebs. korporaciuli qselis dama-

xasiaTebeli niSania is, rom igi ekuTvnis erT organizacias; 
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regionaluri aerTianebs, magaliTad, erT qalaqs, glo-

baluri qseli aerTianebs qalaqebs, qveynebs, kontinentebs. 

didi regionaluri qseli SeiZleba aerTianebdes 

patara regionalur da korporaciul qselebs, xolo 

globaluri – nebismieri tipis qselebs. globaluri qselis 

TvalsaCino magaliTia interneti. 

qselSi muSaobis procesSi aucilebelia, rom saidum-

lo monacemebi ucvleli darCes, vinaidan mraval momxma-

rebels aqvs maTze wvdomis saSualeba. mniSvnelovania ara 

mxolod konfidencialuri informaciis dacva, aramed 

qselis srulyofilad funqcionireba. yoveli qseli 

saWiroebs SemTxveviTi an winaswar dagegmili dazianebisagan 

dacvas. qselis dacvis sistema unda aigos iseTi saxiT, rom 

adamianebi muSaobis procesSi sirTuleebis winaSe ar 

aRmoCndnen. 

yvelaze did saSiSroebas qselis usafrTxoebisaTvis 

warmoadgens: 

- arasanqcirebuli wvdoma; 

- eleqtromosmena; 

- dataceba; 

- winaswargamiznuli an gauazrebeli dazianeba. 

administratoris amocanaa - imis garantireba, rom 

qseli iyos saimedo da usafrTxo instrumenti momxmarebel-

TaTvis. 

qselis dacvis done damokidebulia mis daniSnulebaze. 

magaliTad qseli, romelic inaxavs monacemebs msxvili 

bankis Sesaxeb, moiTxovs ufro mZlavr dacvas, vidre 
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lokaluri qseli, romelic aerTianebs mcire sazogadoeb-

rivi organizaciis kompiuterebs. 

qselis dacvisaTvis saWiroa gansazRvruli politikis 

gatareba, e.i. unda iqnas Sesrulebuli garkveuli wesebi. 

usafrTxoebis politikis SemuSaveba (Security policy) – 

pirveli nabijia, romelic unda SeimuSaos nebismierma orga-

nizaciam Tavisi monacemebis dacvisaTvis. politika adgens 

e.w. `generalur mimarTulebas~, romelze dayrdnobiTac 

qselis ganviTarebisas Seqmnil situaciebSi administratori 

da momxmareblebic Seitanen saWiro cvlilebebs. ase rom, 

usafrTxoebis politikis SemuSaveba umniSvnelovanesi 

nabijia qselis warmatebulad gamoyenebisaTvis. 

monacemebis dacvis saukeTeso politikas aqvs zomierad 

frTxili  xasiaTi. sifrTxileze dafuZnebuli sistema 

moiTxovs, rom administratori srulyofilad flobdes 

meTodebs da saSualebebs, romlebic uzrunvelyofs mona-

cemebis usafrTxod Senaxvas.  

qselze mimarTvis ganxorcielebamde Setanili unda 

iqnas momxmareblis saxeli da paroli. amdenad, parolis 

identifikaciis sistema aris arasanqcirebuli wvdomis 

winaaRmdeg Tavdacvis, SeiZleba iTqvas, `pirveli nabiji~.  

naklebad sarwmunoa, rom qselis kargad ganswavlulma 

momxmarebelma gauazreblad daazianos monacemebi. administ-

ratorma unda Seaswavlos qselis momxmareblebs muSaobis 

yvela niuansi  da usafrTxoebis meTodebi. amisaTvis man 

SeiZleba Seadginos mokle, kargad gasagebi saxelmZRvanelo, 
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saWiroebis SemTxvevaSi organizeba gaukeTos axali momxma-

reblebis ganswavlas. 

monacemebis dacvis uzrunvelyofa unda daiwyos mowyo-

bilobebis fizikuri dacvidan. fizikuri dacvis xarisxze 

zemoqmedebs: kompaniis zoma (sidide), informaciis xasiaTi, 

wvdomadi resursebi. 

did, centralizebul sistemebSi, sadac individualuri 

momxmareblis raodenoba sakmaod didia, xolo kompaniis 

monacemebs aqvs didi mniSvneloba, serverebi unda iyos 

fizikurad daculi SemTxveviT an gamiznuli SeRwevisagan. 

am sakiTxis umartivesi gadawyvetaa – serverebis Caketva 

SezRuduli wvdomis specialur SenobaSi, xolo Tu amis 

saSualeba ar aris, maSin – kabinetSi an did karadaSi. 

spilenZis kabeli, magaliTad, koaqsialuri, radiosad-

guris msgavsia. igi gamoimuSavebs eleqtromagnitur signa-

lebs, romelic Seicavs kabeliT gadasacemi monacemebis 

Sesaxeb informacias. es informacia SeiZleba datacebul 

iqnas specialuri mowyobilobiT. garda amisa, spilenZis 

mavTulze SeiZleba mierTeba da informacia datacebul 

iqnas uSualod qseluri kabelidan. amitom kabelis trasaze, 

romliTac gadaicema mniSvnelovani monacemebi, wvdoma unda 

iyos SezRuduli pizikuri piris TvalsazrisiT an misi Sida 

konstruqciis TvalsazrisiT (dafarva, kedlebi). 

qselis fizikuri komponentebis dacvisas admi-

nistratori unda iyos garantirebuli, rom qseluri 

resursebi usafrTxod imyofeba arasanqcirebuli wvdomis 

mimarT, aseve SemTxveviTi da gamiznuli ganadgurebisagan. 
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qselur resursebze wvdomis privilegiebisa da uflebebis 

gansazRvris politika aris mravali saqmianobisaTvis 

qselis warmatebul instrumentad gadaqcevis safuZveli. 

sadReisod farTod gamoiyeneba ori modeli, romlebic 

uzrunvelyofs informaciuli da aparaturuli resursebis 

usafrTxoebas: 

- dacva parolis mixedviT(User);  

- dacva wvdomis uflebis mixedviT (User + Client); 

momxmareblis saxelisa da parolis Semowmebisa da 

damowmebis Semdeg qselis usafrTxoebis sistema iZleva 

Sesabamis resursebze wvdomis uflebas. mxolod paroli ar 

aris sakmarisi resursebze mimarTvisaTvis, saaWiroa 

uflebebic. amasTan, zogierTi Sesasvleli momxmarebels 

Tavazobs resursebze ufro met uflebas. administratorma 

unda gansazRvros, vin romeli konkretuli SesasvleliT 

unda isargeblos. zogierTi Sesasvleli momxmarebels 

Tavazobs resursebze srul wvdomas anu srul kontrols. 

zogierTi Sesasvleli warudgens momxmarebels wvdomas 

mxolod wasakiTxad. 

TiToeuli resursi an faili inaxeba momxmareblis an 

jgufis siasTan erTad, sadac aris CarTuli maTi 

uflebebic (Sesasvlelebi). 

uflebebi gansazRvravs resursebze wvdomis tips, rac 

naCvenebia nax.1.3.1. .-ze:  
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administratori valdebulia TiToeul momxmarebels 

mianiWos calkeul resursze wvdomis Sesabamisi ufleba. am 

amocanis amoxsnis metad efeqturi xerxia jgufebis (groups) 

gamoyeneba, gansakuTrebiT, msxvil organizaciebSi. 

Tavdapirvelad administratori Seafasebs, Tu ra uflebebi 

Wirdeba TiToeul momxmarebels, Semdeg ki maT CarTavs 

Sesabamis jgufSi. uflebebis daniSvnis aRniSnuli meTodi 

gacilebiT moxerxebulia, vidre TiToeuli momxma-

reblisaTvis  calkeuli uflebis miniWeba. jgufis ufle-

bebi realizdeba zustad ise, rogorc individualuri 

momxmareblis ufleba.  

ganvixiloT magaliTi. universitetSi yvela students 

aqvs Tavisi faili. rogor gavakeToT maTze wvdomis 

organizeba?  akademiur damkvirveblebs esaWiroebaT aRniS-

nul failebze sruli kontroli, xolo maswavleblebisTvis 

saWiroa wvdoma mxolos wasakiTxad. administratorma SeiZ-

leba Seqmnas jgufi Reviewers (damkvirveblebi), misces am 

jgufs studentebis failebze sruli wvdomis ufleba da 

Seiyvanos masSi momxmareblebi-akademiuri damkvirveblebis 

wevrebi. meore jgufs SeiZleba daarqvas Faculty (maswav-

leblebi), romelTac SeeZlebaT failebze wvdoma wakiTxvis 

uflebiT. e.i. maswavleblebi waikiTxaven failebs, magram ver 

Secvlian maT. 
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1.4. informaciuli da qseluri resursebis safrTxeebi. 
 maTi gamovlenis meTodebi da saSualebebi 

kompiuteruli sistemis muSaobis procesSi xSirad 

aRiZvreba sxvadasxva saxis mizezebiT gamow veuli prob-

lemebi, rac iwvevs materialur an moralur zarals. amitom 

am movlenebs, maTi aRZvris mizezisgan damoukideblad, SeiZ-

leba vuwodoT Tavdasxmebi.  

arsebobs Tavdasxmis oTxi ZiriTadi kategoria: 

− Tavdasxma wvdomaze; 

− Tavdasxma modifikaciaze; 

− Tavdasxma momsaxureobis mtyunebaze; 

− Tavdasxma valdebulebaTagan mtyunebaze; 

arsebobs Tavdasxmis ganxorcielebis mravali xerxi: 

specialurad SemuSavebuli saSualebebis daxmarebiT, socia-

luri inJineriis meTodebiT, kompiuteruli sistemebis dauc-

veli adgilebidan. socialuri inJineriis SemTxvevaSi 

sistemaze arasanqcirebuli wvdomis misaRwevad ar gamoi-

yeneba teqnikuri saSualebebi. borotmoqmedi iRebs infor-

macias Cveulebrivi satelefono zaris meSveobiT an aRwevs 

organizaciis SigniT masSi momsaxure piris saxiT. aseTi 

saxis Tavdasxmebi metnaklebad damangrevelia.  

eleqtronuli saxiT Senaxuli informaciis datacebaze 

gamiznul Tavdasxmebs aqvs garkveuli Taviseburebani: xdeba 

informaciis ara dataceba, aramed kopireba. igi rCeba 

ZiriTad mflobelTan da masTan erTad mas miiRebs borot-

moqmedi. aseTi saxiT informaciis damtacebels Seaqvs 
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cvlilebebi, romlis xdomilobis drois dadgena Zalzed 

rTulia. 

wvdomaze Tavdasxma – aris borotmoqmedis mier infor-

maciis unebarTvod naxvis mcdeloba. msgavsi Tavdasxmis 

ganxorcieleba aris SesaZlebeli yvelgan, sadac aris 

informacia da misi gadacemis saSualebebi. Tavdasxma wvdo-

maze mimarTulia informaciis konfidencialobis darR-

vevaze. 

TvalTvali (snooping) – aris failebis an dokumentebis 

daTvaliereba saintereso informaciis moZiebis mizniT.  

mosmena (eavesdropping)- aris sxvisi saubris mosmena, 

romlis drosac Zalzed xSirad borotmoqmedi iyenebs 

eleqtronul mowyobilobebs.  

umavTulo qselebis danergvam gazarda mosmenis 

warmatebulobis albaToba, vinaidan am SemTxvevaSi saWiro 

aRar aris sistemis SigniT yofna an mosasmeni mowyobi-

lobebis fizikuri mierTeba.  

dataceba (interception)- aris aqtiuri Tavdasxma. borot-

moqmedi itacebs informacias misi daniSnulebis adgilamde 

gadacemis procesSi.  informaciis analizis Semdeg igi 

iRebs gadawyvetilebas, gagrZeldes Tu ara misi Semdgomi 

gatareba. 

wvdomaze Tavdasxma informaciis Senaxvis xerxis 

mixedviT iRebs sxvadasxva formas: qaRaldis dokumentis 

saxiT an kompiuterze eleqtronuli saxiT. 

nax.1.4.1.-ze warmodgenilia informaciis datacebis 

magaliTi. 
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informacia eleqtronuli saxiT inaxeba: 

− muSa sadgurebze; 

− serverebze; 

− portatul kompiuterebze; 

− flopi-diskebze; 

− kompaqt-diskebze; 

− sarezervo magnitur lentebze. 

borotmzraxvelma SeiZleba ubralod moiparos 

monacemebis matarebeli (disketa, kompaqt-diski, sarezervo 

magnituri lenta an portatuli kompiuteri).  

nax.1.4.1. informaciis datacebis scenari 

 

muSa 
sadguri 

centraluri egm 

borotmzraxvelis 
kompiuteri 

trafiki muSa sadguridan 
centralur egm-mde 

gadaecema lokaluri qseliT 

Tavdamsxmelis sistema 
imyofeba informaciis 
gadacemis xazze da 
daitacebs mas. 
borotmzraxveli nebas 
rTavs an krZalavs 
trafikis Semdgom  gata-
rebas. 
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sworad warmodgenili nebarTvebi icaven informacias 

SemTxveviTi gaJonvisagan, Tumca seriozuli `gamtexi~ 

Seecdeba gverdi auaros kontrolis sistemas da miiRos 

sasurvel informaciaze wvdoma. aris mravali daucveli 

adgili, romliTac igi sargeblobs.  

informaciis qselSi gatarebisas masze  SeiZleba 

mimarTva gatarebis mosmeniT. `gamtexi~ amas akeTebs 

kompiuterul sistemaze paketebis qseluri analizatoris 

(sniffer) dayenebiT. Cveulebriv, es kompiuteri konfigu-

rirebulia mTeli qseluri trafikis datacebisaTvis, risT-

visac `gamtexma~ unda aamaRlos sistemaSi Tavisi ufleba-

mosilebani an miuerTdes qsels. analizatori gamarTulia 

qselSi gamavali nebismieri informaciis, gansakuTrebiT ki – 

samomxmareblo identifikatorebis da parolebis datace-

bisaTvis. 

rogorc ukve zemoT aRvniSneT, ugamtaro teqno-

logiebis gamoCenam `gamtexebs~ sistemaze fizikuri wvdomis 

gareSe trafikis datacebis saSualeba misca. ugamtaro 

signalebi wyarodan sakmaod did manZilze vrceldebian: 

Senobis momdevno sarTulze; avtomobilebis sadgomze, Seno-

basTan mimdebare quCaze. mosmena SeiZleba globalur 

kompiuterul qselebSic, sadac gamoyenebulia gamoyofili 

xazebi da satelefono kavSirebi. aseTi tipis dataceba 

moiTxovs Sesabamis aparaturasa da specialur codnas.  am 

SemTxvevaSi sasmeni mowyobilobis gansaTavseblad moxer-

xebulia karada eleqtrogamtariT.  
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dataceba SesaZlebelia optikur-boWkovan kavSirebSi 

specializebuli mowyobilobebis daxmarebiT.  

informaciis dataceba erT -erTi rTuli amocanaa 

borotmzraxvelisaTvis. warmatebis misaRwevad man Tavisi 

sistema unda moaTavsos  informaciis gadamgzavn da mimReb 

gadamcem xazebs Soris. internetSi es xorcieldeba saxelis 

gafarToebis Secvlis meSveobiT, ris Sedegadac kompiuteris 

saxeli grdaiqmneba araswor misamarTad. trafiki daniS-

nulebis realuri kvanZis nacvlad gaemarTeba Tavdamsxmeli 

sistemisaken.  msgavsi sistemis Sesabamisi awyobis 

SemTxvevaSi gamgzavni verc mixvdeba, rom misi informacia ar 

mivida mimRebamde. 

 nax.1.4.2.-ze naCvenebia, rom datacebisas gamoi yeneba 

araswori informacia saxelis gafarToebis Sesaxeb. 

dataceba SesaZlebelia seansis mimdinareobis proces-

Sic. Tavdasxmis aseTi tipi yvelaze metad misaRebia telnet 

tipis interaqtiuli trafikis datacebisaTvis. aseT SemTx-

vevaSi `gamtexi~ unda imyofebodes qselis imave segmentSi, 

sadac aris ganTavsebuli klienti da serveri. borot-

mzraxveli elodeba, Tu rodis gaxsnis legaluri 

momxmarebeli serverze seanss, Semdeg ki specializebuli 

programuli uzrunvelyofiT ikavebs seanss ukve muSaobis 

procesSi. `gamtexi~ iRebs serverze imave privilegiebs, 

rasac momxmarebeli.  
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modifikaciaze Tavdasxma aris informaciis uuflebod 

Secvlis mcdeloba, igi mimarTulia informaciis mTliano-

bis darRevaze.  

informaciaze Tavdasxmis erT-erT saxes warmoadgens 

arsebuli informaciis Secvla, magaliTad, momsaxureTa 

xelfasebis Secvla. cvlilebaze Tavdasxma mimarTulia 

rogorc saidumlo, aseve saerTo informaciaze.  

Tavdasxmis sxva tipia axali monacemebis damateba. 

magaliTad, `gamtexi~ asrulebs operacias sabanko sistemaSi, 

borotmzraxveli cvlis 
saxelis gafarToebas da 
warudgens momxmarebels 
Tavis misamarTs. 

 
 

interneti 
momxmareb-
lis 
kompiuteri 

serveri 

`gamtexis~ 
kompiuteri 

momxmarebeli miuerTdeba 
servers, veb-brauzerSi  
misi misamarTis SetaniT. 

informacia gadaecema 
`gamtexis~ kompiuters 

da ara servers. 

nax.1.4.2. informaciis datacebis magaliTi 
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romlis Sedegad saxsrebi klientis angariSidan gadainacv-

lebs mis sakuTar angariSze.  

Tavdasxma waSlaze niSnavs arsebuli monacemebis 

ganadgurebas, magaliTad, bankis sabalanso angariSidan 

Canaweris gauqmeba.  

 

 

1.5. Tavdasxmebi informaciul da qselur resursebze 

1.5.1. Tavdasxma momsaxureobaSi mtyunebaze 

(Denial-of-service, DoS) – ukrZalavs legalur momxmarebels 

sistemis, informaciis an kompiuteris SesaZleblobebis 

gamoyenebas. DoS Tavdasxmis Sedegad borotmzraxveli ver 

iRebs wvdomas kompiuterul sistemasTan.  

informaciis mimarT DoS tipis Tavdasxmis Sedegad, 

informacia xdeba gamousadegari. informacia nadgurdeba, 

maxinjdeba an gadaitaneba miuwvdomel adgilas. 

danarTze mimarTuli DoS tipis Tavdasxma SeuZlebels 

xdis aRniSnuli danarTis mier gadasawyveti amocanebis 

amoxsnas. 

DoS Tavdasxmis zogadi tipi miznad isaxavs kompiu-

teruli sistemis mwyobridan gamoyvanas, ris Sedegadac 

TviT sistema Tavisi danarTebiTa da masze Senaxuli infor-

maciiT xdeba miuwvdomeli. 

kavSiris saSualebebze wvdomis mtyunebas didi xnis 

istoria aqvs. magaliTad SeiZleba moviyvanoT qseluri 

gamtaris gawyveta, xmovani signalis CaxSoba. Tavdasxmis 
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samiznea sakomunikacio garemo. kompiuteruli sistemis da 

informaciis mTlianoba ar dairRveva, mxolod kavSiris 

uqonloba SeuZlebels xdis am resursebze wvdomas. 

ganvixiloT, rogor xorcieldeba Tavdasxma momsaxu-

reobaSi mtyunebaze 

DoS-Tavdasxmebi mimarTulia kompiuteruli sistemebisa 

da qselebis winaaRmdeg, magram zogjer misi samiznea doku-

mentebi qaRaldis matareblebze. borotmzraxvels SeuZlia 

ubralod gaanadguros dokumentebi da Tu maTi aslebi ar 

aris Senaxuli, informacia iTvleba dakargulad.  

arsebobs DoS Tavdasxmis mravali xerxi, romelic 

mimarTulia eleqtronuli saxiT Senaxuli informaciis 

dazianebaze. igi SeiZleba waSlil iqnas Tavis sarezervo 

aslebTan erTad. borotmzraxvelma SeiZleba gaSifros fai-

li, Semdeg ki gaanadguros gaSifrvis kodi, riTac faili 

gaxdeba gamousadegari.  

fizikuri DoS-Tavdasxma aris kompiuteris fizi kuri 

ganadgureba (misi moparva). moklexniani DoS – Tavdasxmis 

magaliTia kompiuteris gamorTva, ris Sedegadac momxma-

rebeli ver axerxebs Tavis danarTebze wvdomas.  

borotmzraxvelisaTvis kargad cnobilia xarvezebi 

danarTebSi. maTi daxmarebiT Tavdamsxmeli agzavnis da-

narTSi gansazRvruli brZanebebis nakrebs, romelsac igi 

sworad ver gadaamuSavebs, ris Sedegadac danarTi gamodis 

mwyobridan. gadatvirTa aRadgens mis Sromisunarianobas, 

magram danarTTan muSaoba droebiT SeuZlebeli xdeba. 
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sakomunikacio saSualebebis mwyobridan gamoyvanis 

yvelaze ioli xerxia qseluri kabelis gadaWra, risTvisac 

saWiroa kabelze fizikuri wvdoma. 

kavSiris saSualebebze mimarTuli DoS-Tavdasxmebi 

asrulebs saitze uzomod didi trafikis gagzavnas. es 

trafiki faqtobrivad gadaavsebs sakomunikacio infrastruq-

turas, rac xels uSlis legalur momxmareblebs qselze 

wvdomaSi. 

Tumca yvela DoS – Tavdasxma ar aris winaswargamiz-

nuli, zogjer SemTxveviTobac did rols asrulebs msgavsi 

incidentebis warmoSobaSi.  

 

 

1.5.2. Tavdasxma valdebulebaTagan mtyunebaze 

 mimarTulia informaciis identifikaciis SesaZleb-

lobebis winaaRmdeg, anu igi realur xdomilebaze an 

tranzakciaze araswori informaciis micemis mcdelobaa.  

`maskaradi~- aris moqmedebebis Sesruleba sxva 

momxmareblis an sxva sistemis saxeliT. aseTi Tavdasxma 

realizdeba personalur mowyobilobebTan kavSiriT, 

finansuri operaciebis ganxorcielebisas an erTi sistemidan 

meoreze informaciis gadacemisas.  

xdomilobis uaryofa - aris mtyuneba operaciis 

Sesrulebis faqtze. magaliTad, adamiani akeTebs SenaZens 

maRaziaSi sakredito baraTiT. rodesac modis angariSi, igi 

ganucxadebs kompanias (romelic warmoudgens mas sakredito 

baraTs), rom es SenaZeni arasodes gaukeTebia.  
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ganvixiloT, rogor xorcieldeba Tavdasxma valdebu-

lebaTagan mtyunebaze:  

 borotmzraxveli, iyenebs ra sxvis dokumentebs, Tavs 

warmoaCens sxva pirovnebad. es bevrad iolia, Tu dokumenti 

aris dabeWdili da ara xelnaweri. msgavsi Tavdasxma bevrad 

martivia, Tu informacia warmodgenilia eleqtronuli 

saxiT, vinaidan eleqtronuli dokumenti SeiZleba Seiqmnas 

da gaigzavnos sadac gnebavT. from velSi advilad SeiZleba 

gamgzavnis saxelis Secvla, romlis Tanxvedra ar mowmdeba 

eleqtronuli fostis samsaxuris mier. es kompiuteruli 

sistemebis mier gadacemuli informaciis msgavsad xdeba. 

sistemas SeiZleba daeniSnos nebismieri IP – misamarTi da 

SeiniRbos sxva sistemad. 
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1.6. qselur sistemebze Tavdasxmis meTodebi 

sadReisod kompiuterebis gatexvas axorci elebs adamia-

ni, romelsac Seesabameba termini hakeri. es is adamiania, 

romelic eZebs kompiuterul sistemaSi SeWris gzebs an 

gamohyavs igi mwyobridan. 

kvlevebma uCvena, rom hakerebad xSirad xdebian: 

− mamakacebi; 

− 16-35 wlis asakSi; 

− martoxelebi; 

− ganaTlebulebi; 

− teqnikurad ganswavlulebi. 

hakerebs aqvT mkafio warmodgena kompiuterebis da 

qselebis muSaobaze, imaze, Tu rogor gamoiyeneba proto-

kolebi sistemuri operaciebis Sesasruleblad. sistemis 

gatexvis Semdeg hakerebi TavianTi warmatebiT Tavs iwoneben 

IRC arxze (Internet Relay Chat-internetiT realur droSi 

urTierTobis programa). hakerebs izidavs ara mxolod 

konkretuli sistemis gatexva, aramed - amaSi pirveloba. 

calkeul SemTxvevaSi gamtexebi specialurad anadgureben 

daucvel adgilebs, romlis daxmarebiTac kompiuteri 

gamoiyvanes mwyobridan, radgan Tavdasxma sxvam ar 

gaimeoros. 

sixarbe - erT-erTi ZvelTagani motivia danaSaulebrivi 

qmedebebisaTvis. hakerisaTvis es aris fulis, saqonlis, 

momsaxureobis, informaciis miRebis wyurvili. 
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Tu sistemaSi aRmoCenilia Tavdasxma, organizaciebis 

umravlesoba gamoasworebs daucvelobas, romelic iqna 

gamoyenebuli Tavdasxmisas, aRadgens sistemas da gaagr-

Zelebs muSaobas, zogierTi mimarTavs samarTaldamcav 

organoebs, magram Tu hakeri iseTi qveynidanaa, sadac ara 

aqvT kanoni kompiuterul usafrTxoebaze, dasjis procesi 

rTuldeba. davuSvaT, hakerma datova kvali da iqna 

dakavebuli, Semdeg unda damtkicdes, rom man marTlac 

gatexa sistema da Caidina Zarcva, rac Zalze rTuli 

procesia.  

boroti ganzraxva, vandalizmi  – aseve aris hakeris 

motivacia. misi mTavari mizania miayenos ziani legalur 

momxmareblebs an saitebis kanonier mflobelebs. 

borotganzraxuli Tavdasxmebi Cveulebriv, mi marTulia 

konkretuli miznebisaken. hakeri miiswrafvis gansazRvruli 

saitis an organizaciisaTvis zaralis miyenebisken. 

 

 

1.6.1. hakerebis meTodebi 

internetis Seqmnis sawyisi mizani iyo monacemebze 

saerTo wvdoma, kvleviTi institutebis erToblivi muSaoba. 

aseTi saxiT, sistemebis umravlesoba konfigurirebuli iyo 

informaciis koleqtiuri gamoyenebisaTvis. Unix operaciul 

sistemaSi muSaobisas gamoiyeneboda qseluri failuri 

sistema (Network File System, NFS), romelic saSualebas aZlevda 

erT kompiuters mieerTebina sxva kompiuteris diski 
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lokaluri qselidan (Local area network, Lan) an internetidan. am 

meqanizms iyenebdnen pirveli hakerebi informaciaze wvdomis 

misaRebad – isini miierTebdnen sxva (daSorebul) disks da 

kiTxulobdnen mas. NFS diskis monacemebis wvdomisaTvis 

Sualeduri rgolis saxiT iyenebda momxmareblis identi-

fikatorebis nomrebs (User Id, UID). 

Tu momxmarebels J̀oe”, romlis nomeria ID 104, hqonda 

saxlis kompiuterze failze wvdomis ufleba, maSin sxva 

momxmarebels, `ALICE”,  nomriT ID 104,  Sors myof 

kompiuterze aseve SeeZlo waekiTxa es faili. safrTxe 

gaizarda, rodesac zogierTma sistemam dauSva fesvur 

failur sistemebze (rootfile system) saerTo wvdoma, konfigu-

raciis failebisa da parolebis CaTvliT.  

failebze saerTo wvdoma aris konfiguraciis serio-

zuli Secdoma. daucveli adgili failebze erToblivi 

wvdomis saxiT aqvs ara mxolod Unix-s, aramed Windows NT, 95, 

98.  

imave kategorias, rogoricaa failebis erToblivi  

gamoyeneba da araswori awyoba, miekuTvneba Sori wvdoma 

ndobis faqtoriT. Rlogin momxmareblebs ramdenime sistemaSi 

erTdroulad Sesvlis saSualebas aZlevs parolis xelmeo-

red Setanis gareSe. am nebarTvebiT marTaven .rhost  da host 

tipis failebs. swori awyobis SemTxvevaSi (Tumca iTvleba, 

rom rlogin gamoyeneba saerTod dauSvebelia), isini 

gansazRvraven im sistemebs, romelTaTvisac nebadarTulia 

Sorsmyofi Sesvla. 
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Unix sistema gamoiyenebs (“+”) `plus~ niSans, romelic 

ganTavsebulia failis boloSi da niSnavs, rom garkveuli 

sistemebi endoba momxmarebels da ar aris aucilebeli 

parolis xelmeored Setana, arc is aris mniSvnelovani, Tu 

romeli sistemidan Sedis igi. hakerebs uyvarT aseTi 

Secdomebi.  

susti paroli – yvelaze zogadi xerxia, romelsac 

hakeri iyenebs sistemaSi Sesasvlelad. samwuxarod bevrma ar 

icis, rogor airCios Zlieri paroli. xSirad gamoiyeneba 

mokle parolebi, rac sakmaod daucvelia. Tu parols aqvs 

sigrZe ori simbolo da es aris anbanis simboloebi, 

dasaSvebi kombinacia aris 676. rvasimboloian parolSi 

(mxolod anbani) kombinaciis ricxvi izrdeba 208 milionamde, 

rac niSnavs, rom gamocnobis albaToba mcirdeba. 

programirebis defeqtebi – maT miekuTvneba programaSi 

datovebuli `Savi Sesasvlelebi~ (black door). veb-saitebis 

Seqmnam safuZveli daudo e.w. `arafrTxil~ programirebas. 

mas aqvs damokidebuleba onlain-yidvebTan. veb-saitze 

informacia yidvebze – saqonlis nomeri, raodenoba da fasi 

–inaxeba uSualod URL misamarTis striqonSi. es informacia 

gamoiyeneba veb-saitis mier, roca iTvlian yidvebis 

Rirebulebas da gansazRvraven, Tu ramdeni Tanxaa 

gadaxdili pirovnebis sakredito baraTidan. rogorc Cans, 

bevri saiti ar amowmebs informacias siebis mowesrigebisas 

da ubralod iRebs URL-dan. safrTxe iqmneba, Tu hakeri 

akeTebs  URL-is modifikacias dadasturebamde. iyo SemTx-

vevebi, rodesac hakeri Casvamda uaryofiTi niSnis fass da 



 44 

imis nacvlad, rom fuli daxarjuliyo, veb- saitidan iRebda 

kredits. ar aris mizanSewonili msgavsi informaciis 

datoveba misamarTis striqonSi, romelic SeiZleba Seicva-

los klientis mier. mizanSewonilia Semowmebul iqnas 

serverze Setanili informacia. 

socialuri inJineria - aris informaciaze an sistemaze 

arasanqcirebuli wvdomis miReba teqnikuri saSualebebis 

gareSe. daucveli adgilebis gamoyenebis nacvlad hakeri 

sargeblobs adamianuri sisusteebiT. hakers SeuZlia dau-

rekos telefoniT kompaniis TanamSromels teqnikuri 

mxardaWeris samsaxuris saxeliT da gaigos misi paroli. 

xSirad es nomeri kargad muSaobs. zogjer hakeri kompaniis 

momsaxuris saxeliT rekavs teqnikuri mxardaWeris samsa-

xurSi, eubneba, rom daaviwyda paroli da am gziT gaigebs 

parols.  

socialuri inJineriis sxva formaa organizaciis sanag-

veebis an virtualuri sanagve kalaTebis gamokvleva, 

gaxsnili informaciis veb-saitebis, angariSebis) wyaroebis 

gamoyeneba, Ria Zarcva da TviTmarqvioba. portatuli kompiu-

teris an instrumentebis nakrebis moparviT hakeri ufro 

mets gaigebs kompaniis Sesaxeb. instrumentebi daexmareba 

momsaxure personalis an kompaniis TanamSromlis rolis 

TamaSSi. socalur inJinerias iyeneben hakerebi, romlebmac 

mizanSi amoiRes konkretuli organizacia. 

buferis gadavseba - es programirebis erT-erTi Secdo-

maTagania, romelsac iyenebs hakeri. buferis gadavseba 

gacilebiT Zneli aRmosaCenia, vidre susti parolebi da 
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konfiguraciis Secdomebi. buferis gadavseba gansakuTrebiT 

saSiSia imiT, rom hakerebs sistemaSi nebismieri brZanebis 

Sesrulebis saSualebas aZlevs. buferis gadavsebis scena-

rebis umravlesoba hakerebs sistemaSi SeRwevis axali 

saSualebebis Seqmnis saSualebas aZlevs. 

buferis gadavseba aris kompiuterul mexsierebaSi 

Zalzed bevri monacemebis ganTavsebis mcdeloba. magaliTad, 

Tu SevqmniT 8 baitiani sigrZis cvlads da masSi CavwerT 9 

baits, maSin me-9 baiti Caiwereba mexsierebaSi merves Semdeg. 

Tu SevecdebiT movaTavsoT ufro meti monacemebi am 

cvladSi saerTod Seivseba mTeli mexsiereba. buferis 

gadavsebis SemTxvevaSi CvenTvis saintereso mexsierebis 

nawils hqvia steki.  

steki marTavs gadarTvas programebs Soris da 

atyobinebs operaciul sistemas ra kodi unda Sesruldes, 

roca programis (an funqciis) erTi nawili amTavrebs Tavis 

muSaobas. stekSi inaxeba funqciis lokaluri monacemebi. 

buferis gadavsebaze Tavdasxmisas hakeri aTavsebs 

instruqciebs lokalur cvladebSi, romelic inaxeba stekSi. 

es monacemebi lokalur cvladSi ikaveben ufro met adgils, 

vidre maTTvis gamoyofili moculobaa da gadaweren 

damabrunebel misamarTs axali instruqciis wertilSi. 

axali instruqcia CatvirTavs Sesasruleblad programul 

garemos (romelic axorcielebs interaqtiul wvdomas) an 

sxva danarTs, cvlis konfiguraciis fails (inetd.conf) da 

hakers axali konfiguraciis Seqmnis meSveobiT wvdomis 

saSualebas aZlevs. 
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nax.1.6.1.1.-ze naCvenebia rogor muSaobs buferis 

gadavseba. 

 

 
nax.1.6.1.1. buferis gadavsebis magaliTi 

buferis gadavseba Zalian xSirad xdeba danarTSi 

Secdomis dros, roca gamoyenebuli monacemebi kopirdeba 

erTidaigive cvladSi. buferis gadavsebis Tavidan acileba 

small-
string 

freimis 
maCvenebe

li 

dabruneb
uli 

misamarTi 

ramdenadac small-string cvladSi 
kopirebulia 64 kb, es monacemebi 

gadaewereba stekis sxva 
monacemebs. 

 

steki 

programa 
axorcielebs 
monacemebis 

Setanas 

monacemebi 
ganTavsdeb
ian stekSi 

programis 
normaluri 
dabruneba 

xakeris 
alternatiuli 

arCevani 

programuli kodi 
void 
problem_function(char*big_st
ring){ 
     char small_string[8]; 
      
  strcpy(small_string, 
big_string); 
} 
void main(){ 
  char big_string[64]; 
int I; 
 
for (i=0;i<63;i++){ 
    big_string[i]=’a’; 
} 
problem_function(big_string); 
} 

Sesabamisi striqonis ganTavsebis 
Semdeg dabrunebuli misamarTi 

miuTiTebs 
Sesasrulebel brZanebas 
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SeiZleba Tu programisti gamosayenebeli monacemebis zomas 

Seamowmebs maT winaswar gamocxadebul cvladSi ganTavse-

bamde. unda aRiniSnos, rom striqonebis kopirebis funqciebi 

C-enaSi ar amowmeben striqonis an buferis zomas monace-

mebis kopirebis win. maT miekuTvneba funqciebi strcat(), strcpy(), 

sprintf(), vsprintf(), scanf() da gets(). 

arsebobs ramdenime avtomatizebuli scenari, romelic 

gamoiyeneba buferis gadavsebis saZieblad. aseT programul 

saSualebebs miekuTvneba programa SPLINT (http://lclint.cs.vir-

ginia.edu/), romelic kods amowmebs kompilaciamde. 

DoS (Tavdasxma momsaxureobaSi mtyunebaze) tipis 

Tavdasxma SeiZleba iyos savadasxva saxis: centralizebuli 

(gaSvebuli erTi sistemidan) an ganawilebuli (gaSvebuli 

ramdenime sistemidan). mis aRmofxvramde aucilebelia 

Tavdasxmis wyaros gamovlena. DoS Tavdasxma SeiZleba iyos 

fizikuric, rogoricaa kabelis gadaWra. 

centralizebuli DoS Tavdasxmis (single-source) gansa-

xorcieleblad gamoiyeneboda erTaderTi  sistema. ufro 

farTod aris cnobili e.w. sinqronuli Tavdasxma (SYN flood 

attack)    misi Sesrulebisas gamg-zavni sistema ugzavnis 

mimReb sistemas TCP  SYN  paketebs (simboloebis sinqroni-

zebul pakets). SYN paketebi gamoiyeneba axali TCP 

SeerTebebis gaxsnisaTvis. SYN paketis miRebisas mimRebi 

sistema pasuxobs ACK paketiT, dadasturebiT rom warma-

tebiT miiRo monacemebi da agzavnis monacemebs SYN paketis 

gamomgzavnTan SeerTebis dasayeneblad. am dros mimRebi 

sistema aTavsebs informacias SeerTebis rigebis buferSi 
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axali SeerTebis Sesaxeb. realur TCP SeerTebaSi gamgzavnma 

SYN ACK paketi miRebis Semdeg unda gaagzavnos daskvniTi 

ACK paketi. am TavdasxmaSi gamgzavni ignorirebas ukeTebs 

SYN ACK pakets da agrZelebs SYN paketebis gagzavnas. 

saboloo jamSi SeerTebebis rigis buferi mimReb sistemaze 

gadaivseba da sistema Sewyvets upasuxos axal moTxovnebze 

gadarTvis Sesaxeb. 

Tu sinqronuli Tavdasxmis wyaros aqvs legaluri IP 

misamarTi, maSin igi SeiZleba advilad identificirdes da 

SeCerdes Tavdasxma. Tu gamgzavnis misamarTi aramarSru-

tizebulia, rogoricaa 192.168.X.X? maSin amocana rTuldeba. 

gamiznuli sinqronuli Tavdasxmisas da IP misamarTis 

daucvelobisas Tavdamsxmelis gansazRvra praqtikulad 

SeuZlebelia. 

sinqronuli Tavdasxmisagan sistemis dasacavad 

SemoTavazebulia ramdenime gadawyveta. yvelaze martivi 

xerxia taimeris ganTavseba rigSi mdgom yvela SeerTebaSi. 

raRac drois amowurvis Semdeg SeerTebebi unda daixuron. 

mZlavri Tavdasxmis dros taimerSi unda dayendes imdenad 

mcire mniSvneloba, rom SeuZlebeli gaxdeba sistemasTan 

muSaoba. zogi erTi qseluri mowyobilobiT SeiZleba 

sinqronuli Tavdasxmis gamovlena da blokireba, magram 

aseT sistemebs midrekleba aqvT SecdomiTi Sedegebisaken, 

ramdenadac eZeben, drois mocemul SualedSi, gadadebuli 

CarTvis gansazRvrul raodenobas. Tu Tavdasxmas aqvs 

erTdroulad ramdenime wyaro, maSin misi identificireba 

Zalzed rTulia.   
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sinqronulis garda aris sxva Tavdasxmebi, ufro 

seriozuli, Tumca naklebad rTulia aRmofxvris 

TvalsazrisiT. `sikvdilis pingi~ (Ping of Death) Tavdasxmisas 

miznobriv sistemaze igzavneboda ping-paketi (ICMP  eqo-

moTxovna). Cveulebriv variantSi ping-paketi ar Seicavs 

monacemebs. `sikvdilis paketi~ Seicavda didi raodenobis 

monacemebs. am monacemebis wakiTxvisas sistema mimRebs 

emarTeboda buferis gadavseba protokolebis stekSi da 

warmoiSveboda sistemis sruli mtyuneba.  stekis dammuSaveb-

lebi ver iTvaliswinebdnen, rom ping-paketi gamoiyeneboda 

aseTi saxiT da amitom monacemebis raodenobis Semowmeba ar 

gamgzavni mimRebi 

serveri 

legaluri mierTeba 

TCP  SYN  paketi 

TCP  SYN ACK  paketi 

TCP  ACK  paketi 

sinqronuli DoS Tavdasxma 

TCP  SYN  paketi 

TCP  SYN ACK  paketi 

daskvniTi TCP ACK paketis gagzavna ar xdeba 

nax.1.6.1.2. sinqronuli DoS 
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xdeboda. problema gamosworda da dRes naklebad aris 

msgavsi Tavdasxmis mimarT daucveli sistemebi. aRniSnuli 

Tavdasxma DoS Tavdasxmis erT-erTi saxeobaa. saerTod DoS 

Tavdasxmebi damangrevelia sawyis stadiaze da swrafad 

kargaven Tavis Zalas sistemuri Secdomebis gamosworebis 

Semdeg.  

ganawilebuli DoS Tavdasxmebi (Distributed Dos attaks, DDoS) 

– aris DoS Tavdasxmebi, sadac monawileobs sistemis didi 

raodenoba. DDoS Tavdasxmas marTavs erTi mTavari sistema 

da erTi hakeri. es Tavdasxma ar aris auclebeli iyos 

rTuli. 

hakeri urTierTqmedebs mTavar sistemaze an serverul 

procesze, romelic ganTavsebulia sistema-msxverplze. mTa-

vari sistema urTierTqmedebs daqvemdebarebul sistemebze.  

daqvemdebarebuli sistemebi (`zombebi~) realurad 

axorcieleben Tavdasxmas miznobrivi sistemis winaaRmdeg.  

brZanebebi, romlebic gadaecema mTavar sistemas da 

mTavari sistemidan daqvemdebarebulebs, SeiZleba gaiSifros 

da gadaices UDP (monacemebis samomxmareblo protokoli) 

protokoliT an ICMP (Setyobinebis mmarTveli protokoli) 

protokoliT gamoyenebuli instrumentis mixedviT. 

Tavdasxmis samoqmedo meqanizmia sistemis UDP, TCP SYN an 

ICMP trafikiT gadavseba. zogierTi instrumentuli saSua-

lebebi SemTxveviT cvlian Tavdamsxmeli paketebis 

gamgzavnis misamarTebs, rac metad arTulebs maT aRmoCenas. 
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nax.1.6.1.3. instrumentuli saSualebis struqtura DDoS 
Tavdasxmis SesrulebisaTvis 

 

mTavari sistema agzavnis 
brZanebebs 
daqvemdebarebuli 
sistemebisaken Tavdasxmis 
gaSvebisaTvis 

hakeris sistema 

xakeri agzavnis brZanebebs mTavari 
sistemisaken Tavdasxmis 
gaSvebisaTvis  

mTavari sistema 

daqvemdebarebu
li  sistemebi 

daqvemdebarebuli  
sistemebi agzavnian 
Tavdasxmas da gamoyavT 
mwyobridan miznobrivi 
sistema 

miznobrivi sistema-
msxverpli 
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DDoS Tavdasxmis, romelic mimdinareobs specialuri 

instrumentebis gamoyenebiT, mTavari Sedegi aris 

TavdasxmaSi didi raodenobis sistemis koordinacia, 

romelic mimarTulia erTi sistemis winaaRmdeg. aseT 

Tavdasxmebs, imisgan damoukideblad Tu ramdeni sistemaa 

CarTuli internetSi, ramdeni sistema gamoiyeneba trafikis 

dasaregulireblad, SeuZliaT `daangrios~  organizacia, Tu 

masSi monawileobs daqvemdebarebuli sistemis sakmao 

raodenoba.  

 
 

1.7. zianismomtani programebis gamovlena.  
informaciuli usafrTxoebis samsaxurebi 

zianismomtani  kodi rCeba did problemad usafrTxo-

ebis TvalsazrisiT, rogorc organizaciebisaTvis, aseve 

kerZo momxmareblebisaTvis. zianismomtani kodi Tavis TavSi 

moicavs sam sxvadasxva ti pis programas: 

− kompiuteruli virusi; 

− programebi `Trojan horse~; 

− Worm;  

virusebi aris parazitebi kompiuteruli programebis 

mimarT. isini arian gakeTebulni ise, rom ar SeuZliaT 

icxovron damoukideblad. programebis Sesrulebisas, 

romelSic aris Canergili virusi, sruldeba virusis kodi, 

romelic realizebas ukeTebs Tavis funqciebs. es funqciebi 

iTvaliswinebs sxva programebis daavadebas da sxva diskze 

gavrcelebas. zogierTi virusi iwvevs failebis waSlas an 

sistema gamohyavs mwyobridan. zogierTi virusi ar iwvevs 
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araviTar dazianebas, mxolod vrceldeba kompiuterul 

sistemebze. 

virusebi gaCnda maSin, roca kompiuterebma daiwyes 

diskuri operaciuli sistemis – DOS gamoyeneba. es virusebi 

gavrceldnen ZiriTadad disketebiT. Semdeg gamoCnda 

virusebi, romlebic emagrebodnen teqsturi redaqtoris 

failebs da sruldebodnen rogorc makrosis enis nawili, 

teqstebis damuSavebis  programaSi. kompiuteruli virusebis 

magaliTia virusi miqelanjelo (Michelangelo) (ukve 

moZvelebuli) da makrovirusi melisa (Mellissa). ufro 

dawvrilebiT sxvadasxva virusis aRwera imyofeba saitze: 

http://www.symantec.com   da 

http://www.mcafee.com  

zianismatarebeli kodis yvela tipi miekuTvneba 

kompiuterul virusebs. am programebis muSaobis principebi 

pirdapir arian dakavSirebulni dacvis metad efeqturi 

meqanizmebis arCevasTan.  

,,Trojan horse” malavs Tavis zianis momtan arsebas 

sasargeblo da saintereso programis saxiT.  igi dasru-

lebuli da damoukidebeli programaa, romelic Seqmnilia 

zianismomtani moqmedebebisaTvis. igi iniRbeba axal 

programad an eleqtronuli fostis Setyobinebebad.  

,,Trojan horse” tipis programebi Seicaven sxva kompiuter-

msxverplze TviTgavrcelebis meqanizms. magaliTisaTvis 

ganvixiloT programa ILOVEYOU.  igi gvxvdeba kompiuterze 

eleqtronuli fostis Setyobinebebze, CanarTiT romelic 

Seicavs programas Visual Basic-ze. es CanarTi teqsturi 
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failis msgavsad gamoiyureba. magram Tu momxmarebeli 

gaxsnis am fails, maSin Sesruldeba kodi  Visual Basic-ze. igi 

gaugzavnis misamarTebis wignSi myof yvela momxmarebels 

`msxverpls~.  

,,Trojan horse” – programidan zarali igivea, rac 

kompiuteruli virusidan. ILOVEYOU msgavsma programam 

SeiZleba gamoiwvios DoS Tavdasxma kompiuteruli resur-

sebis ganadgurebis xarjze. mraval organizaciaSi 

ILOVEYOU programam srulad gaaCera eleqtronuli fostis 

muSaoba.  

Worm – aris programa, romelic gadacocdeba 

sistemidan sistemaze msxverplis daxmarebis gareSe. Worm 

TviTon vrceldeba da mravldeba, sakmarisia misi mxolod 

gaSveba. 

cnobili magaliTia internet-Worm, romelic Seqmna 

robert-morisma 1989 wels. morisis Worm iyo daprog-

ramebuli mravali daucveli adgilis gamoyenebaze, maT 

Soris sust parolebze. misi daxmarebiT is eZebda inter-

netSi sistemebs, romelSic SeaRwevda da Sesruldeboda. 

sistemaSi moxvedrisas Worm eZebda sxva msxverpls. raRac 

drois Semdeg man mwyobridan gamoiyvana mTeli interneti.  

ukanasknel periodSi gavrcelda Worm-is saxeoba 

CodeRed. is gamoiyenebda internetis sainformacio samsa-

xurebSi (IIS) daucvel adgilebs. ramdenadac igi iyenebda 

TavdasxmisaTvis legalur veb-SeerTebebs, maTgan kompiu-

teris dacva ver moaxerxes. CodeRed sistemaSi moxvedrisas 

irCevda nebismier misamarTs Semdgomi TavdasxmisaTvis. 
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Tavdapirvel versiaSi CodeRed-s hqonda Semdgomi 

TavdasxmisaTvis misamarTis arCevis problema. Semdgom 

versiebSi igi gadawyvetil iqna da Worm vrceldeboda ufro 

swrafad. dRemde gvxvdeba CodeRed-iT inficirebuli 

sistemebi. 

2002 wels internetSi gamoCnda Worm-is saxeoba Slapper, 

romelmac demonstrireba gaukeTa Worm-is potenciur 

SesaZleblobebs. es Worm maSinve ar moqmedebs, aramed 

amzadebda placdarms Semdgomi TavdasxmisaTvis. Tumca 

Slapper-s ar SeuRwevia im raodenobis sistemaSi, rogorc 

CodeRed-s.  

Slapper iyenebs daucvel adgilebs Apache veb-serveris 

OpenSSL modulSi. (OpenSSL hiperteqstebis daculad 

gadacemis protokolTan (HTTPS) muSaobis saSualebas 

iZleva). sistemaSi moxvedrisas Worm irCevda IP misamarTs 

qselebis siidan A  klasis TavdasxmisaTvis, romelic 

daprogramebuli iyo Worm kodSi. Semdeg Slapper ikvlevda 

miznobrivi sistemis IP misamarTs da amowmebda sruldeboda 

Tu ara masze veb-servisi. dadebiTi pasuxis Semdeg igi 

arkvevda es veb-serveri iyo Tu ara serveri apache, momuSave 

Intel platformaze (radgan mas aqvs Tavisi specifikuri 

xarvezi). sabolood Worm poulobda miznobriv sistemaze 

daucvel adgils TavdasxmisaTvis.  

TviT Tavdasxma xorcieldeboda HTTPS  da 443 portis 

gamoyenebis meSveobiT. es arTulebda mis aRmoCenas, radgan 

trafiki iSifreboda. erTaderTi rac Worm moqmedebas 
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gascemda iyos is rom, daucveli adgilebis ZebnisaTvis igi 

iyenebda HTTP protokols da 80 ports.  

hibridi – aris ori tipis zianismomtani programis 

gaerTianeba. SeiZleba Segvxvdes programebSi moqmedi 

erTdroulad rogorc Worm da rogorc ,,Trojan horse”. 

magaliTia Nimba, romelic erTi sistemidan meoreze  

gadasasvlelad iyenebs veb-serveris daucvel adgilebs.  

 

 

1.7.1. informaciuli usafrTxoebis samsaxurebi 

informaciuli usafrTxoebis samsaxurebi warmoadgenen 

sabazo donis samsaxurebs, romlebic ebrZvian  Tavdasxmebs. 

TiToeuli samsaxuri mimarTulia garkveuli tipis Tavdasx-

masTan sabrZolvelad. informaciuli usafrTxoebis samsa-

xurebis gamoyenebis Tavisebureba calkeuli organizaciebis 

CarCoebSi damokidebulia riskis Sefasebis doneze da 

usafrTxoebis sistemis dagegmvasTan. cxrilSi mocemulia 

informaciuli usafrTxoebis samsaxurebi da Tavdasxmis 

tipebi. 

konfidencialobis samsaxuri uzrunvelyofs infor-

maciis gasaidumloebas. es samsaxuri wvdomas uxsnis infor-

maciis autentificirebul momxmarebels. 
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Tavdasxmebi usafrTxoebis samsaxurebi 

 kofidenc

ialobis 

mTlia

nobis 

wvdo

mado

bis 

identifici

rebis 

wvdomis X   X 

modifikaciis  X  X 

momsaxureobaSi 
mtyuneba 

  X  

valdebulebaTagan 
mtyuneba 

   X 

konfidencialobis samsaxuris saimedo muSaoba damoki-

debulia identifikaciis uzrunvelyofis samsaxurze da 

pirovnebis vinaobis calsaxad gansazRvraze. konfidencia-

lobis samsaxuri iTvaliswinebs informaciis warmodgenis 

sxvadasxva xerxebs - amonabeWdis saxiT, failebis an 

paketebis saxiT, qselSi gadasacemi saxiT.  

 

1.7.2. failebis konfidencialobis uzrunvelyofa 

arsebobs sxvadasxva xerxi dokumentebis saidumloobis 

uzrunvelsayofad, rac damokidebulia dokumentis saxeze. 

qaRaldis dokumentebi unda iqnan saimedod Senaxuli, xolo 

eleqtronul dokumentebTan dakavSirebiT saWiroa 

sxvadasxva RonisZiebebis Catareba. faili unda iqnas 

Senaxuli erTdroulad ramdenime adgilas. failebze kont-

rols axorcielebs wvdomis marTvis sistemebi (es SeiZleba 

iyos failebis daSifrva). am sistemebis muSaoba 

damokidebulia momxmareblis saimedo identifikaciaze da 
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autentifikaciaze da swor konfiguraciaze, romelic 

gamoricxavs sistemis daucveli adgilebidan damcavi 

meqanizmis gverdis avlas. cxrilSi naCvenebia  failebis 

konfidencialobis uzrunvelyofis meqanizmebi da maT 

mimarT moTxovnebi. 

konfidencialobis 
uzrunvelyofis meqanizmebi 

fizikuri usafrTxoebis 
kontroli. 
failebze wvdomis 
kontroli. 
failebis daSifrva. 
 

failebis konfidencialobaze 
moTxovnebi 

identifikacia da 
autentifikacia. 
kompiuteruli sistemis 
swori awyoba. 
gasaRebebiT swori marTva 
daSifrvis gamoyenebisas. 

informaciis konfidencialoba daculi unda iyos aseve 

kavSiris arxebSi gadacemis procesSic, rac xorcieldeba 

gaSifrvis teqnologiis daxmarebiT. dacvis meqanizmi unda 

iyos ara calkeul SetyobinebaTaTvis, aramed mTeli 

trafikisaTvis. daSifrva SeaCerebs mosmenas da ara 

datacebas, amitom saWiroa identifikaciisa da autenti-

fikaciis saimedo sistema Sorsmyofi mimRebis pirovnebis 

gansazRvrisaTvis.  

monacemebis nakadis konfidencialobis uzrun velyofis 

samsaxurs exeba or saboloo punqts Soris informaciis 

gadacemis TviTon faqti.  

nax.1.7.2.1.-ze naCvenebia daSifrvisa da autentifi kaciis 

roli trafikis datacebisas. 
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nax.1.7.2.1. daSifrva da saimedo autentifikacia 
SeaCerebs trafikis datacebas. 

 

informaciis moculobis gazrda, romelic gadaicema A 

da C organizaciebs (nax.1.7.2.2.) Soris SeiZleba aRniSnavdes 

erToblivi komerciuli saqmianobis dawyebas. 

monacemebis nakadis arseboba trafikis analizato-

risagan moiTxovs gamoavlinos organizaciebi, romelTa 

Sorisac aris kavSiri. kvanZidan kvanZSi gadasacemi trafikis 

raodenoba Rirebuli informaciaa. 

 

 

 

 

borotmzraxveli 
cdilobs seansis 
datacebas cent-
raluri egm-is 
saxeliT. is ver 
gaivlis autenti-
fikacias da Tav-
dasxma CaiSleba 

muSa 
sadguri 

centraluri 
egm 

borotmzraxve
lis 

kompiuteri 
daSifruli 
trafiki muSa 
sadguridan ga-
daecema centra-
lur egm-s loka-
luri qseliT 
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nax.1.7.2.2. informaciuli nakadebis analizi gamoavlens 
erToblivad momuSave organizaciebs 

 

monacemTa nakadis konfidencialobis uzrunvelyofa 

xdeba garkveuli informaciis damalviT, romelic gadaicema 

or saboloo punqts Soris da romelic aris didi trafikis 

Semadgeneli nawili. SeiaraRebul ZalebSi  gamoiyeneba 

aseTi miReba: ori samxedro nawili jer amyarebs kavSirs, 

Semdeg ki gadacems monacemebis ucvlel moculobas, miu-

xedavad faqtiuri Setyobinebisa (Tavisufali adgilebi 

Seivseba informaciuli `nagviT~). ase, rom trafikis 

raodenoba rCeba mudmivi da Setyobinebis gadacemis 

intensivobaSi cvlilebebis aRmoCena SeuZlebelia. 

konfidencialobis uzrunvelyofis samsaxurma unda 

SeaCeros wvdomaze Tavdasxma, risTvisac am samsaxurma unda 

imuSaos identifikaciis samsaxurTan erTad im piris 

organizacia C 

organizacia B qseli organizacia A 

organizacia D 



 61 

vinaobis gasarkvevad, romelic cdilobs informaciaze 

wvdomas. am SemTxvevaSi mcirdeba borotmzraxvelis mier 

arasanqcirebuli wvdomis miRebis SesaZlebloba.  

mTlianobis uzrunvelyofis samsaxuri Tvalyurs 

adevnebs informaciis siswores. igi iZleva garantias rom 

informacia aris swori da igi ar SeuZlia gareSe pirs. es 

samsaxuri muSaobs identifikaciis samsaxurTan erTad piris 

vinaobis Sesamowmeblad. es samsaxuri aris modifikaciaze 

Tavdasxmisagan damcveli. failis modifikacia gacilebiT 

martivia, vidre qaRaldis dokumentis. failze unda iyos 

wvdoma mxolod wasakiTxad. saWiroa momxmareblis sworad 

amocnoba, raSic daexmareba pirovnebis amocnobis samsaxuri.  

Tu failis gadakopireba saWiroa sxva ganyofilebebis mier, 

saqmeSi unda CaerTos sxva meqanizmi – cifruli xelmowera, 

rasac Semdgom ganvixilavT. cifruli xelmowera 

saSualebas iZleva ganisazRvros, rom faili Seicvala 

xelmoweris Seqmnis momentidan. cifrul xelmoweraze 

moTxovna unda waeyenos konkretul momxmarebels, amdenad 

mTlianobis uzrunvelyofis samsaxuri unda moicavdes 

identifikaciisa da autentifikaciis funqciebs. 

monacemebi SeiZleba Seicvalos gadacemis procesSic, 

radgan am dros SeiZleba moxdes datacebaze Tavdasxma. 

Zlieri identifikaciis da autentifi kaciis meqanizmebis 

arseboba daupirispirdeba datacebaze Tavdasxmas, xolo 

gaSifrvis teqnologiebi modifikaciaze Tavdasxmis umetesi 

tipebis SeCerebis saSualebas iZleva. 
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mTlianobis dacvis samsaxuri modifikaciaze Tavdasx-

mis da valdebulebaTagan mtyunebis Tavdasxmaze SeCerebis 

saSualebas iZleva. misi saWiro doneze organizaciisas 

nebismieri arauflebrivi cvlileba dauyovnebliv iqneba 

aRmoCenili. identifikaciisa da autentifikaciis samsaxuri 

aRmoaCens Tavdasxmas momsaxureobaSi mtyunebaze, xolo 

cifruli xelmowera – Tavdasxmas valdebulebaTagan mtyu-

nebaze.  

informaciaze wvdomis samsaxuri mxars uWers sistemis 

mzadyofnas muSaobisaTvis. igi uzrunvelyofs or saboloo 

punqts Soris an kompiuterul sistemebSi informaciis 

gadacemas.  

informaciuli usafrTxoebis samsaxuri uzrun velyofs 

sarezervo aslebis Seqmnas da maT ganTavsebas dacul 

adgilas, saWiro SemTxvevaSi maT aRdgenas.  

gadarTva mtyunebis mixedviT (fail-over) anu pirdapiri 

aRdgena uzrunvelyofs informaciis aRdgenas, amasTan ar 

moiTxovs awyobas. sarezervo sistema ganTavsdeba imave 

adgilas, sadac ZiriTadi sistemaa, radgan ZiriTad siste-

maSi Seferxebebis dros dauyovnebliv CaerTos muSaobaSi. es 

sakmaod ZviradRirebuli variantia. 

aRdgena avariul situaciaSi icavs sistemas, infor-

macias da sawarmoo simZlavreebs stiqiuri ubedurebe-

bisagan, rogoricaa xanZari an wyaldidoba.  

 

 

 



 63 

1.8. momxmareblis identifikacia da  
autentifikacia 

identifikacia da autentifikacia erToblivad muSaobs 

sxva samsaxurebTan, raTa gaizardos Tavdasxmebis SeCerebis 

efeqturoba. Tu ganvixilavT am samsaxurs calke, vnaxavT, 

rom igi arTulebs usafrTxoebis sistemas da amaRlebs mis 

Rirebulebas. amave dros identifikaciis samsaxuris muSao-

bis gareSe rogorc mTlianobis dacvis samsaxuri, aseve 

konfidencialobis uzrunvelyofis samsaxuri ganwirulia 

warumateblobisaTvis. 

identifikacia da autentifikacia asruleben Semdeg 

funqciebs: pirvel rigSi adgenen individis vinaobas, meorec 

adastureben individi aris Tu ara is, visi saxeliTac igi 

warmoaCens Tavs. autentifikacia iyenebs CamoTvlili samidan 

nebismier kombinacias: 

− is, rac Tqven iciT (paroli an PIN kodi); 

− is, rac Tqven gaqvT (smart-cart an beiji) 

− is, rac Tqven xarT (TiTis anabeWdi an Tvalis baduris 

suraTi). 

SeiZleba arCeul iqnas aRniSnuli siidan erTi ele-

menti, magram umjobesia maTi kombinaciis gamoyeneba. amas 

hqvia orfaqtoriani autentifikacia, rac gacilebiT Zlieria, 

vidre erTfaqtoriani, vinaidan calkeul faqtors aqvs 

Tavisi susti adgilebi. biometruli autentifikacia rTu-

lad falsificirebadia.  

kompiuteruli sistemis nibismieri obieqti SeiZleba 

iqnas identificirebuli ricxviT, sityviT an simboloebis 
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striqoniT. Tu obieqts aqvs romelime identifikatori, 

romelic qselSia daregistrirebuli, mas uwodeben kano-

niers (legalurs), sxva obieqtebi aris ukanono (arale-

galuri). 

identifikacia sruldeba, maSin roca obieqti cdilobs 

qselSi moxvedras. Tu identifikaciam gaiara warmatebulad, 

maSin mocemuli obieqti aris mocemuli qselisaTvis kano-

nieri.   

autentifikacia adgens mocemuli obieqti aris Tu ara 

is vinadac igi warmoadgens Tavs.  

monacemebis gadacemis arxebis dacvisas obieqtebis 

autentifikacia niSnavs kavSiris xaziT SeerTebul obieq-

tebis vinaobis urTierTdadgenas. es procedura xorciel-

deba seansis dasawyisSi. sabolood dadgindeba WeSmariteba 

imisa, rom SeerTeba damyarebulia kanonier obieqtebs Soris 

da mTeli informacia miaRwevs daniSnulebis adgilamde.  

Setyobinebebis gacvlisas unda iqnas uzrunvelyofili 

Semdegi moTxovnebi: 

− mimRebi unda iqnas darwmunebuli monacemebis wyaros 

vinaobaSi; 

− mimRebi unda iyos darwmunebuli miRebuli monacemebis 

sisworeSi; 

− gamgzavni unda iyos darwmunebuli mimRebamde monace-

mebis miRwevaSi; 

− gamgzavni unda iyos darwmunebuli gadasagzavni informa-

ciis sisworeSi. 
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am moTxovnebis realizaciisas kompiuterul sistemebSi 

garantirebulia monacemebis dacva maTi kavSiris arxiT 

gadacemisas da uzrunvelyofili iqneba dacvis funqcia, 

romelsac ewodeba gadacemis dadasturebis funqcia. maSin 

gamgzavni ver uaryofs verc Setyobinebis gagzavnis faqts, 

verc mis Sinaarss, xolo mimRebi ver uaryofs verc 

Setyobinebis miRebis faqts, verc misi Sinaarsis siswores. 

sistemis resursebze wvdomis misaRebad momxmarebelma 

unda gaiaros identifikacia (anu sistemas moTxovnaze 

warudginos Tavisi saxeli), Semdeg autentifikacia (anu 

Seitanos kompiuterul sistemaSi unikaluri, sxva 

momxmareblisaTvis ucnobi informacia mis Sesaxeb). 

ganasxvaveben obieqtebis warmodgenis ramdenime formas, 

romliTac xdeba momxmareblis autentifikacia. magali-

TisaTvis SeiZleba moviyvanoT standartuli paroli, perso-

naluri saidentifikacio nomeri(PIN), aseve saidumlo da Ria 

gasaRebebi, romelTa codna demonstrirdeba `moTxovna-

pasuxi~ tipis protokolSi: 

− Senaxvis saSualebebis safuZvelze; Cveulebriv es aris 

magnituri baraTebi, smart card, touch memory da personaluri 

generatorebi, romelic gamoiyeneba erTjeradi 

parolebis Sesaqmnelad. 

− biometruli Tvisebebis safuZvelze; aq Sedis meTodebi, 

romelic eyrdnoba momxmareblis biometrul Tvisebebs 

(xma, Tvalis badura, TiTebis anabeWdebi da a.S.) 

biometrul Tvisebebze dayrdnobili autentifikacia 
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gamoiyeneba SenobaSi an teqnikaze wvdomis kontrolis 

dros.  

autentifikaciis protokoli SeiZleba klasificirdes 

Semdegi saxiT: martivi autentifikacia (parolebis gamo-

yenebis safuZ velze); mkacri autentifikacia (kriptogra-

fiuli meTodebis da saSualebebis gamoyenebis safuZvelze) 

da protokolebi, romlebic xasiaTdebian TvisebiT dadas-

tureba nulovani codniT, romelsac aqvs mxolod wminda 

Teoriuli xasiaTi. 

usafrTxoebis donis Sefaseba SeiZleba ganisazRvros 

Tavdasxmis konkretul tipebTan mimarTebaSi. aseTia: 

− TviTmarqvioba, roca erTi momxmarebeli Tavs warmoaCens 

sxva momxmareblad; 

− ganmeorebiT gadacema, romelic mdgomareobs autenti-

ficirebuli monacemebis ganmeorebiT gadacemaSi; 

− autentificirebuli gacvlis mxareebis Secvla. am SemTx-

vevaSi borotmzraxveli monawileobs or mxares Soris 

autentificirebul gacvlaSi da aqvs misi gziT gamavali 

trafikis Secvlis saSualeba; 

− gadacemis asaxva, romlis drosac borotmzraxveli moce-

muli protokolis CarCoSi ukan gadagzavnis datacebul 

informacias; 

− iZulebiTi dayovneba, roca borotmzraxveli daitacebs 

informacias da gadascems mas raRac drois Semdeg; 

− Tavdasxma teqstis garCeviT, romlis drosac borotm-

zraxveli daitacebs autentificirebul trafiks da 
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cdilobs miiRos informacia xangrZlivi gasaRebebis 

Sesaxeb. 

msgavsi Tavdasxmebi SeiZleba acilebul iqnas Semdegi 

RonisZiebebiT: 

− autentifikaciis proceduris perioduli Semowmeba sean-

sis CarCoebSi; 

− autentifikaciis Sedegis mibma momxmareblis momdevno 

moqmedebebTan (magaliTad, autentificirebuli gacvla 

saidulo seansuri gasaRebebiT, romelTa gamoyenebiT 

xorcieldeba momxmarebelTa Semdgomi urTierTmoq-

medeba); 

zemoT aRniSnul autentifikaciis protokolebs aqvT 

Semdegi Tvisebebi: 

− urTierTautentifikacia, anu autentifikaciis aucileb-

loba mxareTa Soris; 

− gamoTvliTi efeqturoba – aris operaciaTa raodenoba, 

romelic saWiroa protokolebis SesrulebisaTvis; 

− sakomunikacio efeqturoba, romelic gamoixateba Setyo-

binebis raodenobasa da mis sigrZeSi, romelic saWiroa 

autentifikaciis gansaxorcieleblad; 

− mesame mxaris arseboba, magaliTad simetriuli gasa-

Rebebis ganawilebis sando serveri an serveri, romelic 

realizebas ukeTebs Ria gasaRebebis ganawilebis serti-

fikatebis xes. 

− usafrTxoebis garantiis safuZveli, mas emsaxureba pro-

tokoli, romelic xasiaTdeba TvisebiT: dadastureba 

nulovani codniT. 
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− saidumlos Senaxva, ganisazRvreba kritikuli gasaReburi 

informaciis Senaxvis realizebis xerxiT. 

 
 

1.8.1. identifikaciisa da autentifikaciis 
tipiuri sqemebi 

sqema 1.  

davuSvaT kompiuterul sistemaSi daregistrirebulia n  

momxmarebeli. 

c – i  momxmareblis ucvleli identifikatoria, romelic 

saxelis analogiuria da gamoiyeneba momxmareblis 

identifikaciisaTvis. 

Ki – momxmareblis autentifikaciisaTvis informaciaa, 

romelic SeiZleba icvlebodes (magaliTad, paroli Pi=Ki). 

F – funqciaa, romelic … ar aRadgens Ki  mniSvnelobas,  

Ei da Idi mniSvnelobebis mixedviT. 

momxmareblis 
nomeri 

informacia 
identifikaciisaTvis 

informacia 
autentifikaciisaTvis 

1 Id1 E1 
2 Id2 E2 
… … … 
n Idn En 

ganvixiloT identifikaciisa da autentifi kaciis pro-

tokoli mocemuli sqemis mixedviT: 

1. dasawyisSi momxmarebeli warmoadgens Tavis 

identifikators Id. 

2. Tu Id  ar daemTxva arc erT Idi-s, romelic daregist-

rirebulia kompiuterul sistemaSi, identifikatori 

iqneba uaryofili da momxmarebeli ar daiSveba 
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samuSaod, xolo Tu Id= Id i  niSnavs, rom momxmarebelma 

gaiara identifikacia.  

3. autentifikaciis subieqti moiTxovs momxmareblisagan  

mis K autentifikators da gamoiTvlis mniSvnelobas 

Y=F(Id i, K). 

4. autentifikaciis subieqti Seadarebs Y  da E1 mniSv-

nelobebs, Tu warmatebiT Caiara, CaiTvleba, rom 

momxmarebelma warmatebiT gaiara autentifikacia. infor-

macia am momxmarebelze gadaicema programul modu-

lebSi, romelic gamoiyenebs momxmareblis gasaRebebs, 

winaaRmdeg SemTxvevaSi momxmarebeli ar daiSveba.  

sqema 2.  

kompiuterul sistemaSi gamoiyofa modifi-cirebuli 

obieqti-etaloni, romlis struqtura naCvenebia cxrilSi: 

momxmareblis 
nomeri 

informacia 
identifikaciisaTvis 

informacia 
autentifikaciisaTvis 

1 Id1, S1 E1 
2 Id2, S2 E2 
… … … 
n Idn, Sn En 

aq E  mniSvneloba tolia F(Si,  Ki), sadac Si SemTxveviTi  

veqtoria, romelic moicema momxmareblis identifikatoris 

Seqmnisas, F funqcias aqvs Tviseba, rom ar aRadgens Ki  

mniSvnelobas,  Ei da Si  mniSvnelobebis mixedviT. 

identifikaciisa da autentifikaciis protokoli me-2 

sqemis mixedviT: 

1. momxmarebeli waradgens Tavis identifikators Id. 



 70 

2. Tu Id  ar daemTxva arc erT Idi-s, romelic dare-

gistrirebulia kompiuterul sistemaSi, identifikatori 

ukuigdeba da momxmarebeli ar daiSveba samuSaod. Tu Id= 

Idi  momxmarebelma gaiara identifikacia.  

3. Idi  identifikatoris mixedviT gamoiyofa Si veqtori. 

4. autentifikaciis subieqti moiTxovs momx-mareblisagan 

mis K autentifikators da gamoiTvlis mniSvnelobas 

Y=F(S, K i). 

5. autentifikaciis subieqti awarmoebs Y da Ei  mniSv-

nelobebis Sedarebas. Tu isini tolia dgindeba, rom 

momxmarebeli warmatebulad aris autentificirebuli 

sistemaSi, winaaRmdeg SemTxvevaSi igi ar daiSveba 

samuSaod.  

 Ki  informaciis aRdgenasTan dakavSirebiT autenti-

fikaciis sqemis mdgradobis ZiriTadi moTxovnaa SemTxveviTi 

Ki  tolWeSmaritis arCeva dasaSvebi mniSvnelobebis 

simravlidan.  

ganvixiloT momxmareblis autentifikaciisaTvis  paro-

lis gamoyenebis Taviseburebani. 

kompiuteruli sistemis TiToeuli momxmarebeli iRebs 

identifikators da parols (PA), romelsac seansis  dasaw-

yisSi warudgens sistemas. es paroli unda Seedaros 

sistemaSi arsebul parolebs (P’A) . radgan paroli inaxeba 

saidumlod daucvel  areSi, gadagzavnisas igi unda daiSif-

ros. Tu PA  da P’A  daemTxveva erTmaneTs, maSin CaiTvleba, rom  

PA   aris dadasturebuli, xolo momxmarebeli-kanonieri. 
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msgavs sistemaSi Seva damrRvevi, Tu gaigebs kanonieri 

momxmareblis parols da identifikators.  

 

 

1.9. arasanqcirebuli SeRwevisagan informaciis  
dacvis problemis gadawyveta biometruli meTodiT 

Tanamedrove periodSi sakmaod farTod vrceldeba 

biometruli identifikacia da autentifikacia, romelic 

uzrunvelyofs potenciuri momxmareblis identificirebas 

fiziologiuri parametrebis, Tvisebebis da qcevis Tavisebu-

rebebis gazomvis gziT. tradiciulisgan gansxvavebiT 

biometrul meTodebs aqvs Semdegi ZiriTadi Rirsebebi: 

− identifikaciis saimedobis maRali xarisxi, biometruli 

Tvisebebis unikalurobis gamo. 

− rTulia biometruli Tvisebebis falsificireba. maT 

miekuTvneba: Tvalis moyvaniloba da badura, TiTebis 

anabeWdi, xelebis geometriuli forma, saxis forma da 

zomebi, xmis Taviseburebebi, xelmoweris biomeqanikuri 

Tvisebebi, `klaviaturis xelweris~ biomeqanikuri 

Tvisebebi.  

registraciisas momxmarebeli demonstrirebas ukeTebs 

Tavis biometrul Tvisebebs, romelic registrirdeba 

sistemis mier, rogorc kanonieri momxmareblis sakontrolo 

`saxe~, es saxe inaxeba eleqtronul formaSi da gamoiyeneba 

TiToeulis identurobis Sesamowmeblad, romelic Tavs 

warmoaCens kanonier momxmareblad. 
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identifikaciis sistemebi Tvalis formis da baduris 

mixedviT iyofa or klasad: romelic iyenebs Tvalis 

moxazulobis suraTs da  romelic iyenebs Tvalis baduris 

suraTs. 

es sistemebi metad saimedoa sxva biometrul 

sistemebTan SedarebiT da gamoiyeneba iq, sadac saWiroa 

usafrTxoebis maRali done, vinaidan aseTi parametrebis 

ganmeorebis albaToba Zalzed mcirea, daaxloebiT 10-78. 

yvelaze gavrcelebulia identifikaciis sistema TiTis 

anabeWdebiT, vinaidan arsebobs TiTis anabeWdebis monacemTa 

bankebi. aseTi sistemebis ZiriTadi momxmarebelia policia, 

sxvadasxva saxelmwifo da sabanko organizaciebi. 

identifikaciis sistemebi xelebis geometriuli formis 

mixedviT, iyeneben xelis formis skanerebs, romlebic 

yendeba kedlebze.  

identifikaciis sistemebi saxisa da xmis mixedviT 

metad misawvdomia maTi siiafis gamo, radgan Tanamedrove 

kompiuterebs aqvT video da audio saSualebebi. aseTi 

sistemebi gamoiyeneba wvdomis obieqtis Sorsmyofi identi-

fikaciisas satelekomunikacio qselebSi.  

identifikaciis sistemebi xelmoweris mi-xedviT 

ikvlevs xelmoweris calkeul detalebs da xelmoweras 

mTlianobaSi. 

identifikaciis sistemebi `klaviaturis xelweris~ mi-

xedviT, efuZvneba imas, rom teqstis akrefvisas Rilakis 

daWeris da aSvebis momentebi sxvadasxva momxmareblisaTvis 

ganirCeva. `klaviaturis xelwera~ saSualebas iZleva aigos  
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identifikaciis sakmaod saimedo saSualebebi. `klaviaturis 

xelweris~ Secvlisas momxmarebels avtomaturad ekrZaleba 

egm-Tan muSaoba. 

auditi momxdari xdomilobebis dafiqsirebis saSua-

lebas iZleva. auditis Canawerebi momxmarebels akavSirebs 

moqmedebebTan, romelsac igi asrulebs sistemaSi.  saimedo 

identifikaciisa da autentifikaciis samsaxuris gareSe 

auditi xdeba usargeblo, vinaidan ar aris garantia, rom 

dafiqsirebuli moqmedebebi namdvilad Sesrulebulia 

naCvenebi piris mier.  

auditi realur cxovrebaSi xorcieldeba registraciis 

Jurnalebis, saSvebis uwyisebis, videoCanawerebis daxmarebiT.  

mTlianobis samsaxuri unda iZleodes garantias, rom audi-

tis JurnalSi informacia ar Secvlila. 

kompiuterul sistemebSi auditi xorcieldeba Jurna-

lebis daxmarebiT, romelSic Caiwereba momxmareblis 

moqmedebebi. 

identifikaciis samsaxuri TviTon win ver aRudgeba 

Tavdasxmebs, amdenad igi muSaobs sxva samsaxurebTan erTad. 

ramdenadac identifikaciis samsaxuri awarmoebs daregist-

rirebuli momxmareblebis mier Sesrulebul moqmedebebis 

Canawers, Tavdasxmis SemTxvevaSi  xdomilobebis suraTis 

aRdgenis saSualebas iZleva. 

yovelive ganxilulidan gamomdinare SeiZleba gava-

keToT Semdegi daskvnebi, rom saidumlo informaciis dacvi-

saTvis umniSvnelovanesia konfidencialobis samsaxuri.  

amasTan, zogierTi informaciisaTvis moTxovnaa misi modi-
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fikaciis SesaZleblobebis, xolo sxva informaciisaTvis 

wvdomis SesaZleblobebis gamoricxva. orive SemTxvevaSi 

saWiroa identifikaciisa da autentifikaciis sai medo sam-

saxuri. 

 

 

1.10. autentifikaciis mowyobilobebi. moTxovnebi  
SifrgasaRebebis usafrTxoebis uzrunvelyofaze,  

parolebis mdgradobaze da maT dacvaze 

ganvixiloT autentifikacis mowyobilobebis ZiriTadi 

Tvisebebi, informaciis dacvis TvalazrisiT. 

− adamiani fizikurad unda flobdes autentificirebis 

mowyobilobas, raTa gamoiyenos igi. 

− autentifikaciis kargi mowyobiloba rTulad dubli-

rebadia. 

− adamianma SeiZleba dakargos autentifikaciis mowyobi-

loba, riTac dakargavs wvdomas kritikulad saWiro 

resursze. 

− autentifikaciis mowyobilobis realizaciisas SeiZleba 

iqnas aRmoCenili erT-erTi maTganis moparvis faqti. 

zogadad autentifikaciis mowyobilobebs yofen or 

ketegoriad: pasiur da aqtiur. orive SemTxvevaSi igi 

atarebs sabazo saidumlos da imisaTvis, rom damzadebul 

iqnas autentifi kaciis mowyobilobis muSa dublikati, 

aucilebelia sabazo saidumlos aslis qona. pasiuri 

autentifikaciis mowyobiloba warmoadgens ubralod sabazo 

saidumlos Senaxvis raRac mowyobilobas. magaliTad, 
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meqanikuri gasaRebebi, bankomatis baraTebi, TanamSromlis 

saSvebi da zogierTi specializebuli mowyobiloba monace-

mebi-gasaRebebis (data-keys) tipis. aqtiur autentifikaciis 

mowyobilobebs SeuZliaT sxvadasxva situaciaSi generireba 

gaukeTos sxvadasxva gamomaval monacemebs. aqtiuri 

mowyobiloba amoqmeddeba gamoZaxeba-pasuxi meTodiT an 

uzrunvelyofs daSifrvis sxva funqcias, romelSic 

gamoiyeneba am autentifikaciis mowyobilobis sabazo 

saidumlo. aqtiuri autentifikaciis mowyobilobebi 

warmoadgenen an komerciul xelsawyoebs erTjeradi 

parolebis generaciisaTvis an smart-kartebs, Tumca 

gamoCnda sxva modelebi, romlebic Camagrdeba samagido an 

personaluri kompiuterebis portSi.  

dReisdReobiT gamtexebi xSirad iReben daucvel 

parolebs uSualod Setyobinebidan, romelic imyofeba 

gzaSi (erTi kompiuteridan meoresaken gamaval xazSi). 

parolis monacemebis dataceba trafikis masa Setyobinebidan 

ar warmoadgens gansakuTrebul rTul amocanas.  

realur gadawyvetas warmoadgens parolis daSifrva: 

gadayvana arateqstur formad, vinaidan gamtexi mas ver 

gadaiyvans isev teqsturi saxiT da verc akrefs mas klavia-

turaze. gadawyveta arc ise iolia. klasikuri daSifrva 

moiTxovs saidumlo gasaRebebis arsebobas, romliTac 

momxmarebeli isargeblebs serverTan erTad. paroliT 

koleqtiuri sargebloba imdenad rTulia, rogorc 

momxmareblis parolis administrireba. 
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pirdapiri daSifrvis nacvlad calmxrivi xeSirebis 

gziT SeiZleba gamoiTvalos xeS-paroli da gadaices igi da 

ara TviT paroli. es ar moiTxovs vinmeTan saidumlo 

gasaRebis Sesaxeb codnis gayofas. Tu gamtexi daitacebs 

xeSirebul parols, arc ise ioli iqneba daabrunos teqtur 

formaSi da mas ar eqneba saSualeba xeSirebuli paroli 

pirdapir gamoiyenos sistemaSi registraciisaTvis.  

 

1.10.1. erTjeradi parolebi 

arsebobs erTjeradi parolebis generaciis ori saerTo 

strategia. autentifikaciis mricxveluri mowyobilobebi, 

romlebic erTjeradi parolebis generaciisas aerTianeben 

sabazo saidumlos sinqronizebuli mricxvelis CvenebebiT. 

autentifikaciis saaTuri mowyobilobebi, romlebic 

erTjeradi parolebis generaciisas aerTianeben sabazo 

saidumlos sinqronuli saaTebis CvenebebiT. erTi mwarmoeb-

lis mier damuSavebul iqna produqti, romelic aerTianebda 

orive meTodikas. yoveli axali paroli warmoadgens sabazo 

saidumlos warmoebuls da sxva Tavisufal mniSvnelobas: 

mricxvelis Cveneba, saaTis Cveneba an orive es mniSv-

nelobebi. 

autentifikaciis aRricxvis mow yobilobas aqvs Sida 

mricxveli, romelic gamoiyeneba axali parolis generaci-

isaTvis TiToeuljer, roca es Wirdeba mis mflobels. 
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autentifikacis mricxveluri mowyobilobis warmomad-

geneli aris mowyobiloba SafeWord kompaniis - Secure Computing 

Corporation. 

mricxvelis Cvenebis gamoyenebiT erTjeradi parolis 

gamoTvlis procesi Semdegi saxiT xdeba: mflobeli aWers 

autentifikaciis mowyobilobis Rilaks. pasuxad, mowyobi-

loba Sida mricxvelis Cvenebas gazrdis erT erTeuliT. 

daukavSirebs mas mflobelis sabazo saidumlos unikalur 

mniSvnelobas da gamoTvlis calmxriv xeSs. amis Semdeg 

mowyobiloba formirebas ukeTebs miRebul Sedegs da 

displeize gamoaqvs axali erTjeradi paroli.  

SafeWord-is administraciul - programuli uzrunvel-

yofa SemTxveviTi saxiT agenerirebs sabazo saidumlos 56 

Tanrigian mniSvnelobas da imaxsovrebs mas mricxvelis 

sawyis 20 Tanrigian mniSvnelobasTan erTad autentifikaciis 

mowyobilobis mexsierebis specialur ganyofilebaSi.  

parolebis sawyisi mniSvnelobebis garda (sabazo 

saidumlo da mricxvelis Cvenebebi) programists aseve 

SeuZlia gansazRvruli saxiT konfigurireba gaukeTos 

autentifikaciis mowyobilobas. magaliTad, xSirad 

mowyobilobas gamoaqvs paroli sxvadasxva formatSi, rom-

lebic gansxvavdebian cifrebis raodenobiT an parolSi 

gamoyenebul simboloebis nakrebiT. mowyobiloba iyenebs 

daprogramebis dros mocemul formats.  

erTjeradi parolis gamoTvla, romelic generirdeba 

saaTebis Cvenebebis safuZvelze: mflobeli aaqtivebs 

autentifikaciis mowyobilobas. mowyobiloba kiTxulobs 
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Sida saaTis Cvenebebs, aerTianebs maT mflobelis sabazo 

saidumlos unikalur mniSvnelobebTan da gamoTvlis 

calmxrivi xeSirebis Sedegs. amis Semdeg mowyobiloba 

formatirebas ukeTebs Sedegs da displeize gamoaqvs 

erTjeradi parolis axali mniSvneloba.  

 

1.10.2. Tavdasxmebi erTjerad parolebze 

erTjeradi parolebi awydebian Tavdasxmis garkveul 

tipebs. maTTvis arsebobs Tavdasxmis riski, dakavSirebuli 

autentifikaciagavlil SeerTebaSi marTvis datacebasTan. 

magaliTad, satelefono xazis mimarTulebis Secvla an IP 

misamarTis moparva. qvemoT ganvixilavT or Tavdasxmas 

pirveli aris tipis - `adamiani SuaSi~, rodesac gamtexi 

Sedis urTierTmoqmedebaSi msxverplis autentifikaciis 

procesTan da Semdeg awarmoebs erTjerad parols. meore 

aris Tavdasxma IP SeerTebaze.  

`adamiani SuaSi~ tipis Tavdasxmisas gamtexi usmens mas, 

vinc cdilobs serverze daregistrirebas autentifikaciis 

mowyobilobis gamoyenebiT, romelic agenerirebs erTjerad 

parolebs. gamtexi daitacebs gagzavnil erTjerad parols, 

wyvets kavSiris arxs adamiansa da servers Soris da amis 

Semdeg TviTon iyenebs parols sistemaSi Sesasvlelad. 

msxverpli fiqrobs, rom problemis mizezi iyo Secdoma 

qselSi da verc eWvobs, rom adgili hqonda Tavdasxmas.  

adamiani cdilobs Sevides sistemaSi kidev erTjer da 

serverma SeiZleba aRiqvas es mcdeloba, Tu sistema masSi 
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ramodenimejer Sesvlis nebas rTavs gansazRvruli drois 

monakveTSi. aseTi mcdelobis ganmeorebisas gamtexi sargeb-

lobs droiT da Tavs asaRebs kanonier momxmareblad.  

msgavsi Tavdasxma sakmaod rTulia organizaciaSi. 

gamtexs unda hqondes qselis saWiro monakveTze kontrolis 

saSualeba, raTa miedevnos msxverplis trafiks da 

gawyvitos kavSiris arxi serverTan drois saWiro momentSi. 

msgavs situaciaSi `moTxovna-pasuxis~ tipis asinqronul 

meqanizms usafrTxoebis TvalsazrisiT aqvs upiratesoba 

Cvens mier ganxilul autentifikaciis sinqronul 

mowyobilobebTan SedarebiT. 

IP  dataceba aris specialuri programuli uzrun-

velyofa, romelic gamtexs dayenebuli SeerTebis moparvis 

nebas rTavs. 

IP dataceba sruldeba SeerTebaSi erT-erT ukidures 

punqtze Tavdasxmis  meSveobiT: roca msxverpli cdilobs 

SeuerTdes sxva host-manqanas, gamtexi iparavs SeerTebas 

manqana-msxverplis mxridan. datacebisaTvis programa 

instalirdeba rogorc operaciuli sistemis nawili da 

sruldeba procesoriT, romelic muSaobs privilegirebul 

reJimSi. amis Semdeg datacebis programa gamtexs saSualebas 

aZlevs aiRos Tavis Tavze mocemul momentSi damyarebuli 

nebismieri SeerTebis marTva. idealuri SemTxvevaa 

gamtexisaTvis, roca aseTi SeerTeba aris Telnet SeerTeba 

brZanebiTi garsiT an sxva nebismieri SeerTeba, damyarebuli 

`r~ brZanebis daxmarebiT. 



 80 

IP datacebisagan dacva sakmaod rTulia. gamtexi 

muSaobs programul uzrunvelyofasTan, romelic xdeba 

operaciuli sistemis nawili da es arTulebs mis 

blokirebas, romelic SesaZlebelia mxolod sistemaSi 

aseTi programis arsebobis aRmoCenis Semdeg. aqedan 

gamomdinareobs dacvis ZiriTadi xerxi: host-manqanis opera-

ciuli sistemis mTlianobis Semowmeba. 

 

 

1.10.3. momxmareblis pirveladi registracia 

pirveladi registracia moicavs moqmedebis or sxva-

dasxva saxes: autentfikaciis mowyobilobebis daprogramebas 

da momxmareblebis mier marTvas. 

autentifikaciis mowyobilobebis daprogrameba moiT-

xovs Semdegi nabijebis Sesrulebas: 

1. mowyobilobis qarxnuli nomris da mflobelis saxelis 

aRricxva. 

2. SemTxveviTi ricxvis generacia sabazo saidumlos saxiT 

gamoyenebisaTvis. 

3. SemTxveviTi ricxvis generacia PIN kodis saxiT 

gamoyenebisaTvis, Tu mowyobiloba iyenebs PIN kods.  

4. mowyobilobis, romelic gamoiyenebs am informacias, 

daprogrameba. 

5. monacemTa bazaSi Canaweris formireba, romelic Seicavs 

momxmareblis saxels, autentifikaciis mowyobilobis 

qarxnul nomers da sabazo saidumlos interaqtiuli 
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autentifikaciisaTvis. PIN kodis mniSvneloba am bazaSi 

ar unda iyos.  

6. Tu mowyobiloba iyenebs PIN kods, maSin autentifikaciis 

calkeuli mowyobilobisaTvis ibeWdeba calkeuli PIN 

pasporti, romelSic mieTiTeba momxmareblis saxeli, 

mowyobilobis qarxnuli nomeri da misi sawyisi PIN 

kodis mniSvneloba. danarTis gamoyenebis SemTxvevaSi, 

romelic moiTxovs dacvis maRal dones, PIN pasporti 

ibeWdeba specialur blankze, romelic ar iZleva PIN 

kodis naxvis saSualebas im momentamde, sanam ar iqneba 

gaxsnili. 

autentifikaciis mowyobilobebis jgufis daprog-

ramebis dasrulebisas programuli uzrunvelyofa infor-

macias yvela daprogramebul mowyobilobaze agzavnis 

monacemTa bazaSi.  Semdeg operatori am monacemTa bazas 

agzavnis serverze. monacemebis dayenebis Semdeg autentifi-

kaciis mowyobilobebi SeiZleba iqnas gamoyenebuli. 

arakeTilsindisierma administratorma SeiZleba Seuqm-

nas seriozuli problema autentifi kaciis sistemas autenti-

fikaciis mowyobilobasTan dakavSirebiT. Tu administra-

toris gankargulebaSia ramodenime carieli mowyobiloba, 

mas SeuZlia igi daaprogramos da gverdi auaros serveris 

dacvas. cxadia, mas SeuZlia mogonili axali momxmareblebis 

saxelze gasces autentifikaciis mowyobiloba. mas SeuZlia 

carieli mowyobiloba daaprogramos iseTi saxiT, rom isini 

akopirebdnen arsebul mowyobilobas, romelic ekuTvnis 
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avtorizebul momxmarebels, rac administrators saSua-

lebas miscems Tavi gaasaRos avtorizebul momxmareblad. 

aRniSnulis Tavidan asacileblad saWiroa Sesruldes 

Semdegi operaciebi: 

− unda dainiSnos erTi adamiani autentifikaciis 

gamouyenebeli mowyoblobebis aRricxvisaTvis, meore – 

konkretulad daprogramebis SesrulebisaTvis. unda iyos 

moTxovnili yvela gamouyenebeli mowyobilobis mkacri 

aRricxva. es gaarTulebs, rom SeumCnevlad damzaddes 

yalbi baraTebi. 

− saWiroa dainiSnos erTi adamiani autentifi kaciis 

mowyobilobis daprogramebisaTvis, xolo meore – axali 

momxmareblebis siis serverze gadasagzavnad. es ar 

miscems erT adamians saSualebas SeumCnevlad warmoaCi-

nos axali momxmareblebi. 

− baraTebis daprogramebisaTvis unda iqnas gamoyenebuli 

programuli uzrunvelyofa, romelic uzrunvelyofs ba-

raTis daprogramebis TiToeuli SemTxvevis mkacr proto-

kolirebas. 

− daprogramebis programuli uzrunvelyofa, ar unda 

xsnides mis mier dagenerirebul sabazo saidumlos. Tu 

aseTi programuli uzrunvelyofa agenerirebs saeqspor-

to fails, romelic unda iqnas gadatanili sxva 

kompiuterze, maSin sabazo saidumlos mniSvnelobebi 

unda daiSifros an daifaros sxva xerxiT. magaliTad, 

saparolo sistemaSi S/Keys gamoiyeneba calmxrivi 

xeSireba. 
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− daprogramebis programuli uzrunvelyofa unda icavdes 

daprogramebis Jurnals modifikaciisagan. es SeiZleba 

iyos kriptografiuli xeSireba, Tu Jurnali gadaig-

zavneba kompiuterebs Soris. 

pasuxismgeblobis gayofa ar aris idealuri gadawyveta. 

yvela kompiuterul centrs ar SeuZlia gaiRos msgavsi 

gadawyvetisaTvis danaxarjebi da ZalRone. finansuri orga-

nizaciebi organizebas ukeTeben sakmaod rTul procedurebs, 

romelic PIN kodebis generaciisas pasuxismgeblobebis 

gayofis garantias iZleva, magram es moxda PIN kodebze 

mravalwliani da ZviradRirebuli TaRliTobis kvaldakval. 

 

 

1.11. informaciasTan, qselur resursebTan daSvebis 
 organizacia. gamijnva da kontroli 

arsebobs informaciul usafrTxoebasTan dakav-

Sirebuli mravali iuridiuli probleba. cxadia, rom 

kompiuteris gatexva aris kanonsawinaaRmdego qmedeba. sxva-

dasxva qveyanaSi kompiuteruli danaSaulis gansazRvra 

gansxvavdeba erTmaneTisagan, aseve msgavs qmedebebSi 

monawileobisaTvis dasja aseve gansxvavebulia. kompiu-

teruli danaSaulis Sesrulebis xerxis miuxedavad, misi 

Semsruleblebi unda daisajon. informaciuli usafrTxoebis 

sferoSi momuSave profesionalebs unda SeeZloT 

informaciis Segroveba, romelic aucilebelia samarTaldam-

cavi organoebisaTvis damnaSave pirebis dakavebisa da 

ganaCenis gamosatanad. 
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kompiuteris gamoyeneba danaSaulebrivi miznebisaTvis 

ar aris erTaderTi problema, romelsac awydeba 

informaciuli teqnologiebis profesionali. arsebobs 

samoqalaqo pasuxismgeblobis da piradi informaciis xel-

Seuxeblobis kanonebi, romelTac aseve Wirdeba gamokvleva. 

gasagebia, rom susti Sida dacvis dros aRiZvreba safrTxe, 

romelic gamomdinareobs momsaxureTagan da sxva 

organizaciebisagan, romlebic CarTulni arian konkretuli 

organizaciis qselur garemocvaSi. 

 

1.11.1. samoqalaqo sakiTxebi 

nebismier moqalaqes aqvs ufleba mimarTos samoqalaqo 

Ziebas raRac sakiTxebTan dakavSirebiT. samoqalaqo Ziebis 

albaToba arsebobs kompiuterebTan dakavSirebiT an maTze 

Senaxul informaciasTan dakavSirebiT.  

sakiTxebi, romlebic exeba momsaxureebs 

organizaciaSi kompiuterebisa da kompiuteruli qse-

lebis daniSnulebaa, rom momsaxureebi iyenebdnen maT 

saqmiani miznebiT. es martivi koncefcia cnobili unda iyos 

TanamSromlebisaTvis. ase, rom momsaxureebs ara aqvT aravi-

Tari piradi ufleba. sayuradReboa, rom samarTlebrivi 

normebi piradi cxovrebis Seuxeblobaze sxvadasxva qveya-

naSi gansxvavdeba erTmaneTisagan. 

Sida monitoringi  

Tu organizacia aris kavSirisa da kompiuteruli 

samsaxuris  momsaxureobis mimwodebeli, maSin mas neba-
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darTuli aqvs qselis gamoyeneba da qselSi informaciis 

kontrolireba. saWiroa momsaxureTa informireba imis 

Sesaxeb, rom msgavsi qmedeba nebadarTulia. es unda aisaxos 

politikaSi, xolo sistemaSi Sesvlisas maT unda dainaxon 

Sesabamisi Setyobineba: Tu vis ekuTvnis es organizacia da 

ra uflebebi aqvs momxmarebels.  

politikis sakiTxebi 

organizaciis politikaSi ganisazRvreba sistemebSi 

Sesasrulebeli operaciebi da momsaxureTa qcevebi. Tu 

momsaxureebi arRveven organizaciis politikas, maTze 

gaicema sayveduri an SeiZleba iqnan ganTavisuflebulni. 

winaswar TanamSromlebi unda gaecnon organizaciis poli-

tikas da werilobiT daadasturon. es procedura unda 

ganmeordes periodulad. politi kaSi unda iqas gaTvalis-

winebuli sistemaSi Sesvlisas gamomavali Setyobinebis 

ganaxleba. (araviTari piradi uflebebi, monitoringis war-

moeba da a.S.) 

pasuxismgebloba monacemebis gatarebaze 

orgazacia riskis Sefasebisas aucilebelia yuradRebis 

miqceva monacemebis gatarebis pasuxismgeblobaze. am 

problemis arsi Semdegia, Tu A  organizaciaSi ar aris 

realizebuli usafrTxoebis saWiro zomebi da borotmzrax-

velma moaxerxa erT-erTi sistemis warmatebulad gatexva, 

maSin es sistema SeiZleba gamoyenebul iqnas B 

organizaciaze TavdasxmisaTvis. am SemTxvevaSi A  organi-

zacias ekisreba pasuxismgebloba B organizaciis winaSe. 
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incidentis ganmeorebiT aRZvrisas usafrTxoebis ganyofi-

lebis TanamSromlebma unda ganixilon es sakiTxi orga-

nizaciis iuriskonsultTan.     

 

 
1.12. kritikulad mniSvnelovani informaciuli 

 resursebis konfidencialobis sakiTxebi 

es sakiTxi internetSi sadReisod gadaiqca centralur 

problemad. ukanasknel wlebSi federalurma mmarTvelobam 

miiRo kanonebi sabanko da finansuri institutebis 

monacemebis konfidencialobis Sesaxeb.  

informacia klientis Sesaxeb 

informacia klientis Sesaxeb ar aris organizaciis 

kuTvnileba – igi ekuTvnis klients. ase, rom organizaciam 

unda miiRos zomebi, raTa daicvas es informacia 

arasanqcirebuli wvdomisagan. es niSnavs, rom organizacias 

SeuZlia gamoiyenos es informacia, magram amave dros 

daicvas usafrTxoebis yvela norma da gamoiyenos igi 

daniSnulebisamebr. Tu organizacia atarebda yvela zomas 

gatexvis winaaRmdeg, am situaciaSi informaciuli usafrT-

xoebis ganyofilebis TanamSromlebma unda imuSaon 

organizaciis generalur iuriskonsultTan, raTa ganixilos 

am problemis yvela mxare da ganisazRvros Sesabamisi 

zomebi. 
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janmrTelobis dazRvevis dokumentaciis 
 angariSgebisa da portatulobis kanoni 

1996 wlis 21 agvistos gamovida janmrTelobis 

dazRvevis dokumentaciis angariSgebisa da portatulobis 

kanoni. (Health Insurance Portability and Accountability Act, HIPAA).  

kanonSi naTqvamia, rom janmrTelobis Sesaxeb informaciis 

dacvis standartebis Seqmnaze pasuxismgeblobas iRebs 

janmrTelobis dacvis da socialuri samsaxurebis 

saministro. kanoni awarmoebs janmrTelobis Sesaxeb 

informaciis standartizebas, pacientebis unikalur 

identifikatorebs da rac metad mniSvnelovania, am 

informaciis konfidencialobisa da mTlianobis dacvisaTvis 

usafrTxoebis standartebis dadgenas.  

usafrTxoebis wesebis moTxovnebi 

usafrTxoebis wesebi moicaven saerTo mdgomareobebs 

da detalur moTxovnebs Semdeg xuT specifikur sferoSi: 

− usafrTxoebis administraciuli zomebi; 

− usafrTxoebis fizikuri zomebi; 

− usafrTxoebis teqnikuri zomebi; 

− organizaciuli moTxovnebi; 

− politika, procedura da dokumentaciaze moTxovnebi. 

am mdgomareobebis ZiriTadi mizani aris, rom 

garantirebuli iyos janmrTelobis Sesaxeb daculi 

informaciis (Protected Health Information, PHI)  konfi-

dencialobis, mTlianobis, wvdomadobis mxardaWera. isini 
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konkretuli organizaciis moTxovnebis Sesrulebisas riskis 

marTvaze swori modgomis gamoyenebis saSualebas iZlevian.  

nebismieri organizacia, romelic amuSavebs informa-

cias adamianis janmrTelobis Sesaxeb, unda Seiswavlos es 

mdgomareobebi zedmiwevniT da gansazRvros ra aris gasa-

keTebeli. janmrTelobis dacvis organizaciebs moeTxoveba 

TavianTi sistemebis muSaobis uzrunvelyofisaTvis da 

procedurebis SesrulebisaTvis arsebiTi saSualebebis 

gamoyofa. 

am SemTxvevaSi informaciuli usafrTxoebis ganyo-

filebis TanamSromlebi unda muSaobdnen HIPAA-s dacvis 

sakiTxebis konsultantTan da organizaciis mTavar 

iuriskonsultTan. 

HIPAA moiTxovs TiToeuli organizaciisaTvis Semdegi 

moTxovnebis Sesrulebas: 

− usafrTxoebis marTva. aq Sedis riskis regularuli 

analizi; riskebis marTvisaTvis Sesabamisi usafrTxoebis 

zomebi; sanqciis politika, romelic mimarTulia 

moTxovnaTa dacvaze; JurnalSi Canawerebis, romelic 

Seicavs Sesrulebuli moqmedebebis Sesaxeb informacias, 

regularuli daTvaliereba.  

− usafrTxoebaze pasuxismgebeli pirebis daniSvna. 

− adamianur faqtorTan dakavSirebuli usafrTxoebis 

zomebi. Semdegi komponentebi ganixileba konkretul 

organizaciasTan mimarTebaSi: avtorizaciis procedu-

rebi, wvdomis donis dadgena, ganTavisuflebis procedu-

rebi. 
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− informaciaze wvdomis marTva. aucilebel komponents 

warmoadgen janmrTelobis dacvis sainformacio cent-

rebis muSaobis izolacia. es komponentebi ganixileba 

konkretul organizaciasTan mimarTebaSi: wvdomis avto-

rizebis procedurebi, wvdomis faqtis dadgena, modifi-

kaciis procedurebi. 

− usafTxoebis zomebis saWiroebis ganswavla. es komponen-

tebi ganixileba konkretul organizaciasTan mimar-

TebaSi: usafrTxoebis mdgomareobis perioduli ganax-

leba; zianismomtan programuli uzrunvelyofisgan 

dacva; sistemaSi Sesvlis monitoringi da parolebis 

marTva. 

− usafrTxoebis incidentebis aRZvrasTan dakavSirebuli 

procedurebi. politika da procedurebi, romlebic 

miekuTvneba usafrTxoebis incidentebs, aris aucilebeli. 

− gegma gauTvaliswinebeli mdgomareobis aRZvris 

SemTxvevisaTvis. es komponentebi aris savaldebulo: 

informaciis sarezervo aslebis Seqmnis gegma; stiqiuri 

ubedurebis Semdeg aRdgenis gegma da sagangebo mdgoma-

reobebis dros moqmedebis gegma. Semdegi komponentebi 

ganixileba konkretul organizaciasTan mimarTebaSi: 

gegmis perioduli Semowmeba da gadaxedva, gansazRvruli 

danarTebis mniSvnelobis Sefaseba. 

− Sefaseba. saWiroa dacvis perioduli Sefaseba, gansakuT-

rebiT im adgilebze, sadac moxda cvlilebebi. 

− biznesis warmoebasTan dakavSirebuli kontraqtebi da 

sxva RonisZiebebi. aucilebelia kontraqtebis arseboba, 
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romlebic gansazRvraven Sesabamis usafrTxoebis zomebs 

nebismier organizaciasTan, romlebic erToblivad 

iyeneben PHI-s. 

usafrTxoebis fizikuri zomebi 

HIPAA–s usafrTxoebis wesebi iTvaliswinebs usafrT-

xoebis saerTo fizikuri zomebis miRebas, romelic 

gamoiyeneba organizaciaSi kompiuterisa da qselebis usa-

frTxoebisaTvis. 

− SenobaSi wvdomis marTva. Semdegi komponentebi gani-

xileba konkretul organizaciasTan mimarTebaSi: 

gauTvaliswinebeli mdgomareobis aRZvris SemTxvevi-

saTvis damuSavebuli gegma; wvdomis kontroli da 

vinaobis dadastureba, saremonto samuSaoebis registra-

ciis da dacvis fizikuri saSualebebis modifikaciis 

procedurebi. 

− gamoyenebuli muSa sadgurebis marTva. muSa sadgurebis 

fizikuri parametrebis gansazRvris politika.  

− mowyobilobebisa da informaciis matareblebis kont-

roli. es komponentebi savaldebuloa: procedurebi PHI-

sa da matareblebis ganTavsebisaTvis, romelzec igi 

inaxeba, PHI waSla matareblebis ganmeorebiT gamoyenebis 

win. Semdegi komponentebi ganixileba konkretul 

organizaciasTan mimarTebaSi: aparaturuli saSualebebis 

da matareblebis gadaadgilebis Sesaxeb Canawerebi, PHI-

is sarezervo aslebis Seqmna gadaadgilebamde. 
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usafrTxoebis teqnikuri saSualebebi 

HIPAA usafrTxoebis wesebi Seicavs teqnikuri zomebis 

mimarT moTxovnebs. usafrTxoebis gansazRvruli meqanizmebi, 

romelsac organizacia irCevs mdgomareobis Sesrulebi-

saTvis SeiZleba gansxvavdebodes riskis Sefasebisagan, 

romelsac awarmoebs organizacia. es moTxovnebia: 

− wvdomis marTva. es komponentebi savaldebuloa: TiToe-

uli momxmareblisaTvis Tavisi unikaluri identifi-

katoris daniSvna, sagangebo mdgomareobebSi wvdomis 

procedurebis realizacia. Semdegi komponentebi gani-

xileba konkretul organizaciasTan mimarTebaSi: avto-

maturi gamosvla sistemidan da PHI-is daSifrva-

gaSifrva. 

− auditis marTva. moicavs sistemaSi nebismieri saqmianobis 

kvlevisa da Caweris meqanizmebis realizacias. 

− mTlianoba. eleqtronuli PHI-is autentifikaciis 

meqanizmebis damuSaveba. 

− pirovnebis an obieqtis autentifikacia. im pirovnebebis 

vinaobis dadasturebis meqanizmebis damuSaveba, vinc 

cdilobs miiRos wvdoma PHI-ze. 

− usafrTxoeba monacemebis gadacemisas. Semdegi 

komponentebi ganixileba konkretul organizaciasTan 

mimarTebaSi: gadacemis procesSi PHI-is arauflebrivi 

modifikaciis aRmoCenis meqanizmebi da PHI-is daSifrvis 

meqanizmebi. 
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usafrTxoebis organizaciuli zomebi 

HIPAA-s usafrTxoebis wesebi moicavs organizaciul 

moTxovnebs, romelTa realizacias mivyavarT partniorebTan 

da sponsorebTan kontraqtis modifikaciasTan. organiza-

ciebTan nebismieri kontraqti, romelic mimarTulia PHI-ze, 

unda moicavdes usafrTxoebis uzrunvelyofis zomebs 

calkeuli punqtebis saxiT. garda amisa janmrTelobis 

dacvis dagegmvis organoebis mier damuSavebuli dokumentebi 

unda moicavdes PHI-is dacvisaTvis sponsoris mier 

Sesabamisi moTxovnebis Sesrulebas. 

dokumentaciasTan dakavSirebuli politika, 
 procedurebi da moTxovnebi 

yvela dokumentacia unda inaxebodes  Seqmnis dRidan 6 

wlis ganmavlobaSi. yvela politika da procedurebi unda 

iyos misawvdomi maTTvis, vinc realizebas ukeTebs 

usafrTxoebis meqanizmebs. 

organizaciis politika da procedurebi moiTxovs 

ganaxlebas garemocvis an saeqsploatacio moTxovnebis 

cvlilebis Sesabamisad. 

 

 

1.13. korporaciuli qselis informaciuli 
 usafrTxoeba 

korporaciuli qseli miekuTveba ganawilebul kompiu-

terul sistemebs, romlebic axorcieleben informaciis 

avtomatizebul damuSavebas. informaciuli usafrTxoebis 

problema aseTi sistemebisaTvis centralur problemas 
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warmoadgens. informaciuli usafrTxoebisadmi mzadyofnis 

TvalsazrisiT SeiZleba gamovyoT kompaniis oTxi done: 

0 done – informaciuli usafrTxoebiT kompaniaSi 

aravin ar aris dakavebuli, kompaniis xelmZRvaneloba ver 

aRiqvams informaciuli usafrTxoebis problemis 

mniSvnelobas. ar aris dafinanseba. informaciuli uzrun-

velyofa realizdeba operaciuli sistemebis, monacemTa 

bazebis marTvis sistemebis da danarTebis saSualebebiT 

(saparolo dacva, resursebze da servisebze wvdomis 

SezRudva.) tipiur magaliTad SeiZleba moviyvanoT kompania 

TanamSromlebis mcire raodenobiT, romlebic dakavebulni 

arian, davuSvaT, saqonlis yidva-gayidviT. yvela teqnikuri 

sakiTxi ekuTvnis qseluri administratoris, romelic 

xSirad aris studenti, pasuxismgeblobis sferos. aq mTavari 

aris is, rom yvelaferi muSaobdes. 

1 done – informaciuli usafrTxoeba xel-mZRvanelobis 

mier ganixileba rogorc wminda teqnikuri problema, ar 

aris erTiani programa (koncefcia, politika) kompaniis 

informaciuli usafrTxoebis uzrunvelyofis sistemis 

ganviTarebisaTvis. dafinanseba mimdinareobs informaciuli 

teqnologiebis saerTo biujetis farglebSi. informaciuli 

uzrunvelyofis realizacia = nulovani donis saSualebebi 

+ sarezervo aslebis saSualebebi, antivirusuli saSuale-

bebi,  firewall, dacvis tradiciuli saSualebebi. 

2 da 3 doneebi – informaciuli uzrunvelyofa 

xelmZRvanelobis mier ganixileba, rogorc organizaciuli 

da teqnikuri RonisZiebebis kompleqsi, finansireba 
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mimdinareobs calke biujetiT. informaciuli uzrunvel-

yofis realizacia= pirveli donis saSualebebi + gaZlie-

rebuli autentifikaciis saSualebebi, safosto Setyobi-

nebebis analizis saSualebebi, SemoWris aRmomCeni sistemebi, 

daculobis analizis saSualebebi, erTjeradi autenti-

fikaciis saSualebebi, Ria gasaRebebis infrastruqtura da 

organizaciuli zomebi (gare da Sida auditi, riskis 

analizi, informaciuli usafrTxoebis politika, 

mdgomareobebi, procedurebi, reglamenti da xelmZRva-

neloba). 

mesame done meoresagan gansxvavdeba SemdegiT:  

informaciuli usafrTxoeba warmoadgens korpora-

ciuli kulturis nawils, daniSnulia pasuxismgebeli am 

sakiTxebSi. finansireba xdeba calkeuli biujetis Car-

CoebSi, romelic umetes SemTxvevaSi Seadgens informaciuli 

teqnologiebis biujetis araumetes 5%-s. informaciuli 

uzrunvelyofis realizacia=meore donis saSualebebi + 

informaciuli uzrunvelyofis marTvis sistemebi, uasafrT-

xoebis darRvevis incidentebze reagirebis jgufi, servisis 

doneze SeTanxmeba. 

aqedan gamomdinare informaciuli usafrTxoebis 

uzrunvelyofis sakiTxebisadmi seriozuli midgoma aris 

meore da mesame doneebze,  xolo pirvel da nawilobriv, 

nulovan doneebze SeiZleba iTqvas, rom am sakiTxebisadmi 

aris mxolod fragmentuli mdgoma. ufro seriozuli 

organizaciebi, romlebic Cvens mier ganxiluli 

klasifikaciis safuZvelze Seesabamebian meore da mesame 
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dones, xasiaTdebian informaciuli usafrTxoebisadmi komp-

leqsur midgomiT. es midgoma aris korporaciul sistemebSi 

informaciis damuSavebis daculi garemos Seqmnis safuZ veli. 

aq Sedis  uflebrivi, moralur-eTikuri, organizaciuli, 

informaciuli usafrTxoebis uzrunvelyofis programuli 

da teqnikuri saSualebebi. 

 

 

1.13.1. informaciuli usafrTxoebis  
uzrunvelyofisadmi kompleqsuri midgoma 

informaciuli usafrTxoebis uzrunvelyofis ZiriTad 

xerxebs miekuTvneba: 

− sakanonmdeblo (uflebrivi); 

− moralur-eTikuri; 

− organizaciuli (administraciuli); 

− teqnikuri; 

− programuli. 

dacvis sakanonmdeblo zomebi  ganisazRvreba qveynis 

sakanonmdeblo aqtebiT, romliTac reglamentirebulia 

SezRuduli wvdomis informaciis  gamoyenebis, damuSavebis 

da gadacemis wesebi da dadgenilia am wesebis darRvevaze 

pasuxismgeblobis zomebi.  

moralur-eTikur zomebs miekuTvneba qcevis wesebi, 

romlebic umeteswilad ar aris savaldebulo, magram misi 

darRveva iwvevs adamianis avtoritetisa da prestiJis 

dakargvas. magaliTad, samedicino samsaxurSi moralur-

eTikuri normebi cnobilia hipokrates ficis saxelwodebiT.  
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dacvis organizaciuli (administraciuli)  saSuale-

bebi warmoadgens organizaciul-teqnikur da organizaciul 

uflebriv RonisZiebebs.  organizaciuli RonisZiebebi moica-

ven aparaturis yvela struqturul elements maTi sasicocx-

lo ciklis yvela etapze (nagebobis mSenebloba, sistemis 

proeqtireba, mowyobilobis montaJi da gawyoba, gamocda da 

eqsploatacia). 

organizaciuli zomebi iTvaliswineben: 

− wvdomis SezRudva SenobaSi, romelSic mimdinareobs 

konfidencialuri informaciis damuSaveba. 

− saidumlo informaciaze wvdomis nebarTvis gansazRvra. 

− magnituri matareblebis Senaxva Caketil karadebSi. 

− Rirebuli informaciis dasamuSaveblad erTi an 

ramdenime kompiuteris gamoyofa da Semdgomi muSaoba 

mxolod gamoyofil kompiuterebze. 

− displeis, klaviaturis da printeris iseTi saxiT 

ganTavseba, rom dasamuSavebeli informaciis Sinaarsis 

wakiTxva gamoricxuli iyos ucxo pirebis mier. 

− im masalebis ganadgureba, romlebic Seicaven Rirebuli 

informaciis fragmentebs. 

organizaciul-teqnikuri zomebi iTvaliswineben: 

− kompiuteris saremontod gagzavnamde vinCesteris yvela 

informaciis ganadgureba dabaldoniani formatirebis 

saSualebebis gamoyenebiT. 

− kompiuteris kvebis uzrunvelyofa calkeuli kvebis 

wyarodan an Zabvis stabilizatoris gamoyeneba. 
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− informaciis gamosatanad Txevadkristaluri an plaz-

muri displeebis, xolo dasabeWdad lazeruli an 

Wavluri printerebis gamoyeneba. 

− kompiuteris lokaluri qselidan an daSorebuli 

wvdomis qselidan gaTiSva masze konfidencialuri 

informaciis damuSavebis procesSi, garda im SemTxve-

vebisa, roca saWiroa am informaciis qsliT gadacema. 

− informaciis ganadgureba uSualod misi gamoyenebis 

Semdeg. 

teqnikuri saSualebebi realizdeba meqanikuri, eleqt-

ruli, eleqtromeqanikuri da eleqtronuli mowyobilobebis 

saxiT. 

programuli saSualebebi warmoadgenen programul 

uzrunvelyofas, romelic specialurad aris Seqmnili 

informaciis dacvis funqciebis Sesasruleblad. dacvis 

saSualebebis amave klass miekuTvneba: antivirusuli, 

kriptografuli saSualebebi, wvdomis SezRudvis sistemebi, 

qselTaSorisi ekranebi, SemoWris aRmomCeni sistemebi da 

sxva. 

korporaciuli qselis Taviseburebaa: 

1. imave instrumentebis gamoyeneba, rac monacemebis 

gadacemisas saerTo moxmarebis qselSi. 

2. informaciaze wvdoma SeuZliaT klientebis SezRudul 

jgufs organizaciis Sida qselSi. Sida qseli 

warmoadgens lokalur qsels, romelic gamoyofilia 

globaluri qselisagan firewall-iT. 
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3. brunavs sami saxis informacia: oficialuri, proeqtuli 

anu jgufuri da araoficialuri. 

4. korporaciuli qselis marTvis centralizebuli 

sistemis arseboba. 

 

 

1.13.2. qselis usafrTxoebis marTvis struqtura. 
ZiriTadi moTxovnebi 

informaciis usafrTxoebis uzrunvelyofis sistemas 

unda hqondes mravaldoniani struqtura da moicavdes Sem-

deg doneebs: 

− avtomatizebuli samuSao adgilebis dacvis done; 

− lokaluri qselebisa da sainformacio serverebis dac-

vis done; 

− korporaciuli avtomatizebuli sistemebis dacvis done. 

avtomatizebuli samuSao adgilebis dacvis doneze 

unda ganxorcieldes operaciuli sistemis momxmareblebis 

autentifikacia da identifikacia. unda ganxorcieldes 

wvdomaze marTva: obieqtebze subieqtebis wvdomis wardgena 

wvdomis matricis Sesabamisad, wvdomis subieqtis yvela 

moqmedebis aRricxva da registracia saregistracio Jurna-

lebSi. unda iyos uzrunvelyofili programuli garemos 

mTlianoba, informaciis dacvis saSualebebis perioduli 

testireba.  

lokaluri qselebis da qseluri serverebis dacvis 

done unda uzrunvelyofdes: 
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− momxmareblis identifikacias da komponentebze wvdomis 

vinaobis dadgenas; 

− autentifikaciis monacemebis dacvas; 

− serverze wvdomisas vinaobis dadgenas. 

unda moxdes Semdegi xdomilebebis registracia: 

− identifikaciisa da autentifikaciis meqanizmebis gamoye-

neba; 

− kritikuli obieqtebis momxmareblebis moqmedebebi; 

− operatorebis da sistemuri administratorebis mier 

Sesrulebuli moqmedebebi; 

registraciis parametrebi: 

− xdomilebis TariRi da dro; 

− momxmarebeli; 

− SemTxvevis tipi; 

− warmatebuli an warumatebeli mcdeloba. 

korporaciuli avtomatizebuli sistemis dacvis done 

unda garantirebdes: 

Ø informaciis gadacemis mTlianobas wyarodan adre-

satamde: 

− autentifikacias; 

− sakomunikacio velis mTlianobas; 

− partniorebis mier Setyobinebis gadacemis an miRe-

bis faqtis uaryofis dauSveblobas. 

Ø momsaxureobas mtyunebebis gareSe: 

− funqcionirebis uwyvetoba; 
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− `momsaxureobaSi mtyuneba~ tipis Tavdasxmebis mi-

marT simtkice; 

− monacemebis gadacemis daculi protokoli. 

Ø informaciis arasanqcirebuli gaxsnisagan dacvas: 

− monacemebis konfedencialobis Senaxva daSifrvis 

meqanizmebis daxmarebiT; 

− gadacemis marSrutis arCeva. 

dacvis saSualebebi unda uzrunvelyofdnen: 

− Sinaarsis konfedencialobas; 

− Sinaarsis mTlianobas; 

− Setyobinebis wyaros autentifikacias; 

− miRebis dadasturebas; 

− gadacemis dadasturebas; 

− wyaros utyuarobas; 

− wvdomaze kontrolis marTvas; 

− programuli uzrunvelyofis dacvas modifi kaciisagan 

axali funqciebis damatebis gziT. 

 

 

1.13.3. korporaciuli qselebis dacvis Tanamedrove 
 teqnologiebi 

firewall (cecxlovani kedeli) aris lokaluri an 

funqcionalurad ganawilebuli programuli (programul-

aparaturuli) saSualeba (kompleqsi), romelic axorcielebs 

sistemaSi Semomaval informaciaze kontrols.  firewall aris 

sakontrolo punqti ori qselis sazRvarze. yvelaze gavr-
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celebul SemTxvevebSi es sazRvari mdebareobs organi-

zaciis Sida qselsa da gare qsels, Cveulebriv, internets 

Soris. zogadad, firewall  SeiZleba gamoyenebul iqnas 

organizaciis korporaciuli qselis Sida qveqselebis 

gamoyofisaTvis. 

firewall, rogorc sakontrolo punqtis, amocanebia: 

− kontroli mTeli trafikis, romelic Semodis Sida 

korporaciul qselSi; 

− kontroli mTeli trafikis, romelic gamodis Sida 

korporaciuli qselidan. 

 

 

 

 

 

 

 

 

 

 

 

i 

n

     informaciuli nakadebis kontroli mdgomareobs 

nakadebis filtraciaSi da mis mocemuli wesebis nakrebis 

Sesabamisad gardaqmnaSi. ramdenadac Tanamedrove firewall  

filtracia SeiZleba ganxorcieldes Ria sistemebis 

 nax.1.13.3.1. korporaciul qselSi firewall ganTavseba 
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urTierTqmedebis etalonuri modelis sxvadasxva doneze, 

firewall  moxerxebulia warmodgenil iqnas filtrebis sistemis 

saxiT. TiToeuli filtri masSi gamavali monacemebis 

analizis safuZvelze iRebs gadawyvetilebas – gaataros 

Semdgom, gadaisrolos ekranze, dablokos Tu gardaqmnas 

monacemebi. 

 
 

firewall-is ganuyofeli funqciaa informaciuli gacvlis 

protokolireba. registraciis Jurnalis warmoeba 

administrators saeWvo moqmedebebis, firewall –is konfigu-

raciaSi Secdomebis gamovlenis  da firewall–is wesebis 

cvlilebis Sesaxeb gadawyvetilebis miRebis  saSualebas 

aZlevs.  

 

 

 

 

filtri 1 filtri 2 
 

gardaqmna 

filtri 3 
 

gatareba 

dablokva 

adresatze 
gagzavna 

 

nax.1.13.3.2. firewall  filtraciis sqema 
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1.13.4. Tavdasxmebis gamomvleni sistemebi 

sistemebis normaluri funqcionirebisaTvis auci-

lebelia Tavdasxmebis gamomvleni sistemebis (IDS)  

gamoyeneba. Tanamedrove periodSi korporaciuli qselebis 

usafrTxoebis uzrunvelyofis praqtikaSi IDS sul ufro 

farTod inergeba. Tumca aris rigi problemebisa, romlebic 

arTuleben aRniSuli sistemebis danergvas. ganvixiloT 

zogierTi maTgani: 

− komerciuli IDS-is maRali Rirebuleba; 

− Tanamedrove IDS-is arc ise maRali  efeqturoba; 

− qseluri Tavdasxmebis ganxorcielebasTan dakavSirebuli 

riskebis Seufasebloba; 

− organizaciaSi riskebis analizisa da marTvis meTodikis 

ararseboba. 

Tavdasxmebis gamomvleni sistemebis tipiuri arqiteq-

tura naCvenebia nax.1.13.3.3.-ze. igi moicavs Semdeg kompo-

nentebs: 

1. sensori (informaciis Segrovebis saSualebebi); 

2. analizatori (informaciis analizis saSualeba); 

3. reagirebis saSualeba; 

4. marTvis saSualeba. 

raTqmaunda yvela es komponenti SeiZleba funqcio-

nirebdes erT kompiuterzec da erTi danarTis farglebSic, 

magram umeteswilad isini teritoriulad da 

funqcionalurad ganawilebulni arian. IDS-is iseTi 

komponentebi, rogoricaa analizatori da marTvis 
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saSualeba saSiSia ganTavsdes Sida qselSi firewall–is Semdeg, 

ramdenadac Tu isini komprometirebuli iqnebian, maSin 

borotmzraxvels wesebis bazis, romelsac iyenebs IDS,  

safuZvelze SeuZlia miiRos Sida dasacavi qselis 

struqturis Sesaxeb informaciaze wvdoma. 

ganvixiloT Tavdasxmebis gamomvleni sistemis tipiuri 

arqiteqtura. qseluri sensorebi axorcielebs qseluri 

trafikis datacebas, hostis sensorebi informaciis 

wyaroebis saxiT gamoiyeneben operaciuli sistemebis xdomi-

lebebis registraciis Jurnalebs, monacemTa bazebis marTvis 

sistemebs da danarTebs.  serverze ganTavsebuli anali-

zatori axorcielebs sensorebisagan miRebuli informaciis 

centralizebul Sekrebas da analizs. 

reagirebis saSualebebi SeiZleba ganTavsdnen qselis 

monitoringis sadgurebze, firewall, serverebze da Sida qselis 

muSa sadgurebze. Tavdasxmebze reagirebis tipiuri 

moqmedebebi moicavs usafrTxoebis administratoris gafrT-

xilebas (eleqtronuli fostiT an sxva saxis SetyobinebiT), 

qseluri sesiis da samomxmareblo saregistracio 

Canawerebis dablokvas Tavdasxmis dauyovnebliv Sewyvetis 

mizniT, aseve Tavdamsxmeli mxaris moqmedebaTa protoko-

lirebas. 
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nax.1.13.3.3 IDS-s tipiuri arqiteqtura 

marTvis saSualebebi gaTvaliswinebulia Tavdasxmebis 

gamomvleni sistemebis komponentebis administrirebisaTvis, 

usafrTxoebis darRvevis gamovlenisa da reagirebis algo-

riTmebis damuSavebisaTvis.  
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ukanaskneli aTwleulis ganmavlobaSi Internet da 

saerTo wvdomis qselebis ganviTarebam msoflioSi didi 

naxtomi gaakeTa informaciis gavrcelebisa da mopovebis 

TvalsazrisiT. momxmareblebma miiRo iafi da misawvdomi 

kavSiris arxebi, amasTan gaizarda informaciis datacebis 

safrTxe korporaciul da sauwyebo qselebSi. qselur 

Tavdasxmebze aqtiuri winaaRmdegobis gasawevad biznesSi Ria 

qselebis usafrTxod gamoyenebisaTvis 90-iani wlebis dasaw-

yisSi daibada da aqtiurad viTardeba  daculi virtualuri 

kerZo qselebis agebis koncefcia – VPN (Virtual Private 

Networks). 

VPN agebis koncefcias safuZvlad udevs sakmaod 

martivi idea: Tu globalur qselSi aris ori kvanZi, 

romlebic cvlian informacias, maSin Ria qselSi gadasacemi 

informaciis konfidencialobisa da mTlianobis 

uzrunvelyofisaTvis maT Soris aucilebelia aigos vir-

tualuri gvirabi, romelze wvdomac unda iyos 

garTulebuli yvela SesaZlo aqtiuri da pasiuri gare 

damkvirveblisaTvis. termini virtualuri miuTiTebs imaze, 

rom SeerTeba qselis or kvanZs Soris ar aris mudmivi 

(xisti) da arsebobs mxolod qselSi trafikis gavlis dros. 

aseTi virtualuri gvirabebis formirebis upiratesoba 

mdgomareobs finansuri saSualebebis mniSvnelovnad 

dazogvaSi.  
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1.14. firmis informaciuli usafrTxoeba 

firmis dacvis obieqtebs warmoadgenen: 

− personali, romelSic Sedis xelmZRvaneli muSakebi; 

personali, romlebic floben im kategoriis infor-

macias, romelic komerciul saidumlos warmoadgens; 

gare samsaxurebis muSakebi da sxva; 

− finansuri saSualebebi (valuta, Zvirfaseuloba, finan-

suri dokumentebi da sxva); 

− materialuri saSualebebi (nagebobebi, aRWurviloba, 

sacavebi, transporti da sxva); 

− informaciuli resursebi SezRuduli wvdomiT, romle-

bic warmoadgenen samsaxureobriv da komerciul 

saidumlos, aseve sxva konfidencialuri informacia, 

informaciuli masivebi da monacemTa bazebi, programuli 

uzrunvelyofa; 

− informatizebis sistemebi da saSualebebi; 

− teqnikuri saSualebebi, aseve materialuri da informa-

ciuli resursebis dacvis sistemebi. 

nax.1.14.1. moyvanilia pirovnebis usafrTxoebis koncep-

tualuri modeli, romelic moicavs safrTxeebs, safrTxeTa 

obieqtebs, safrTxeTa wyaroebs, aseve safrTxeTa sxva 

maxasiaTeblebs da piradi usafrTxoebis uzrunvelyofis 

saSualebebs.  

 

 



 108 

 
 

 

danaSaulebrivi qmedeba materialur faseulobebTan 

(produqciis), SenobebTan (maT Soris sacxovrebeli), nage-

bobTan da sxva resursebTan  mimarTebaSi vlindeba Semdeg 

qmedebebSi: 

− konstruqciis, dizainis gacnoba; 

− produqciis gayalbeba; 

− Zarcva; 

− warmoebis SpionaJi; 

− TaRliToba; 

− sxvadasxva gzebiT ganadgureba (afeTqeba, dawva). 

pirovneba 

safrTxeTa 
obieqtebi 

adgilsamyofeli 

dacvis 
meTodebi 

dacvis 
mimarTuleba 

safrTxeebi 

safrTxeTa 
wyaroebi 

dacvis 
saSualebebi 

 

dro Tavdasxma 

nax.1.14.1. pirovnebis usafrTxoebis konceptualuri 
modeli 
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nax.1.14.2. moyvanilian produqciis usafrTxoebis koncep-

tualuri modeli. 

 

 
produqciasTan mimarTebaSi samarTalsawinaaRmdego 

aqciebis miznebia: 

− Ria terori; 

− seriozuli moralur-materialuri zaralis miyeneba; 

− xangrZlivi drois ganmavlobaSi normaluri funqcio-

nirebis Sewyveta; 

− Tanxebis gamoZalva; 

informaciasa da informaciul resursebTan mi mar-

TebaSi vlindeba Semdegi safrTxeebi: 

− mTlianobis darRveva; 

− konfidencialobis darRveva; 

− wvdomadobis darRveva. 

produqcia 
(materialuri 
faseulobebi) 

safrTxeebi 

safrTxeTa 
wyaroebi 

safrTxeTa 
obieqtebi 

dacvis 
obieqtebi 

dacvis 
mimarTuleba 

dacvis 
zomebi 

nax.1.14.2. produqciis usafrTxoebis konceptualuri 
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safrTxis 
obieqtebi 

safrTxeebi safrTxeTa 
wyaroebi 

adgilsamyofeli 

pirovneba mkvleloba xulignebi saxli, agaraki 
ojaxis 
wevrebi 

Zaladoba Seuracxadebi samuSao oTaxi 

naTesavebi Zarcva damnaSaveebi quCa 
nacnobebi SantaJi mkvlelebi transporti 
qoneba Tavdasxma  sazogadoebrivi 

  adgilebi 
 Seuracxyofa   

 
Tavdasxma dro dacvis 

mimarTulebebi 
dacvis 

saSualebebi 
dacvis 

meTodebi 
sicocxleze piradi iuridiuli pirovnebis TviTdacva 
janmrTelo-
baze 

samuSao fizikuri kabinetis 

Tavisufle-
baze 

Svebu-
leba 

informaciuli binis 

piradi  
dacva 

pirad  
Rirsebebze 

mivline
ba 

 avtomobilis  

dokumentebze   avtofarexis  
fulze da 
faseulo-
bebze 

    

 

usafrTxoebis sistemis organizaciuli struqtura 

SeiZleba iyos sxvadasxva saxis da damokidebulia konk-

retuli organizaciis (banki, firma), misi masStabebis, sakuT-

rebis formis da sxva saxeze. misi Semna aucilebelia 

gamiznulad da racionalurad. maqsimalurad unda iqnas 

gamoyenebuli biznesis usafrTxoebis sferoSi specia-

listebis gamocdileba. 
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safrTxeebi safrTxeTa 
wyaroebi 

safrTxeTa 
obieqtebi 

- gacnoba - TanamSromlebi - produqcia 
- gayalbeba - Suamavlebi - warmoebis  
- warmoebis  - damkveTebi   saSualebebi 
 teqnologiis - damnaSaveebi - informacia 
 darRveva - konkurentebi  
- qurdoba   
- sawarmo   
 SpionaJi   
- TaRliToba   
- ganadgureba   

 
 

dacvis 
obieqtebi 

dacvis mimarTuleba dacvis zomebi 

- teritoria - samarTlebrivi - dacva 
- Senoba - organizaciuli - reJimi  
-laboratoria  - sainJinro - xarisxis    

kontroli 
- sawyobebi   teqnikuri - Semosavlebis  
- transporti    aRricxva da  
    kontroli 

firmis usafrTxoebis sistemis struqtura, Semad-

genloba ganisazRvreba firmis realuri moTxovnilebebiT 

da misi informaciis konfidencialobis xarisxiT. organi-

zaciis masStabebisa da simZlavris mixedviT misi usafrT-

xoeba da informaciis dacva SeiZleba uzrun velyofil iqnas 

sxvadasxva saxiT, magram pasuxismgebloba ekisrebaT: 

1. sistemaze pasuxismgebel xelmZRvanels; 

2. firmis usafrTxoebis sabWos; 

3. firmis usafrTxoebis samsaxurs. 

usafrTxoebis sistemis Seqmnis gadawyvetileba miiReba 

firmis xelmZRvanelis mier misi wesdebis mixedviT. firmis 
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usafrTxoebis sistemis pasuxismgebeli xelmZRvaneli aris 

direqtori an misi moadgile. 

firmis usafrTxoebis sabWo es aris kolegialuri 

organo. sabWo asrulebs konsultaciis funqciebs, xolo 

misi winadadebebi atareben sarekomendacio xasiaTs. sabWos 

yvela wevri iniSneba direqtoris mier wamyvani specialis-

tebidan, romelTac gaaCniaT muSaobis gamocdileba an arian 

dainteresebulni usafrTxoebis dacviT.  

sabWos ZiriTadi amocanebia: 

− ekonomikuri usafrTxoebis uzrunvelyofisaTvis firmis 

saqmianobis ZiriTadi mimarTulebebis Sefaseba da 

SemuSaveba; 

− usafrTxoebis sistemis srulyofis perspeqtiuli 

programebis damuSaveba; 

− usafrTxoebis sakiTxebTan dakavSirebiT firmis qvedana-

yofebis erToblivi gegmis ganxilva; 

− saangariSo pirobebSi usafrTxoebis sistemis mdgoma-

reobis, Semadgenlobis ganxilva. 

sabWos moqmedebis areSi praqtikulad imyofeba 

sawarmos saqmianobis mTeli sfero, sasaqonlo bazari da 

momsaxureoba. bazarze mocemuli sawarmos adgili, konku-

rencia da danaSaulebrivi qmedebebi. am sakiTxebSi sabWo 

uzrunvelyofs: 

− teqnikur-warmoebiTi, komerciuli da  admi nistraciuli 

moqmedebebis analizs; 

− bazrisa da konkurenciis Sesaxeb, aseve partniorebsa da 

klientebze informaciis analizs. cnobebis gansazRvras, 
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romlebic eyrdnoba informacias Sekrebasa da dagro-

vebas; 

− cnobebis, romelic warmoadgens komerciul saidumlos, 

periodul koreqtirebas da damuSavebas; 

− konfidencialur dokumentebze wvdomis sakiTxis 

yovelwliur Sefasebas. 

firmis usafrTxoebis samsaxuri – damoukidebeli 

struqturuli qvedanayofia. igi wyvets firmis 

sasicocxlod mniSvnelovani interesebis dacvis sakiTxebs, 

komerciul da sawarmoo riskis pirobebSi. 

firmis usafrTxoebis samsaxuris SemadgenlobaSi 

Sedis: 

− dacvis ganyofileba; 

− reJimis ganyofileba; 

− kadrebis ganyofileba; 

− specialuri dokumentbrunvis ganyofileba (dokumentebis 

ganyofileba grifiT ~komerciuli saidumlo~); 

− sainJinro teqnikuri usafrTxoebis ganyofileba; 

− kontrdazvervisa da sainformacio-analitikuri saq-

mianobis ganyofileba. 

firmis usafrTxoebis sistemis struqturis magaliTi 

moyvanilia nax.1.14.3.-ze: 
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dawesebulebis pasuxismgebeli 
xelmZRvaneli 

usafrTxoebis 
 iuriskonsulti 

usafrTxoebis 
sabWo 

usafrTxoebis samsaxuris 
ufrosi 

operatiuli 
reagirebis jgufi krizisuli jgufi 
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nax.1.14.3. dawesebulebis usafrTxoebis sistemis 
struqturis magaliTi 

d
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1.15. firmis usafrTxoebis sistemis miznebi,  
amocanebi, funqciebi 

firmis usafrTxoebis uzrunvelyofa warmo-adgens 

komerciuli saqmianobis ganuyofel nawils. usafrTxoebis 

mdgomareoba warmoadgens codnasa da unars, raTa sxvadasxva 

struqturebs win aRudgnen firmaze zaralis miyenebis 

Tavidan asacileblad, raTa daicvan firmis interesebi gare 

da Sida safrTxeTagan. 

firmis, organizaciis informaciuli usafrTxoebis 

uzrunvelyofisaTvis moqmedebebis mimdevroba mocemulia 

cxrilebSi: 

etapebi 
1.konfidencialuri  

informaciis 
Sinaarsis analizi 

2.informaciis 
Rirebulebis 
analizi 

ra sakiTxebi 
unda gadawydes 

ra cnobebi unda 
iqnas daculi? 
 
vis ainteresebs 
dasacavi cnobebi da 
rodis? 
 
risTvis 
esaWiroebaT am 
cnobebis miReba? 

informaciis 
gaJonvis ra 
arxebi aris? 
 
gaJonvis 
arxebis 
mowyvladobis 
ra xarisxia? 
 
ramdenad 
Semcirdeba 
informaciis 
mowyvladoba 
dacvis siste-
mebisa da sa-
Sualebebis 
gamoyenebisas? 

pasuxismgebeli 
Semsruleblebi 

organizaciis 
xelmZRvaneloba 

administracia 
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3.informaciis 
Rirebulebis 

Sefaseba 

4.informaciis 
dacvis moqmedi 

sistemis 
gamokvleva 

5.informaciis 
dacvis axali 
sistemis da-
muSavebaze 

danaxarjebis 
Sefaseba 

informaciis 
gaJonvis ra 
arxebi aris? 
 
gaJonvis arxebis 
mowyvladobis ra 
xarisxia? 
 
ramdenad Semcir-
deba informaciis 
mowyvladoba dac-
vis sistemebisa 
da saSualebebis 
gamoyenebisas? 

usafrTxoebis ra 
zomebi 
gamoiyeneba? 
 
informaciis 
dacvis organiza-
ciis rogori 
donea? 
 
rogoria infor-
maciis dacvis mi-
sawvdomi zomebis 
Rirebuleba? 
 
rogoria moqmedi 
dacvis sistemis 
efeqturoba? 
 

ra Rirs axali 
dacvis sistema? 
 
axal sistemas 
organizaciis 
rogori done 
aqvs? 
 
rogori 
Rirebulebaa 
misawvdomi? 
 
axali sistemis 
dros rogori 
iqneba mogeba? 
 

usafrTxoebis 
ganyofilebis 
specialistebi 

administracia, 
usafrTxoebis 
ganyofileba 

safinanso-sagegmo 
samsaxuri 

 

6. informaciis 
dacvis zomebis 
organizacia 

7.informaciis 
dacvaze persona-
luri pasuxis-

mgeblobis 
mimagreba 

8.informaciis 
dacvis teqnolo-
giis realizacia 

rogoria axali 
funqciebi? 
 
rogori axali 
personali iqneba 
moTxovnili? 
 

dasacav cnobebze 
romel 
konkretul Tana-
mSromlebs aqvT 
wvdomis ufleba? 
 
gaiares Tu ara 

rogoria sai-
dumlo infor-
maciis priori-
teti? 
 
ra damatebiTi 
resursebi iqneba 
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rogori kvali-
fikaciaa saWiro 
axal valdebule-
baTa Sesasruleb-
lad?  
 

aRniSnulma 
TanamSromlebma 
Semowmeba? 

saWiro? 
  
vin aris pasu-
xismgebeli ids 
proeqtis part-
niorebTan Se-
Tanxmebaze? 
 
proeqtis 
realizaciis 
Canafiqri. 

administracia, 
usafrTxoebis 
ganyofileba 

usafrTxoebis 
ganyofileba 

administracia, 
proeqtis rea-

lizaciis jgufi, 
usafrTxoebis 
ganyofileba. 

 

9. informaciis dacvis 
mimarT Segnebuli 
damokidebulebis 
garemos Seqmna 

10. axali dacvis 
sistemis eqsploata-

ciaSi miReba da 
kontroli 

aris Tu ara organi-
zaciis politika in-
formaciis dacvaze? 
 
aris Tua ara 
momzadebisa da 
ganswavlis programa 
TanamSromlebisaTvis 
axali ids proeqtis 
pirobebSi? 
 
 

rogori unda iyos 
sistemis mimRebi spe-
cialistebis jgufis 
Semadgenloba? 
 
aris Tu ara infor-
maciis usafrTxoebis 
standartebi? 
 
ramdenad efeqturia 
informaciis dacvis 
axali sistema? 
 
ra gaumjobesebebi 
SeiZleba moxdes? 

usafrTxoebis 
ganyofileba, 
usafrTxoebaze 
pasuxismgebeli pirebi 

ids-s muSaobis 
Cabarebis da 
kontrolis jgufi 
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firmis usafrTxoebis sistemis miznebia: 

− firmis, misi struqturuli qvedanayofebisa da TanamS-

romlebis uflebebis dacva; 

− finansuri, materialuri da informaciuli resursebis 

Senaxva da efeqturi gamoyeneba; 

− safrTxeTa da misi mizezebis drouli gamovlena da 

Tavidan acileba; 

− informaciis SezRuduli wvdomis kategoriaze mikuTvneba 

(samsaxureobriv, komerciul saidumlod, sxva saxis 

konfidencialur informaciaze), mowyvladobis sxva-

dasxva doneze. 

− safrTxeebze operatiuli reagirebis meqanizmebisa da 

pirobebis Seqmna, funqcionirebis uaryofiTi tenden-

ciebis gamovlena; 

− fizikuri da iuridiuli pirebis mier arasamarTlebrivi 

qmedebebiT miyenebuli zaralis maqsimaluri lokalize-

bisaTvis pirobebis Seqmna. 

usafrTxoebis sistemis ZiriTadi amocanebia: 

− firmis funqcionirebis usafrTxoebis uzrunvelyofa 

da konfidencialuri informaciis dacva; 

− materialuri, finansuri da informaciuli resurse-

bis uflebrivi, organizaciuli, inJiner-teqnikuri 

dacvis organizeba; 

− specialuri saqmeTawarmoebis organizeba, romelic 

gamoricxavs konfidencialuri cnobebis arasanqci-

rebul miRebas; 
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− ganTanxmebis, gaJonvisa da konfidencialur informa-

ciaze arasanqcirebuli wvdomis  SesaZlo arxebis 

gamovlena da lokalizeba, rogorc yoveldRiur saq-

mianobaSi, aseve eqstremalur situaciebSi; 

− usafrTxoebis reJimis uzrunvelyofa yvela saxis 

saqmianobis dros, romelic SeiZleba iyos Sexvedrebi, 

molaparakebebi, TaTbirebi, romelic dakavSirebulia 

saqmian TanamSromlobasTan adgilobriv da saerTa-

Soriso doneze; 

− Senoba-nagebobebis, mowyobilobebis, teqnikuri saSua-

lebebis dacvis uzrunvelyofa; 

− personalis usafrTxoebis uzrunvelyofa; 

− informaciul-analitikuri saqmianoba borotmzrax-

velebisa da konkurentebis arauflebrivi moqmede-

bebis gamovlenisa da situaciis SefasebisaTvis; 

usafrTxoebis sistema moqmedebs Semdegi organi-

zaciul-samarTlebrivi dokumentebis safuZvelze: 

− wesdeba; 

− saxelmZRvanelo konfidencialuri informaciis dacvaze; 

− instruqcia ucxoel specialistebTan muSaobis wesebze; 

− saxelmZRvanelo teqnikuri saSualebebisa da nagebobebis 

sainJinro-teqnikur dacvaze. 

usafrTxoebis sistema asrulebs Semdeg konkretul 

funqciebs: 
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− xelmZRvanelobs firmisa da misi struqturuli qvedana-

yofebis usafrTxoebis samarTlebrivi da organizaciuli 

regulirebis samuSaoebs; 

− SeimuSavebs dokumentebs usafrTxoebis zomebis organi-

zebisaTvis; 

− axorcielebs qonebisa da materialuri faseulobebis 

fizikur dacvas; 

− axorcielebs informaciis gaJonvis SesaZlo arxebis 

lokalizebas da gamovlenas; 

− axorcielebs komerciuli saidumlos dacvaze kont-

rols; 

− akontrolebs lokaluri qselis usafrTxoebis administ-

ratoris muSaobas; 

− organizebas ukeTebs TanamSromlebisa da specialistebis 

momzadebas usafrTxoebis sakiTxebSi; 

− monawileobs usafrTxoebis sakiTxebTan dakavSirebuli 

dokumentebisa da brZanebebis momzadebaSi. 
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1.16. rekomendaciebi qseluri usafrTxoebis  
uzrunvelyofaSi 

rekomendaciebSi gaTvaliswinebulia miTiTebebis nak-

rebi, romelic uzrunvelyofs usafrTxoebis moTxovnil 

dones. rekomendaciebi aris miTiTebaTa kombinacia, romelTa 

efeqturoba dadasturebulia maTi sxvadasxva organizaciaSi 

gamoyenebisas. ra Tqma unda yvela miTiTeba ar aris 

gamosadegi konkretuli organizaciisaTvis, zogierT kompa-

niaSi saWiroa damatebiTi politikisa da procedurebis 

SemuSaveba.  

 

1.16.1. administraciuli usafrTxoeba 

administraciuli usafrTxoebis rekomendaciebi aris is 

gadawyveta, romelic Seesabameba politikas da procedurebs, 

resursebs, pasuxismgeblobis xarisxs, personalis ganswav-

lis moTxovnebs, kritikuli situaciebidan gamosvlis geg-

mebs. 

usafrTxoebis politika gansazRvravs meTods, romlis 

Tanaxmad uzrunvelyofili xdeba usafrTxoeba organizaciis 

SigniT. politikis gansazRvris Semdeg gaTvaliswinebulia, 

rom kompaniis TanamSromlebi pasuxismgeblebi arian mis 

dacvaze. rasakvirvelia sruli dacva yovelTvis ver moxerx-

deba. zogierT SemTxvevaSi politika SeiZleba dairRves 

organizaciis saqmian urTierTobebTan dakavSirebiT. aris 

SemTxvevebi, rodesac politikis ignorireba ganpirobebulia 

misi Sesrulebis sirTuliT.  
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politika da procedurebi 

rekomendaciebis saxiT SeiZleba ganvixiloT Semdegi 

politika: 

− informaciuli politika gansazRvravs informaciis gasa-

idumlovebis xarisxs organizaciis SigniT da am infor-

maciis SenaxvasTan, gadacemasTan da marTvasTan dakav-

Sirebul moTxovnebs. 

− usafrTxoebis politika gansazRvravs usafrTxoebis aw-

yobisa da marTvis teqnikur saSualebebs. 

− gamoyenebis politika gansazRvravs kompiuteruli sis-

temebis gamoyenebis dasaSveb dones da sajarimo sanq-

ciebs, romlebic gaTvaliswinebulia aRniSnulis aramiz-

nobrivi gamoyenebisas. es politika gansazRvravs aseve, 

organizaciaSi programuli uzrunvelyofis dayenebis mi-

saReb meTods. 

− sarezervo aslebis politika gansazRvravs monacemebis 

sarezervo aslebis Seqmnis periodulobas, aseve, sare-

zervo monacemebis calke sacavebSi gadaadgilebebze 

moTxovnebs. 

politika ar aris amomwuravi organizaciis usafrT-

xoebis uzrunvelyofisaTvis. unda ganisazRvros procedu-

rebi, romlis Tanaxmadac TanamSromlebma unda Seasrulon 

gansazRvruli davalebebi da romlebic gansazRvraven Semd-

gom nabijebs sxvadasxva situaciis damuSavebaSi, usafrT-

xoebis TvalsazrisiT. organizaciis SigniT SeiZleba gani-

sazRvros Semdegi procedurebi: 
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− momxmareblebis marTvis procedura gansazRvravs vin 

unda ganaxorcielos avtorizebuli wvdoma organizaciis 

ama Tu im kompiuterze, administratorebma momxmareblebs 

ra saxis informacia unda warudginon. aseve aRniSnuli 

procedura gansazRvravs Tu vis ekisreba pasuxis-

mgebloba administratoris informirebaSi imis Taobaze, 

rom TanamSromels aRar moeTxoveba saaRricxvo Canawe-

rebis gakeTeba. saaRricxvo Canawerebis gauqmeba mniSv-

nelovania im TvalsazrisiT, rom organizaciis siste-

mebze da qselebze wvdoma hqondeT mxolod Sesabamisi 

saqmiani moTxovnilebebis mqone pirebs. 

− sistemuri administratoris procedurebi aRwers drois 

mocemul momentSi Tu ra saxiT miiReba usafrTxoebis 

politika sxvadasxva sistemaze. es procedura zedmiwev-

niT gansazRvravs ra saxiT unda ganxorcieldes ganax-

lebebi da maTi dayeneba sistemebze. 

− konfiguraciis marTvis politika gansazRvravs funqcio-

nirebad sistemebSi cvlilebaTa Setanis moqmedebebs.  

cvlilebebi SeiZleba moicavdes programuli da apara-

turuli uzrunvelyofis ganaxlebas, axali sistemebis 

mierTebas da arasaWiro sistemebis amogdebas. 

resursebi 

usafrTxoebaSi koreqtuli rekomendaciebis  misaRebad 

saWiroa ganxorcieldes resursebis gansazRvra. Tumca, ar 

arsebobs formulebi, romelic SeiZleba gamoyenebul iqnas 

imis gansazRvrisaTvis, Tu ramdeni resursi (fuli an 
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TanamSromeli) unda iqnas gamoyofili usafrTxoebis prog-

ramis Sesabamisad. resursebis raodenoba unda ganisazRvros 

riskebis damuSavebis algoriTmis Sesabamisad. am SemTx-

vevaSi gamoiyeneba proeqtis marTva. nax.1.16.1.1. -ze naCvenebia 

resursebs, drosa da proeqtis ares Soris damokidebuleba. 

 
 Tu usafrTxoebis programa aRiqmeba, rogorc proeqti, 

maSin organizaciam an unda gamoyos sakmarisi resursi 

samkuTxedis gaTanabrebisaTvis an gaafarTovos dro an 

Seamciros are. 

personali 

imisgan damoukideblad Tu ramdenad mcirea an didi 

organizacia, zogierT TanamSromels unda daevalos mowyv-

ladobaTa damuSavebasTan da informaciuli usafrTxoebis 

uzrunvelyofasTan  dakavSirebuli amocanebis Sesruleba. 

mcire organizaciebSi es SeiZleba Seasrulos informa-

ciuli teqnologiebis TanamSromelma. ufro msxvil organi-

zaciebSi unda arsebobdes usafrTxoebis ganyofilebebi. 

rekomendaciebSi ar aris naCvenebi TanamSromelTa raode-

noba, magram zedmiwevniT rekomendirebulia, rom TiToeul 

proeqtis 
marTva 

are 

resursebi dro 

nax.1.16.1.1. proeqtis marTvis diagrama 
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TanamSromelze gaTvaliswinebuli iyos usafrTxoebis val-

debulebebi. 

usafrTxoebis ganyofilebis TanamSromlebs unda hqon-

deT Semdegi gamocdilebebi: 

− usafrTxoebis administrireba. usafrTxoebis uzrun vel-

yofis mowyobilobebis administrirebis, rogorc yovel-

dRiuri procesis Secnoba. 

− politikis damuSaveba. usafrTxoebis politikis, proce-

duris da gegmebis damuSavebaSi da mxardaWeraSi gamoc-

dileba. 

− arqiteqtura. qseluri da sistemuri arqiteqturis gac-

noba da axali sistemebis danergva. 

− kvleva. usafrTxoebis axali teqnologiebis Semowmeba 

riskebTan mimarTebaSi. 

− Sefaseba. potenciuri riskebis Sesaxeb cnobebis Seg-

rovebis gamocdilebis gamomuSaveba. 

− auditi. sistemis an procedurebis auditis  warmoebis 

gamocdileba.  

biujeti 

usafrTxoebis biujeti unda ganawildes kapitalur 

danaxarjebs, mimdinare operaciebsa da personalis swav-

lebas Soris. umetes SemTxvevaSi usafrTxoebis axali saSua-

lebebi ar unda iwvevdes TanamSromlebis Statis Semcirebas, 

rasac unda daeTmos damatebiTi yuradReba. gasaTvalis-

winebelia, rom mraval organizaciaSi usafrTxoebis saSua-

lebebi ar iwveven procesis avtomatizebas, saWiroa mravali 

moqmedeba Sesruldes adamianis mier. amdenad, usafrTxoebis 
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axali saSualebebis SeZena zrdis TanamSromlebis datvirT-

vas da saWiroebis damatebiTi personalis mozidvas.  

biujetis ganawileba rekomendaciebis Tanaxmad unda 

eyrdnobodes usafrTxoebis proeqtis gegmebs, romelic Ta-

vis mxriv bazirdeba organizaciaSi arsebul riskebze 

pasuxismgeblobis sakiTxebi 

organizaciaSi garkveuli Tanamdebobis piri unda iReb-

des pasuxismgeblobas informaciis usafrTxoebasTan dakav-

Sirebuli riskebis marTvaze. msxvil kompaniebSi arc ise 

didi xania miRebulia, es movaleobebi Seasrulos aRmas-

rulebeli donis TanamSromelma – informaciuli usafrTxo-

ebis mTavarma specialistma(Chief Information Security Officer, CISO). 

ganswavlis sakiTxebi 

rekomendebulia ganxorcieldes ganswavlis sami forma: 

− prevenciuli zomebi; 

− iZulebiTi zomebi; 

− wamaxalisebeli zomebi. 

prevenciuli zomebi 

yvela axalma TanamSromelma unda gaiaros mokle 

instruqciebi (daaxloebiT 1 saaTis xangrZlivobis). sxva 

TanamSromlebis ganswavla saWiroa daaxloebiT yovel or 

weliwadSi. am ganswavlis procesSi warmodgenili unda iyos 

Semdegi informacia: 

− ra aucileblobas warmoadgens organizaciaSi usafrT-

xoebis uzrunvelyofa; 
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− TanamSromlis pasuxismgebloba usafrTxoebis sakiTxebis 

mimarT; 

− organizaciis informaciuli usafrTxoebis politikaze 

detaluri informacia; 

− detaluri cnobebi organizaciaSi usafrTxoebis poli-

tikis gamoyenebis Sesaxeb; 

− saimedo parolebis arCevis SemoTavazebuli meTodebi; 

− socialuri inJineringis tipis Tavdasxmis SeCerebis 

SemoTavazebuli meTodebi. 

savaldebulo zomebi 

TanamSromlebis umravlesoba Seasrulebs prevenciul 

zomebs da Tvalyurs miadevnebs organizaciis politikas. 

miuxedavad amisa zogierTi maTgani gverds auvlis mas, rac 

zians miayenebs organizacias. organizaciam unda miiRos 

zomebi aseTi TanamSromlebisagan Tavis dasacavad. am mizniT 

usafrTxoebis politikis gacnobis da ganswavlis Semdeg 

TanamSromlebma es faqti xelmoweriT unda daadasturon. 

msgavsi dokumentebi inaxeba kadrebis ganyofilebaSi da 

SeiZleba gamoyenebul iqnas saWiroebisamebr.  

wamaxalisebeli zomebi 

TanamSromlebis angariSgebis donis amaRlebis mizniT 

gavrcelebuli meTodia wamaxalisebeli zomebi. umjobesia 

waxaliseba iyos fuladi saxiT. waxalisebulni iqnebian is 

TanamSromlebi, romlebmac usafrTxoebis donis asamaR-

leblad da usafrTxoebasTan dakavSirebul sxvadasxva 

problemis gadasawyvetad Seitanes garkveuli winadadebebi. 
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kritikuli situaciebidan gamosvlis gegmebi 

incidentis Sedegad miyenebuli zaralis swrafad Sem-

cirebis mizniT saWiroa formirebul iqnas kritikuli 

situaciebidan gamosvlis gegmebi. 

incidentebis damuSaveba 

yovel organizaciaSi unda arsebobdes incidentebis 

damuSavebis procedura. detalurad unda ganisazRvros vis 

ekisreba organizaciaSi pasuxismgebloba incidentebis damu-

Savebaze. 

rekomendaciebSi naCvenebia, rom periodulad unda mox-

des incidentebis damuSavebis procedurebis testireba. 

sawyisi testebi unda Seiqmnas winaswar, romelic unda 

warmodgindes forumSi TanamSromlebis erToblivi dialo-

giT da TavianTi azris gamoTqmiT imis Sesaxeb, Tu rogori 

saxiT unda damuSavdes esa Tu is incidenti. damatebiTi 

testireba unda Catardes iseTi saxiT, rom moulodneli 

xdomilebebi simulacias ukeTebdes borotmzraxvelis rea-

lur SemoWras. 

sarezervo aslebi da monacemebis arqivacia 

sarezervo aslebis gakeTeba unda gamomdinareobdes 

sarezervo aslebis politikidan. procedurebi gansazRvraven 

sarezervo aslebis Sesrulebis dros da uCveneben nabijebs, 

romlebic unda Sesruldes monacemebis rezervirebisas da 

maT usafrTxo Senaxvisas. Tu organizaciaSi aseTi proce-

durebi ar arsebobs, maSin iqmneba TanamSromlebis mier 

sarezervo aslebis gakeTebis politikis araswori interpre-

taciis safrTxe.  am SemTxvevaSi SesaZloa situaciebi, roca 
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sarezervo matareblebi ar iqneba droulad gamorTuli sai-

tidan an monacemebis aRdgena Sesruldeba arakoreqtulad. 

aRdgena Seferxebis Semdeg 

Seferxebis Semdeg aRdgenis gegmebi detalurad aRwe-

ren romeli gamoTvliTi resursebi aris organizaciaSi met-

naklebad kritikuli. aRniSnuli gegmebis daxmarebiT for-

mirdeba konkretuli moTxovnebi am resursebis Sromis-

unarian mdgomareobaSi dasabruneblad. 

organizaciaSi saWiroa iyos gegmebi, romelic iTvalis-

winebs sxvadasxva arasasurveli situaciidan gamosvlas. 

garda amisa, aRdgenis scenari unda moicavdes infra-

struqturis gasaRebur komponentebs, rogoricaa kavSiris 

arxebi da mowyobilobebi. 

Seferxebis Semdeg aRdgenis nebismier gegmas sWirdeba 

perioduli testireba. ukidures SemTxvevaSi weliwadSi erT-

xel unda Catardes sruli testireba. am testis Sesru-

lebisas SesaZlebelia TanamSromlebis gadaadgileba al-

ternatiul SenobaSi, Tu igi gegmiT aris gaTvaliswinebuli.  

usafrTxoebis proeqtebis gegmebi 

ramdenadac usafrTxoebis uzrunvelyofa aris uwyveti 

procesi, informaciis usafrTxoeba unda iqnas ganxiluli 

rogorc mudmivad Sesrulebadi proeqti. sruli proeqti 

unda daiyos ramdenime nawilad. rekomendaciebis Tanaxmad 

organizaciis usafrTxoebis ganyofilebam unda daamtkicos 

Semdegi gegmebi: 

− srulyofis gegmebi; 

− Sefasebebis Catarebis gegmebi; 
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− mowyvladobaTa Sefasebis gegmebi; 

− auditis gegmebi; 

− ganswavlis gegmebi; 

− politikis Sefasebis gegmebi. 

srulyofa 

srulyofis gegma gamomdinareobs Sefasebis procedu-

ridan. Tu Sefasebis Sedegad gansazRvrulia ramdenime 

saSiSi are, saWiroa Seiqmnas srulyofis gegmebi garemoSi 

Sesabamisi cvlilebebis Sesatanad. srulyofis gegmebi 

SeiZleba moicavdes politikis dagegmvas, dacvis 

saSualebebis miRebas an sistemaSi cvlilebebis Setanas, an 

maswavli programebis Seqmnas. 

riskis Sefaseba 

organizaciis usafrTxoebis ganyofilebam unda 

SeimuSaos riskis Sefasebis yovelwliuri gegma. dagegmvaze, 

Sesrulebaze da analizze zogierT organizacias SeiZleba 

dasWirdes ramdenime Tve, romlis Sedegadac cvlilebebis 

gasatareblad darCeba Zalzed mcire dro. amitom mizan-

Sewonilia Catardes ufro xSiri, magram naklebmasStaburi 

Sefaseba, xolo sruli Sefaseba ganxorcieldes periodu-

lad, arsebuli pirobebis Tanaxmad. 

mowyvladobaTa Sefaseba 

organizaciis usafrTxoebis ganyofilebebma regula-

rulad unda Caataron organizaciis sistemebis mowyvlado-

baTa Sefaseba (skanireba). Tu organizaciaSi Zalian bevri 

kompiuteria, maSin saWiroa maTi dajgufeba da nawil-nawil 

skanireba yovel kviraSi. 
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auditi  

usafrTxoebis ganyofilebam unda SeimuSaos auditis 

Catarebis gegmebi organizaciis politikis Sesabamisad. 

aseTi auditi SeiZleba iyos fokusirebuli sistemis konfi-

guraciaze. sarezervo aslebis politikis Sesabamisad an 

fizikur formaSi informaciis dacvaze. ramdenadac  auditi 

moiTxovs did Zalisxmevas personalis mxridan, calkeuli 

auditi gamiznulia organizaciis romelime nawilisaTvis. 

mniSvnelovani Seusabamobis aRmoCenisas Sesabamis qvedana-

yofSi tardeba ufro masStaburi auditi. organizaciis 

auditis ganyofilebas unda hqondes Tavisi ganrigi da 

auditebis gegmebi. auditi gansazRvravs Tu ramdenad kargad 

sruldeba usafrTxoebis politika da procedurebi, Semd-

gomSi naklovanebebis da Seusabamobebis aRmofxvris miziT. 

swavleba 

swavlebis gegmebi unda Seiqmnas kadrebis ganyo-

filebasTan erToblivad, romelic moicavs treiningebis 

ganrigs da sareklamo kampaniis Catarebis gegmebs. ganrigSi 

aucilebelia gaTvaliswinebul iqnas, rom TiToeulma 

TanamSromelma gaiaros swavleba or weliwadSi erTxel. 

politikis Sefaseba 

organizaciis calkeuli politika unda iTvaliswineb-

des politikis gadaxedvis TariRs. usafrTxoebis ganyofi-

leba unda imuSavebdes gadaxedvis dawyebis da politikis 

Sefasebis gegmebs. rogorc wesi yovel wels saWiroa ori 

politikis gadaxedva. 
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1.16.2. teqnikuri usafrTxoeba 

teqnikuri usafrTxoebis uzrunvelyofis zomebi dakav-

Sirebulia kompiuterebze da kompiuterul qselebze usafr-

Txoebis marTvis elementebis gamoyenebasTan. 

qseluri SeerTebebi 

internetTan SeerTeba dRevandel periodSi misawvdomia 

nebismieri organizaciisa da kompaniisaTvis, romelTa umrav-

lesoba internets iyenebs gansazRvruli saqmiani mizniT. 

organizaciis arasasurveli SemoWrisagan dasacavad saWiroa 

Semdegi rekomendaciebis dacva. 

mudmivi SeerTebebi 

qseluri SeerTebebi sxva organizaciebTan an inter-

netTan daculi unda iyos qselTaSorisi ekraniT, romlebic 

gamoyofen organizaciis qsels internetisgan an sxva 

organizaciis qselebisgan zaralis saSiSroebis aRmosafxv-

relad. 

daSorebuli wvdomis SeerTebebi 

aseTi SeerTebebi SeiZleba gamoyenebul iqnas organi-

zaciaze arasanqcirebuli wvdomis misaRebad da Sesabamisad 

isini unda iqnas daculi. aseTi SeerTebebi SeiZleba 

ganxorcieldes komutirebuli satelefono CarTviT an 

internetiT. ramdenadac isini uzrunvelyofen Sida qselSi 

wvdomas, rogorc Cveulebrivi mudmivi SeerTebebi, auci-

lebelia gamoyenebul iqnas orfaqtoriani autentifi kaciis 

romelime forma. saubaria autentifikaciis Semdeg meqa-

nizmebze: 
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− ukugamoZaxebis modemebi gamoiyeneba autentifikaciis 

meqanizmTan erTad da warmoadgens satelefono SeerTe-

bebisaTvis autentifikaciis sakmaris saSualebas. ukuga-

moZaxebis modemebi aiwyoba garkveul nomerze, romelsac 

akrefen satelefono SeerTebamde. momxmarebeli, rome-

lic cdilobs CarTvas, ver Secvlis am nomers. msgavsi 

modemebi ar gamodgeba mobiluris momxmareblebisaTvis. 

− dinamiuri  parolebi gamoiyeneba autentifikaciis meqa-

nizmis saxiT, kombinirdebian momxmareblisaTvis cnobil 

raRac monacemebTan. 

− daSifrvis portatuli mowyobilobebi gamoiyeneba auten-

tifikaciis meqanizmebis saxiT momxmareblisaTvis cno-

bil raRac monacemebTan kombinirebiT. daSifrvis mow yo-

bilobebi winaswar unda iqnas momaragebuli daSifrvis 

momxmarebelTan arsebulis Sesabamisi gasaRebebiT. 

dacva zianismomtani kodisgan 

zianismomtani kodi aRwevs organizaciaSi oTxi ZiriTa-

di xerxiT: 

− saerTo wvdomis failebidan; 

− internetis saitebidan CatvirTuli failebidan; 

− eleqtronul fostaSi gzavnili failebidan; 

− sistemaSi mowyvladi adgilebis meSveobiT Canergili 

failebidan. 

kargi antivirusuli programa axorcielebs kontrols 

zianismomtan kodze sam wertilSi: 

− serverebi; 
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− muSa sadgurebi; 

− eleqtronuli fostis sistemebi. 

autentifikacia 

autentifikaciis meqanizmebis gamoyeneba SeaCerebs avto-

rizebul wvdomas im informaciaze, romlis naxva maTTvis 

akrZalulia. Tanamedrove periodSi autentifikaciis mTavari 

meqanizmi Sida sistemuri wvdomisas aris paroli. parolis 

gamoyenebisas unda iqnas gaTvaliswinebuli Semdegi 

rekomendaciebi: 

− parolis sigrZe una iyos minimum 8 simbolo; 

− parolis Secvlis sixSire. parolis asaki ar unda 

aRematebodes  60 dRes. garda amisa parolebi ar unda 

icvlebodes dRis ganmavlobaSi parolis gegmiuri 

cvlilebis Semdeg. 

− parolis istoria. paroli ar unda Sedgebodes mxolod 

anbani simboloebisgan. igi unda warmoadgendes  anbanis 

simboloebis, cifrebisa da punqtuaciis specialuri sim-

boloebis kombinacias. 

monitoringi  

qselis monitoringi aris saWiro da aucilebeli 

moqmedeba. igi moicavs audits da SemoWris aRmoCenas. audi-

ti meqanizmia, romelic Caiwers kompiuterze mimdinare 

moqmedebebs. auditis JurnalSi unda iqnas Setanili Semdegi 

xdomilebebis Canaweri: 

− momxmareblebis Sesvla-gamosvla; 

− Secvlis warumatebeli mcdelobebi; 
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− qseluri mierTebis mcdelobebi; 

− satelefono xazze daSorebuli mierTebis mcdelobebi; 

− administratoris, damfuZneblis Sesvla; 

− saidumlo failebze wvdoma. 

organizaciaSi sasurvelia gamoyenebul iqnas auditis 

Jurnalebis daTvalierebis avtomatizebuli saSualebebi, 

romlebic warmoadgenen scenarebs, romlebic aTvaliereben 

Jurnalebis failebs teqstis gansazRvruli stri qonis 

Ziebis mixedviT. 

SemoWris aRmoCenis sistemebi (IDS)  gamoiyeneba qselis 

an sistemebis monitoringisaTvis, romelTac ganvixilavT 

momdevno paragrafebSi. 

daSifrva 

saidumlo informacias emuqreba safrTxe daucvel 

kompiuterze Senaxvisas. informaciis dacvas uzrunvelyofs 

daSifrva. organizaciis kompiuterebs Soris kavSiris 

xazebze gamoyenebul unda iqnas kavSiris arxis daSifrva. 

Tu kompiuterebs Soris gamoiyeneba VPN  SeerTeba, maSin 

VPN  unda iyenebdes mZlavr daSifrvas yvela informa-

ciisaTvis, romelic gadaicema or ganlagebas Soris. 

Tu eleqtronuli fosta gamoiyeneba organizaciis 

SigniT saidumlo informaciis gadasacemad, Setyobinebis 

daSifrva ar aris aucilebeli. Tu saidumlo monacemebi 

gadaicema organizaciis Sida qselis farglebs gareT, 

Setyobineba unda daiSifros. Tu Setyobineba gadaecema sxva 

organizacias, saWiroa winaswar damuSavdes procedurebi, 
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romlebic uzrunvelyofen Setyobinebis daSifrvas.  zogier-

Ti wesi moiTxovs saidumlo informaciis daSifrvas Ria 

qselSi gatarebisas. 

sistemis ganaxleba 

sistemis ganaxleba mniSvnelovania usafrTxoebis miz-

niT. ganaxleba unda moxdes testirebis Semdeg. yovel 

organizaciaSi unda iyos testuri laboratoria, sadac 

moxdeba ganaxlebis Semowmeba. administratorebi regula-

rulad unda amowmebdnen ganaxlebebs. yvela ganaxleba unda 

dayendes organizaciaSi dadgenil cvlilebebze kontrolis 

procedurebis Sesabamisad. 

sarezervo aslebi da aRdgena 

aRniSnuli procedurebi Seucvlelia Seferxebebis 

Semdeg aRdgenis uzrunvelyofisaTvis. rac ufro axalia 

sarezervo aslebi, miT ufro iolia yvela mimdinare 

operaciis aRdgena. serverebze informacia unda darezerv-

des yoveldRe.  kviraSi erTjer saWiroa sruli sarezervo 

aslebis gakeTeba. 

sarezervo aslebi periodulad unda Semowmdes, riTac 

ganisazRvreba warmatebulad aris Tu ara Seqmnili saWiro 

failebis sarezervo aslebi. unda dadgindes testirebis 

regularuli ganrigi, raTa ganxorcieldes yvela matareb-

lis perioduli testireba. 

muSa sadgurebis da portatuli kompiuterebis sare-

zervo aslebis gakeTebam SeiZleba gamoiwvios problemebi 

nebismier organizaciaSi. erT -erTi maTgania monacemebis 
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didi moculoba. meorea – sxvadasxva qsels Soris sare-

zervo aslebis Seqmnis saWiroeba. rogorc wesi muSa 

sadgurebis da portatuli kompiuterebis sarezervo asle-

bis Seqmna xorcieldeba im SemTxvevaSi, roca informacia 

aris metad saidumlo. 

aranakleb mniSvnelovania sarezervo aslebis swori 

Senaxva, raTa moxdes Seferxebebis Semdeg swrafi aRdgena. 

amave dros aslebi unda imyofebodes iseT adgilas, rom 

aRdgena ganxorcieldes swrafad. Seferxebebisa da sxva 

gauTvaliswinebeli garemoebebisgan Tavis dasacavad 

sarezervo aslebi unda inaxebodes qselidan gamorTul 

mdgomareobaSi, amasTan qselidan unda gamoirTos Seqmnidan 

24 saaTis ganmavlobaSi. 

fizikuri usafrTxoeba 

sruli dacvis uzrunvelyofisaTvis saWiroa Sesrul-

des fizikuri usafrTxoebis moTxovnebi. fizikuri usafrT-

xoeba uzrunvelyofs informaciuli sistemebis dacvas Sem-

deg sferoebSi: 

− fizikuri wvdoma; 

− klimaturi pirobebi; 

− dacva xanZrisagan; 

− eleqtroenergia. 

yvela saidumlo kompiuteruli sistema unda iyos da-

culi arasanqcirebuli wvdomisgan. rogorc wesi es realiz-

deba am sistemebis erTian informaciul centrad gaerTia-

nebiT, romelzec wvdoma kontroldeba sxvadasxva xerxiT. 

wvdoma magnituri baraTiT an koduri boqlomiT zRudavs 
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TanamSromelTa raodenobas, romelTac SeuZliaT Sesvla 

sainformacio centrSi. 

kompiuteruli sistemebi mgrZnobiarea maRali tempera-

turis mimarT. klimatis kontrolis modulebi informaciul 

centrSi uzrunvelyofen mudmivi temperaturisa da tenia-

nobis SenarCunebas. 

sainformacio centrSi ar SeiZleba cecxlCamqrobi 

wylis sistemebis gamoyeneba. wylis nacvlad unda iqnas 

gamoyenebuli sxva aqtiuri nivTiereba. 

xSirad xdeba Zabvis vardna da eleqtroenergiis mokle-

xniani gamorTva, romelmac SeiZleba mwyobridan gamoiyvanos 

kompiuteruli sistema da gamoiwvios monacemebis dakargva. 

am amocanis gadasaWrelad saWiroa kvebis sarezervo wya-

roebis gamoyeneba. eleqtroenergiis ufro xangrZlivi 

gamorTvisgan sistemebis dasacavad saWiroaOsarezervo gene-

ratorebis gamoyeneba. 
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II Tavi. usafrTxoebis teqnologia 
2.1. pasiuri da aqtiuri analizis meTodebi  

damrRvevi Seiswavlis Tavdasxmis obieqts rogorc 

Teoriulad ise praqtikulad. obieqtis praqtikuli kvleva 

da misi usafrTxoebis sistemebi SeiZleba iyos pasiuri da 

aqtiuri. Nnax.2.1.1. mocemulia qselze zemoqmedebis saSua-

lebebis klasifikaciis sqema. 

pasiuria  is zemoqmedeba, romelic uSualo zemoqme-

debas ar axdens qselis muSaobaze, magram man SeiZleba 

daarRvios misi usafrTxoebis politika. radgan igi ar 

axdens uSualo zemoqmedebas qselis muSaobaze, aseTi 

zemoqmedebis aRmoCena Zalzed rTulia.  

borotmzraxveli ar Sedis uSualo kontaqtSi 

miznebTan an Sedis miRebuli wesebiT, rogoricaa magaliTad 

kompaniis saitis daTvaliereba, sadac imyofeba samizne 

obieqti. am etapis mizania samizne obieqtze informaciis 

Segroveba, xSirad mas ewodeba miznis Secnoba. miznis saxiT 

SeiZleba warmodgenili iyos rogorc konkretuli hosti 

(serveri), aseve organizaciis mTeli qseli. xSirad mizani 

airCeva im sistemis martivi Ziebis pirobidan, romelic 

Seicavs cnobil mowyvladobas, romelzec borotmzraxvels 

aqvs eqsploiti. 

informaciis SegrovebisaTvis SeiZleba gamoyenebul 

iqnas internetSi arsebuli saitebi da monacemTa bazebi, 

romlebSic warmodgenilia domenebis saxelebis qseluri 

misamarTebi. borotmzraxvels SeuZlia moiZios organizaciis 
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personalis gvarebi, saxelebi, telefonis nomrebi, maTi 

safosto misamarTebi.  

borotmzraxvelisaTvis did interess warmoadgens 

partnioruli da Svilobili organizaciebi, garda amisa, 

gamoiyeneba yvela SesaZlo Ria wyaroebi da publikaciebi. 

informaciis SegrovebisaTvis gamoiyeneba monacemTa bazebi, 

romlebic ganTavsebulia internetSi, da specialuri 

programebi. maT Soris SeiZleba aRvniSnoT: whois, monacemTa 

bazebi ARIN (American Registry for Internet Numbers), APNIC (Asia – 

Pasific Network Information Center) da sxva. 

pasiuri zemoqmedebis magaliTia kavSiris arxis mosmena. 

ganvixiloT kavSiris arxebis mosmenis saSualebebi 

organizaciis lokalur qselSi. trafikis mosmenisaTvis 

saWiroa qseluri adapteris gadatana `uwesrigo~ 

(PROMISCUOUS)  reJimSi. mocemul reJimSi adapteri daitacebs 

masSi gamaval yvela qselur pakets da ara mxolod imaT, 

romelic gankuTvnilia mocemuli misamarTisaTvis, rogorc 

es gaTvaliswinebulia funqcionirebis normalur reJimSi. 
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Tu lokaluri qseli agebulia koncentratorebze, 

maSin borotmraxvelisaTvis misawvdomi aRmoCndeba mTeli 

qseluri trafiki lokaluri qselis segmentis farglebSi. 

damrRvevis 
zemoqmedebis 
meTodebi 

pasiuri 
meTodebi 

kavSiris 
arxis 
mosmena 

aqtiuri 
meTodebi 

 

 
skanireba 

 
qseluri 

Tavdsxmebi 
 

virusebis, trojan 
hource, worm 
danergva 

modemebis, 
mobiluri 

telefonebis 
saSualebebis 
gamoyeneba 

nax.2.1.1. qselze zemoqmedebis saSualebebi 
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komutatorebze agebul qselebSi, trafiki miemarTeba 

mxolod im kompiuterisaken, romlisTvisac igi aris gaTva-

liswinebuli. magaliTad, Tu ` A~ kompiuteri awarmoebs 

paketebis gacvlas  "B" kompiuterTan, maSin "? "  kompiuters 

ar SeuZlia am trafikis dataceba. Tumca arsebobs mTeli 

rigi teqnologiebisa, romelTac SeuZliaT gverdi auaron 

msgavs SezRudvebs. es teqnologiebia: ARP Spoofing (ARP-

poisoning), MAC Flooding da MAC Duplicating. ARP Spoofing efuZvneba   

`adamiani SuaSi~ (manin-the-middle) Tavdasxmas. es Tavdasxma 

SesaZlebelia ARP protokolis realizaciaSi mowyvladobis 

gamo. misamarTebis nebadarTvis protokolis (Address Resolution 

Protocol) daniSnulebaa hostis MAC misamarTis gamorkveva misi 

IP misamarTis mixedviT. Ethernet  qselSi or hosts Soris 

informaciis gacvlisaTvis TiToeulma maTganma unda miiRos 

meores MAC  misamarTi. es procedura xorcieldeba ARP 

protokolis gamoyenebiT. nax.2.1.2.-ze mocemulia ARP Spoofing 

Tavdasxmis magaliTi. 

aqtiuri zemoqmedebebi iTvaliswineben uSualo 

zegavlenas qselis muSaobaze da arRveven masSi moqmed 

usafrTxoebis politikas. aqtiuri zemoqmedebebis Sedegad 

sistemebSi xdeba gansazRvruli cvlilebebi. amdenad 

aqtiuri zemoqmedebebi ioli aRmosaCenia, vidre pasiuri. 

rogorc sqemidan Cans aqtiur zemoqmedebebs miekuTvneba: 

skanireba, sxvadasxva tipis qseluri Tavdasxmebi, 

zianismomtani programebis Semotana sistemaSi, modemebis, 

mobiluri telefonebis saSualebebis gamoyeneba. 
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nax.2.1.2. ARP Spoofing Tavdasxmis demonstrireba 

aqtiuri dazvervis Catarebis etaps ewodeba skanireba. 

borotmzraxvelebi cdiloben gansazRvron maTTvis sainte-

reso qselis struqtura, wvdomis wertilebi, wvdomadi 

kvanZebi da hostebi, marSrutizatorebisa da qselTaSorisi 

ekranebis ganlageba, operaciuli sistemebi da  maTi 

versiebi, Ria portebi da muSa samsaxurebi, programuli 

produqtebis versiebi. am etapze borotmzraxveli kontaqtSi 

Sedis misTvis saintereso sistemis obieqtebTan, amitom 
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moqmedebebi SeiZleba aRmoCenili iqnas samizne sistemis 

dacvis saSualebebiT. 

skanirebis amocanis gadasawyvetad borotmzraxvelma 

SeiZleba gamoiyenos sxvadasxva saSualeba, romelTagan 

mravali aris saerTo wvdomis. iseTi saSualebebi, 

rogoricaa Ping, traceroute, nmap, SuperScan  aqtiurad gamoiyeneba 

sistemuri administratorebis mier qselis marTvisa da 

dacvis mimdinare problemebis gadasawyvetad. 

arsebobs mravali meTodika da saSualeba, romlebic 

saSualebas iZleva ganisazRvros hostze dayenebuli 

operaciuli sistema da misi versia.  damuSavebulia 

dafaruli (stealth) skanirebis meTodi, romelic ar iZleva im 

wyaros gansazRvris saSualebas, romelic axdens skanirebas. 

aseve SeiZleba gamoyenebul iqnas `Senelebuli~ skanireba, 

roca borotmzraxveli agzavnis calkeul moTxovnas drois 

did intervalebSi. am SemTxvevaSi didia imis albaToba, rom 

samizne sistemaze calkeul moTxovnebs ar miaqceven 

yuradRebas. 

 

2.1.1. eqsploitis arCeva 

miRebuli monacemebis safuvelze borotmzraxveli 

irCevs eqsploits gatexvis Casatareblad.  

gamoucdeli gamtexebis didi raodenoba  gatexvas 

iwyebs arsebuli eqsploitis safuZvelze. dazvervis etapze 

iZebneba  sistema, romelsac aqvs Sesabamisi mowyvladoba. am 

dros SesaZlebelia misamarTebis martivi gadarCeva, rom 

rogorRac arCeul iqnas mowyvladi hosti, romelic iqneba 
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gatexvis mizani. rogorc viciT, IP misamarTi paketSi ikavebs 

32 Tanrigs da warmoadgens orobiT ricxvs. hostis saxelebs, 

romlebic mocemulia brauzerSi, aqvT momxmareblebisaTvis 

moxerxebuli saxe. magaliTad, Microsoft  kompaniis misamarTi 

SeiZleba micemul iqnas Semdegi saxiT  www.microsoft.com  an 

207.46.20.30. es misamarTi SeiZleba warmovadginoT aTvlis 

TeqvsmetobiT sistemaSi (CF2E141E)  an orobiT sistemaSi 

(11001111001011100001010000011110). amitom sakmaod marti via 

eqsploitSi gamoyenebul iqnas misamarTebis mniSvnelobebis 

gadarCevis programuli cikli. es meTodi gamoyenebul iqna 

2003 wlis ianvarSi Worm –is saxeobis, kerZod Slammer mier, 

romelic misamarTebis gadarCevisaTvis iyenebda rekurentul 

damokidebulebas: 

.2mod)2531011214013( 32
1 +×=+ nn xx  

mocemuli meTodis gamoyeneba izRudeba im garemoebiT, 

rom misamarTebis yvela diapazonSi aris gamouyenebeli 

misamarTebi. 

 saWiro informaciis miRebisa da eqsploitis arCevis 

Semdeg borotmzraxvels SeuZlia gadavides sistemis 

gatexvaze. 

 

 

2.1.2. dacvis sistemis testirebis meTodebi 

dacvis sistemis testireba mimdinareobs dacvis 

meqanizmebis efeqturobis, SesaZlo Tavdasxmis mi marT 

mdgradobis Semowmebis mizniT, aseve dacvaSi mowyvladobis 



 146 

Ziebis mizniT. gamoiyeneba mowyvladobis Ziebis ori 

ZiriTadi meTodi: 

− testireba ~Savi yuTis~ meTodiT; 

− testireba ~TeTri yuTis~ meTodiT; 

~Savi yuTis~ meTodiT testireba uSvebs specialuri 

codnis ararsebobas gamosacdeli obieqtis konfiguraciaze 

da Sida struqturaze. am dros gamosacdeli obieqtis 

winaaRmdeg realizdeba Tavdasxmis yvela cnobili tipi da 

mowmdeba dacvis sistemis mdgradoba am TavdasxmebTan 

mimarTebaSi. testirebis ZiriTadi saSualebebi aris qseluri 

skanerebi, romlebic ganlagebulni arian cnobil 

mowyvladobaTa monacemTa bazis mixedviT. 

~TeTri yuTis ~ meTodi iTvaliswinebs testirebis 

programis Sedgenas gamosacdeli obieqtis struqturisa da 

konfiguraciis Sesaxeb codnis safuZvelze. testirebis 

dasawyisSi mowmdeba usafrTxoebis meqanizmebis arseboba da 

qmediTunarianoba, dacvis sistemis Semadgenlobis da 

konfiguraciis Sesabamisoba usafrTxoebis moTxovnebTan da 

arsebul riskebTan.  daskvnebi mowyvladobis arsebobaze 

keTdeba gamoyenebuli dacvis saSualebebis konfiguraciisa 

da sistemuri programuli uzrun velyofis analizis 

safuZvelze, rac Semdeg mowmdeba praqtikaSi. mocemul 

SemTxvevaSi analizis ZiriTadi instrumenti aris sistemuri 

donis daculobis analizis saSualebebi. 
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2.1.3. mowyvladobaTa skanerebi 

qseluri skanerebi warmoadgenen daculobis analizis 

metnaklebad misawvdom da farTod gamoyenebul saSua-

lebebs. maTi funqcionirebis ZiriTadi principi mdgomareobs 

potenciuri borotmzraxvelis moqmedebebis emulaciaSi. 

Tanamedrove skanerebs aqvT qseluri resursebis, romlebic 

warmoadgenen qseluri servisebis ama Tu im saxes, aTasobiT 

mowyvladobaTa aRmoCenis unari.  

Tanamedrove qseluri skaneri asrulebs oTx ZiriTad 

amocanas: 

− wvdomadi qseluri resuresebis identifikacias; 

− wvdomadi qseluri servisebis identifikacias; 

− qseluri servisebis mowyvladobaTa identifikacias; 

− mowyvladobaTa aRmofxvrisaTvis rekomendaciebis gacemas. 

mowyvladi adgilebis skanireba aris avtomatizebuli 

procesi, romelic mimarTulia qselur da programul 

platformebze cnobili mowyvladi adgilebis aRmosaCenad. 

administratorebi mowyvladobis skanerebs gamoiyeneben kom-

ponentebis dacvis efeqturobi SefasebisaTvis. analizis 

Sedegad ganisazRvreba sistemis mowyvladi adgilebi, 

romlebic SeiZleba gamoyenebul iqnas borotmzraxvelis 

mier arasanqcirebuli wvdomis gansaxorcieleblad, xolo 

administratori iRebs zomebs maT aRmosafxvrelad.  ase, 

rom skaneris muSaobis Sedegs warmoadgens qselis Sesaxeb 

sakmaod zusti informacia, romelic moicavs qseluri 

mowyobilobebis, kompiuterebis (qseluri programuli 
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uzrunvelyofis versiebiT), mocemul programul uzrun-

velyofaSi arsebuli mowyvladi adgilebis, sistemis 

momxmareblebis saangariSgebo Canawerebis sias.  

msgavi saxiT, borotmzraxvelis mier mowyvladi 

adgilebis skanireba warmoadgens etaps, romelic win 

uswrebs Tavdasxmas. praqtikaSi Sida damrRvevma SeiZleba 

Seagrovos Zalzed mniSvnelovani informacia, romelic 

samsaxureobrivi movaleobebis CarCoebSi misTvis 

miuwvdomelia. magaliTad qselSi ganisazRvros kompiuteris 

rolebi, gamoiyos failuri serverebi da monacemTa bazebis 

serverebi, marSrutizatorebi da inteleqtualuri komu-

tatorebi. rac gansakuTrebiT mniSvnelovania skanirebis 

Sedegebi saSualebas iZlevian zustad iqnas SerCeuli 

eqsploitebi qselis kvanZebTan uSualod arasanqcirebuli 

wvdomis ganxorcielebisaTvis.  

ganvixiloT mowyvladobis skaneris Internet Security Scanner 

(ISS) gamoyenebis Sedegebi. aRvniSnoT, rom borotmzraxveli 

am miznebisaTvis isargeblebs ufaso skanerebidan erT-

erTiT. am magaliTSi ISS komerciuli skaneris gamoyeneba 

ganpirobebulia imiT, rom qselis daculobis analizisaTvis 

is aris erT-erTi saukeTeso instrumenti. 
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nax.2.1.3.1. tipiuri qselis skanirebis Sedegebi 

borotmzraxvelma gaaanaliza hostebze gaSvebuli mom-

saxureobebi, romlebic SeiZleba dayofil iqnan funqcio-

naluri niSnebiT – domenuri kontrolerebi, failuri, 

terminaluri, sabeWdi-serverebi, muSa sadgurebi. skanirebis 

SedegebiT SeiZleba gairkvas ra cnobili mowyvladi adg-

ilebiT xasiaTdeba gamosakvlevi hosti da SearCios 

momdevno TavdasxmisaTvis Sesabamisi eqsploitebi. 
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2.2. qselTaSorisi ekranebi firewall 

wina paragrafebSi iyo saubari firewall  - qselTaSoris 

ekranebze, romelic warmoadgens qselSi wvdomis kontrolis 

mowyobilobas, romlis daniSnulebaa mTeli trafikis 

blokireba, nebadarTuli monacemebis garda. amiT igi 

gansxvavdeba marSrutizatorisagan, romlis funqciaa 

trafikis daniSnulebis punqtze miwodeba, maqsimalurad 

mokle droSi. 

arsebobs mosazreba, rom marSrutizatormac SeiZleba 

Seasrulos firewall  roli. Tumca, am or mowyobilobas Soris 

aris erTi principuli gansxvaveba: marSrutizatoris 

daniSnulebaa trafikis swrafi marSrutizeba da ara misi 

blokireba. firewall  dacvis saSualebaa, romelic monacemTa 

nakadidan gaatarebs garkveul trafiks, xolo marSruti-

zatori qseluri mowyobilobaa, romelic SeiZleba aiwyos 

gansazRvruli trafikis blokirebaze.  

firewall  xasiaTdebian awyobis didi nakrebiT, maT Soris 

masze trafikis gatarebis samsaxurebis mixedviT, gadamg-

zavnisa da mimRebis IP misamarTis mixedviT, momxmareblis 

identifikatoris mixedviT. arsebobs SeerTebis ori 

ZiriTadi tipi: gamoyenebiTi donis da paketuri filtraciiT, 

romelTac safuZvlad udevT muSaobis gansxvavebuli 

principebi. 
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2.2.1. gamoyenebiTi donis firewall 

gamoyenebiTi donis firewall  anu proqsi-ekranebi, warmo-

adgens programul paketebs, romlebic bazirdebian zogadi 

daniSnulebis operaciul sistemebze, rogoricaa Windows NT   

da Unix,   an firewall – is aparaturul platformaze. firewall  aqvs 

ramdenime interfeisi, TiToeul qselze TiTo, romelTanac 

igi aris mierTebuli. politikis wesebis nakrebi 

gansazRvravs, ra saxiT gadaecema trafiki erTi qselidan 

meoreSi. Tu wesSi cxadad ar aris warmodgenili nebarTva 

trafikis gatarebaze, firewall  gadadebs an gaauqmebs pakets. 

gamoyenebiTi donis firewall – is gamoyenebisas yvela 

SeerTeba gaivlis mis gavliT. SeerTeba iwyeba sistema-

klientze da Semodis firewall  -is Sida interfeisSi. firewall  

miiRebs SeerTebas, aanalizebs paketis Semadgenlobas da 

gamoyenebul protokols da gansazRvravs Seesabameba Tu 

ara mocemuli trafiki usafrTxoebis politikis wesebs. Tu 

es asea, maSin firewall  inicializebas ukeTebs axal SeerTebas 

Tavis gare interfeissa da sistema-servers Soris.  

gamoyenebiTi donis firewall Semavali mierTebebisaTvis 

gamoiyeneben wvdomis modulebs. wvdomis moduli firewall-Si 

Rebulobs Semaval mierTebebs da amuSavebs brZanebebs 

mimRebze trafikis gagzavnis win. am saxiT firewall icavs 

sistemas Tavdasxmisagan, romelic sruldeba danarTis 

saSualebiT.  

aseTi tipis arqiteqturis upiratesoba aris, rom misi 

gamoyenebisas sxva samsaxurebis SigniT trafikis damalva 
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Zalzed rTulia. magaliTad sistemaze kontrolis zogierTi 

programebi, rogoricaa NetBus, Back Orifice, SeiZleba iyos 

awyobili momxmareblisaTvis nebismieri misaRebi portis 

gamoyenebaze. isini SeiZleba iqnas awyobili porti 80 (HTTP) 

gamoyenebaze. sworad Aawyobili gamoyenebiTi donis firewall-

is gamoyenebisas wvdomis moduli ver Seicnobs SeerTebis 

gavliT Semomaval brZanebebs, da ufro metic SeerTebebi 

ver damyardeba. 

gamoyenebiTi donis firewall Seicavs wvdomis modulebs 

SedarebiT xSirad gamosayenebeli protokolebisaTvis, 

rogoricaa  HTTP, SMTP, FTP da telnet. zogierTi  wvdomis 

moduli SeiZleba gamotovebul iqnas.  Tu wvdomis moduli 

gamotovebulia, maSin konkretuli protokoli ar SeiZleba 

gamoyenebul iqnas firewall gavliT SeerTebisaTvis. 

firewall  agreTve malavs sistemebis misamarTs, romelic 

ganTavsebulia misgan sxva mxares. ramdenadac yvela 

SeerTeba inicirdeba da mTavrdeba firewall  interfeisebze, 

qselis Sida sistemebi ar Canan pirdapir garedan, rac 

saSualebas iZleva damalos Sida adresaciis sqema. 

 

 

2.2.2. firewall  paketuri filtraciiT 

firewall  paketuri filtraciiT aseve SeiZleba iyos 

programuli paketi, romelic bazirdeba zogadi 

daniSnulebis operaciul sistemebze (Windows NT   da Unix)  an 

firewall -is aparaturul platformebze. firewall  SeiZleba 
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hqondes ramdenime interfeisi, calkeul qselze TiTo, 

romelzedac mierTebulia ekrani. 

politikis wesebi Zlierdeba paketebis filtrebis 

gamoyenebis meSveobiT. filtrebi swavloben paketebs da 

gansazRvraven aris Tu ara trafiki nebadarTuli, poli-

tikis wesebisa da protokolis mdgomareobis Sesabamisad.  

Tu danarTis protokoli funqcionirebs TCP-Ti, mdgomareo-

bis gansazRvra SedarebiT martivia, ramdenadac TCP   TviTon 

mxars uWers mdgomareobas. es niSnavs, rom roca protokoli 

imyofeba gansazRvrul mdgomareobaSi, nebadarTulia mxo-

lod gansazRvruli paketebis gadacema. 

ganvixiloT, magaliTis saxiT, SeerTebis dayenebis 

mimdevroba. pirveli mosalodneli paketi aris SYN   paketi. 

firewall  aRmoaCens am pakets da gadayavs SeerTeba SYN   

mdgomareobaSi. am mdgomareobaSi mosalodnelia erT-erTi am 

ori paketidan: an SYN  ACK   (paketis Secnoba da SeerTebis 

nebis darTva) an RST   (SeerTebis gawyveta mimRebze Seer-

TebaSi mtyunebis mizeziT). Tu am SeerTebaSi gamoCndeba sxva 

paketebi, firewall  gaauqmebs an gadadebs maT, ramdenadac isini 

ar Seesabamebian SeerTebis mocemul mdgomareobas, iqamde 

maSinac, roca SeerTeba nebadarTulia wesebis nakrebiT.  

Tu protokoliT SeerTeba aris UDP,    firewall   paketuri 

filtraciiT ver gamoiyenebs protokolisTvis miniWebul 

mdgomareobas, romlis nacvlad miedevneba UDP trafikis 

mdgomareobas. rogorc wesi firewall   Rebulobs UDP gare 

pakets da elodeba mimRebidan Semaval pakets, romelic 

Seesabameba sawyis pakets portiTa da misamarTiT, 
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gansazRvruli drois ganmavlobaSi. Tu paketi miiReba am  

drois monakveTis ganmavlobaSi, misi gadacema nebadarTuli 

iqneba. winaaRmdeg SemTxvevaSi firewall   gansazRvravs, rom UDP 

trafiki ar aris moTxovnaze pasuxi da gaauqmebs mas.  

firewall  paketuri filtraciiT gamoyenebisas SeerTebebi 

ar wydeba firewall  -ze filtraciiT, aramed miemarTeba 

uSualod bolo sistemisaken. paketebis Semosvlisas firewall  

arkvevs aRniSnuli paketebi da SeerTebebis mdgomareobebi 

nebadarTulia Tu ara politikis wesebis mier. Tu 

nebadarTulia, maSin paketi gadaicema Tavisi marSrutiT.  

 

 

2.2.3. hibriduli firewall 

qselTaSorisi ekranebi, ise rogorc sxva mow-

yobilobebi, droTa ganmavlobaSi icvlebian da ganicdian 

srulyofas. gamoyenebiTi donis firewall mwarmoeblebi mivid-

nen im azramde, rom saWiroa protokolebis mxardaWeris 

meTodis damuSaveba, romelTaTvisac ar arsebobs wvdomis 

gansazRvruli modulebi. amis kvaldakval Seiqmna wvdomis 

modulis teqnologia – Generic Services Proxy (GSP). GSP 

damuSavebulia sxva protokolebis, romelic aucilebelia 

usafrTxoebis sistemisaTvis da qseluri administratorebis 

muSaobisaTvis,  gamoyenebiTi donis wvdomis modulebis 

mxardasaWerad. sinamdvileSi GSP uzrunvelyofs gamoye-

nebiTi donis firewall – is muSaobas, paketuri fultraciis ek-

ranebis saxiT. 
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2.2.4. qselTaSorisi ekranebis konfiguraciis  
damuSaveba 

mocemul savarjiSoSi igulisxmeba, rom organizaciaSi 

arsebobs qvemoT CamoTvlili sistemebi: 

− veb-serveri, romelic muSaobs 80 portze; 

− safosto serveri, romelic muSaobs 25 portze. igi 

Rebulobs yvela Semomaval da gzavnis yvela sawyis 

fostas. Sida safosto serveri periodulad ukavSirdeba 

mocemul sistemas Semomavali fostis misaRebad da 

sawyisi monacemebis gasagzavnad. 

arsebobs Sida sistema DNS, romelic  saxelebis 

misamarTad gardaqmnis moTxovnas ugzavnis internetis 

sistemas, ramdenadac organizacias ara aqvs Tavisi sakuTari 

mTavari gare DNS. 

organizaciis internet-politika Sida momxmareblebs 

nebas rTavs isargeblon Semdegi samsaxurebiT: 

− HTTP; 

− HTTPS; 

− FTP; 

− Telnet; 

− SSH. 

am politikis bazaze SeiZleba aigos politikis wesebi 

sxvadasxva arqiteqturebisaTvis. 

arqiteqtura 1:  sistemebi firewall sazRvrebs gareT, 

wvdomadi internetidan. 



 156 

suraTze naCvenebia internetidan wvdomadi sistemebis 

ganTavseba, firewall-sa da gare marSrutizators Soris. 

cxrilSi moyvanilia qselTaSorisi ekranis wesebi. 

 

 
 

 

 

internetis 
momxmarebelTan 
kavSiris arxi 

ga
r
e 

qs
el

i 

marSrutizatori 

firewall 

serveri 

serveri 

nax.2.2.4.1. arqiteqtura 1 
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firewall  wesebi arqiteqtura 1-sTvis 

wesis 
nomeri 

sawyisi IP saboloo 
IP 

samsaxuri  moqmedeba 

1 Sida safosto 
serveri 

safosto 
serveri 

SMTP miReba 

2 Sida qseli nebismieri 
HTTPS, 
FTP, 
telnet, SSH 

HTTP miReba 

3 Sida DNS nebismieri DNS miReba 
4 nebismieri nebismieri nebismieri Sewyveta 

marSrutizatorze SeiZleba dayendes filtracia, rome-

lic nebas rTavs HTTP-s mxolod gare monacemebs mivides 

veb-serverze da gadasces safosto servers mxolod garedan 

miRebuli SMTP monacemebi. rogorc moyvanili wesebidan Cans, 

imisgan damoukideblad, Tu ra tipis firewall gamoiyeneba, veb-

serveri da safosto serveri ar aris daculi firewall –iT.  

am SemTxvevaSi firewall icavs organizaciis mxolod Sida 

qsels. 

arqiteqtura 2:  erTi qselTaSorisi ekrani 

meore standartuli arqiteqtura naCvenebia nax. 2.2.4.2.-

ze, romelSic gamoiyeneba erTi firewall, rogorc Sida qselis, 

aseve internetidan wvdomadi nebismieri sxva sistemis 

dasacavad. es sistemebi ganTavsdebian calkeul qselSi. 

cxrilSi moyvanilia  qselTaSorisi ekranis wesebi. 
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rogorc cxrilidan Cans, wesebi winas analogiuria. 

aseve vxedavT, rom ar arsebobs cxadi wesebi, romelic 

saSualebas aZlevs Sida safosto servers miuerTdes 

safosto servers calkeul qselSi. amis mizezia wesi 2, 

romelic saSualebas aZlevs nebismier sistemas (gare an 

Sidas) miuerTdes xsenebul sistemas. 

cxrilSi moyvanilia qselTaSorisi ekranis wesebi 

arqiteqtura 2-saTvis. 

ga
r
e 
qs

el
i 

internetis 
momxmarebelTan 
kavSiris arxi 

marSrutizatori 

firewall 

serveri serveri 

nax.2.2.4.2. arqiteqtura 2 

qseli internetis sistemebisaTvis 
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firewall wesebi arqiteqtura 2-saTvis 

arqiteqtura 3: ormagi qselTaSorisi ekranebi 

aRniSnul SemTxvevaSi internetidan wvdomadi sistemebi 

ganTavsdebian qselTaSoris ekranebs Soris. xolo Sida 

qseli ganTavsebulia meore firewall-is Semdeg. nax.2.2.4.3.-ze 

gamosaxulia arqiteqtura 3.  xolo, cxrilebSi Sesabamisad 

mocemulia firewall 1-is da firewall 2-is wesebi. 

saidumlo qselebis kargi magaliTia sabanko qselebi. 

yovel saRamos banki ukavSirdeba federaluri rezervebis 

sistemas, fuladi saxsrebis gadasacemad. aseT qselebSi 

Secdomebi ZviradRirebulia. aseTi SeerTebebis mmarTveli 

sistemebi sabanko struqturebisaTvis aris ukiduresad sai-

dumlo sacicocxlod mniSvnelovani. bankis sxva 

qvedanayofebidan am sistemebze wvdomis SezRudvisaTvis 

SeiZleba dayendes qselTaSorisi ekrani. rogorc cxrilidan 

Cans, firewall 1-is wesebi arqiteqtura 2-Si firewall-is wesebis 

wesis 
nomeri 

sawyisi IP saboloo 
IP 

samsaxuri  moqmedeba 

1 nebismieri veb- 
serveri 

HTTP miReba 

2 nebismieri safosto 
serveri 

SMTP miReba 

3 safosto 
serveri  

nebismieri SMTP miReba 

4 Sida qseli nebismieri HTTP, 
HTTPS, 
FTP, 
telnet, SSH 

miReba 

5 Sida DNS nebismieri DNS miReba 
6 nebismieri nebismieri nebismieri  Sewyveta 
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analogiuria, magram aq aris meore qselTaSorisi ekrani, 

romlis wesebi momdevno cxrilSia naCvenebi. 

 

 
 

cxrilSi moyvanilia qselTaSorisi ekranis wesebi 

arqiteqtura 3-saTvis. 

 

internetis sistemebis qseli 

internetis 
momxmare-
belTan 
kavSiris 

arxi 

marSrutizatori

firewall 2 

serveri serveri 

 firewall 1 

gare qseli 

nax.2.2.4.3. arqiteqtura 3 
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firewall 1-is wesebi arqiteqtura 3-saTvis 

wesis 
nomeri 

sawyisi IP saboloo 
IP 

samsaxuri  moqmedeba 

1 nebismieri veb- 
serveri 

HTTP miReba 

2 nebismieri safosto 
serveri 

SMTP miReba 

3 safosto 
serveri  

nebismieri SMTP miReba 

4 Sida qseli nebismieri HTTP, 
HTTPS, 
FTP, 
telnet, SSH 

miReba 

5 Sida DNS nebismieri DNS miReba 
6 nebismieri nebismieri nebismieri  Sewyveta 

firewall 2-is wesebi arqiteqtura 3-saTvis 

wesis 
nomeri 

sawyisi IP saboloo 
IP 

samsaxuri  moqmedeba 

1 Sida 
safosto 
serveri 

safosto 
serveri 

SMTP miReba 

2 Sida qseli nebismieri HTTP, 
HTTPS, 
FTP,telnet, 
SSH 

miReba 

3 Sida DNS nebismieri DNS miReba 
4 nebismieri nebismieri nebismieri  Sewyveta 
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2.3. daSifrva. daSifrvis ZiriTadi koncefciebi 

daSifrva warmoadgens informaciuli usafrTxoebis 

uzrunvelyofis mniSvnelovan saSualebas. daSifrvis meqa-

nizmebi aris usafrTxoebis farTod gamoyenebuli meqa-

nizmebi, vinaidan isini emsaxurebian konfidencialobis, 

mTlianobis da identifikaciis SesaZleblobebis uzrunvel-

yofas. 

daSifrva warmoadgens SemaCerebel moqmedebas. rogorc 

cnobilia daSifrvis nebismieri sistema SeiZleba iyos 

gatexili. daSifrviT dacul informaciaze wvdomis misaR-

wevad saWiroa sakmaod didi dro da resuresebis didi 

raodenoba.  

daSifrvis nebismieri sistemis mizans warmoadgens 

araavtorizebuli pirebis mier informaciaze wvdomis 

miRebis maqsimalurad garTuleba, iqamde Tu maT aqvT 

daSifruli teqsti da cnobilia daSifrvisaTvis gamoyene-

buli algoriTmi. sanam araavtorizebuli momxmarebeli ar 

flobs gasaRebs, informaciis gasaidumloeba da mTlianoba 

ar dairRveva. 

daSifrvis daxmarebiT xdeba informaciis usafrTxo-

ebis sami mdgomareobis uzrunvelyofa: 

− konfidencialoba; 

− mTlianoba; 

− identificirebadoba. 
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daSifrva gamoiyeneba informaciis wyaros autentifi-

kaciisaTvis da informaciis gagzavnaze mtyunebisagan Tavis 

dasacavad. 

nax.2.3.1-ze moyvanilia daSifrvis zogadi principi. 

 
nax.2.3.1. daSifrvis zogadi principi 

Cveulebrivi teqsti – aris informacia sawyis formaSi. 

mas aseve ewodeba Ria teqsti. 

daSifruli teqsti – informaciaa, romelzec Sesru-

lebulia daSifrvis algoriTmi. 

algoriTmi – meTodia, romelic gamoiyeneba Ria teqs-

tis daSifrul teqstad gardasaqmnelad. 

gasaRebi – Semavali monacemebia, romelTa saSualebiT 

algoriTmis daxmarebiT mimdinareobs Ria teqstis gardaqmna 

daSifrulad an piriqiT. 

daSifrva – Ria teqstis SifrSi gadayvanis procesia. 

gaSifrva – Sifris Ria teqstSi gadayvanis procesia. 

daSifruli teqsti Ria teqsti Ria teqsti 

kriptografiuli 
algoriTmi 

kriptografiuli 
algoriTmi 
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arsebobs oTxi termini, romelic dakavSirebula 

informaciis daSifrva-gaSifrvasTan: 

− kriptografia - mecniereba informaciis SesaniRbad da-

Sifrvis gamoyenebaze; 

− kriptografi – piri, romelic dakavebulia kriptogra-

fiiT; 

− kriptoanalizi – kriptografiuli algoriTmebis anali-

zis xelovneba, susti adgilebis  arsebobis magaliTze; 

− kriptoanalitikosi – piri, romelic akeTebs kripto-

analizs kriptografiul algoriTmebSi susti adgilebis 

gansazRvrisa da gamoyenebisaTvis. 

 

 

2.3.1. Tavdasxmebi daSifrvis sistemebze 

daSifrvis sistemebma SeiZleba ganicadon Tavdasxmebi 

Semdegi sami xerxiT: 

− algoriTmis susti adgilebidan; 

− gasaRebTan mimarTebaSi Tavdasxmis meSveobiT; 

− garemomcvel sistemaSi susti adgilebidan. 

algoriTmebs, romelTac aqvT susti adgilebi ar 

SeiZleba vuwodoT  sakmarisad mZlavri. cnobili susti 

adgilebi SeiZleba gamoyenebul iqnas sawyisi teqstis 

swrafad aRsadgenad. borotmzraxvels am SemTxvevaSi ar 

sWirdeba damatebiTi resursebis gamoyeneba. 

meore saxis TavdasxmisaTvis mimdinareobs nebismieri 

dasaSvebi gasaRebis SerCeva Sifris Ria teqstad gada-
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sayvenad. am SemTxvevaSi algoriTmis simZlavre gani-

sazRvreba mxolod im gasaRebebis raodenobiT, romelic 

saWiroa gadasinjos analitikma. rac ufro grZelia 

gasaRebi, ufro metia gasaRebebis saerTo raodenoba da miT 

ufro meti gasaRebi unda gadaisinjos koreqtuli gasaRebis 

sapovnelad. msgavsi Tavdasxmebi Teoriulad yovelTvis 

warmatebulad unda damTavrdes saWiro raodenobis droisa 

da resursebis arsebobis dros.  

mesame tipis Tavdasxma ar ganixileba daSifrvis 

konteqstSi. praqtikaSi ufro iolia Tavdasxma TviT 

kompiuterul sistemaze, vidre daSifrvis algoriTmebze. 

ganvixiloT situacia: algoriTmi aris mZlavri da aqvs 

mZlavri gasaRebi, romlis gaxsnisaTvis, meore tipis 

TavdasxmiT saWiro iqneba milioni dolaris Rirebulebis 

mowyobilobebi da Zalian bevri dro. am dros organizacia, 

romelic gamoiyenebs am algoriTms, gadacems gasaRebs daSo-

rebul adgilas Cveulebrivi eleqtronuli fostiT. Tu 

cnobilia, saxeldobr sad igzavneba gasaRebi, maSin 

naklebad daculia Setyobineba da martivia gasaRebis 

garkveva. 

mowyvladobis kidev ufro naTeli magaliTia 

daSifrvis paketi, romelsac gamoiyenebs bevri momxmarebeli. 

es paketi gamoiyenebs daSifrvis mZlavr algoriTmebs 

eleqtronuli fostisa da failebis daSifrisaTvis. aseT 

sistemebze Tavdasxmebi Znelad gansaxorcielebelia pirveli 

da meore TavdasxmebiT, radgan momxmareblis gasaRebi 

myofeba Tavis kompiuterze failSi, romelic dacula 
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paroliT. Tu mxedvelobaSi miviRebT im faqts, rom 

momxmareblebis umravlesoba Tavis parolSi ar iyenebs 

SemTxveviTi simboloebis kombinacias, gacilebiT iolia 

parolis gamocnoba an misi miReba meore TavdasxmiT, vidre 

miRebul iqnas amave xerxiT momxmareblis gasaRebi. 

aqedan gamomdinare gavakeToT daskvna, rom sistema 

aranakleb moqmedebs Sifrebis saerTo usafrTxoebaze, vidre 

daSifrvis algoriTmi da gasaRebi. 

 

 

2.4. daSifrva saidumlo gasaRebiT 

arsebobs daSifrvis ori ZiriTadi tipi: saidumlo 

gasaRebiT da Ria gasaRebiT. saidumlo gasaRebiT 

daSifrvisas moiTxoveba, rom yvela mxares, romelTac aqvT 

informaciis wakiTxvis ufleba, hqondeT erTidaigive 

gasaRebi. amdenad gasaRebis dacvis uzrunvelyofa iqneba 

saerTo problema. daSifrva Ria gasaRebiT gacilebiT far-

Tod gamoyenebuli meTodia. igi uzrunvelyofs informaciis 

konfidencialobas da imis garantias, rom gadacemis 

procesSi igi ar iqneba Secvlili. 

 

2.4.1. saidumlo gasaRebiT daSifrvis meTodi 

aRniSnul daSifrvas aseve SeiZleba vuwodoT simet-

riuli daSifrva, vinaidan monacemebis daSifrvisa da ga-

SifrvisaTvis gamoiyeneba erTidaigive gasaRebi. nax.2.4.1.1.-ze 

naCvenebia saidumlo gasaRebiT daSifrvis sabazo principi. 
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rogorc naxazidan Cans, gamgzavns da mimRebs unda 

hqondeT erTidaigive gasaRebi. 

aRniSnuli daSifrva uzrunvelyofs informaciis 

konfidencialobas daSifrul mdgomareobaSi. Setyobinebis 

gaSifrva SeuZliT mxolod im pirebs, romelTaTvisac 

cnobilia gasaRebi. nebismieri cvlileba SetyobinebaSi, 

romelic iqneba Setanili gadacemis dros, aRmoCenili 

iqneba, ramdenadac amis Semdeg Setyobineba sworad aRar 

gaiSifreba. daSifrva saidumlo gasaRebiT ar uzrun-

velyofs autentifikacias, ramdenadac nebimier momxmarebels 

SeuZlia Seqmnas, daSifros da gagzavnos namdvili 

Setyobineba. 

 
nax.2.4.1.1. daSifrva saidumlo gasaRebiT 

rogorc Cans, daSifrva saidumlo gasaRebiT swrafad 

da iolad realizdeba aparaturuli da programuli 

saSualebebis daxmarebiT. 

daSifruli 
teqsti 

algoriTmi 
saidumlo 
gasaRebiT 

algoriTmi 
saidumlo 
gasaRebiT 

Setyo 
bineba 

gadacema 
daucvel 

matarbelze 

Setyo 
bineba 

gamgzavni mimRebi 
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igi arsebobs daaxloebiT 2500 weli. yvelaze adreuli 

magaliTia Sifri – atbaS, romelic warmoiSva daaxloebiT 

600 wliT adre Cvens eramde da mdgomareobs ebrauli 

anbanis ukumimdevrobiT gamoyenebaSi.  

iuli cezari iyenebda Sifrs, romelsac cezaris Sifrs 

uwodeben. igi mdgomareobda dasaSifri simbolos sami 

simboloTi daSorebuliT SecvlaSi. mag. A -> D; B ->E, Z -> C. 

aRniSnul SemTxvevaSi gasaRebi aris an daZvris maCvenebeli 

an  mTlianad gadalagebuli anbani. aseT Sifrebs aqvT 

nakli – sawyis anbanSi, asoebis Seucvleli sixSire. magali-

Tad, inglisur anbanSi simbolo E  xSirad gamoi yeneba. 

Secvlis Semdeg ufro xSirad gamoyenebuli iqneba sxva 

simbolo. didi Setyobinebis gaSifrvisas, aseTi analizis 

safuZvelze misi gatexva martivad aris SesaZlebeli. 

 

2.4.3. erTjeradi bloknotebi 

erTjeradi bloknotebi (One-time Pad, OTP)  aris 

erTaderTi Teoriulad gautexavi daSifrvis sistema. igi 

warmoadgens ricxvebis sias SemTxveviTi mimdevrobiT, 

romelic gamoiyeneba Setyobinebis kodirebisaTvis. rogorc 

sistemis dasaxelebidan Cans, OTP SeiZleba gamoyenebul 

iqnas mxolod erTjer. Tu OTP-s ricxvebi aris namdvilad 

SemTxveviTi da misi sigrZe ufro didia, vidre Setyobinebis, 

amasTan Tu gaviTvaliswinebT, rom OTP erTjeradia, maSin 

2.4.2. daniSnuli Sifrebi 
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daSifruli teqsti ar warmoadgens raime meqanizms sawyisi 

gasaRebis da Sesabamisad Setyobinebis aRsadgenad. 

OTP gamoiyeneba usafrTxoebis Zalian maRali donis 

informaciul garemoSi, mxolod mokle SetyobinebebisaTvis.  

OTP –s  aqvs ori nakli: namdvilad SemTxveviTi 

bloknotebis generacia da bloknotebis gavrcelebis 

problema.  

cxrilSi naCvenebia erTjeradi bloknotis funqcio-

nireba. 

Setyobineba 
 
asoebi Secvlili Sesabamisi 
 ricxvebiT 
 
erTjeradi bloknoti 
 
Ria teqstis OTP-Si damateba 
 
daifruli teqsti 

S   E   N   D   H   E    L   P 
 
19 5  14   4   8    5   12  16 
 
 
 7   9    5    2   12  1    0    6  
 
26  14  19  6   20  6  12   22 
 
Z    N   S    F   T   F   L   V 

 

Tu OTP gamoyenebuli iqneba ramdenimejer, misi gatexva 

ioli iqneba. msgavsi SemTxvevebi xdeboda civi omis 

periodSi. daSifruli informaciis wakiTxvisaTvis usafrT-

xoebis nacionalur saagentoSi iyo Seqmnili proeqti 

`verona~, am proeqtTan dakavSirebuli monacemebis datacebis 

Sesaxeb informacia ganTavsebulia saitze: 

 NSA (http://www.nsa.gov). ra Tqma unda, OTP ar gamoiyeneba 

didi moculobis trafikis garemoSi. 
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2.4.4. daSifrvis algoriTmebis mimoxilva 

algoriTmi Data Encryption Standard (DES) damuSavebul 

iqna IBM kompaniis mier 1970-iani wlebis dasawyisSi. 

standartebis nacionalurma institutma da a.S.S. teqnolo-

giebma miiRo algoriTmi (publikacia FIPS  46) 1997w. NSA-Si.  

algoriTmma ganicada Semdgomi modifikacia 1983, 88, 93, 94 

wlebSi. 

DES iyenebs  56 bitis sigrZis gasaRebs. 

1992 wels kvlevebma uCvenes, rom DES SeiZleba 

gamoyenebul iqnas samjer ufro mZlavri daSifrvis 

uzrunvelsayofad.  ase daibada sammagi DES algoriTmis 

(TDES) Seqmnis koncefcia.  

2000 wlis bolos orma kriptografma belgiidan (Joan Daemen 

da Vincent Rijmen) Seqmna algoriTmi  Rijndael. es algoriTmi aris 

mZlavri da gamoiyeneba maRalsiCqarian qselebSi. igi 

warmoadgens blokur Sifrs, romelic gamoiyenebs gasaRebebs 

da blokebs 128, 192 da 256 bitis sigrZis.  algoriTmi 

Sedgeba 10-14 ciklisagan, Ria teqstis blokis zomisa da 

gasaRebis zomis mixedviT.  

usafrTxoebis sxvadasxva sistemebSi gamoiyeneba sai-

dumlo gasaRebiT daSifrvis sxva algoriTmebi. maT Soris 

SeiZleba gamovyoT: IDEA (International Data Encryption Algrithm); 

RC5; Skipjack; Blowfish; Twofish; CAST-128; ? ? ? ?  da sxva.  
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2.5. daSifrva Ria gasaRebiT 

aRniSnuli daSifrva aris ufro gviani teqnologia, 

vidre daSifrva saidumlo gasaRebiT. maT Soris ZiriTadi 

gansxvaveba aris gasaRebebis ricxvi, romelic gamoiyeneba 

monacemebis daSifrvisas. am SemTxvevaSi daSifrvisa da 

gaSifrvisaTvis gamoi yeneba erTidaigive gasaRebi. 

nax.2.5.1. naCvenebia daSifrvis sabazo sqema. rogorc Cans 

orive abonents unda hqondes gasaRebi. gasaRebebi 

dakavSirebulebi arian erTmaneTTan, amitomac maT uwodeben 

gasaRebebis wyvils. kavSiri gasaRebebs Soris mdgomareobs 

imaSi, rom informacia daSifruli K1 gasaRebis gamoyenebiT 

SeiZleba gaiSifros mxolod misi wyvilis K2 gasaRebiT. Tu 

informacia daSifrulia K2 –iT, maSin gaSifrva SeiZleba K1 

gasaRebis gamoyenebiT. 

 
nax.2.5.1. daSifrva Ria gasaRebiT 

daSifruli teqsti Ria teqsti Ria teqsti 

kriptografiuli 
algoriTmi 

kriptografiuli 
algoriTmi 

gasaRebi K1 gasaRebi K2 
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praqtikaSi erT gasaRebs hqvia saidumlo, xolo meores 

-Ria. saidumlo gasaRebi imyofeba gasaRebebis wyvilebis 

mflobelTan malulad. Ria gasaRebi gadaicema infor-

maciasTan erTad Ria saxiT. Ria gasaRebiT daSifrvis kidev 

erTi Taviseburebaa, Tu abonents aqvs gasaRebebis wyvilidan 

erTi, meores gamoTvla SeuZlebelia, amitom Ria gasaRebi 

gadaicema Ria saxiT. 

Tu saWiroa konfidencialobis dacva, daSifrva xdeba 

Ria gasaRebiT. am saxiT informaciis gaSifrva SeuZlia 

mxolod gasaRebis mflobels, ramdenadac saidumlo 

gasaRebi imyofeba TviT mflobelTan. Tu saWiroa 

autentifikaciis ganxorcieleba, gasaRebebis wyvilis mflo-

beli monacemebs Sifravs saidumlo gasaRebis gamoyenebiT. 

ufro zustad, informaciis gaSifrva SeiZleba mxolod 

swori Ria gasaRebiT, romelic gadaicema Ria saxiT da 

amitom mxolod gasaRebebis wyvilis mflobels SeuZlia 

informaciis gagzavna. informaciis mTlianoba gadacemisas 

daculia orive SemTxvevaSi. 

informaciis mTlianoba gadacemis Semdeg SeiZleba 

iyos Semowmebuli Tu sawyisi informacia daSifruli iyo 

mflobelis saidumlo gasaRebis daxmarebiT. 

Ria gasaRebiT daSifrvis nakli aris is, rom igi 

moiTxovs did gamoTvliT simZlavreebs da Sesabamisad aris 

naklebad swrafmoqmedi. Tu kombinirebas gavukeTebT Ria da 

saidumlo gasaRebebiT daSifrvas, miiReba daSifrvis 

gacilebiT mZlavri sistema. Ria gasaRebiT daSifrvis 

sistema gamoiyeneba gasaRebebis gacvlisaTvis da SeerTebis 
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orive mxares abonentebis autentifikaciisaTvis. saidumlo 

gasaRebiT daSifrvis sistema Semdgom gamoiyeneba darCenili 

trafikis dasaSifrad.  

 

 

2.5.1. Ria gasaRebebiT daSifrvis algoriTmebi 

uitfild difma da martin helmanma 1976 wels 

daamuSaves Ria gasaRebebiT daSifrvis sistema. difi-

helmanis sistema damuSavda saidumlo gasaRebiT daSifrvis 

gamoyenebisas gasaRebebis gavrcelebis problemis 

gadasawyvetad. idea mdgomareobda sxva romelime xerxiT 

gasaRebis gadacemis gareSe, saidumlo gasaRebze SeTanxmebis 

usafrTxo meTodis SemuSavebaSi. aRniSuli algoriTmi ar 

SeiZleba gamoyenebul iqnas informaciis daSifrva-gaSifrvi-

saTvis. 

1978 wels  ron rivestma, adi Samirma da len adelmanma 

daamuSaves Ria gasaRebiT daSifrvis algoriTmi – Rivest – 

Shamir – Adelman (RSA). difi-helmanis algoriTmisagan 

gansxvavebiT, igi SeiZleba gamoyenebul iqnas daSifrvisa da 

gaSifrvisaTvis. garda amisa, RSA algoriTmis usafrTxoeba 

bazirdeba didi ricxvebis faqtorizaciaze. 

arsebobs Ria gasaRebebiT daSifrvis sxvadasxva 

algoriTmi, romelTagan ganvixiloT sami SedarebiT 

gavrcelebuli algoriTmi. 

el-gamalma (Taher Elgamal) daamuSava difi-helmanis 

sistemis varianti. man srulyo difi-helmanis algoriTmi da 

miiRo erTi algoriTmi daSifrvisaTvis da meore 
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autentifikaciis uzrunvelyofisaTvis. es algoriTmi ar iyo 

dapatentebuli da amitom gaxda iafi alternativa. 

ramdenadac algoriTmi bazirdeba difi-helmanis sistemaze, 

misi gamoyenebisas sistemis usafrTxoebis uzrunvelyofa 

ganpirobebulia diskretuli logariTmirebis amocanis 

amoxsnis sirTuliT. 

cifruli xelmoweris algoriTmi – Digital Signature 

Algorithm (DSA) damuSavebuli iyo aSS-s mTavrobis mier, 

rogorc standartuli algoriTmi cifruli xelmowere-

bisaTvis. mocemuli algoriTmi bazirdeba el-gamalis sis-

temaze, magram mxolod autentifikaciis saSualebas iZleva. 

am algoriTmiT konfidencialobis uzrunvelyofa ar xdeba. 

elituri mrudebi SemoTavazebuli iyo daSifrvis 

sistemaSi 1985 wels. daSifrvis sistema elituri mrudebis 

gamoyenebiT (ECC) bazirdeba sxva rTul maTematikur 

amocanaze. 

 

 

2.6. cifruli xelmowera 

cifruli xelmowera daSifrvis formaa, romelic 

uzrunvelyofs autentifikacias. igi aris eleqtronuli 

informaciis autentifikaciis meTodi daSifrvis meSveobiT. 

nax.2.6.1.-ze naCvenebia rogor sruldeba es amocana.  

pirvel rigSi informacia muSavdeba Setyobinebis 

analizis an xeS-funqciis meSveobiT. xeS-funqcia qmnis 

monacemebis sakontrolo jams, romelic Semdgom daiSifreba 

momxmareblis saidumlo gasaRebis gamoyenebiT. informacia 
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da daSifruli sakontrolo jami gadaecema informaciis 

mimRebs. 

 

daSifruli 
sakontrolo 

jami 
gadaecema 
mimRebs 

informacia gadaecema 
mimRebs  

informacia 

xeS-
funqcia 

 

daSifrva 
Ria 

gasaRebiT 

 
informacia 
 

xeS-
funqcia 

 

daSifrva 
Ria 

gasaRebiT 
 

 
Sedareba 

informaciis 
sakontrolo jami 

informaciis 
Sesamowmebeli 

jami 

gamgzavnis 
saidumlo gasaRebi 

gamgzavnis 
saidumlo gasaRebi 
 

nax.2.6.1. cifruli xelmoweris 
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informaciis miRebis Semdeg mimRebs SeuZlia igi daamuSaos 

imave xeS-funqciiT. mimRebi gaSifravs sakontrolo jams, 

romelsac miiRebs SetyobinebasTan erTad  da Seadarebs 

orive sakontrolo jams. Tu isini emTxvevian, es niSnavs, 

rom informacia ar aris Secvlili. 

cifruli xelmoweris usafrTxoeba da sargeblianoba 

damokidebulia or mniSvnelovan elementze, esenia: 

− momxmareblis saidumlo gasaRebis dacva; 

− usafrTxo xeS-funqcia. 

xeS-funqcia aris usafrTxo Tu: 

− funqcia aris calmxrivi, anu funqcia qmnis sakontrolo 

jams informaciidan, ise rom SeuZlebeli iyos infor-

maciis aRdgena sakontrolo jamis mixedviT. 

− ukiduresad rTulia informaciis ori fragmentis konst-

ruireba ise, rom funqciis Sesrulebisas miiRebodes 

erTnairi sakontrolo jami. 

meore pirobis dakmayofileba arc ise martivia. infor-

maciis xelmoweris, Senaxvisa da gadacemis simartivis 

uzrunvelsayofad gansaxilveli sakontrolo jami unda 

iyos mcire zomis, vidre informacia. Tu es piroba 

kmayofildeba, maSin erTidaigive sakontrolo jams unda 

Seesabamebodes informaciis xvadasxva fragmentebis didi 

raodenoba. funqciis usafrTxoebis uzrunvelyofa xdeba 

sawyis monacemebSi yvela bitis dakavSirebiT sakontrolo 

jamis yvela bitTan. amdenad, Tu informaciis erTi biti 

Seicvleba, aseve Seicvleba sakontrolo jamSi bitebis didi 

raodenoba. 
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usafrTxo xeS-funqciebi unda uzrunvelyofdnen sakon-

trolo jamis Seqmnas, sigrZiT sul mcire 128 biti. 

ori yvelaze ufro gavrcelebuli xeS-funqciaa MD5, 

romelic agenerirebs 128 bitian sakontrolo jams da SHA, 

romelic awarmoebs sakontrolo jams sigrZiT 160 biti. 

arsebobs mravali xeS-funqcia, romelTagan didi nawili ar 

aris usafrTxo. 

 

 

2.7. gasaRebebis marTva 

gasaRebebis marTva mdgomareobs ara marto gasaRebebis 

dacvaSi maTi gamoyenebisas. es amocana iTvaliswinebs 

saimedo gasaRebebis Seqmnas, usafrTxo gavrcelebas 

Sorsmyof momxmareblebs Soris, gasaRebebis koreqtulobis 

uzrunvelyofas, gauqmebas maTi gaxsnis an moqmedebis vadis 

amowurvis SemTxvevaSi.  

 

 

2.7.1. gasaRebebis Seqmna 

gasaRebebi unda Seiqmnas garkveuli sifrTxiliT. 

magaliTad, gasaRebi romelic Seicavs mxolod nulebs DES 

algoriTmSi gamoyenebisas ar uzrunvelyofs daculobas. 

aseve RSA – Si gamoyenebuli gasaRebebis Seqmnisas unda 

mieqces yuradReba p da q simboloebis arCevas. 

daSifrvis sistemebis didi nawili uzrunvelyofs 

generirebis garkveul meTods. zogjer gasaRebis arCeva 
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daSvebulia parolis Sesabamisad. am SemTxvevaSi saWiroa 

saimedo parolis arCeva. 

zogierTi gasaRebi airCeva SemTxveviTi ricxvebisagan. 

Tumca arc ise bevria namdvilad SemTxveviTi ricxvebis 

generatori. 

saWiroa gasaRebis swori sigrZis arCeva. zogierT 

algoriTmSi gamoiyeneba gasaRebi fiqsirebuli sigrZiT, 

zogierTSi ki gasaRebi cvladi sigrZiT. rac grZelia 

gasaRebi, miT ufro metia misi sai medoba. magaliTad, RSA-s  

1024 bitiani gasaRebi ufro saimedoa vidre RSA-s  512 

bitiani gasaRebi. 

cxrilSi moyvanilia daSifrvis sxvadasxva al-

goriTmisaTvis gasaRebebis saimedobis SedarebiTi xarisxebi. 

daSifrva saidumlo 
gasaRebiT (DES, RC5) 

daSifrva Ria 
 gasaRebiT (RSA,  

difi-helman) 

daSifrva elituri 
mrudebis meSveobiT 

40 biti 
56 biti 
64 biti 
80 biti 
90 biti 
120 biti 
128 biti 

- 
400 biti 
512 biti 
768 biti 
1024 biti 
2048 biti 
2304 biti 

- 
- 
- 
- 
160 biti 
210 biti 
256 biti 

 

2.7.2. gasaRebebis gavrceleba 

gasaRebebis generaciis Semdeg saWiroa maTi miwodeba 

sxvadasxva adgilas da dayeneba Sesabamis mowyobilobaze 

gamoyenebis mizniT. Tu gasaRebi daucvelia gadacemisas, 

isini SeiZleba iqnas kopirebuli an moparuli, romlis 
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kvaldakval dairRveva daSifrvis mTeli sistemis usafrT-

xoeba. gasaRebebis gadacema SeiZleba ganxorcieldes 

kavSiris arxis gareT, anu gasaRebebi SeiZleba gadacemul 

iqnan administratorebis mier gadamtan matareblebze. aseTi 

midgoma amarTlebs maSin, roca Sorsmyofi saitebi 

ganTavsebulia arc ise moSorebiT. magram Tu Sorsmyofi 

saitebi ganTavsebulia sxva kontinentze, problema iZens 

gacilebiT seriozul xasiaTs. 

arsebobs aRniSnuli problemis nawilobrivi gadawy-

veta, rac mdgomareobs difi-helmanis algoriTmis gamo-

yenebaSi seansuri gasaRebebis simravlis gavrcelebisaTvis. 

aq saWiroa sifrTxilis dacva. magaliTad, ar SeiZleba 

gamoyenebul iqnas difi-helmanis gasaRebebis gacvlis 

algoriTmi RSA gasaRebebis wyvilis gadasacemad. RSA 

gasaRebebis wyvilis SemTxvevaSi, erTi gasaRebi unda iyos 

saidumlod, xolo meore SeiZleba iyos Ria mdgomareobaSi. 

Ria gasaRebi unda publicirdes ise, rom SeuZlebeli iyos 

misi Secvla. Tu gasaRebebis wyvili generirdeba 

sertifikatebis centraluri biuros mier, saidumlo 

gasaRebi usafrTxod unda gadaeces gasaRebebis wyvilis 

mflobels. Tu gasaRebebis wyvili generirdeba mflobelis 

mier, Ria gasaRebi unda gadaices sertifikatebis cent-

ralur biuros usafrTxoebis zomebis uzrunvelyofis 

gaTvaliswinebiT. 
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2.7.3. gasaRebebis sertificireba 

gasaRebebis sertifikacia xorcieldeba sertifikatebis 

centraluri biuros meSveobiT (CA). mocemul SemTxvevaSi  

CA warmoadgens cifrul xelmoweras Ria gasaRebze da amis 

wyalobiT CA ndobiT iRebs im faqts, rom Ria gasaRebi 

ekuTvnis gasaRebebis wyvilis mflobels. 

 

 

2.7.4. gasaRebebis dacva 

Ria gasaRebebi ar moiTxoven konfidencialobis dacvas. 

isini moiTxoven mTlianobis dacvas sertifikatebis 

gamoyenebis meSveobiT. saidumlo gasaRebi yovelTvis unda 

iqnas Senaxuli malulad. 

Tu borotmzraxveli miiRebs saidumlo gasaRebis asls, 

mas miecema mTeli konfidencialuri trafikis wakiTxvis 

SesaZlebloba. Tu gasaRebi ganTavsebulia failSi, maSin es 

faili daculi unda iyos nebismier adgilas. Tu gasaRebi 

imyofeba mexsierebaSi, saWiroa momxmareblebisa da 

procesebis kvlevebisagan mexsierebis sivrcis dacvis 

zomebis miReba. aseve faili, romelSic ganTavsebulia gasa-

Rebi, daculi unda iyos xist diskze gadawerisas. 

 

2.7.5. gasaRebebis gauqmeba 

gasaRebebis moqmedebis vada SezRudulia. seansuri 

gasaRebi SeiZleba moqmedebdes mxolod mocemul seansSi. 

igi uqmdeba seansis bolos. zogi erTi gasaRebi SeiZleba 
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sertificirebuli iyos gansazRvruli drois ganmavlobaSi. 

zogadad Ria gasaRebebis wyvili sertificirdeba 1 an 2 

wliT. Ria gasaRebis sertifikati gansazRvravs misi 

moqmedebis vadis dasrulebis TariRs. sertifikatis wamkiTx-

veli sistemebi vadis amowurvis Semdeg gasaRebs moqmedad 

aRar CaTvlian, amdenad vadagasuli gasaRebis gauqmeba ar 

aris savaldebulo. 

metnaklebad, gasaRebebi SeiZleba daikargos an 

gaixsnas. amis Sesaxeb gasaRebebis mflobelma unda 

Seatyobinos momxmareblebs, raTa gasaRebi aRar CaiTvleba 

moqmedad da aRar eqvemdebareba gamoyenebas. 

Ria gasaRebebiT daSifrvis sistemebSi saqme cota 

sxvanairad aris. Tu gasaRebebis wyvili arasanqcirebulad 

uqmdeba an ixsneba ar arsebobs Ria gasaRebis yvela 

potenciuri momxmareblis informirebis gansazRvruli 

xerxi. zogierT SemTxvevaSi Ria gasaRebebi publicirdeba 

gasaRebebis serverebze. piri, romelsac unda dakavSireba 

gasaRebis mflobelTan SeuZlia Sevides serverze 

sertificirebuli Ria gasaRebis misaRebad. saWiroa 

perioduli mimarTva serverze imis gasarkvevad iyo Tu ara 

igi gauqmebuli. gasaRebis mflobelma gasaRebebis 

potenciur serverebze unda ganaTavson informacia 

gasaRebebis gauqmebis Sesaxeb. gasaRebebis serverebi unda 

inaxavdnen mocemul informacias manam, sanam originaluri 

sertifikatis moqmedebis vada ar amoiwureba. 
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2.8. qselis kontrolis samsaxurebi 

qselis da internet-SeerTebebis  uSecdomod funq-

cionirebisaTvis saWiroa gansazRvruli samsaxurebis gamo-

yeneba. am samsaxurebis gamoyenebaze Tanxmoba an akrZalva 

damokidebulia organizaciis politikaze. 

samsaxuri Domain Name Service (DNS) gamoiyeneba sistemuri 

saxelebis nebarTvebisaTvis da maT gardasaqmnelad IP 

misamarTSi. am funqciis gareSe Sida momxmareblebi ver 

daamuSaveben veb-saitebis misamarTebs, ris gamoc interneti 

maTTvis iqneba usargeblo. rogorc wesi, Sida sistemebi 

moTxoven nebarTvas yvela misamarTis DNS  Sida 

samsaxurebs. DNS  Sida samsaxurs SeuZlia gaugzavnos moT-

xovna provaiderze DNS-s gare misamarTebis damuSavebi-

saTvis. danarCeni Sida sistemebi ar ugzavnian moTxovnas 

gare DNS  sistemebs.  

DNS muSaobs aseve Sida momxmareblebTan, romlebsac 

moeTxoveba sasurvel veb-saitze wvdoma. amisaTvis 

organizaciaSi an provaiders DNS xelT unda hqondeT. DNS 

hostingis variantebidan erT -erTis arCeva gavlenas axdens 

internetis qselis arqiteqturaze. Tu arCeuli iqneba 

sakuTari DNS-is hostingi, maSin es sistema unda iyos 

ganTavsebuli Sida DNS-dan calke. Sida sistemebi ar unda 

iyon CarTulni gare  DNS-Si. 

qselis funqcionirebis mxardamWeri kontrolis 

samsaxuri aris Internet Control Message Protocol (ICMP). igi 

warmoadgens iseT samsaxurebs, rogoricaa Ping, romelic 
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gamoiyeneba imis gasarkvevad imyofeba Tu ara sistema muSa 

mdgomareobSi. ICMP agenerirebs Setyobinebas `qseli da 

kvanZi miuwvdomelia~ da `paketis sasicocxlo dro 

amoiwura~. es Setyobinebebi exmareba qselSi efeqtur 

muSaobas. 

ICMP samsaxurebi SeiZleba aikrZalos an daiblokos, 

rac gavlenas axdens qselis funqcionirebaze. Tu 

daSorebuli veb-serveri miuwvdomelia da Sida 

momxmarebeli cdilobs masTan wvdomas, wvdomis moTxovnaze 

pasuxad gaigzavneba Setyobineba `kvanZi ICMP miuwvdomelia~, 

Tu ICMP dablokilia Sida qselSi, momxmarebeli unda 

daelodos vidre amoiwureba lodinis intervali brauzerSi, 

ase rom Setyobineba `gverdi ar aris napovni~ maSinve ar 

miiReba. 

NTP (Network Time Protocol) gamoiyeneba sxvadasxva sistemebs 

Soris drois sinqronizebisaTvis.  internetSi aris saitebi, 

romlebic warmoadgenen zusti drois wayroebs. Tu 

gamoviyenebT am samsaxurs, maSin gansaxilveli saitis 

sistemidan erTi maTgani unda warmoadgendes drois ZiriTad 

lokalur wyaros da mxolod am sistemas miecema NTP-sTan 

internetiT SeerTebis ufleba. 
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2.9. monacemTa bazebis marTvis sistemebis 
 daculobis analizi 

monacemTa bazebis marTvis sistemebi, gansakuTrebiT 

relaciuri mbms warmoadgenen informaciis didi masivebis 

Senaxvis mZlavr instruments. amdenad mbms, pirvel rigSi 

maTi serveruli komponentebis informaciuli usafrTxoebis 

uzrunvelyofa iZens mTlianad organizaciis usafrTxoe-

bisaTvis gadamwyvet mniSvnelobas. 

mbms-saTvis mniSvnelovania informaciuli usafrT-

xoebis samive ZiriTadi aspeqti: konfidencialoba, mTlianoba 

da wvdomadoba.  

 

 

2.9.1. identifikacia da momxmareblis vinaobis  
Semowmeba 

Cveulebriv mbms-Si identifikaciisa da pirovnebis 

vinaobis Sesamowmeblad gamoiyeneba an operaciuli sistemis 

Sesabamisi meqanizmi an SQL –is operatori CONNECT. 

magaliTad, Oracle monacemTa bazis SemTxvevaSi aRniSnul 

operators aqvs Semdegi saxe: 

CONNECT momxmarebeli[/paroli] [@monacemTa_baza]; 

monacemTa bazis serverTan muSaobisas seansis dawyebis 

momentSi momxmarebeli identificirdeba Tavisi saxeliT, 

xoli autentifikacias emsaxureba paroli. am procesis 

detalebi ganisazRvreba danarTis klientis nawilis 

realizaciiT.  
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zogierTi operaciuli sistema, rogoric aris UNIX, 

nebas rTavs programis gaSvebisas Seicvalos momxmareblis 

moqmedi identifikatori. monacemTa bazasTan momuSave 

danarTs aqvs privilegiebi, romelic aRemateba Cveulebrivi 

momxmareblebis privilegiebs. amdenad danarTs aqvs mkacrad 

fiqsirebuli SesaZleblobebis nakrebi. momxmarebels SeuZ-

lia ama Tu im xerxiT daasrulos danarTi, magram serverTan 

mierTebuli monacemTa bazis Senaxva misTvis iqneba 

misawvdomi monacemebTan nebismieri moqmedebis Catarebis 

SemTxvevaSi. 

 

2.9.2. wvdomis marTva. momxmareblebis ZiriTadi 
kategoriebi 

privilegiebi SeiZleba mieniWos pirovnebas, jgufs, 

rolebs an yvela momxmarebels. roli privilegiis kidev 

erTi SesaZlo matarebelia. monacemTa bazasTan seansis 

dawyebisas SeiZleba specificirdes gamosayenebeli roli da 

misi paroli, Tu igi arsebobs. aRvniSnoT, rom Oracle mbms_Si 

rolad igulisxmeba privilegiebis nakrebi.  

mbms momxmareblebi SeiZleba daiyos sam kategoriad: 

− monacemTa bazebis serveris administratori. igi axor-

cielebs serveris konfigurirebas; momxmareblebis, 

jgufis, rolebis da a.S. registracias.  

− monacemTa bazebis administratori. am kategorias 

miekuTvneba nebismieri momxmarebeli, romelmac Seqmna 

monacemTa baza da Sesabamisad aris misi mflobeli. mas 

SeuZlia warudginos sxva momxmareblebs bazasTan da 
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masSi Semaval obieqtebze wvdoma. organizaciaSi 

SeiZleba iyos monacemTa bazebis mravali administ-

ratori. 

− sxva momxmareblebi. isini muSaoben monacemTa bazaSi 

maTTvis miniWebuli privilegiebis mixedviT. 

 

2.9.3. privilegiebi 

mbms privilegiebi SeiZleba daiyos or kategoriad: 

usafrTxoebis privilegiebi da wvdomis privilegiebi. 

usafrTxoebis privilegiebi saSualebas iZleva Sesruldes 

administraciuli moqmedebebi, xolo wvdomis privilegiebi 

gansazRvraven subieqtebis gansazRvrul obieqtebze wvdomis 

uflebas. 

usafrTxoebis privilegiebs yovelTvis gamoyofen 

konkretuli momxmareblebis mimarT mbms Seqmnis an 

maxasiaTeblebis Secvlis  dros. ganvixiloT  aseTi 5 privi-

legia: 

− security – mbms usafrTxoebis marTvis ufleba da 

momxmareblebis moqmedebebze midevneba. aseTi privile-

giis mqone momxmarebels SeuZlia Sevides  nebismier 

monacemTa bazaSi, Seqmnas, waSalos da Secvalos 

momxmareblebis, jgufis da rolebis maxasiaTeblebi, 

misces wvdomis ufleba sxva momxmareblebs, marTos 

saregistracio informaciis Canawerebi, Tvali miadevnos 

moTxovnebs. security privilegia saWiroa monacemTa bazebis 
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serveris administratorisaTvis, aseve informaciul 

usafrTxoebaze pasuxismgebeli pirisaTvis. 

− createdb – monacemTa bazis Seqmnisa da waSlis nebarTva. es 

privilegia serveris administratoris garda unda 

hqondeT momxmareblebs, romelTac miniWebuli aqvT 

administratoris roli calkeul monacemTa bazaSi. 

− operator – operatoris kompetenciaSi Semavali moqmedebebis 

Sesrulebaze nebarTva. mxedvelobaSi miiReba serveris 

gaSveba da gaCereba., informaciis Senaxva da aRdgena. 

− maintain_locations – monacemTa bazis serveris administ-

ratoris da operaciuli sistemis ganlagebis marTvis 

ufleba. 

− trace – gawyobasTan dakavSirebuli cvlilebebis ufleba. 

es ufleba sasargebloa monacemTa bazebis serveris 

administratorisaTvis rTuli, gaurkveveli situaciebis 

analizisaTvis. 

 

 

2.9.4. SQL Server -is usafrTxoebis sistema 

monacemTa Sida da gare dacva monacemTa bazis 

administratoris erTerTi ZiriTadi funqciaa.  

klient/serveris sistemaSi usafrTxoeba realizdeba 

sami xerxiT: 
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nax.2.9.4.1. 

- standartuli usafrTxoeba. am SemTxvevaSi SQL 

Server-ze sruldeba momxmareblis autentifikacia da 

sistemaSi Sesvlaze SezRudvebis dadeba; 

- integrirebuli usafrTxoeba. am reJimSi muSaobisas 

momxmareblis mimarTvis sakiTxebs wyvets Windows NT  da 

usafrTxoeba xorcieldeba mimarTvis kontrolis siis 

(Access Control List, ACL)  daxmarebiT. 

- Sereuli usafrTxoeba. igi warmoadgens standar-

tuli da integrirebuli usafrTxoebis kombinacias.  

amgvarad, monacemTa bazebis dacva xdeba rogorc 

operaciuli sistemis doneze, aseve TviTon SQL Server –is 

meSveobiT (nax.2.9.4.2.) 
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nax.2.9.4.2. 

SQL Server-Si momxmareblis serverTan mierTeba 

xorcieldeba ori variantiT: 

* Use Windows NT  authentication - mierTeba Windows NT 

momxmareblis saxeliT; 

       * Use SQL Server  authentication - mierTeba SQL Server-is 

saxeliT. 

SQL Server-s gaaCnia momxmareblis biujetis ori done: 

I. momxmareblis identifikatori (Login) anu sistemaSi 

Sesvla. sistemaSi yvela Sesasvleli inaxeba mTavari 

monacemTa bazis Master cxrilSi SYSLOGINS. 

II. TviTon `momxmarebeli~ (users) anu obieqtebi, 

romelTa daxmarebiT SQL Server mimarTvis uflebebs marTavs. 

yvela daregistrirebuli obieqti-momxmarebeli inaxeba 
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yoveli monacemTa bazis cxrilSi SYSUSERS, romelTac 

gaaCniaT mimarTvis ufleba. 

SQL Server - Si arsebobs ori standartuli 

identifikatori : SA da BUILTIN / Administrators. SA miewereba 

rols sysadmin da gaaCnia absoluturi uflebebi. BUILTIN / 

Administrators uzrunvelyofs serverisadmi mimarTvas Windows 

NT administratuli jgufis  yvela wevrisaTvis. 

 

serveris standartuli rolebi: 

sysadmin - asrulebs nebismier moqmedebas konkretul 

serverze; 

securityadmin - marTavs momxmarebelTa identifi-

katorebs, qmnis mb-s, kiTxulobs Jurnals; 

serveradmin - niSnavs serveris konfiguraciis para-

metrebs; 

setupadmin - qmnis replikaciis obieqtebs da marTavs 

gafarToebul procedurebs; 

processadmin - marTavs procesebs SQL Server-is CarCoebSi ;  

diskadmin - marTavs mb-s failebs; 

            dbcreator - qmnis da axdens mb-s modifikacias. 

db_owner - nebismieri rolis mqone wevrebisaTvis 

nebadarTuli moqmedebebis Sesruleba; 

db_accessadmin - momxmarebelTa ricxvis damateba; 

db_datareader - nebismieri momxmareblis cxrilidan 

informaciis amoReba; 
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db_datawriter -nebismieri momxmareblis cxrilSi 

monacemTa damateba, ganaxleba da waSla; 

db_dlladmin - monacemTa bazaSi obieqtTa damateba, 

ganaxleba da amogdeba; 

db_securityadmin - rolebisa da uflebebis marTva; 

db_backupoperaror - monacemTa bazis rezervirebis 

operaciebis Sesruleba; 

db_denydatareader - monacemTa bazis sqemis modificireba 

informaciis wakiTxvis gareSe; 

db_denydatawriter - monacemTa bazaSi informaciis 

modificirebis akrZalva. 

mimarTvis ufleba  (permissions): 

mimarTvis uflebebis marTvisaTvis Transact SQL - 

Seicavs instruqciebs: 

GRANT - uflebebis miniWeba; 

DENY - uflebebis CamorTmeva; 

REVOKE - adre miniWebul uflebaTa CamorTmeva. 

usafrTxoebis gaumjobesebisaTvis gamoiyeneba agreTve:  

warmodgenebi; obieqtebis an saqmiani procesebis 

(wesebis) gauCinareba; usafrTxoebis sistemis menejeri 

(System Security officer, SSO); fizikuri usafrTxoebis 

uzrunvelyofa.  
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2.10. monacemTa bazebis serveris usafrTxoebis 
realizacia 

metad mniSvnelovania monacemTa bazebis serveris 

usafrTxoebis uzrunvelyofa, romelic Seicavs yvela 

informacias mocemuli obieqtis Sesaxeb. magaliTad, 

komerciul saqmianobaSi monacemTa bazis serveri Seicavs 

informacias yvela komerciul tranzaqciaze. organizaciis 

qselis SigniT unda arsebobdes monacemTa baza, romelSic 

Cawerilia yvela informacia klientebis, SekveTebis, 

miwodebis, tranzaqciebis Sesaxeb. es baza Seicavs saidumlo 

informaciis did moculobas.  

monacemTa bazaSi informaciis gasaidumloebis mizniT 

saWiroa Semdegi aspeqtebis Semowmeba: 

− monacemTa bazebis serveris ganTavseba; 

− ra saxiT uerTdeba monacemTa bazebis serveri veb-

servers an danarTis servers; 

− ra saxiT aris veb-serveri daculi Sida momxma-

reblebisagan. 

rogorc veb-serveris SemTxvevaSi, sistemis fizikuri 

ganTavsebisas unda SeirCes adgili, romelzec wvdoma 

gakontroldeba. am mizniT mosaxerxebelia sainformacio 

centri. Tumca monacemTa bazebis serveri SeiZleba 

ganTavsdes mezobel SenobaSi, magram igi unda iyos 

organizaciis kontrolis qveS. 

monacemTa bazebis serveris saukeTeso ganTavsebaa 

organizaciis Sida qseli da mocemuli serveri ar unda 

CairTos internetSi. amdenad sistema iqneba sruli ndobiT 
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aRWurvili  da ar warmoadgens raime damatebiT risks Sida 

qselisaTvis.  

monacemTa bazebis serveri unda miuerTdes eleqt-

ronuli komerciis servers iseTi saxiT, rom SesaZlebeli 

iyos tranzaqciis damuSaveba. aseTi  SeerTeba xorcieldeba 

SQL SeerTebiT.  

erTaderT alternativas warmoadgens SQL SeerTebis 

inicializeba eleqtronuli komerciis serverTan, romelic 

warmoSobs mraval sakiTxs usafrTxoebasTan dakavSirebiT. 

mocemuli moqmedebis Sesasruleblad, pirvel rigSi 

eleqtronuli komerciis servers unda hqondes monacemTa 

bazebis serveris identifikatori da paroli, romlebic 

unda imyofebodes programaSi an sistemis failSi. Tu 

identifikatori da paroli imyofeba eleqtronuli 

komerciis sistemaSi, borotmzraxvels SeuZlia daeuflos 

mas da miiRos wvdoma monacemTa bazis serverTan.  

aRniSnuli situaciidan Tavis dasaRwevad eleqtro-

nuli komerciis serveris mier gamosayenebeli identi-

fikatori da paroli mibmuli iyos identifi katorze didi 

SezRudvebiT. identifikators eqneba wvdomis SesaZlebloba 

tranzaqciis Sesaxeb informaciis gagzavnaze erT cxrilSi, 

anu wvdoma Caweraze. aseTi konfiguracia misaRebia 

zogierTi danarTisaTvis, igi eleqtronuli komerciis 

servers ar aZlevs uflebas, raTa miiRos informacia 

klientze warsadgenad. saWiroebisamebr identifikators 

SeiZleba mieniWos monacemTa bazebis arasaidumlo 

informaciis wakiTxvis ufleba, magaliTad katalogis 
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informacia, raTa ganxorcieldes monacemebis Sesabamisi 

moTxovna.  

aris SemTxveva rodesac klientze warsadgeni 

informacia aris saidumlo, rac seriozuli problemaa. 

magaliTad, bankis klienti agzavnis moTxovnas Tavis 

angariSze balansis gasagebad. saukeTeso SemTxvevaSi 

eleqtronuli komerciis serverze arsebuli identifika-

tori da paroli unda kombinirdes romelime saxis 

autentifikaciasTan, romelsac gaivlis klienti. am saxiT, 

Tu borotmzraxveli SeiWra eleqtronuli komerciis 

serverze, igi ver miiRebs klientis saidumlo informaciaze 

wvdomas. 

mocemuli riskis Semcireba SeiZleba eleqtronuli 

komerciis serveris funqciebis gayofiT veb-serversa da 

danarTis serverebs Soris. veb-serveri warudgens klients 

informacias da miiRebs klientis monacemebs. danarTis 

serveri daamuSavebs klientisgan miRebul informacias, 

moTxovnas iRebs monacemTa bazis serveridan da 

informacias gadacems veb-servers klientze warsadgenad. 

Cvens mier ganxiluli iyo gare safrTxeebi, magram 

gasaTvaliswinebelia,  rom organizaciis TanamSromlebs 

aqvT wvdoma Sida qselze, romelSic imyofeba monacemTa 

bazebis serveri da Sesabamisad,  qselTaSorisi ekranisa da 

veb-serveris gadalaxvis gareSe aqvT Tavdasxmis SesaZ-

lebloba. amis gadawyvetaa, rom monacemTa bazebis serveri 

gadatanil iqnas calkeul qselSi da daculi iqnas Sida 

qselTaSorisi ekraniT.  Tumca es ar aris problemis 
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erTaderTi gadawyveta. saWiroa serveri daskanerdes mowyv-

ladobis arsebobaze, imave ganrigis Tanaxmad, romelic 

rekomendebulia veb-serverisaTvis. serveris programuli 

uzrunvelyofa saWiroa ganaxldes da Seivsos vidre serveri 

Seva eqsploataciaSi, xolo identifikatori da paroli 

unda gakontroldes usafrTxoebis politikis Sesabamisad.  

 

 

2.11. sistemaSi SemoWris aRmoCena 

sistemaSi SemoWris aRmoCena umniSvnelovanesi amocanaa, 

romelsac unda asrulebdes organizaciaSi informaciis 

usafrTxoebaze pasuxismgebeli. 

SemoWris aRmomCeni sistemebis (IDS)  Seqmnas didi xnis 

istoria aqvs. aRniSnuli problemis gadasawyvetad pirvel 

rigSi unda ganisazRvros qselis dacvis perimetri, 

romelic warmoadgens virtualur perimetrs, romlis SigniT 

imyofeba kompiuteruli sistemebi. es perimetri SeiZleba 

ganisazRvros qselTaSorisi ekranebiT, SeerTebebis gamyofi 

wertilebiT an samagido kompiuterebiT. es perimetri 

SeiZleba gafarTovdes biznes-partniorebiT, romelTac 

nebadarTuli aqvT qselSi CarTva. 

meore sakiTxs, romelic mxedvelobaSi unda iqnas 

miRebuli aris imis gansazRvra, Tu ra qmedeba warmoadgens 

usafrTxoebis perimetris darRvevas. ufro zustad, aris Tu 

ara mocemuli qmedeba darRveva an ra unda gakeTdes 

sistemaze an qselze Tavdasxmis Sesrulebis SemTxvevaSi. 
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arsebobs IDS ori ZiriTadi tipi: sakvanZo (HIDS)  da 

qseluri (NIDS). sistema HIDS ganTavsdeba calke kvanZSi da 

miedevneba mocemul kvanZSi Tavdasxmis niSnebs. sistema  

NIDS imyofeba calke sistemaze, romelic Tvalyurs adevnebs 

qselur trafiks. 

 

2.11.1. sakvanZo IDS 

sakvanZo IDS (HIDS)  warmoadgens gadamwodebis sistemas, 

romlebic itvirTeba organizaciis sxvadasxva serverze da 

imarTeba centraluri dispetCeris mier. gadamwodebi 

Tvalyurs adevneben sxvadasxva tipis xdomilebebs da 

asruleben gansazRvrul moqmedebebs serverze an gadascemen 

cnobebs. HIDS miedevneba serverTan dakavSirebul xdomi-

lebebs. HIDS sensori saSualebas iZleva ganisazRvros 

warmatebuli iyo Tu ara Tavdasxma, Tu Tavdasxma iyo imave 

platformaze, romelzec aris dayenebuli gadamwodi. 

HIDS gadamwodebis sxvadasxva tipebi SemoWris aRmo-

Cenis sxvadasxva amocanebis Sesrulebis saSualebas iZ-

levian. sistema HIDS ufro Zviri Rirs, vidre qseluri 

sistema, ramdenadac am SemTxvevaSi TiToeul servers unda 

hqondes licenzia gadamwodze. 

HIDS  sistemasTan dakavSirebiT aris sakiTxi, romelic 

mdgomareobs serveris procesoris  SesaZleblobebSi. 

serverze gadamwodis procesi SeiZleba ikavebdes  saerTo 

procesoruli drois 5-dan 15%-mde. Tu gadamwodi muSaobs 

aqtiurad gamoyenebul sistemaze, misi arseboba uaryofiTad 
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aisaxeba mwarmoeblurobaze da saWiro iqneba ufro mwar-

moebluri sistemis SeZena. 

arsebobs HIDS gadamwodebis xuTi ZiriTadi tipi: 

− Jurnalebis analizatorebi; 

− niSnebis gadamwodebi; 

− sistemuri gamoZaxebebis analizatorebi; 

− danarTis qcevis analizatorebi; 

− failebis mTlianobis kontrolerebi. 

HIDS gadamwodebis raodenoba izrdeba da zogierTi 

proeqti gvTavazobs funqcionalur SesaZleblobebs, rome-

lic iTvaliswinebs aRniSnuli ZiriTadi xuTis garda sxva 

saxis gadamwodebis gamoyenebas. 

Jurnalebis analizatori process asrulebs serverze 

da Tvalyurs miadevnebs sistemaSi Jurnalebis Sesabamis 

failebs. Tu gvxvdeba Jurnalis Canaweri, romelic 

Seesabameba HIDS gadamwodis procesis romelime kriteriums, 

Sesruldeba dadgenili moqmedeba. 

Jurnalebis analizatoris didi nawili awyobilia 

Jurnalebis Canawerebis Tvalyuris midevnebaze, romelic 

SeiZleba aRniSnavdes xdomilebas, dakavSirebuls sistemis 

usafrTxoebasTan. Jurnalebis analizatori reagirebs 

xdomilebaze, misi Sesrulebis Semdeg. 

niSnebis gadamwodebi warmoadgens usafrTxoebis xdo-

milebebis gansazRvruli niSnebis nakrebs. niSnebis 

gadamwodebis da Jurnalebis analizators Soris gansxvaveba 

mdgomareobs Semavali trafikis analizis SesaZleblobebSi.  
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sistemuri gamoZaxebebis analizatori axorcielebs 

gamoZaxebebis analizs danarTebsa da operaciul sistemas 

Soris usafrTxoebasTan dakavSirebuli xdomilebebis iden-

tificirebisaTvis. mocemuli tipis HIDS gadamwodebs gana-

Tavseben operaciul sistemasa da danarTs Soris.  

danarTis qcevis analizatorebi winas nalogiuria, 

magram igi amowmebs gamoZaxebas imis safuZ velze, danarTs 

aqvs Tu ara ufleba Seasrulos mocemuli moqmedeba, 

magaliTad, veb-servers SeuZlia miiRos qseluri SeerTeba 

portiT 80, waikiTxos failebi veb-katalogSi da gadasces 

es failebis SeerTebebSi port 80-iT. Tu veb-serevri 

Seecdeba Caweros an waikiTxos failebi sxva adgilidan an 

gaxsnas axali qseluri SeerTebebi, gadamwodi aRmoaCens 

serveris normebze Seusabamo qcevas da dablokavs 

moqmedebas.  

 failebis mTlianobis kontrolerebi miadevneben 

cvlilebebs failebSi. es xorcieldeba kriptografiuli 

sakontrolo jamis an failis cifruli xelmoweris 

gamoyenebis meSveobiT.  Tumca failebis mTlianobis kontro-

lerebi ar aRmoaCenen TviT Tavdasxmas, magram isini 

aRmoaCenen cvlilebebs, romelic warmoadgens am Tavdasxmis 

Sedegs. 

 

2.11.2. qseluri IDS 

NIDS warmoadgens programul process, romelic 

muSaobs specialurad gamoyofil sistemaze. NIDS gadarTavs  

sistemaSi qselur baraTs muSaobis gaurkvevel reJimSi, 
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romlis drosac qseluri adapteri gauSvebs mTel qselur 

trafiks NIDS programul uzrunvelyofaSi. amis Semdeg 

mimdinareobs trafikis analizi Tavdasxmis niSnebis wesebis 

nakrebis gamoyenebiT, imis gansazRvrisaTvis, warmoadgens Tu 

ara es trafiki raime interess. Tu warmoadgens, generirdeba 

Sesabamisi xdomileba. NIDS umravlesoba bazirdeba 

Tavdasxmebis niSnebze, rac niSnavs, rom sistemaSi Cadgmulia 

Tavdasxmis niSnebis nakrebi, romelsac warudgeba trafiki 

kavSiris arxSi. Tu mimdinareobs Tavdasxma, romlis niSani 

ar aris SemoWris aRmomCen sistemaSi, sistema NIDS ver 

amCnevs am Tavdasxmas. 

xSirad NIDS  gamoyenebis SemTxvevaSi gamoiyeneba ori 

qseluri baraTi. erTi gamoiyeneba qselis monito-

ringisaTvis, igi muSaobs dafarul reJimSi, amitom mas ara 

aqvs IP misamarTi da Sesabamisad, ar agebs pasuxs Semaval 

SeerTebebze. meore qseluri baraTi gamoiyeneba IDS marTvis 

sistemasTan SesaerTeblad da gangaSis signalis gasag-

zavnad. es baraTi uerTdeba Sida qsels, romelic uxilavia 

im qselisaTvis, romlis mimarTac mimdinareobs monitoringi. 

NIDS gamoyenebis upiratesobebs Soris SeiZleba 

gamovyoT Semdegi momentebi: 

− NIDS SeiZleba srulad davmaloT qselSi iseTi saxiT, 

rom borotmzraxvelma ar icodes masze mimdinare 

dakvirvebis Sesaxeb; 

− erTi sistema  NIDS  SeiZleba gamoyenebul iqnas didi 

raodenobiT potenciuri sistema-miznis mqone trafikis 

monitoringisaTvis; 
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− NIDS sistemam SeiZleba ganaxorcielos mTeli paketebis 

Semadgenlobis, romelic miemarTeba sistema-mizanze, 

dataceba.  

mocemuli sistemis nakls Soris SeiZleba aRi niSnos 

Semdegi sakiTxebi: 

− NIDS sistemam SeiZleba gamosces mxolod gangaSis 

signali, Tu trafiki Seesabameba sistemaSi Cadgmul 

wesebs an niSnebs; 

− NIDS sistemas SeiZleba gamorCes saWiro trafiki didi 

nakadis gatarebis an alternatiuli marSrutebis gamo; 

− NIDS sistemas ar SeuZlia gansazRvros iyo Tu ara 

Tavdasxma warmatebuli; 

− NIDS sistemas ar SeuZlia daaTvalieros daSifruli 

trafiki; 

− komutaciis qselebSi moiTxoveba specialuri konfi-

guraciebi, romlis gareSec NIDS ver Seamowmebs srul 

trafiks. 

 

 

2.11.3. IDS gamoyenebis miznebi 

IDS  maqsimalurad gamoyenebisaTvis saWiroa mow yobi-

lobis awyobamde Catardes dagegmvis didi moculobis 

procedurebi. Sesabamisi politikis Seqmnamde saWiroa 

aucilebeli informaciis Segroveba, qselis analizis 

Catareba da marTvis amocanebis realizeba. rogorc 

umravlesoba kompleqsur sistemebSi, politika unda 
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Seiqmnas, damtkicdes da gaiaros testireba gamoyenebamde. 

IDS politikis Seqmnisas saWiroa Sesruldes Semdegi 

nabijebi: 

− ganisazRvros IDS Seqmnis mizani; 

− airCes monitoringis obieqtebi; 

− SeirCes sapasuxo moqmedebebi; 

− dadgindes zRurbli; 

− miRebul iqnas politika. 

IDS  gamoyenebis miznebi gansazRvraven IDS – s politiki-

sadmi moTxovnebs. IDS-s miznebia: 

− Tavdasxmis aRmoCena; 

− Tavdasxmis aRmofxvra; 

− politikis darRvevis aRmoCena; 

− iZuleba politikis gamoyenebaze; 

− SeerTebebis politikis dacvis iZuleba; 

− darRvevebis damadasturebeli niSnebis Segroveba. 

ramdenadac IDS axorcielebs qselSi da kompiuterul 

organizaciebSi mimdinare xdomilebebis Sesaxeb detali-

zebuli informaciis Segrovebas, mas SeuZlia identi-

ficireba gaukeTos politikisa da qseluri resursebis ga-

moyenebis realuri donis damrRvev qmedebebs.  
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terminebis ganmartebebi 

URL (Uniform Resource Locator) - gamoiyeneba  Internet qselSi sxva 

serverze failis adgilmdebareobis gansazRvrisaTvis. URL 

moicavs: 

− resursze wvdomis meTods anu wvdomis protokols; 

− resursis qselur misamarTs(host, domeni); 

− serverze failis srul misamarTs. 

 URL-is formatia:   

method://host.domain[:port]/path/filename  

method-is erT-erTi mniSvnelobaa http-faili World Wide Web 

serverze. 

port parametri – ricxvia, romlis miTiTeba saWiroa, Tu 

meTodi iTxovs portis nomers (calkeul serverebs SeiZleba 

hqondeT Tavisi gamorCeuli portis nomeri), magaliTad 

HTTP-s nomeria 80. 

protokoli - wesebisa da SeTanxmebebis nakrebi, romliTac 

moqmedeben kompiuterebi da programebi informaciis 

gacvlisas. arsebobs mravali sxvadasxva protokoli, 

romlebic marTaven monacemebis gadacemasTan dakavSirebul 

yvela aspeqts – aparaturulidan dawyebuli gamoyenebiTi 

donis CaTvliT, magram yvela es msgavsia imiT, rom iZlevian 

wesebs, romelic kavSirs xdis SesaZlebels. 

TCP  -  Transport  Control  Protocol – informaciis gadatanis marTvis 

protokoli; IP – Internet   Protocol. 
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seansi (session) – operaciis cikli, romlis drosac sadgurebs 

Soris qselSi myardeba kavSiri(SeerTeba), mimdinareobs 

informaciis gacvla da dasruldeba kavSiri. 

Smart Cart – sakredito an gadamxdeli baraTia mikro-

procesoriT.   

Touch Memory - eleqtronuli gasaRebi Touch Memory  

warmoadgens energodamoukidebel mexsierebas, ganTavsebuls 

metalisebr korpusSi. korpusi tabletis zomisaa, romelic 

magrdeba nebismier matarebelze – nakeTobaze, baraTze, 

brelokze. 

informacia Caiwereba da wai kiTxeba 

mowyobilobis mexsierebidan  Touch 

Memory  korpusis wamkiTxvel mowyobilo-

baze ubralo SexebiT.  

beiji - 

 

 

   

telnet -  sabazo qseluri momsaxurebaa, 

romelic internetis abonents saSualebas aZlevs 

distanciurad CaerTos sxva daSorebul sadgurs da imuSaos 

masTan Tavisi manqaniT, TiTqos igi iyos maTi daSorebuli 

terminali. 

marSrutizatori – qseluri donis mowyobilobaa, romelic 

gansazRvravs qseluri trafikis gadacemis optimalur gzas, 

qseluri donis informaciis safuZ velze.  
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komutatori (switch) – mravalportiani mowyobilobaa, 

romelic gamoiyeneba kompiuterebis qselSi CarTvisaTvis. 

routeri (Router) – ori qselis damakavSirebeli specialuri 

mowyobilobaa. routeri Sedgeba mobiluri telefonisa da 

devaisisagan, romelic axorcielebs saqalaqo satelefono 

qselis komutacias mobilur telefonTan.  arsi 

mdgomareobs zaris gardaqmnaSi, magaliTad mobiluri-

saqalaqo zaris gardaqmna mobilur-mobilurad, rac ufro 

iafi jdeba. kompiuteruli TvalsazrisiT routeri igivea, 

rac marSrutizatori. 

DNS (domain Name System)-ganawilebuli sistemaa, romelsac 

SeuZlia moTxovnis mixedviT, romelic Seicavs hostis 

domenur saxels, Seatyobinos IP misamarTi an sxva 

informacia. 
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