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Sesaval i
Tanamedrove samyaros warmodgena komunikaciisa da

ganoTvRiTi tegnikis saSuallebebis gareSe SeuZBebelia
infFormaciulli teqo B ogiebi viTardeba Zalzed swrafad da
isini moicavs adamianuri Semogmedebis kidev ufro farTo
areall s. andenad, informaciulli tegno B ogiebis usafFrTxoeba
maTi Ffungcionirebis uzrunve ByoFfis umniSvne Bovanes
sakiTxs warmoadgens.

informacia warmoadgens cnobebs, romBebic niiReba
gamokv Bevebis, Seswavlis an ganswavlis Sedegad; siaxles,
Ffaqtebs, monacemebs; brZanebes an monacemTa warmodgenis
simbo B oebs (kavSiris saSuallebebSi an kompiuterze), codnas
(Setyobineba, eqsperimentuli monacemebi, gamosaxu N ebebi),
romBebic cvlian TFizikuri an gonebrivi gamocdi Bebis
Sedegad miRebul koncefcias. usaFrTxoeba ganisazRvreba,
rogorc Tavisuf B eba safrTxeTagan, dacu  oba. Tu
gavaerTianebT am or cnebas, miviRebT inFormaciulli
usaFrTxoebis gansazRvras, romell ic warmoadgens arasanqci-
rebulli gamoyenebis, borotad gamoyenebis, cnobebis,
fagtebis, monacemebis an aparaturulli saSua 0 ebebis
Secvlis an maT wvdomaze mtyunebis aRmoFxvris mizniT
miRebu l zomebs.

zemoTgmu Bidan gamomdinare informaciulli usafrT-
xoeba ar uzrunveByofs abso Butur dacvas. informaciulli
usafrTxoeba aris gamafrTxilebel mogmedebaTa erTob-

1 ioba, romellic saSua B ebas iZleva dacul ignas



inFormacia da mowyobi Bobebi saFfrTxeTagan, romellic
mosalodnelia maTi susti adgi Bebis gamoyenebiT.
komunikaciebi da informaciulli +tegnoBogiebi gnmnis
erT mTHRianobas, rasac gansakuTrebiT xeli Seuwyo
internetis qselis gamoyenebam, romelic komunikaciis
globaluri da sayove 1 Tao garemo gaxda. kompiuterebisa da
kompiuterulli gqse Bebis ricxvis zrdanm, gseluri
tegqno B ogiebis da internetis teqno B ogiebis ufro farTo
gamoyenebanm mniSvne B ovnad gaaFarTova ara mxo B od
momxmareb Bebi da maTi erTmaneTTan urTierTobaTa saSua-
1 ebebi, aramed gazarda gseluri biznes-procesebis
realizaciis SesaZlebBobebi. organizaciebs, kompaniebs da
rigiT momxmarebBebs yoveBdRiur sagmianobaSi internet-
tegno B ogiebis gamoyenebis SesaZ Beb B oba miecaT.
internet-teqno B ogiebis mzard SesaZ B eb 1 obebTan
erTad izrdeba monacemebis dakargvis riski, aseve repu-
taciis da Finansuri danakargebi. statistika Wvenebs, ronm
yove BwlRiurad izrdeba kompiuterulli damnaSaveebis nmier
miyenebu Bi Finansuri zaralli. agedan gamomdinare organi-
zaciebs, kompaniebs da rigiT momxmarebBebs uxdebaT
gamoyon dro da saSuallebebi informaciisa da qgseluri
resursebis usafrTxoebis dacvis uzrunve Il sayofad.
Tanamedrove ganawi Bebuli kompiuterulli sistemebis
dacva ar SeiZleba SemoisazRvros dacvis mxoBod organi-
zaciulli zomebisa da TFizikuri saSualebebis gamoyenebiT.
infFormaciulli  tegnoBogiebis Fungcionirebis usafrT-

xoebisaTvis aucilebelia gselis dacvis nmeganizmebisa da



saSua B ebebis gamoyeneba, romBebic uzrunve Blyofs kompiu-
terulli sistemebis, programulli uzrunve lyofisa da monace-
mebis konFidenciall obas, mT Bianobasa da wvdomadobas.

ukanasknel aTwBeullSi mniSvneBovnad gafarTovda
infFormaciulli usaFfrTxoebis uzrunve lyoFfis saSualebebi.
mravalli sxvadasxva organizacia CaerTo dacvis uzrun-
ve ByoFis amocanebis gadawyvetaSi.

informaciuli usafrTxoeba moicavs usaFrTxoebis
mravall aspeqts. saimedo dacva warmoadgens dacvis yvella
saSuallebis da meTodis gaerTianebas. saimedo Fizikuri
dacva saWiroa materialluri agtivebis - gaRaBldis matareb-
Bebis da sistemebis dacull obis uzrunvell sayofad. komu-
nikaciis dacva (COMSEC) uzrunvelyofs informaciis gada-
cemis usafrTxoebas. gamosxivebis dacva (EMSEC) saWiroa,
Tu mowinaaRmdeges aqvs mZBavri aparatura kompiuteruli
sistemebidan eleqtronuli emisiis wasakiTxad. kompiute-
rulli usafrTxoeba (COMPUSEC) saWiroa kompiuterul
sistenebSi wvdomis marTvisaTvis, xollo gselis
usafFrTxoeba (NETSEC) — MBokaBuri gselis dacvisaTvis.
dacvis yvela saxeoba erTobBivad uzrunvelyofs infor-

maciu l usafrTxoebas (INFOSEC).



I Tavi. informaciulli da gseluri resursebis
usafrTxoebis safuzv lebi

11 infFormaciulli usafrTxoebis uzrunve lyofis
amocanebi
informaciis cneba dReisdReobiT gamoiyeneba sakmaod

FfarTod da mravalmxrivad. uzarmazari informaciuli

nakadi moedineba adamianebis garSemo. SeiZleba iTqgvas, ronm

XXl saukune aris informaciulli saukune. amave dros

izrdeba informaciaze borotmogmedeba, amdenad warmoiSva

infFormaciis dacvis auci lebl obac. gamocdi Beba gviCvenebs,
rom am tendenciasTan sabrZoBvelad saWiroa informaciulli
resursebis dacvis procesis mizanmimarTulli organizacia,
raSic unda monawi Beobdnen profesionalli speciallistebi,
administracia, TananSromBebi da momxmarebBebi, rac
aamaR B ebs sakiTxis organizaciull mxares.

gamocdi Beba gviCvenebs, rom:

- infFormaciulli usafrTxoebis uzrunve lyofa ar SeiZlleba
iyos erTjeradi aqti. es uwyveti procesia, romelic
mdgomareobs dacvis sistemis srullyofisa da ganviTa
rebisaTvis ufro racionaluri meTodebis, xerxebisa da
gzebis dafuZnebasa da realizaciaSi, dacvis sistenis
mdgomareobis ganuwyvetel kontro 0 Si, sistemis susti
adgi Bebis gamov B enaSi.

- informaciis usafrTxoeba unda iyos uzrunvelyoFili
sistenis yvela strugqturull elementze da informaciis

damuSavebis tegno Bogiuri ciklis yvela etapze.



- mniSvne Bovani efeqti miiRweva maSin, roca gamoyenebu i
meTodi, saSualleba da miRebu i zomebi erTiandeba
mT Bian organizmad — informaciis dacvis sistemad (ids).
amave dros sistemis Fungcionireba unda iyos kontroli-
rebadi, ganaxBebadi da Sevsebadi, gare da Sida piro-
bebis cvli Bebis mixedviT.

- ids unda akmayoFfilebdes informaciis usaFfrT xoebis
moTxovni B dones, risTvisac saWiroa momxmarebell Ta
momzadeba da maT mier inFormaciis dacvisaTvis
gamiznu i yve la wesis dacva.

dagrovi i gamocdi Bebis gaTvall iswinebiT ids

SeiZleba ganisazRvros rogorc specialluri organoebis,

saSua B ebebis, meTodebis da miRebuli zomebis erToblioba,

romelic uzrunveBlyofs informaciis dacvas Sida da gare
saFrTxeTagan.

infFormaciulli usafFrTxoebis zogadi sgema warmodgenillia

nax. 1.1.1.-ze.

informaciis dacvas sistemuri midgomis Tvall sazrisiT
waeyeneba garkveuBi moTxovnebi. informaciis dacva unda
iyos:

- uwyveti. es moTxovna gamomdinareobs igedan, rom
borotmogmedebi eZeben moments, Tu rogor auaron gverdi
maTi interesebis sferoSi myofi informaciis dacvas;

gegnmiuri. dagegmva xorcielldeba TiToeulli samsaxuris
mier Tavis kompetenciis sferoSi myofi informaciis dacvis
detaluri gegmis damuSavebaSi, dawesebullebis (organi-

zaciis) saerTo miznebis gaTvall iswinebiT,;

10



usafrTxoeba

pirovnebis, dawesebu Bebis,

saxe Imwifos sasicocx 1 od
mniSvne B ovani interesebis dacva
Sida da gare safrTxeTagan.

pirovneba materialuri da informacia
Finansuri

resursebi
N

safrTxeebi

potenciurad an reallurad arse-
bulli zemogmedeba, romel ic iwvevs
materialur an moralur zaralls

nax. 111, inFormaciuli usafrTxoebis zogadi sgema

mizanmimarTulli. unda ignas daculli konkretulli nmiz-
nebis interesebSi da ara yvelafert;

konkretulli. dacvas eqvemdebareba konkretulli monace-
mebi, romBis danakargic organizacias miayenebs gansa-
zRvrull zarals;

agtiuri, garkveu i xarisxiT,

saimedo. dacvis meTodebi da Formebi saimedod unda
ketavdes dasacav saidumB oebebze wvdomis Sesazllo

gzebs, maTi warmodgenis Formis, gamoxatvis enisa da

11



Fizikuri matarebBis saxeobis (romellzec isini arian
mimagrebu B ni) miuxedavad.

universalluri. iTvleba, rom gaJonvis arxis saxeobis an
arasanqcirebulli wvdomis Xxerxis mixedviT 1igi unda
gadaiketos kargad gaazrebulli da sakmarisi saSualle-
bebiT, inFormaciis xasiaTis, Formisa da saxeobis miu-
xedavad;

kompBeqsuri. informaciis dacvisaTvis, yvella strug-
turull ellementSi unda ignas miRebuli dacvis yvela
saxe da forma srulli moculobiT. dauSvebe lia mxo lod
callkeulli Formis an tegnikuri saSualebis gamoyeneba;

gamocdi Beba uCvenebs, rom informaciis dacvis sistema

(ids) unda akmayofi Bebdes Semdeg moT xovnebs:

12

moicavdes informaciulli gmedebis mTel tegnologiur
komp B egss;

iyos gaTvaliswinebulli cvlillebebisa da damatebebis
Setang;

iyos arastandartulli, gansxvavebulli. dacvis saSua-
B ebebis arCeva ar unda iyos gaTvlilli borotmogmedis
mcire DSesaZ 1 eb l obebze;

iyos martivi tegnikuri momsaxureobis TvallsazrisiT da
moxerxebu Bi momxmarebe B Ta mier eqspBoataciis Tvall-
sazrisiT,;

iyos saimedo. teqnikuri saSualebis nebismieri gatexva
aris informaciis gaJonvis arakontrolirebadi arxebis
gaCenis mizezi;

iyos komp Beqsuri, mT Riani.



ids-s mimarT gansazRvrullia garkveuli moTxovnebi:

- cxadad iyos gansazRvrulli momxmarebBis uFHBebebi
garkveu b i saxis informaciis wvdomaze;

- wauyenos momxmarebel@s minimaBuri ufleba, romelic
Wirdeba dakisrebuli samuSaos Sesasrulleblad,

- aRricxos konfedencialur informaciaze mimarTvis an
mimarTvaze mcde B obis  SemTxvevebi;

- uzrunvelyos konfedencialuri informaciis xarisxis
Sefaseba;

- dacvis saSuallebebis nT Rianobis kontrolis uzrun-
ve lyofa da momentaBuri reagireba dacvis saSualebebis
mwyobridan gamosv B isas.

ids-s, ise rogorc nebismieri sistemas, unda hgondes
garkveulad sakuTari uzrunvelyofa, romellze dayrdno-
biTac 1igi Seasrullebs Tavis miznobriv TFunqcias. agedan
gamomdinare, ids-s SeiZ 0l eba hgondes:

- uflebrivi uzrunvellyofa, romellSic Sedis normatiulli
dokumentebi, mdgomareobebi, instrugciebi, saxelmnZRva-
ne I oebi;

- organizaciulli uzrunvelyofa, igulisxmeba, rom infor-
maciis dacvis realizacia xorcielldeba garkveul
strugturull erTeullebze, rogoricaa dokumentebis dac-
vis samsaxuri, tegnikuri saSualebebis dacvis samsaxuri;

informaciull -analitikuri sagmianoba da sxva;

- aparaturulli uzrunvelyofa;

13



- informaciulli uzrunvelyofa igi moicavs cnobebs, mona
cemebs, maCveneb Bebs, parametrebs, romelic safuzvilad
udevs im amocanebis gadawyvetas, rome lic uzrunve lyofs
sistemis Funqcionirebas.

- progranuli uzrunvelyofa maT miekuTvneba sxvadasxva
inFormaciulli, saaRricxvo, statistikuri programebi,
romelic uzrunvelyofs sxvadasxva gaJonvis arxis
saFrTxeTa da aseve konfedencialuri informaciis
wyaroebze arasanqci rebu i wvdomis gzebis Sefasebas.

- maTematikuri wuzrunvellyofa gvTavazobs maTematikuri
meTodebis gamoyenebas sxvadasxva gamoTv BebisaTvis, rom-
Bebic dakavSirebulia borotmogmedTa tegnikuri saSua-
Bebebis safFrTxeTa SefasebasTan, aseve, dacvisaTvis
saWiro zonebisa da normebis SefasebasTan.

- Ringvisturi uzrunve lyofa moicavs informaciis dacvis
sTeroSi special istebisa da momxmareb Bebis sakontagto
specialluri enobrivi saSua lebebis erTob R iobas.

- normatiull -meToduri uzrunvellyofa, romelSic Sedis
inFormaciis dacvis Funqciis Semsrullebeli organoebis,
samsaxurebis, saSuallebebis mogmedebaTa normebi da reg-
I amen tebi.

usaFrTxoebis sistema warmoadgens specialluri orga-
noebis, samsaxurebis, saSualebebis, meTodebis da Ronis

Ziebebis erTobliobas, romelic uzrunvell yofFs pirovnebis,

dawesebu Bebis, saxe Bmwifos sasicocxBod mniSvnell ovani

interesebis dacvas Sida da gare safrTxeTagan.

14



12. infFormaciulli resursebis kBasifikacia
konfidencialluri informacia da
saxe Imwifo saidumll oeba

infFormaciulli resursi struqturulli, sagnobrivi ga-
gebiT warmoadgens masivs an callkeull dokuments, sxva,
vizuaBlurad aRgmad obieqts, romelic moicavs gansazRrulli
nisnis an kriteriumis mixedviT Fformirebul cnobebs
(informacias).

pirveBadi informacia asaxavs pirvelladi wyaros,
Segmnis (aRZvris) sferos specifikas. aris informacia,
rome Bic bunebriv pirobebSi damoukidebBad warmoiSveba,
aseve aris informacia sxvadasxva socialluri procesis
raodenobrivi da xarisxobrivi maCveneb Bebis Sesaxeb. isini
gnnian ~gadaRebu Bi informaciis~ kBass. am niSnis mixedviT
koncentrirebulli informaciulli resursi SeiZleba daxa-
siaTdes, rogorc bunebrivi, socialur-ekonomikuri. magall i-
Tad, inFormacia mosax B eobis raodenobis Sesaxeb.

inFormaciulli resursebis sxva kBass gmnis cnobebi,
monacemebi, romBebic miRebulia xeBovnurad nebismieri
SemoqgmedebiTi samuSaos samecniero-kvBeviTi sagmianobis
procesSi. msgavsi informacia igmneba adamianis inteleg-
tualluri Semogmedebis Sedegad. am dros igmneba ara marto
meoradi informacia, romelic miRebulia ukve arsebuli
infFormaciis gadamuSavebiT, aramed sruliad axalli, rombis
Sesaxebac jer cnobilli ar aris kacobriobisaTvis. saubaria
aRmoCenebze, sxvadasxva socialuri da bunebrivi procesis

prognozebze.

15



damoukidebe Bi mniSvne B oba aqvs informaciulli resur-
sebis kMBasifikacias misi gamoyenebis sferoebis mixedviT,
romelsac safuzvBlad wudevs momxmarebBis interesebi,
rogoricaa ganaT Bebis miReba, Fizikuri piris profesiulli
momzadeba.

rogorc wesi, mimdinareobs informaciulli resursebis
Fformireba im subieqtebis moTxovnaTa gaTvaliswinebiT,
romBebic gamoiyeneben ukve dagrovill resursebs. Formir-
deba saerTo, specializebulli bibBioTekebi, arqivebi,
infFormaciis sxvadasxva Fondi, informatizaciis pirobebSi
es wyaroebi, informaciulli resursebis sacavebi gadahyavT
eleqtronull formaSi, igmneba eleqtronuli sainformacio
sistemebi.

inFormacia SeiZlleba 1iyos srulliad gansxvavebulli
subieqtebis resursi: callkeulli piris (mogall agis), iuri-
diulli piris, saxe Imwifo organos, adgi Bobrivi
TviTmmarTve B obis organoebis, sazogadoebrivi organiza-
ciebis. es subieqtebi awarmoeben, gmnian garkveull infor-
maciull produgts da iyeneben maT sxvadasxva saxiT. dRevan-
del periodSi gansakuT rebu i mniSvne B obas iZens
infFormaciull resursebisadmi korporaciulli, saxe InwifoTa-
Soriso da gRobaluri interesebi.

zogadad informaciulli resursebi SeiZleba davyoT
dargobrivi principiT da warmodgenis Formis mixedviT.
informaciull resursebs miekuTvneba: bibNioTekis resur-
sebi, arqivis resursebi, samecniero-tegnikuri informacia,

samarT Bebrivi informacia, saxe lmwifo struqturis infor-
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macia, dargobrivi informacia, Finansur-ekonomikuri infor-
macia, inFormacia bunebrivi resursebis Sesaxeb, sawarmo-
dawesebu B ebebis informacia.

Tanamedrove admianma kargad unda gaacnobieros, Tu
ramdenad mniSvne Bovania saidumB oeba mis cxovrebaSi. es
ufBeba gansazRvrullia konstituciiT. swored demokratiac
am rincipebzea agebuli. Tundac arCevnebSi daculli unda
iyos biulletenis gasaidumBoeba. mraval qveyanaSi aris
kanonebi, romBebic icaven adamianis pirad cxovrebas. aris
kanonebi, monacemebis dacvaze (Data  Protection  Act).
organizaciebi, romBebic agroveben personall ur monacemebs,
unda iyon daregistrirebulli mTavrobaSi da uzrunvellyon
zomebi maTi borotad gamoyenebis winaaRmdeg. maT ara aqvT
ufBeba Seagrovon, gamoiyenon da gaavrcellon kerZo
xasiaTis informacia imaTTan SeuTanxmeb B ad, vis
sakuTrebasac warmoadgens aRniSnulli informacia.

organizaciebma, aseve, unda Seatyobinon kerZo pirebs
infFormaciis Segrovebis mizezebze, uzrunvellyon maTze
wvdoma, gaasworon uzustobebi da daicvan es informacia
uufBebo wvdomisagan. adamianebs aqvT uf Beba naxon maTze
Segrovebulli personalluri monacemebi da gaasworon maTSi
daSvebu li xarvezebi. adamianebs aqvT ufBeba icodnen, Tu
risTvis aris Segrovebulli es informacia da darwmundnen,
rom igi ar gaiyideba sxva miznebisaTvis.

amave dros adamianebs ufBeba agvT uari ganacxadon
nebismieri saxis cnobis gacemaze, Tu maT amis survilli ara

aqvT.
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garkveuli droiT gasaidumBoebas saWiroebs mTav-
robac. nebismieri qveynis interesebi saWiroebs sxva
gveynebis interesebze Tvallyuris devnebas. amitomac mTav-
roba dainteresebulia Seinaxos gansazRvrulli informacia
sxva saxe Imwifoebisagan maBullad. am saidumll oebTagan
mniSvne B ovania samxedro saidumBoebani: strategiebi da
tagtika, SeiaraReba, jaris gadaadgi leba.

konfidencialluri informaciis safrTxed iTvleba
informaciull resursebze potenciuri an realurad Sesazllo
mogmedebebi, romBis Sedegadac xdeba dasacavi informaciis
arasamarT Bebrivi dauf Beba

aseTi mogmedebebi SeiZleba iyos:

- konfedencialuri informaciis gacnoba sxvadasxva gziTa
da xerxiT misi mT Bianobis darRvevis gareSe.

- inFformaciis modiFfikacia, Semadgen B obisa da Sinaarsis
rogorc nawi Bobrivi, aseve mniSvneBovani cvlilleba

- infFormaciis darRveva (ganadgureba), rogorc vanda Buri
aqti, materialuri zarall is miyenebis mizniT.

saerTo _jamSi informaciis mimarT kanonsawinaaRmde-
go mogmedebebi iwvevs misi konFidencialobis, nT Bianobis,
utyuarobis da wvdomadobis darRvevas.

TiToeuli safrTxe, romelic vlindeba naxl2l.-ze
mocemul darRvevebSi, moicavs gansazRvrull zaralls -
moralurs an materiallurs, xolo dacva da sawinaaRmdego
gmedebebi amcirebs mas mniSvne B ovnad an nawi Bobriv. Tumca

es yove B Tvis ar xerxdeba. amis gaTval iswinebiT safrTxeebi
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romelic

SeiZleba kBasiFficirdes klasterebis saxiT,
mocemu B ia nax.1.2.2.-ze.
infFormaciis
safrTxeebi
vl indeba Semdegi paxis
darRvevebSi
\ y \ y
konFiden- utyuaro mT Ria- wvdonma-
ciall oba ba noba doba
[}
[4]
A 3 gz
-
- o 8 i g OL: o
= - O (o)} N
- o - = 0 T o
= 2 X - o
S5y - . 0 X
o 3 ") - - £ 0 X n ©
v = -y S o © -
< [W—— > T wnT [
o m = T T © )
3] 3 = o -0
[ Q [
325 z =
€0 < E
R
OO0 ©

nax.1.2.1. inFormaciis safFrTxeTa gamov B ena

safrTxe, miyenebuli zaralis mixedviT, SeiZleba iyos:

ukiduresi,

rombis Sedegadac Tirma SeiZleba gakotrdes;

mniSvne B ovani, magram ar gamoiwvios gakotreba, umniSvnell o,
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romlis Sedegadac Firmas SeuZblia garkveulli drois Semdeg

gaakeTos kompensireba;

gaCenis mizezebis mixedviT: stigiuri ubedurebebi;
gamiznu Bi ubedurebebi;

miyenebuBi zaralis xasiaTis mixedviT: materialluri;
moraluri;

zemogmedebebis xasiaTis mixedviT: aqtiuri; pasiuri;

obieqtTan mimarTebaSi: Sida; gare;

gare safFrTxeebis wyaroebs warmoadgens: arakeTill-
sindisieri konkurentebi; damnaSave jgufebi an Fornmirebebi;
administraciull -mmarTve i aparatis call keuli pirebi da
organizaciebi.

Sida safrTxeebis wyaroebi SeiZleba iyos: dawese-
bullebis administracia; personalli; sawarmoo da SronmiTi
sagmianobis uzrunve ByoFfis teqnikuri saSuall ebebi.

Sida da gare safrTxeebis Tanafardoba saSuallod
SeiZl eba Semdegi saxiT daxasiaTdes:

- safrTxeTa 82% xorcieldeba Firmis sakuTari Tana
mSromBebis mier, maTi pirdapiri an Sualleduri mona
wi B eobiT,;

- 17% xorciell deba garedan;

- 1% xorcieldeba SemTxveviTi pirebis mier.
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safrTxeebis
k Basifikacia

- - warmoSo-
obieqte- zarallis bis all- gaCenis
H Xarisxis - b -
| bis | nixed- baTobis mizezebis
mixedviT — viT | | mixedviT mixedviT.
personall i = = stigiuri
materialuri S o S winaswarga
da Finansuri =0 m = miznulli
Taseu 1 obebi o : o e
informacia 5S o EE
T = o
- = ol ol i)
X ~ E © 8 8 -
S5O 3 ': - X
- oo o
zaralis obiegtTan zemogmedebe
FIPIS mimar Teba bis
mixedv. Si XasiaTis
. = mixedviT
material u Sida
ri gare aqtiuri
moralluri pasiuri

nax. 1.2.2. safrTxeTa kBasiFikacia
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13. gseburi resursebis dacvis problemebi da
amocanebi

sainformacio sistemebis swrafma ganviTarebam gamoiw-
via maTi FarTo gavrcelleba yoveBdRiur cxovrebaSi, ra-
mac sull ufro mniSvneBovani gaxada maTi saimedobis da
usaFrTxoebis garantia informaciis dagrovebis, damuSa-
vebis da gadacemis Tanamedrove meTodebma ganapiroba
informaciis dakargvis, modificirebis da datacebis
safrTxis warmoSoba. dRes gamtariani gselebi ufro metadaa
dacu i, vidre uganmtaro.

ugantaro BokaBuri qgsellebi (WLAN) upiratesobiT
sargeb 1 obs organizaciebSi, radgan maT mowyobas didi dro
ar Wirdeba, gamtariani gseBebisagan gansxvavebiT da Zall ze
mosaxerexebelia droebiT oFfisebSi. ugamtaro Bokaluri
gse Bebis mowyoba xarjebs amcirebs 15%-iT, magram am
dadebiT mxares moyveba mTeli rigi problenebi, imasTan
dakavSirebiT, rom igi nakBebad usafrTxoa hakers aRar
Wirdeba Fizikuri wvdoma moaxdinos gsellis sadenebTan.
nebismier Tavdamsxme B's, Tundac igi imyofebodes im Senobis
gareT, sadac WLAN-ia, SeuZllia safrTxe Seugmnas mas.

WLAN-is usaFrTxoeba mcirea. Tavdamsxmels SeuZlia
moisminos, kontroli daamyaros HBeptopze da gamoiyenos
mFl obe B is magier. SeuZlia SeaCeros brZanebebi, monacemTa
bazaSi Seitanos cvHlillebebi an zemogmedeba moaxdinos
sakredito baraTebze. amisagan gamosavall ia swori

sawinaaRmdego zomebis miReba.
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erT-erTi mTavari moTxovna kompiuterulli gsellebis
mimarT aris maTi gafarToebiToba, masStabireba, rac
gse Blebs sakmaod dids da rTulls xdis. es procesi unda
ganxorcie B des gselebis mwarmoeb B obis, usaFrTxoebis da
marTvadobis Semcirebis gareSe.

kompiuterulli gselebis masStabirebis uzrunvellyofa
xorciel deba arsebulli gseBebis SerwymiT.

masStabis mixedviT qselebi iyofa Bokalur, korpo-
raciull, regionallur da globalur gsellebad.

BokaBuri gseli warmoadgens kompiuterebis Jgufs,
romBebic erTmaneTTan dakavSirebullia  sakomunikacio
saSuallebiT da ganTavsebulBlia erT an ramdenime axBos
mdgom SenobaSi. BokaBuri gseli SeiZBleba dayofilli iyos
ramdenime segmentad, yove l segmentSi igu B isxmeba
BokalBuri gsellis nawi i, romlis garSemoc xdeba mxo l od
im paketebis mimocvla, romelic ekuTvnis mxo B od mocemul
segments. aRniSnulli segmentis damaxasiaTebeli Tvisebaa,
rom kompiuterebis mier paketebis gadagzavnisas aRniSnulli
paketebi egzavneba mocemull  segmentSi CarTull yvella
kompiuters, magram iRebs mxoBod is, visTvisac aris es
paketi gankuTvni Bi. danarCeni kompiuterebi ignorirebas
ukeTeben aRniSnull paketebs.

korporaciulli, globaluri da BokalBluri qgsellebi
sakomunikacio arxebiT aerTianebs teritoriullad ganawi-
Bebull BokaBlur gsellebs. korporaciulli gselis dama-

xasiaTebe b1 niSania is, rom igi ekuTvnis erT organizacias;
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regionaluri aerTianebs, magaliTad, erT ogallags, glo-
baBluri gselli aerTianebs gqalagebs, qveynebs, kontinentebs.

didi regionaluri gseli SeiZleba aerTianebdes
patara regionalur da korporaciull qgsellebs, xollo
globaluri - nebismieri tipis gqsellebs. ghobaluri gsellis
Tvall saCino magalBiTia interneti.

gse BSi muSaobis procesSi aucillebelia rom saidum-
Bo monacemebi ucvBeli darCes, vinaidan mravall momxma-
rebells agvs maTze wvdomis saSualeba mniSvne B ovania ara
mxo Bod konFidenciaBluri informaciis dacva, aramed
gselis srullyofilad funqcionireba. yoveli gseli
saWiroebs SemTxveviTi an winaswar dagegmi Bi dazianebisagan
dacvas. gselis dacvis sistema unda aigos iseTi saxiT, rom
adamianebi muSaobis procesSi sirTulleebis winaSe ar
aRmoCndnen.

yve Baze did saSiSroebas gselis usafrTxoebisaTvis
warmoadgens:
- arasanqcirebulli wdonma;
- elegtromosmena;
- dataceba;
- winaswargamiznu i an gauazrebeli dazianeba.

administratoris amocanaa - imis garantireba, ronm
gse i iyos saimedo da usafFrTxo instrumenti momxmarebell-
TaTvis.

gselis dacvis done damokidebu B ia mis daniSnu ll ebaze.
magaliTad qseli, romelBic inaxavs monacemebs msxvilli

bankis Sesaxeb, moiTxovs ufro mZBavr dacvas, vidre
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BokalBuri gseli, romelic aerTianebs mcire sazogadoeb-
rivi organizaciis kompiuterebs.

gselis dacvisaTvis saWiroa gansazRvrulli politikis
gatareba, e.i. unda ignas Sesrullebulli garkveu i wesebi.

usaFrTxoebis politikis SemuSaveba (Security policy) —
pirveli nabijia, romelic unda SeimuSaos nebismierma orga-
nizaciam Tavisi monacemebis dacvisaTvis. polRitika adgens
ew. “generalur mimarTullebas~, romelze dayrdnobiTac
gselis ganviTarebisas Segnni B situaciebSi administratori
da momxmareb Bebic Seitanen saWiro cvililebebs. ase ron,
usaFrTxoebis politikis SemuSaveba  umniSvne I ovanesi
nabijia gsel is warmatebu lad gamoyenebisaTvis.

monacemebis dacvis saukeTeso po B itikas aqvs zomierad
frixilbi xasiaTi. sifrTxileze dafuZnebulli sistema
moiTxovs, rom adnministratori srullyofillad THIobdes
meTodebs da saSuallebebs, romBebic uzrunve lyofs mona-
cemebis usaFrTxod Senaxvas.

gse B ze nmimarTvis ganxorciellebande Setanilli unda
ignas momxmarebBis saxeli da paroli. amdenad, parolis
identifikaciis sistema aris arasanqcirebulli wvdonis
winaaRmdeg Tavdacvis, SeiZlleba iTqvas, pirveli nabiji~

nak Bebad sarwmunoa, rom gselis kargad ganswav Bu lma
momxmarebe B ma gauazrebBad daazianos monacemebi. administ-
ratorma unda SeaswavBos qse Bis momxmareb B ebs muSaobis
yve Ba niuansi da usafrTxoebis meTodebi. amisaTvis man

SeiZ Bl eba Seadginos mok Be, kargad gasagebi saxe B mZRvane I O,
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saWiroebis SemTxvevaSi organizeba gaukeTos axalli momxma-
reb Bebis ganswav l as.

monacemebis dacvis uzrunve lyofa unda daiwyos mowyo-
bi Bobebis TFizikuri dacvidan. Fizikuri dacvis xarisxze
zemogmedebs: kompaniis zoma (sidide), infFormaciis xasiaTi,
wvdomadi resursebi.

did, centralizebull sistemebSi, sadac individualuri
momxmareb B is raodenoba sakmaod didia, xoB o kompaniis
monacemebs aqvs didi mniSvne B oba, serverebi unda iyos
Fizikurad daculli SemTxveviT an gamiznuli SeRwevisagan.
am sakiTxis wumartivesi gadawyvetaa - serverebis Caketva
SezRudu B'i wvdonmis specialur SenobaSi, xolo Tu anmis
saSualleba ar aris, maSin — kabinetSi an did karadaSi.

spi BenZis kabeli, magal iTad, koagsialuri, radiosad-
guris msgavsia. igi gamoimuSavebs elegqtromagnitur signa
Bebs, romelic Seicavs kabeBiT gadasacemi monacemebis
Sesaxeb infFormacias. es informacia SeiZlBeba datacebul
ignas specialluri mowyobi BobiT. garda amisa, spillenZis
mavTulze SeiZlBleba mierTeba da informacia datacebul
ignas uSuallod gseluri kabelidan. amitom kabe Bis trasaze,
romBiTac gadaicema mniSvne B ovani monacemebi, wwdoma unda
iyos SezRudu i pizikuri piris TvallsazrisiT an misi Sida
konstruqciis TvallsazrisiT (dafarva, ked Bebi).

gselis Fizikuri komponentebis dacvisas admi -
nistratori unda 1iyos garantirebulli, rom qgseluri
resursebi usafFrTxod imyofeba arasanqcirebulli wvdonis

mimarT, aseve SemTxveviTi da gamiznuli ganadgurebisagan.
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gse Bur resursebze wvdomis privi Begiebisa da ufHBebebis
gansazRvris politika aris mravalli sagmianobisaTvis
gselis warmatebull instrumentad gadaqcevis safuzveli.
sadReisod TfarTod gamoiyeneba ori modeli, romlebic
uzrunve Byofs informaciulli da aparaturulli resursebis
usafrTxoebas:

- dacva parollis mixedviT(User);

- dacva wvdomis uFflebis mixedviT (User + Client);

momxmareb Bis saxeBisa da parolis Semowmebisa da
damowmebis Semdeg gselis usafrTxoebis sistema iZleva
Sesabamis resursebze wvdomis ufBebas. mxo Bod parolli ar
aris  sakmarisi resursebze mimarTvisaTvis, saaWiroa
uf Bebebic. amasTan, =zogierTi SesasvBleli momxmarebels
Tavazobs resursebze ufro met ufBebas. administratorma
unda gansazRvros, vin romeli konkretulli SesasvBeliT
unda isargebBos. zogierTi SesasvBleli momxmarebells
Tavazobs resursebze srull wvdomas anu srull kontrols.
zogierTi SesasvBleli warudgens momxmarebells wvdomas
mxo B od wasakiTxad.

TiToeulli resursi an Faili inaxeba momxmarebBis an
JoguFfis siasTan erTad, sadac aris CarTulli maTi
uf Bebebic (Sesasvlelebi)

uf Bebebi gansazRvravs resursebze wvdomis tips, rac

naCvenebia nax.1.3.1..-ze:
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momxmarebe Bi 3 wvdoma ar aris
informa
ciulli
i _ resur
momxmarebe i 2 waki Txva > sebi
wakiTxva
Sesrulleb
momxmarebe B i 1 Cawera
waS Ha

nax.1.3.1. resursebze wvdomis ganawi l eba

gvemoT mocemulia wvdomis standartulli uFfHlebebi

fai Bebisa da katal ogebisaTvis:

uf B eba mniSvne B oba

Read Tai Bebis wakiTxva da kopireba

Execute programis gaSveba katal ogidan

Write axall1 failebis Segmna katall ogSi

Delete Tai Bebis waSHa katall ogSi

No Access faillze, kataBlogze an vresursze wvdonmis
akrzallva
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administratori valdebulia TiToeull momxmarebells
mianiWos callkeul resursze wvdomis Sesabamisi ufBeba am
amocanis amoxsnis metad efeqturi xerxia jgufebis (roups)
gamoyeneba, gansakuTrebiT, msxvi i organizaciebSi.
Tavdapirve Bad administratori Seafasebs, Tu ra ufHlebebi
Wirdeba TiToeul momxmarebels, Semdeg ki maT CarTavs
Sesabamis JguFSi. uFBebebis daniSvnis aRniSnulli meTodi
gaci lebiT moxerxebu l ia, vidre TiToeuli momxma-
rebBisaTvis callkeulli ufFlebis miniWeba. JguFis ufFle-
bebi realizdeba zustad ise, rogorc individualuri
momxmareb Bis ufleba

ganvixi BoT magaBiTi. universitetSi yvela students
agvs Tavisi TFaili. rogor gavakeToT maTze wvdonis
organizeba? akademiur damkvirveb Bebs esaWiroebaT aRniS-
null Faillebze srulli kontrolli, xol o maswavBlebBebisTvis
saWiroa wvdoma mxo Bos wasakiTxad. administratorma SeiZ-
Beba Segmnas Jgufi Reviewers (damkvirveb Bebi), misces am
JguFfs studentebis Faillebze srulli wvdomis ufleba da
Seiyvanos masSi momxmareb Bebi-akademiuri damkvirveb Bebis
wevrebi. meore jJgufs SeiZleba daarqvas Faculty (maswav-
BebBebi), rome B Tac SeeZ BebaT Fai Bebze wvdoma wakiTxvis
ufBebiT. e.i. maswavBebBebi waikiTxaven Fai Bebs, magram ver

Secvll ian maT.
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14. infFormaciulli da gseluri resursebis safrTxeebi.
maTi gamov Benis meTodebi da saSuall ebebi

kompiuterulli sistemis muSaobis procesSi xSirad
aRiZvreba sxvadasxva saxis mizezebiT gamowveulli prob-
Bemebi, rac iwvevs materiallur an morallur zaralls. amitonm
am mov Benebs, maTi aRZvris mizezisgan damoukideb Bad, SeiZ-
I eba vuwodoT Tavdasxmebi.

arsebobs Tavdasxmis oTxi ZiriTadi kategoria:
- Tavdasxma wvdomaze;
- Tavdasxma modifikaciaze,
- Tavdasxma momsaxureobis mtyunebaze;
- Tavdasxma val debu B ebaTagan mtyunebaze;

arsebobs Tavdasxmis ganxorciellebis mravalli Xxerxi:
specialurad SemuSavebu Bi saSua B ebebis daxmarebiT, socia-
Buri inJineriis meTodebiT, kompiuterulli sistemebis dauc-
veli adgillebidan. socialuri inJineriis SemTxvevaSi
sistemaze arasanqcirebuli wvdomis misaRwevad ar gamoi-
yeneba tegnikuri saSualebebi. borotmogmedi iRebs infor-
macias Cveu Bebrivi sate Befono zaris meSveobiT an aRwevs
organizaciis SigniT masSi momsaxure piris saxiT. aseTi
saxis Tavdasxmebi metnak B ebad damangrevell ia.

eleqtronulli saxiT Senaxulli inFormaciis datacebaze
gamiznu B Tavdasxmebs aqvs garkveu i Taviseburebani: xdeba
informaciis ara dataceba, aramed kopireba. igi rCeba
ZiriTad mFBobel Tan da masTan erTad mas miiRebs borot-

mogmedi. aseTi saxiT inFormaciis damtacebels Seaqvs
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cvlillebebi, rombBis xdomi Bobis drois dadgena Zall zed
rTullia

wvdomaze Tavdasxma — aris borotmogmedis mier infor-
maciis unebarTvod naxvis mcdeloba msgavsi Tavdasxmis
ganxorcielleba aris SesaZzlebeli yvelgan, sadac aris
informacia da misi gadacemis saSual ebebi. Tavdasxma wvdo-
maze mimarTulia inFformaciis konFfidencialobis darR-
vevaze.

Tval Tvali (snooping) — aris Tailebis an dokumentebis
daTvaliereba saintereso informaciis moZiebis mizniT.

mosmena (eavesdropping)- aris sxvisi saubris mosmena,
romblis drosac Zalzed xSirad borotmognedi iyenebs
eleqgtronull mowyobi B obebs.

unmavTulo qgselebis danergvam gazarda mosmenis
warmatebu Bobis albaToba, vinaidan am SemTxvevaSi saWiro
aRar aris sistemis SigniT yofna an mosasmeni mowyobi-
B obebis Fizikuri mierTeba.

dataceba (interception)- aris aqtiuri Tavdasxma. borot-
mogmedi itacebs informacias misi daniSnul ebis adgi Bamde
gadacemis procesSi. informaciis analizis Semdeg igi
iRebs gadawyveti Bebas, gagrZzeBl des Tu ara misi Semdgonmi
gatareba.

wvdomaze Tavdasxma infFormaciis Senaxvis xerxis
mixedviT 1iRebs sxvadasxva +¥formas: gaRaldis dokumentis
saxiT an kompiuterze elleqtronulli saxiT.

nax.l4.1.-ze warmodgeni Bia informaciis datacebis

maga B iTi.
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Tavdamsxme B is sistema
} imyofeba informaciis
borotmzraxvelis gadacenis xazze da
kompiuteri daitacebs mas.
borotmzraxve B i nebas
rTavs an krZallavs
trafikis Semdgom gata

rebas.
|
L
|
trafiki muSa sadguridan \
centrallur egm-mde 1 :
gadaecema BokaBuri gseliT A -
P
muSa centralluri egm

sadguri

nax.1.4.1. infFormaciis datacebis scenari

infFormacia eleqgtronulli saxiT inaxeba:
- muSa sadgurebze;
- serverebze;
-  portatull kompiuterebze;
- FHlopi-diskebze;
- kompagt-diskebze;
- sarezervo magnitur HBentebze.
borotmzraxve I ma SeiZleba ubrall od moiparos

monacemebis matarebeli (disketa, kompaqt-diski, sarezervo

magnituri HBenta an portatulli kompiuteri).
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sworad warmodgeni Bi nebarTvebi icaven informacias
SemTxveviTi gaJonvisagan, Tumca seriozulli “gamtexi-~
Seecdeba gverdi auaros kontrolis sistemas da miiRos
sasurvell informaciaze wvdoma. aris mravali daucveli
adgili, romBiTac igi sargebllobs.

infFormaciis qselSi gatarebisas masze SeiZleba
mimarTva gatarebis mosmeniT. “gamtexi~ amas akeTebs
kompiuterull sistemaze paketebis gseBuri analizatoris
(sniffer) dayenebiT. Cveullebriv, es kompiuteri konFigu-
rirebulia mTeli gseBuri trafikis datacebisaTvis, risT-
visac “gamtexma~ unda aamaR Bos sistemaSi Tavisi ufHeba-
mosi Bebani an miuerTdes gsells. analizatori gamarTullia
gqse B Si gamavali nebismieri informaciis, gansakuTrebiT ki -
samomxmareb B o identifikatorebis da parolebis datace-
bisaTvis.

rogorc ukve zemoT aRvniSneT, ugamtaro teqno-
B ogiebis gamoCenam “gamtexebs~ sistemaze Fizikuri wvdonmis
gareSe trafikis datacebis saSualleba misca ugamtaro
signallebi wyarodan sakmaod did manZiBze vrceldebian:
Senobis momdevno sarTull ze; avtomobi Bebis sadgomze, Seno-
basTan mimdebare quCaze. mosmena SeiZlBleba gHBoballur
kompiuterull qgselebSic, sadac gamoyenebu B ia gamoyoFili
xazebi da satelBefono kavSirebi. aseTi tipis dataceba
moiTxovs Sesabamis aparaturasa da speciallur codnas. anm
SemTxvevaSi sasmeni mowyobi Bobis gansaTavsebBad moxer-

xebu Bia karada e BeqtrogamtariT.
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dataceba SesaZllebelia optikur-boWkovan kavSirebSi
speciall izebu B'i mowyobi B obebis daxmarebiT.

informaciis dataceba erT-erTi rTulll amocanaa
borotmzraxve B isaTvis. warmatebis misaRwevad man Tavisi
sistema unda moaTavsos infFormaciis gadamgzavn da mimReb
gadamcem xazebs Soris. internetSi es xorcieldeba saxelis
gafarToebis Secvlis meSveobiT, ris Sedegadac kompiuteris
saxel1 grdaigmneba araswor misamarTad. trafiki daniS
nulebis realuri kvanZis nacvBad gaemar Teba Tavdamsxme N i
sistemisaken. msgavsi sistemis  Sesabamisi awyobis
SemTxvevaSi gamgzavni verc mixvdeba, rom misi informacia ar
mivida mimRebamde.

nax.l4.2.-ze naCvenebia, rom datacebisas gamoiyeneba
araswori informacia saxe lis gafarToebis Sesaxeb.

dataceba SesaZlBebelia seansis mimdinareobis proces-
Sic. Tavdasxmis aseTi tipi yveBlaze metad misaRebia telnet
tipis interagtiulli trafikis datacebisaTvis. aseT SemTx-
vevaSi “gamtexi~ unda imyofebodes qgselis imave segmentSi,
sadac aris ganTavsebulli kHBienti da serveri. borot-
mzraxve bi elodeba, Tu rodis gaxsnis Begalluri
momxmarebe B i serverze seanss, Semdeg ki specializebulli
programulli uzrunve ByoFiT ikavebs seanss ukve muSaobis
procesSi. “gamtexi~ iRebs serverze imave privi Begiebs,

rasac momxmarebe li.



“gamtexis~
kompiuteri

borotmzraxvelli cvlis
saxe b is gafarToebas da
warudgens momxmarebe B s
Tavis misamarTs.

informacia gadaecema
“gamtexis~ kompiuters
da ara servers.

interneti

.. momxmareb-
'\\_./) 3 Lis
kompiuteri

momxmarebe i miuerTdeba
servers, veb-brauzersSi
misi misamarTis SetaniT.

nax.14.2. inFormaciis datacebis magalBiTi

serveri

modiFfikaciaze Tavdasxma aris inFormaciis uuflebod
Secvlis mcdeloba, igi mimarTullia informaciis mT liano-
bis darRevaze.

infFormaciaze Tavdasxmis erT-erT saxes warmoadgens
arsebulli informaciis Secvla magaliTad, momsaxureTa
xe D Fasebis SecvBla. cvlillebaze Tavdasxma mimarTullia
rogorc saidumB o, aseve saerTo informaciaze.

Tavdasxmis sxva tipia axali monacemebis damateba

maga B iTad, “gamtexi~ asrullebs operacias sabanko sistemaSi,
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romlis Sedegad saxsrebi kHBientis angariSidan gadainacv-
B ebs mis sakuTar angariSze.

Tavdasxma waSWBaze niSnavs arsebulli monacemebis
ganadgurebas, magaliTad, bankis saballanso angariSidan

Canaweris gaugmeba.

15. Tavdasxmebi infFormaciull da gselur resursebze
15.1. Tavdasxma momsaxureobaSi mtyunebaze

(Denial-of-service, DoS) — ukrZallavs Begalur momxmarebell's
sistemis, informaciis an kompiuteris SesaZlebll obebis
gamoyenebas. DoS Tavdasxmis Sedegad borotmzraxveli ver
iRebs wvdomas kompiuterull sistemasTan.

infFormaciis mimarT DoS tipis Tavdasxmis Sedegad,
inFormacia xdeba gamousadegari. informacia nadgurdeba,
maxinjdeba an gadaitaneba miuwvdome B adgi las.

danarTze mimarTulli DoS tipis Tavdasxma SeuZBebels
xdis aRniSnulli danarTis mier gadasawyveti amocanebis
amoxsnas.

DoS Tavdasxmis zogadi tipi miznad isaxavs kompiu-
terulli sistemis mwyobridan gamoyvanas, ris Sedegadac
TviT sistema Tavisi danarTebiTa da masze Senaxulli infor-
maciiT xdeba miuwvdome li.

kavSiris saSualebebze wvdomis mtyunebas didi xnis
istoria agvs. magaBiTad SeiZlBeba moviyvanoT qseluri

gamtaris gawyveta, xmovani signallis CaxSoba Tavdasxmis
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samiznea sakomunikacio garemo. kompiuterulli sistemis da
infFormaciis nTHBianoba ar dairRveva, mxoBod kavSiris
ugon Boba SeuZ Bebell's xdis am resursebze wvdonmas.

ganvixi BOT, rogor xorcielldeba Tavdasxma momsaxu-
reobaSi mtyunebaze

DoSTavdasxmebi mimarTu lia kompiuterulli sistemebisa
da gse B ebis winaaRmdeg, magram zogjer misi samiznea doku-
mentebi gaRaBdis matarebBebze. borotmzraxvels SeuZlia
ubrallod gaanadguros dokumentebi da Tu maTi asBebi ar
aris Senaxulli, informacia iTvleba dakargu lad.

arsebobs DoS Tavdasxmis mravali xerxi, romelic
mimarTullia elBeqtronuli saxiT Senaxulli informaciis
dazianebaze. igi SeiZBeba waSHill ignas Tavis sarezervo
asBebTan erTad. borotmzraxve Bma SeiZlBeba gaSifros Tai-
Bi, Semdeg ki gaanadguros gaSifrvis kodi, riTac Ffaili
gaxdeba gamousadegari.

Fizikuri DoS-Tavdasxma aris kompiuteris TFTizikuri
ganadgureba (misi moparva). mok Bexniani DoS — Tavdasxmis
magaBiTia kompiuteris gamorTva, ris Sedegadac momxma-
rebeli ver axerxebs Tavis danarTebze wvdomas.

borotmzraxve B isaTvis kargad cnobillia Xxarvezebi
danarTebSi. maTi daxmarebiT TavdamsxmeBi agzavnis da-
narTSi gansazRvrulli brZanebebis nakrebs, romellsac igi
sworad ver gadaamuSavebs, ris Sedegadac danarTi gamodis
mwyobridan. gadatvirTa aRadgens mis Sromisunarianobas,

magram danarTTan muSaoba droebiT SeuZBebeli xdeba.
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sakomunikacio saSuallebebis mwyobridan gamoyvanis
yvelaze iolli xerxia gseluri kabelBis gadalra, risTvisac
saWiroa kabe 1 ze Fizikuri wvdoma.

kavSiris saSuallebebze mimarTulli DoS-Tavdasxmebi
asrullebs saitze uzomod didi trafikis gagzavnas. es
trafiki Ffagtobrivad gadaavsebs sakomunikacio infrastrug-
turas, rac xells uShis HBegalur momxmarebBebs qsell ze
wvdomasSi.

Tumca yvela DoS — Tavdasxma ar aris winaswargamiz-
nulli, zogjer SemTxveviTobac did rolls asrull ebs msgavsi

incidentebis warmoSobasSi.

15.2. Tavdasxma va I debu B ebaTagan mtyunebaze

mimarTulia inFormaciis identifikaciis SesaZleb-
B obebis winaaRmdeg, anu 1igi reallur xdomi Bebaze an
tranzakciaze araswori informaciis micemis mcde I obaa.

“maskaradi~- aris mogmedebebis Sesrulleba sxva
momxmareb B is an sxva sistemis saxeBiT. aseTi Tavdasxma
reall izdeba personallur mowyobi B obebTan kavSiriT,
Finansuri operaciebis ganxorciellebisas an erTi sistemidan
meoreze informaciis gadacemisas.

xdomi Bobis uaryofa - aris mtyuneba oOperaciis
Sesrullebis TFagtze magaliTad, adamiani akeTebs SenaZens
maRaziaSi sakredito baraTiT. rodesac modis angariSi, igi
ganucxadebs kompanias (rome Bic warmoudgens mas sakredito

baraTs), rom es SenaZeni arasodes gaukeTebia.
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ganvixi BOT, rogor xorcielldeba Tavdasxma vall debu-
B ebaTagan mtyunebaze:

borotmzraxve bi, iyenebs ra sxvis dokumentebs, Tavs
warmoaCens sxva pirovnebad. es bevrad iolia, Tu dokumenti
aris dabeWdi li da ara xe Bnaweri. msgavsi Tavdasxma bevrad
martivia, Tu informacia warmodgenillia eleqtronulli
saxiT, vinaidan elBeqtronuli dokumenti SeiZleba Seigmnas
da gaigzavnos sadac gnebavT. from ve BSi advi Bad SeiZleba
gamgzavnis saxelis Secvla, romBis Tanxvedra ar mowmdeba
eleqgtronulli Fostis samsaxuris mier. es kompiuteruli
sistemebis mier gadacemulBi infFormaciis msgavsad xdeba.
sistemas SeiZleba daeniSnos nebismieri IP — misamarTi da

SeiniRbos sxva sistemad.
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16. gse Bur sistemebze Tavdasxmis meTodebi

sadReisod kompiuterebis gatexvas axorcielebs adamia-
ni, romelsac Seesabameba termini hakeri. es 1is adamiania,
romelic eZebs kompiuterull sistemaSi SeWris gzebs an
gamohyavs igi mwyobridan.

kv B evebma uCvena, rom hakerebad xSirad xdebian:
- mamakacebi;
- 16-35 wlis asakSi;
- martoxe Bebi;
- ganaT Bebu R ebi;
- tegnikurad ganswav B ullebi.

hakerebs aqvT mkafio warmodgena kompiuterebis da
gse Bebis muSaobaze, imaze, Tu rogor gamoiyeneba proto-
kol ebi sistemuri operaciebis SesasrullebBlad. sistenis
gatexvis Semdeg hakerebi TavianTi warmatebiT Tavs iwoneben
IRC arxze (Internet Relay Chat-internetiT reallur droSi
urTierTobis programa). hakerebs 1izidavs ara mxolod
konkretulli sistemis gatexva, aramed - amaSi pirvelloba.
callkeull SemTxvevaSi gamtexebi speciallurad anadgureben
daucvel adgilebs, romBis daxmarebiTac kompiuteri
gamoiyvanes  mwyobridan, radgan Tavdasxma sxvam ar
gaimeoros.

sixarbe - erT-erTi Zve l Tagani motivia danaSau lebrivi
gmedebebisaTvis. hakerisaTvis es aris Fullis, sagonlis,

momsaxureobis, infFormaciis miRebis wyurvilli.
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Tu sistemaSi aRmoCeni Bia Tavdasxma, organizaciebis
umrav Besoba gamoasworebs daucve Bobas, romelic igna
gamoyenebu i Tavdasxmisas, aRadgens sistemas da gaagr-
Zelebs muSaobas, =zogierTi mimarTavs samarTall damcav
organoebs, magram Tu hakeri iseTi qveynidanaa, sadac ara
agvT kanoni kompiuterull usaFfrTxoebaze, dasjis procesi
rTulldeba. davuSvaT, hakerma datova kvali da igna
dakavebu l'i, Semdeg unda damtkicdes, rom man marT Bac
gatexa sistema da Caidina Zarcva, rac Zallze rTulli
procesia.

boroti ganzraxva, vandalBlizmi - aseve aris hakeris
motivacia. misi mTavari mizania miayenos ziani HBegallur
momxmareb B ebs an saitebis kanonier m¥H obellebs.

borotganzraxulli Tavdasxmebi Cveu lBebriv, mimarTulia
konkretu i miznebisaken. hakeri miiswrafvis gansazRvrulli

saitis an organizaciisaTvis zarallis miyenebisken.

1.6.1. hakerebis meTodebi

internetis Segmnis sawyisi mizani 1Iyo monacemebze
saerTo wvdoma, kvBeviTi institutebis erToblivi muSaoba.
aseTi saxiT, sistemebis umravBesoba konFigurirebulli iyo
infFormaciis ko lBeqtiuri gamoyenebisaTvis. Unix operaciul
sistemaSi muSaobisas gamoiyeneboda qseBuri TFailuri
sistema (Network File System, NFS), rome 1 ic saSuall ebas aZ B evda

erT kompiuters mieerTebina sxva kompiuteris diski
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BokalBuri gsellidan (Loca areanetwork, Lan) an internetidan. am
meganizms iyenebdnen pirve i hakerebi informaciaze wvdonmis
misaRebad - isini miierTebdnen sxva (daSorebull) disks da
kiTxuBobdnen mas. NFS diskis monacemebis wvdomisaTvis
Sualleduri rgolis saxiT iyenebda momxmarebMis identi-
Fikatorebis nomrebs (Userld, UID).

Tu momxmarebe s Joe’, romblis nomeria ID 104, hqgonda
sax Bis kompiuterze TFaillze wvdomis ufHBeba, maSin sxva
momxmarebe Bs, "ALICE", nomriT ID 104, Sors myoF
kompiuterze aseve SeeZBo waekiTxa es Taili. safrTxe
gaizarda, rodesac zogierTma sistemam dauSva Fesvur
fai Bur sistemebze (rootfile system) saerTo wvdoma, konFigu-
raciis faillebisa da parolebis CaTvliT.

fai lebze saerTo wvdoma aris konFfiguraciis serio-
zulli Secdoma. daucveli adgilli Taillebze erToblivi
wvdonmis saxiT aqvs ara mxo Bod Unix-s, aramed Windows NT, 95,
98.

imave kategorias, rogoricaa TFfaillebis erToblivi
gamoyeneba da araswori awyoba, miekuTvneba Sori wvdoma
ndobis FaqtoriT. Rlogin momxmareb Bebs ramdenime sistemaSi
erTdroulad Sesvlis saSuallebas aZlBlevs parolis xellmeo-
red Setanis gareSe. am nebarTvebiT marTaven .rhost da host
tipis Ffaillebs. swori awyobis SemTxvevaSi (Tumca iTvHeba,
rom rlogin  gamoyeneba saerTod dauSvebe 1 ia), isini
gansazRvraven 1im sistemebs, romelB TaTvisac nebadarTullia

Sorsmyofi Sesvla

42



Unix sistema gamoiyenebs (“+”) “pBus~ niSans, romellic
ganTavsebu Blia Failis boloSi da niSnavs, rom garkveulli
sistemebi endoba momxmarebels da ar aris aucillebeli
parolis xelmeored Setana, arc is aris mniSvne Bovani, Tu
romeli sistemidan Sedis igi. hakerebs uyvarT aseTi
Secdomebi.

susti paroli - yvelaze zogadi xerxia, romellsac
hakeri iyenebs sistemaSi SesasvBelad. samwuxarod bevrma ar
icis, rogor airCios ZHRieri paroli. xSirad gamoiyeneba
mok Be paroBebi, rac sakmaod daucvelia Tu parolls agvs
sigrZe ori simboBlo da es aris anbanis simbolloebi,
dasaSvebi kombinacia aris 676. rvasimboBoian parolSi
(mxo Bod anbani) kombinaciis ricxvi izrdeba 208 mi l ionande,
rac niSnavs, rom gamocnobis al baToba mcirdeba.

programirebis defeqtebi — maT miekuTvneba programaSi
datovebuli “Savi SesasvBelebi~ (black door). veb-saitebis
Segmnam safuzveli daudo ew. “araFrTxill~ progranirebas.
mas aqvs damokidebuBeba onBain-yidvebTan. veb-saitze
infFormacia yidvebze - sagonlis nomeri, raodenoba da fasi
—inaxeba uSuallod URL misamarTis striqonSi. es informacia
gamoiyeneba veb-saitis mier, vroca iTvhian vyidvebis
Rirebullebas da gansazRvraven, Tu ramdeni Tanxaa
gadaxdi Bi pirovnebis sakredito baraTidan. rogorc Cans,
bevri saiti ar amowmebs informacias siebis mowesrigebisas
da ubralod iRebs URL-dan. safrTxe igmneba, Tu hakeri
akeTebs URL-is modiFfikacias dadasturebamde. iyo SemTx-

vevebi, rodesac hakeri Casvamda uaryofiTi niSnis Ffass da
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imis nacvlad, rom fulli daxar julliyo, veb- saitidan iRebda
kredits. ar aris mizanSewonili msgavsi informaciis
datoveba misamarTis striqonSi, romelic SeiZleba Seicva-
Bos kHlientis mier. mizanSewoni Bia Semowmebull ignas
serverze Setani Bi informacia

socialuri inJineria - aris informaciaze an sistemaze
arasanqcirebuli wvdomis miReba +tegnikuri saSualebebis
gareSe. daucveli adgilebis gamoyenebis nacvBad hakeri
sargeb Bobs adamianuri sisusteebiT. hakers SeuzBlia dau-
rekos tellefoniT kompaniis TanamSromels  tegnikuri
mxardaWeris samsaxuris saxeBiT da gaigos misi paroli.
xSirad es nomeri kargad muSaobs. zogjer hakeri kompaniis
momsaxuris saxeB 1T rekavs tegnikuri mxardaWeris samsa-
XurSi, eubneba, rom daaviwyda paroli da am gziT gaigebs
parolls.

socialluri inJineriis sxva formaa organizaciis sanag-
veebis an virtuaBluri sanagve kalaTebis gamokvleva,
gaxsni Bi informaciis veb-saitebis, angariSebis) wyaroebis
gamoyeneba, Ria Zarcva da TviTmarqvioba portatulli kompiu-
teris an instrumentebis nakrebis moparviT hakeri ufro
mets gaigebs kompaniis Sesaxeb. instrumentebi daexmareba
momsaxure personallis an kompaniis TanamSromBis rolis
TamaSSi. socalur inJinerias iyeneben hakerebi, romlebmac
mizanSi amoiRes konkretulli organizacia.

buferis gadavseba - es programirebis erT-erTi Secdo-
maTagania, romelsac iyenebs hakeri. buferis gadavseba
gaci BebiT ZnelBi aRmosaCenia, vidre susti parolebi da
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konFiguraciis Secdomebi. buferis gadavseba gansakuTrebiT
saSiSia imiT, rom hakerebs sistemaSi nebismieri brZanebis
Sesrullebis saSualebas aZlBlevs. buferis gadavsebis scena
rebis umravBesoba hakerebs sistemaSi SeRwevis axali
saSua B ebebis Segmnis saSualebas aZllevs.

buferis gadavseba aris kompiuterull mexsierebaSi
Zall zed bevri monacemebis ganTavsebis mcde B oba magall iTad,
Tu SevgmniT 8 baitiani sigrzZis cvBlads da masSi CavwerT 9
baits, maSin me-9 baiti Caiwereba mexsierebaSi merves Semdeg.
Tu SevecdebiT movaTavsoT ufro meti monacemebi am
cvladSi saerTod Seivseba mTeli mexsiereba. buferis
gadavsebis SemTxvevaSi CvenTvis saintereso mexsierebis
nawi B s hgvia steki.

steki marTavs gadarTvas programebs Soris da
atyobinebs operaciull sistemas ra kodi unda Sesrulldes,
roca progranmis (an Funqciis) erTi nawi Bi amTavrebs Tavis
muSaobas. stekSi inaxeba Funqciis HBokaBuri monacemebi.
buferis gadavsebaze Tavdasxmisas hakeri aT avsebs
instrugciebs BokalBlur cvBladebSi, romelic inaxeba stekSi.
es monacemebi BokaBur cvBadSi ikaveben ufro met adgills,
vidre maTTvis gamoyofilli mocullobaa da gadaweren
damabrunebel  misamarTs axalli instrugciis wertilSi.
axali instruqcia CatvirTavs SesasrullebBad programull
garemos (romelic axorciellebs interagtiull wvdomas) an
sxva danarTs, cvlis konFfiguraciis Taills (inetd.conf) da
hakers axalBli konFfiguraciis Segmnis meSveobiT wvdonmis

saSua l ebas aZlevs.
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nax.1.6.1.1-ze naCvenebia rogor

gadavseba.

programu i kodi
void
problem_function(char*big_st

ring){
char small_string[8];

strepy(small_string,
big_string);

void main(){
char big_string[64];
intl;

for (i=0;i<63;i++){
big_string[i]="&’;

}
problem_function(big_string);
}

programa

—»p| axorciellebs

monacemebis
Setanas

muSaobs buferis
steki
small- freinis dabruneb
string maCvenebe ulli
i misamarTi

ramdenadac small-string cv B adSi
kopirebu ll ia 64 kb, es monacemebi
gadaewereba stekis sxva
monacemebs.

Sesabamisi striqonis ganTavsebis
Semdeg dabrunebu B i misamarTi

miuTiTebs

Sesasru lebel brZanebas

monacemebi prog ramis_
ganTavsdeb normalluri
ian stekSi dabruneba
\
xakeris
alternatiulli
arCevani

nax.1.6.1.1. buferis gadavsebis magaBiTi

buferis gadavseba zZallian

Secdonmis dros, roca gamoyenebulli

XSirad

xdeba

monacemebi

danarT Si
kopirdeba

erTidaigive cvladSi. buferis gadavsebis Tavidan aci Beba
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SeiZleba Tu programisti gamosayenebe i monacemebis zomas
Seamowmebs maT winaswar gamocxadebull cvBadSi ganTavse-
bamde. unda aRiniSnos, rom striqonebis kopirebis Funqciebi
C-enaSi ar amowmeben strigonis an buferis zomas monace-
mebis kopirebis win. maT miekuTvneba Funqciebi strcat(), strepy(),
sprintf(), vsprintf(), scanf() da gets().

arsebobs ramdenime avtomatizebuli scenari, romelic
gamoiyeneba buferis gadavsebis saZiebBad. aseT programul
saSua B ebebs miekuTvneba programa SPLINT (http://Iclint.cs.vir-
ginia.edu/), rome B ic kods amowmebs kompi Baciamde.

DoS (Tavdasxma momsaxureobaSi mtyunebaze) tipis
Tavdasxma SeiZBeba iyos savadasxva saxis: centrallizebulli
(gaSvebuli erTi sistemidan) an ganawi Bebuli (gaSvebulli
ramdenime sistemidan). mis aRmofxvramde aucillebelia
Tavdasxmis wyaros gamov Bena. DoS Tavdasxma SeiZBeba iyos
fizikuric, rogoricaa kabelis gadaWra.

centrallizebulli DoS Tavdasxmis (single-source) gansa-
xorciellebBlad gamoiyeneboda erTaderTi sistema. ufro
farTod aris cnobilli ew. singronulli Tavdasxma (SYN flood
attack) misi Sesrulebisas gamg-zavni sistema ugzavnis
mimReb sistemas TCP SYN paketebs (simbo B oebis singroni-
zebull  pakets). SYN paketebi gamoiyeneba axalli TCP
SeerTebebis gaxsnisaTvis. SYN paketis miRebisas mimRebi
sistema pasuxobs ACK paketiT, dadasturebiT rom warma-
tebiT miiRo monacemebi da agzavnis monacemebs SYN paketis
gamomgzavnTan SeerTebis dasayenebBad. am dros mimRebi

sistema aTavsebs informacias SeerTebis rigebis buferSi
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axalli SeerTebis Sesaxeb. realur TCP SeerTebaSi gamgzavnma
SYN ACK paketi miRebis Semdeg unda gaagzavnos daskvniTi
ACK paketi. am TavdasxmaSi gamgzavni ignorirebas ukeTebs
SYN ACK pakets da agrZellebs SYN paketebis gagzavnas.
sabo Bl oo jamSi SeerTebebis rigis buferi mimReb sistemaze
gadaivseba da sistema Sewyvets upasuxos axall moTxovnebze
gadarTvis Sesaxeb.

Tu singronuli Tavdasxmis wyaros aqvs Begalluri I[P
misamarTi, maSin igi SeiZlBeba adviBlad identificirdes da
SeCerdes Tavdasxma. Tu gamgzavnis misamarTi aramarSru-
tizebulia, rogoricaa 192168.X.X? maSin amocana rTulldeba.
ganiznulli singronulli Tavdasxmisas da IP misamarTis
daucve Blobisas Tavdamsxme Bis gansazRvra praqtikullad
Seuz B ebel ia

singronulli Tavdasxmisagan sistenis dasacavad
SemoTavazebu Bia ramdenime gadawyveta. yvelBaze martivi
xerxia taimeris ganTavseba rigSi mdgom yvelBa SeerTebaSi.
raRac drois amowurvis Semdeg SeerTebebi unda daixuron.
mZBavri Tavdasxmis dros taimerSi unda dayendes imdenad
mcire mniSvneBoba, rom SeuZBebelBi gaxdeba sistemasTan
muSaoba. zogierTi gseBuri mowyobiBobiT  SeiZleba
singronuli Tavdasxmis gamovBena da bUNokireba, magram
aseT sistemebs midrekBeba aquT SecdomiTi Sedegebisaken,
ramdenadac eZeben, drois mocemul SualedSi, gadadebulli
CarTvis gansazRvrull raodenobas. Tu Tavdasxmas aqvs
erTdroullad ramdenime wyaro, maSin misi identiFficireba
Zalzed rTullia
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gamgzavni mimRebi
=% §
g B b

Begaluri mierTeba

v

TCP SYN paketi serveri

TCP SYN ACK paketi

v

TCP ACK paketi

singronu B i DoS Tavdasxma

v

TCP SYN paketi

&
|

TCP SYN ACK paketi

daskvniTi TCPACK paketis gagzavna ar xdeba

nax.1.6.1.2. singronulli DoS

singronulis garda aris sxva Tavdasxmebi, ufro
seriozuli, Tumca nak B ebad rTullia aRmofxvris
TvalsazrisiT. “sikvdilis pingi~ Ping of Death) Tavdasxmisas
miznobriv sistemaze igzavneboda ping-paketi (ICMP eqo-
moTxovna). Cveullebriv variantSi pingpaketi ar Seicavs
monacemebs. “sikvdi Bis paketi~ Seicavda didi raodenobis
monacemebs. am monacemebis wakiTxvisas sistema mimRebs
emarTeboda buferis gadavseba protokolebis stekSi da
warmoiSveboda sistemis srulli mtyuneba. stekis dammuSaveb-
Bebi ver iTvaliswinebdnen, rom pingpaketi gamoiyeneboda

aseTi saxiT da amitom monacemebis raodenobis Semowmeba ar
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xdeboda. probBema gamosworda da dRes nakBebad aris
msgavsi Tavdasxmis mimarT daucveli sistemebi. aRniSnulli
Tavdasxma DoS Tavdasxmis erT-erTi saxeobaa. saerTod DoS
Tavdasxmebi damangreve Bia sawyis stadiaze da swrafad
kargaven Tavis Zalas sistemuri Secdomebis gamosworebis
Semdeg.

ganawi Bebu Bi DoS Tavdasxmebi (Distributed Dos attaks, DDoS)
— aris DoS Tavdasxmebi, sadac monawi Beobs sistemis didi
raodenoba. DDoS Tavdasxmas marTavs erTi mTavari sistema
da erTi hakeri. es Tavdasxma ar aris auclebeli iyos
rTulli.

hakeri urTierTqgmedebs mTavar sistemaze an serverull
procesze, romelic ganTavsebu Bl ia sistemamsxverpll ze. mTa-
vari sistema urTierTgmedebs dagvemdebarebul sistemebze.

dagvemdebarebu i  sistemebi  ("zombebi~) realurad
axorcieleben Tavdasxmas miznobrivi sistemis winaaRmdeg.

brzanebebi, romBebic gadaecema mTavar sistemas da
mTavari sistemidan dagvemdebarebu Bebs, SeiZleba gaiSifros
da gadaices UDP (monacemebis samomxmarebBo protokoli)
protokoBiT an ICMP (Setyobinebis mmarTveli protokoli)
protokoBiT gamoyenebu B i instrumentis mixedviT.
Tavdasxmis samogmedo meganizmia sistemis UDP, TCP SYN an
ICMP trafikiT gadavseba. zogierTi instrumentulli saSua-
1 ebebi SemTxveviT cvlian Tavdamsxme B i paketebis

gamgzavnis misamarTebs, rac metad arTulebs maT aRmoCenas.
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mTavari sistema agzavnis
brzanebebs
daqvemdebarebu I i
sistemebisaken Tavdasxmis
gaSvebisaTvis

nax.1.6.1.3.

hakeris sistema

xakeri agzavnis brZanebebs mTavari
sistemisaken Tavdasxmis
gaSvebisaTvis

mTavari sistema

dagvemdebarebu
Bi sistemebi

daqgvemdebarebu I i
sistemebi agzavnian
Tavdasxmas da gamoyavT
mwyobridan miznobrivi
sistema

miznobrivi sistema-

msxverpli

instrumentulli saSuallebis strugtura DDoS
Tavdasxmis Sesru lebisaTvis
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DDoS Tavdasxmis, romelic mimdinareobs specialluri
instrumentebis gamoyenebi T, mTavari Sedegi aris
TavdasxmaSi  didi raodenobis sistemis koordinacia,
romelic mimarTullia erTi sistemis winaaRmdeg. aseT
Tavdasxmebs, imisgan damoukidebBad Tu ramdeni sistemaa
CarTulli internetSi, ramdeni sistema gamoiyeneba trafFikis
dasaregulireblad, SeuzliaT "daangrios~ organizacia, Tu
masSi  monawi Beobs dagvemdebarebuli  sistemis sakmao

raodenoba.

1.7. zianismomtani programebis gamov lena.

informaciull 1 usafrTxoebis samsaxurebi

zianismomtani kodi rCeba did probBemad usafrTxo-
ebis TvalsazrisiT, rogorc organizaciebisaTvis, aseve
kerZzo momxmareb BebisaTvis. zianismomtani kodi Tavis TavSi
moicavs sam sxvadasxva tipis programas:
- kompiuterulli virusi;
- programebi “Trojan horse-;
- Worm;

virusebi aris parazitebi kompiuterulli programebis
mimarT. isini arian gakeTebulni ise, rom ar SeuZBiaT
icxovron damoukideb N ad. programebis Sesru B ebisas,
rome BSic aris Canergili virusi, srulldeba virusis kodi,
romelic realizebas ukeTebs Tavis Funqciebs. es Funqciebi
iTvall iswinebs sxva programebis daavadebas da sxva diskze
gavrce bl ebas. zogierTi virusi iwvevs Taillebis waSBas an

sistema gamohyavs mwyobridan. zogierTi virusi ar iwvevs
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aravi Tar dazianebas, mxoBlod vrcelldeba kompiuterul
sistemebze.

virusebi gaCnda maSin, roca kompiuterebma daiwyes
diskuri operaciulli sistemis - DOS gamoyeneba. es virusebi
gavrcelldnen ZiriTadad disketebiT. Semdeg gamoCnda
virusebi, romBebic emagrebodnen teqsturi redagtoris
failebs da srulldebodnen rogorc makrosis enis nawili,
tegstebis damuSavebis programaSi. kompiuterulli virusebis
magalliTia virusi migeBanjello (Michelangelo) (ukve
moZve Bebuli) da makrovirusi melisa (Medlissa). ufro
dawvri BebiT sxvadasxva virusis aRwera imyofeba saitze:

http://www.symantec.com da

http://www.mcafee.com

zianismatarebe i kodis yvela tipi miekuTvneba
kompiuterull virusebs. am programebis muSaobis principebi
pirdapir arian dakavSirebullni dacvis metad efeqturi
meganizmebis arCevasTan.

»Trojan horse” mallavs Tavis =zianis momtan arsebas
sasargebl o da saintereso programis saxiT. igi dasru-
Bebulli da damoukidebeli programaa, romelic Seqgmnilia
zianismomtani mogmedebebisaTvis. igi iniRbeba axal
programad an eleqtronulli Fostis Setyobinebebad.

»1rojan horse” tipis programebi Seicaven sxva kompiuter-
msxverpBze TviTgavrcelebis meganizms. magaBiTisaTvis
ganvixi BoT programa ILOVEYOU. igi gvxvdeba kompiuterze
eleqtronulli Tostis Setyobinebebze, CanarTiT romelic

Seicavs programas Visua Basic-ze. es CanarTi tegsturi
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Ffailis msgavsad gamoiyureba. magram Tu momxmarebe li
gaxsnis am Fai s, maSin Sesrull deba kodi Visua Basic-ze. igi
gaugzavnis misamarTebis wignSi myof yvela momxmarebe s
“msxverpll s~

»Irojan hors&’ - programidan zaralli igivea, rac
kompiuterulli virusidan. ILOVEYOU msgavsma programam
SeiZleba gamoiwvios DoS Tavdasxma kompiuterulli resur-
sebis ganadgurebis xar j ze. mravall organizaciaSi
ILOVEYOU programam srullad gaaCera eleqtronulli fostis
muSaoba.

Worm - aris programa, romelic gadacocdeba
sistemidan sistemaze msxverpBis daxmarebis gareSe. Worm
TviTon vrceldeba da mravBdeba, sakmarisia misi mxoBod
gaSveba.

cnobili magalBiTia internet-Worm, romelBic Segmna
robertmorisma 1989 wells. morisis Worm 1iyo daprog-
ranmebuli mravalli daucveli adgillis gamoyenebaze, maT
Soris sust parolebze nmisi daxmarebiT is eZebda inter-
netSi sistemebs, romelSic SeaRwevda da Sesrulldeboda
sistemaSi moxvedrisas Worm eZebda sxva msxverplls. raRac
drois Semdeg man mwyobridan gamoiyvana mTeli interneti.

ukanasknel  periodSi gavrcelda Wormis saxeoba
CodeRed. is gamoiyenebda internetis sainformacio samsa-
xurebSi (IIS) daucvel adgilebs. ramdenadac igi 1iyenebda
TavdasxmisaTvis HBegaBlur veb-SeerTebebs, maTgan kompiu-
teris dacva ver moaxerxes. CodeRed sistemaSi moxvedrisas

irCevda nebismier misamarTs Semdgomi TavdasxmisaTvis.
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Tavdapirvel  versiaSi CodeRed-s hgonda Semdgonmi
TavdasxmisaTvis misamarTis arCevis problema. Semdgom
versiebSi igi gadawyvetill igna da Worm vrce B deboda ufro
swrafad. dRemde gvxvdeba CodeRed-1T inFicirebulli
sistenebi.

2002 wel's internetSi gamoCnda Worntis saxeoba Slapper,
romeImac demonstrireba gaukeTa Wornmtis potenciur
SesaZBebBobebs. es Worm maSinve ar mogmedebs, aramed
amzadebda pBacdarms Semdgomi TavdasxmisaTvis. Tumca
Slapper-s ar SeuRwevia im raodenobis sistemaSi, rogorc
CodeRed-s.

Slapper iyenebs daucvell adgilebs Apache veb-serveris
OpensSSL modu B Si. (OpenSSL  hipertegstebis dacull ad
gadacenis protokoBTan (HTTPS) muSaobis saSualebas
iZBeva). sistemaSi moxvedrisas Worm irCevda I[P misamarTs
gseBebis siidan A kBasis TavdasxmisaTvis, romelic
daprogramebulli iyo Worm kodSi. Semdeg Slapper ikv B evda
miznobrivi sistemis IP misamarTs da amowmebda srull deboda
Tu ara masze veb-servisi. dadebiTi pasuxis Semdeg igi
arkvevda es veb-serveri iyo Tu ara serveri apache, momuSave
Intel platformaze (radgan mas aqvs Tavisi specifikuri
xarvezi). saboblood Worm poullobda miznobriv sistemaze
daucve I adgi B's TavdasxmisaTvis.

TviT Tavdasxma xorcieldeboda HTTPS da 443 portis
gamoyenebis meSveobiT. es arTulebda mis aRmoCenas, radgan

trafiki iSifreboda. erTaderTi rac Worm mogmedebas
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gascemda iyos is rom, daucveli adgi Bebis ZebnisaTvis igi
iyenebda HTTPprotokolls da 80 ports.

hibridi - aris ori tipis zianismomtani progranis
gaerTianeba. SeiZlleba Segvxvdes programebSi mogmedi
erTdroullad rogorc Worm da rogorc ,Trojanhorse’.

magal iTia Nimba, romelBic erTi sistemidan meoreze

gadasasv B e lad iyenebs veb-serveris daucvel adgi lebs.

171 inFormaciu b1 usaFrTxoebis samsaxurebi

inFormaciulli usafrTxoebis samsaxurebi warmoadgenen
sabazo donis samsaxurebs, romBebic ebrZvian Tavdasxmebs.
TiToeulli samsaxuri mimarTullia garkveulli tipis Tavdasx-
masTan sabrZoll velad. informaciulli usafrT xoebis samsa-
xurebis gamoyenebis Tavisebureba callkeulli organizaciebis
CarCoebSi damokidebulia riskis Sefasebis doneze da
usaFrTxoebis sistemis dagegmvasTan. cxrillSi mocemulia
inFormaciulli usafrTxoebis samsaxurebi da Tavdasxmis
tipebi.

konfidencialobis samsaxuri uzrunvellyofs infor-
maciis gasaidumB oebas. es samsaxuri wvdomas uxsnis infor-

maciis autentificirebull momxmarebells.
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Tavdasxmebi usaFrTxoebis samsaxurebi

kofidenc mTHia wvdo identifici

ial obis nobis mado rebis
bis

wvdonmis X X
modiFfikaciis X X
momsaxureobaSi X

mtyuneba

va 1 debu B ebaTagan X
mtyuneba

konFidencial obis samsaxuris saimedo muSaoba damoki-
debulia identiFfikaciis uzrunvelyofis samsaxurze da
pirovnebis vinaobis callsaxad gansazRvraze konfidencia
Bobis samsaxuri iTvabliswinebs informaciis warmodgenis
sxvadasxva xerxebs - amonabeWdis saxiT, TFaillebis an

paketebis saxiT, gse BSi gadasacemi saxiT.

17.2. Fai Bebis konFidenciall obis uzrunve lyofa

arsebobs sxvadasxva xerxi dokumentebis saidum B oobis
uzrunve B sayofad, rac damokidebulia dokumentis saxeze.
gaRa Bl dis dokumentebi unda ignan saimedod Senaxulli, xollo
elegqtronul dokumentebTan dakavSirebiT saWiroa
sxvadasxva RonisZiebebis Catareba. Ffailli unda ignas
Senaxul'i erTdroulad ramdenime adgilas. FaiBebze kont-
rolls axorciellebs wvdomis marTvis sistemebi (es SeiZleba
iyos Tai Bebis daSifrva). am sistenebis muSaoba

damokidebu B ia momxmareb B is saimedo identifikaciaze da
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autentifikaciaze da swor konfiguraciaze, vromelic
gamoricxavs sistemis daucveli adgilebidan damcavi
megqanizmis gverdis avBas. cxrillSi naCvenebia fai bebis
konFfidencial obis uzrunvelyofis nmeqanizmebi da maT

mimarT moT xovnebi.

Fizikuri usafrTxoebis

kontroli.
konfidenciall obis fai Bebze wvdonis

uzrunve ByoFis meganizmebi kontrol i.

fai Bebis daSifrva

identifikacia da

autentifikacia
Fai Bebis konFidenciall obaze | kompiuterulli sistenis
moTxovnebi swori awyoba.

gasaRebebiT swori marTva
daSifrvis gamoyenebisas.

infFormaciis konFfidencial oba daculli unda iyos aseve
kavSiris arxebSi gadacemis procesSic, rac xorcieldeba
gaSifrvis tegnologiis daxmarebiT. dacvis meganizmi unda
iyos ara callkeul SetyobinebaTaTvis, aramed mTeli
trafikisaTvis. daSifrva SeaCerebs mosmenas da ara
datacebas, amitom saWiroa identifikaciisa da autenti-
Fikaciis saimedo sistema Sorsmyofi mimRebis pirovnebis
gansazRvrisaTvis.

monacemebis nakadis konFidenciall obis uzrunvell yoFfis
samsaxurs exeba or saboBoo pungts Soris informaciis
gadacenis TviTon faqti.

nax.1l.7.2.1.-ze naCvenebia daSifrvisa da autentifikaciis

roli trafikis datacebisas.
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borotmzraxvel i
cdi I obs seansis
datacebas cent-
raluri egnm-is

borotmzraxve
daSifrulli l_is )
trafiki muSa kompiuteri

~“1 sadguridan ga
daecema centra-

I’{E Bur egm-s N0 oka-
|ll. l

Buri gseliT

muSa
sadaguri

saxebiT. is ver
gaivlis autenti-
Ffikacias da Taw
dasxma CaiS 0 eba

centralluri

eam

nax.1.7.2.1. daSifrva da saimedo autencvinikacia
SeaCerebs trafikis datacebas.

informaciis moculobis gazrda, romelic gadaicema A

da C organizaciebs (nax.17.22) Soris SeiZleba aRniSnavdes

erToblivi komerciulli sagnianobis dawyebas.

monacemebis nakadis arseboba

trafikis analizato-

risagan moiTxovs gamoavBinos organizaciebi, romelTa

Sorisac aris kavSiri. kvanZidan kvanZSi gadasacemi trafFikis

raodenoba Rirebulli infFormaciaa.
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% organizacia B

. _ organizacia D
organizacia C

nax.1.7.2.2. infFormaciull i nakadebis analizi gamoav B ens
erToblivad momuSave organizaciebs

monacemTa nakadis konFidencialobis uzrunvelyofa
xdeba garkveuli informaciis damallviT, romellic gadaicema
or sabol oo pungts Soris da romelic aris didi trafikis
Semadgeneli nawi Bi. SeiaraRebull ZalebSi gamoiyeneba
aseTi miReba: ori samxedro nawilli jer amyarebs kavSirs,
Semdeg ki gadacems monacemebis ucvBel moculobas, mniu-
xedavad Fagtiuri Setyobinebisa (Tavisufalli adgi Bebi
Seivseba informaciulli “nagviT~). ase, rom trafikis
raodenoba rCeba mudmivi da Setyobinebis gadacenis
intensivobaSi cv i Bebebis aRmoCena SeuZ B ebel ia.

konfidencial obis uzrunvelyofis samsaxurma unda
SeaCeros wvdomaze Tavdasxma, risTvisac am samsaxurma unda

inuSaos identi fikaciis samsaxurTan erTad 1im piris
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vinaobis gasarkvevad, romelic cdillobs informaciaze
wvdomas. am SemTxvevaSi mcirdeba borotmzraxvelis mier
arasanqcirebu i wwdomis miRebis SesaZ Beb l oba.

mT B ianobis uzrunve ByoFfis  samsaxuri Tvall yurs
adevnebs informaciis siswores. igi iZleva garantias rom
informacia aris swori da igi ar SeuZlia gareSe pirs. es
samsaxuri muSaobs identifikaciis samsaxurTan erTad piris
vinaobis Sesamowmeb Bad. es samsaxuri aris modifikaciaze
Tavdasxmisagan damcveli. Tfailis modifikacia gacillebiT
martivia, vidre gaRalBldis dokumentis. faillze unda iyos
wvdoma mxo Bod wasakiTxad. saWiroa momxmarebBis sworad
amocnoba, raSic daexmareba pirovnebis amocnobis samsaxuri.
Tu Tailis gadakopireba saWiroa sxva ganyofi Bebebis mier,
sagmeSi unda CaerTos sxva meganizmi — cifrulli xe Imowera,
rasac Semdgonm ganvixi BavT. cifrulli xe Emowera
saSuallebas iZBeva ganisazRvros, rom Tailli Seicvalla
xe Imoweris Segmnis momentidan. cifrull xel@moweraze
moTxovna unda waeyenos konkretull momxmarebell's, amdenad
mT B ianobis uzrunvelyofis samsaxuri unda moicavdes
identiFfikaciisa da autentifikaciis Fungciebs.

monacemebi SeiZlBeba Seicvalos gadacemis procesSic,
radgan am dros SeiZleba moxdes datacebaze Tavdasxma.
Zblieri identifikaciis da autentifikaciis meganizmebis
arseboba daupirispirdeba datacebaze Tavdasxmas, xolo
gaSifrvis tegnol ogiebi modifikaciaze Tavdasxmis umetesi

tipebis SeCerebis saSuallebas iZleva
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mT B ianobis dacvis samsaxuri modifikaciaze Tavdasx-
mis da valdebuBlebaTagan mtyunebis Tavdasxmaze SeCerebis
saSuallebas iZlBeva. misi saWiro doneze organizaciisas
nebismieri arauflebrivi cvlilleba dauyovnebBiv igneba
aRmoCeni Bi. identiFfikaciisa da autentifikaciis samsaxuri
aRmoaCens Tavdasxmas momsaxureobaSi mtyunebaze, xolo
cifrulli xelmowera - Tavdasxmas val debulebaTagan mtyu-
nebaze.

informaciaze wvdomis samsaxuri mxars uWers sistenis
mzadyofnas muSaobisaTvis. igi uzrunvell yofs or sabol oo
pungts Soris an kompiuterull sistemebSi informaciis
gadacenas.

informaciulli usafrTxoebis samsaxuri uzrunvelyofs
sarezervo aslebis Segmnas da maT ganTavsebas dacul
adgi Bas, saWiro SemTxvevaSi maT aRdgenas.

gadarTva mtyunebis mixedviT (fail-over) anu pirdapiri
aRdgena uzrunve lyofs informaciis aRdgenas, amasTan ar
moiTxovs awyobas. sarezervo sistema ganTavsdeba imave
adgi Bas, sadac ZiriTadi sistemaa, radgan ZiriTad siste-
maSi Seferxebebis dros dauyovneb B iv CaerTos muSaobaSi. es
sakmaod zviradRirebull'i variantia

aRdgena avariull situaciaSi icavs sistemas, infor-
macias da sawarmoo simZBavreebs stigiuri ubedurebe-

bisagan, rogoricaa xanZari an wyall didoba.
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1.8. momxmareb l is identifikacia da
autentifikacia

identifikacia da autentifikacia erToblivad muSaobs
sxva samsaxurebTan, raTa gaizardos Tavdasxmebis SeCerebis
efeqturoba. Tu ganvixi BavT am samsaxurs callke, vnaxavT,
rom igi arTullebs usaFrTxoebis sistemas da amaR Bebs mis
Rirebullebas. amave dros identifikaciis samsaxuris muSao-
bis gareSe rogorc mTHianobis dacvis samsaxuri, aseve
konfidenciallobis uzrunvelyofis samsaxuri ganwirullia
warumateb B obisaTvis.

identifikacia da autentifikacia asrulleben Semdeg
Tungciebs: pirvell rigSi adgenen individis vinaobas, meorec
adastureben individi aris Tu ara is, visi saxeBiTac igi
warmoaCens Tavs. autentiFfikacia iyenebs CamoTv Hi Bi samidan
nebismier kombinacias:

- 1S, rac Tqgven iciT (paroli an PIN kodi);

- is, rac Tqven gagvT (smart-cart an bei ji)

- is, rac Tqven xarT (TiTis anabeWdi an Tvalis baduris
suraTi).

SeiZleba arCeull ignas aRniSnulli siidan erTi elle-
menti, magram umjobesia maTi kombinaciis gamoyeneba. amas
hgvia orfagtoriani autentifikacia, rac gacilebiT ZHNieria,
vidre erTTfagtoriani, vinaidan callkeul fagtors agvs
Tavisi susti adgi Bebi. biometrulli autenti fikacia rTu-
Bad falsificirebadia.

kompiuterulli sistemis nibismieri obieqti SeiZleba

ignas identificirebulli ricxviT, sityviT an simbo B oebis
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striqoniT. Tu obieqgts aqvs romelime identifikatori,
romelic qgsell Sia daregistrirebulli, mas uwodeben kano-
niers (Begallurs), sxva obieqtebi aris ukanono (aralle-
galuri).

identifikacia srulldeba, maSin roca obieqti cdilobs
gse B Si moxvedras. Tu identifikaciam gaiara warmatebu lad,
maSin mocemu @i obieqti aris mocemuli gselisaTvis kano-
nierti.

autentifikacia adgens mocemu Bi obieqti aris Tu ara
is vinadac igi warmoadgens Tavs.

monacemebis gadacemis arxebis dacvisas obieqtebis
autentifikacia niSnavs kavSiris xaziT SeerTebull obieg-
tebis vinaobis urTierTdadgenas. es procedura xorciel-
deba seansis dasawyisSi. sabo Bl ood dadgindeba WeSmariteba
imisa, rom SeerTeba damyarebu ll ia kanonier obieqtebs Soris
da mTeli inFormacia miaRwevs daniSnu B ebis adgi I amde.

Setyobinebebis gacvlisas unda ignas uzrunvelyoFili

Semdegi moTxovnebi:

- mimRebi unda ignas darwmunebulli monacemebis wyaros
vinaobasSi;

- mimRebi unda iyos darwmunebuBi miRebuBi monacemebis
sisworesSi;

- gamgzavni unda iyos darwmunebuli mimRebamde monace-
mebis miRwevaSi;

- gamgzavni unda iyos darwmunebu B i gadasagzavni informa-

ciis sisworesSi.



am moTxovnebis realizaciisas kompiuterull sistemebSi
garantirebulia monacemebis dacva maTi kavSiris arxiT
gadacemisas da uzrunvelyoFfili igneba dacvis TFunqcia,
rome B sac ewodeba gadacemis dadasturebis Fungcia maSin
gamgzavni ver uaryofs verc Setyobinebis gagzavnis Faqts,
verc mis Sinaarss, xolBo mimRebi ver wuaryofs verc

Setyobinebis miRebis Fagts, verc misi Sinaarsis siswores.

sistemis resursebze wvdomis misaRebad momxmarebe B ma
unda gaiaros identifikacia (anu sistemas mOTxovnaze
warudginos Tavisi saxeli), Semdeg autentifikacia (anu

Seitanos kompiuterull sistenmaSi unikaluri, sxva

momxmareb B isaTvis ucnobi informacia mis Sesaxeb).

ganasxvaveben obieqtebis warmodgenis ramdenime Formas,
romBiTac xdeba momxmarebBis autentifikacia. magalli-

TisaTvis SeiZ Beba moviyvanoT standartulli paroli, perso-

nalluri saidentiFfikacio nomeri(PIN), aseve saidumB o da Ria

gasaRebebi, romelTa codna demonstrirdeba “moTxovna-
pasuxi~ tipis protoko I Si:

- Senaxvis saSualebebis safuZvell ze; Cveullebriv es aris
magnituri baraTebi, smart card, touch memory da personalluri
generatorebi, romelic gamoiyeneba erT jeradi
paro Bebis Sesagmne I ad.

-  biometrulli Tvisebebis safuZvell ze; ag Sedis meTodebi,
romelic eyrdnoba momxmarebBis biometrull Tvisebebs
(xma, Tvalis Dbadura, TiTebis anabeWdebi da aS)

biometrull  Tvisebebze dayrdnobilli autentiFfikacia
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gamoiyeneba SenobaSi an teqnikaze wvdomis kontrolis
dros.
autentifikaciis protokoli SeiZlleba kBasiFicirdes

Semdegi saxiT: martivi autentifikacia (paroBlebis gamo-

yenebis safuZvel ze); mkacri autentifikacia (kriptogra-

Fiuli meTodebis da saSualebebis gamoyenebis safuzvell ze)

da protokolebi, romBebic xasiaTdebian TvisebiT dadas-

tureba nuBovani codniT, romellsac agvs mxo Bod wminda

Teoriulli xasiaTil.

usaFrTxoebis donis Sefaseba SeiZlBleba ganisazRvros

Tavdasxmis konkretull tipebTan mimarTebaSi. aseTia:

- TviTmarqgvioba, roca erTi momxmarebeBi Tavs warmoaCens
sxva momxmareb N ad;

- ganmeorebiT gadacema, romeBic mdgomareobs autenti-
Ficirebuli monacemebis ganmeorebiT gadacemaSi;

- autentiFficirebulli gacvlis mxareebis Secvla am SemTx-
vevaSi borotmzraxveli monawi Beobs or mxares Soris
autenti Ficirebull gacvBaSi da aqvs misi gziT gamavali
trafikis Secvlis saSualleba;

- gadacemis asaxva, romlis drosac borotmzraxve li moce-
muli protokolis CarCoSi ukan gadagzavnis datacebul
informacias;

- 1ZullebiTi dayovneba, roca borotmzraxveli daitacebs
infFormacias da gadascems mas raRac drois Semdeg;

- Tavdasxma teqstis garCeviT, romlis drosac borotn-

zraxve li daitacebs autentificirebull trafiks da
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cdilobs miiRos informacia xangrZBivi gasaRebebis
Sesaxeb.

msgavsi Tavdasxmebi SeiZBeba acilebull ignas Semdegi

RonisZiebebiT:

autentifikaciis proceduris periodulli Semowmeba sean-
sis CarCoebSi;

autentifikaciis Sedegis mibma momxmarebBis momdevno
mogmedebebTan (magaBiTad, autentificirebulli gacvla
saidul o seansuri gasaRebebiT, romelTa gamoyenebiT
xorciell deba momxmarebeBTa Semdgomi urTierTmog-
medeba);

zemoT aRniSnull autentifikaciis protokolebs agqvT

Semdegi Tvisebebi:

urTierTautentifikacia, anu autentifikaciis auci leb-
1 oba mxareTa Soris;

gamoTvRiTi efeqturoba - aris operaciaTa raodenoba,
romellic saWiroa protoko Bebis SesrullebisaTvis;
sakomunikacio efeqturoba, romelic gamoixateba Setyo-
binebis raodenobasa da mis sigrZeSi, romelic saWiroa
autentifikaciis gansaxorciellebllad;

mesame mxaris arseboba, magaliTad simetriulli gasa-
Rebebis ganawi Bebis sando serveri an serveri, romelic
reall izebas ukeTebs Ria gasaRebebis ganawi Bebis serti-
Fikatebis xes.

usaFrTxoebis garantiis safuZvel i, mas emsaxureba pro-
tokoli, romelic xasiaTdeba TvisebiT: dadastureba

null ovani codniT.
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- saidumBos Senaxva, ganisazRvreba kritikuli gasaReburi

informaciis Senaxvis reall izebis xerxiT.

18.1. identifikaciisa da autentifikaciis
tipiuri sgemebi

sgema 1.

davuSvaT kompiuterull sistemaSi daregistrirebullia n
momxmarebe B i.

c—i momxmarebBis ucvleli identifikatoria, romelic
saxe b is anal ogiuria da gamoiyeneba momxmareb N is
identifikaciisaTvis.

Ki — momxmareb B is autentifikaciisaTvis infornmaciaa,
romelic SeiZleba icvlebodes (magaliTad, paroli P=K;).

F — Funqciaa, romelic .. ar aRadgens K; mniSvne l obas,

Ei ga Idi mniSvne B obebis mixedviT.

momxmareb B is informacia informacia
nomeri identifikaciisaTvis | autentiFfikaciisaTvis
1 |d1 El
2 Ids B
n [0 E,

ganvixi BoT identifikaciisa da autentifikaciis pro-
tokoBi mocemu B i sgemis mixedviT:
1. dasawyisSi momxmarebe N i warmoadgens Tavis
identifikators Id.
2. Tu Id ar daemTxva arc erT |Idi-s, romelic daregist-
rirebullia kompiuterul sistemaSi, identifikatori

igneba uvaryofilli da momxmarebeBi ar daiSveba
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samuSaod, xoBlo Tu Id= Idi niSnavs, rom momxmarebe N ma
gaiara identifikacia.

3. autentifikaciis subieqti moiTxovs momxmareb lisagan
mis K autentifikators da gamoiTvlis mniSvnel obas
Y=F(ld;, K).

4. autentiFfikaciis subieqti Seadarebs Y da E mniSv-
nelBobebs, Tu warmatebiT Caiara, CaiTvBleba, ron
momxmarebe Bma warmatebiT gaiara autenti Fikacia infor-
macia am momxmarebel ze gadaicema programull modu-
BebSi, romelBic gamoiyenebs momxmarebBis gasaRebebs,
winaaRmdeg SemTxvevaSi momxmarebe B i ar daiSveba.

sgema 2.
kompiuterull sistemaSi gamoiyofa modifi-cirebuli

obieqti-etall oni, romblis struqgtura naCvenebia cxril Si:

momxmareb B is infFormacia infFormacia
nomeri identifikaciisaTvis | autentifikaciisaTvis
1 1dy. § E
2 Idy, S E
n Idn, S, En

aqg E mniSvneBoba tolia F(S, K), sadac S SemTxveviTi
veqtoria, romelBic moicema momxmareb Nis identifikatoris
Segmnisas, F Fungcias aqvs Tviseba, rom ar aRadgens K;
mniSvne Bobas, Ejq; S mniSvne B obebis mixedviT.

identifikaciisa da autentifikaciis protokoli me-2
sgemis mixedviT:

1. momxmarebe B i waradgens Tavis identifikators Id.

69




2 Tu Id ar daemTxva arc erT Idy-s, romelic dare-
gistrirebullia kompiuterull sistemaSi, identi Fikatori
ukuigdeba da momxmarebe Bi ar daiSveba samuSaod. Tu Id=
Id; momxmarebe Bma gaiara identi Fikacia.

3. Idj identiFfikatoris mixedviT gamoiyofa S veqtori.

4, autentifikaciis subieqti moiTxovs momx-marebll isagan
mis K autentifikators da gamoiTvBis mniSvnell obas
Y=F(S Kj).

5. autentiFfikaciis subieqti awarmoebs Y da E  mniSv-
ne B obebis Sedarebas. Tu isini tolia dgindeba, ronm
momxmarebe Bi warmatebulad aris autentificirebuli
sistemaSi, winaaRmdeg SemTxvevaSi igi ar daiSveba
samuSaod.

K; informaciis aRdgenasTan dakavSirebiT autenti-
Fikaciis sgemis mdgradobis ZiriTadi moTxovnaa SemTxveviTi
K; tolWeSmaritis arCeva dasaSvebi mniSvne B obebis
simrav B idan.

ganvixi BoT momxmareb Bis autentifikaciisaTvis paro-
B is gamoyenebis Taviseburebani.

kompiuterulli sistemis TiToeulli momxmarebeBi iRebs
identifikators da parolls (), romellsac seansis dasaw-
yisSi warudgens sistemas. es paroli unda Seedaros
sistemaSi arsebull parolebs P,). radgan paroli inaxeba
saidumBlod daucvell areSi, gadagzavnisas igi unda daiSif
ros. Tu P, da P, daemTxveva erTmaneTs, maSin CaiTv Beba, rom

P, aris dadasturebulli, xo 1 o momxmarebe I i-kanonierti.
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msgavs sistemaSi Seva damrRvevi, Tu gaigebs kanonieri

momxmareb Bis paroll s da identifikators.

19. arasangcirebull 1 SeRwevisagan infFormaciis
dacvis problemis gadawyveta biometrulli meTodiT

Tanamedrove periodSi sakmaod +FfarTod vrcell deba
biometruli identifikacia da autentifikacia, romelic
uzrunve Byofs potenciuri momxmarebBis identificirebas
Tiziologiuri parametrebis, Tvisebebis da qcevis Tavisebu-
rebebis gazomvis gziT. +tradiciullisgan gansxvavebiT
biometrull meTodebs agvs Semdegi ZiriTadi Rirsebebi:

- identifikaciis saimedobis maRali xarisxi, biometrulli
Tvisebebis unikaBurobis gamo.

- rTulia biometrulli Tvisebebis TFalsificireba maT
miekuTvneba: Tvalis moyvani Boba da badura, TiTebis
anabeWdi, xeBebis geometriulli Fforma, saxis Forma da
zomebi, xmis Taviseburebebi, xe@moweris biomeganikuri
Tvisebebi, "k Baviaturis xe Bweris~ biomeganikuri
Tvisebebi.

registraciisas momxmarebeBi demonstrirebas ukeTebs
Tavis biometrul Tvisebebs, romelic registrirdeba
sistemis mier, rogorc kanonieri momxmareblis sakontrollo
“saxe~, es saxe inaxeba eBeqtronul FformaSi da gamoiyeneba
TiToeulis identurobis SesamowmebBad, romelBic Tavs

warmoaCens kanonier momxmareb l ad.
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identifikaciis sistemebi Tvalis Formis da baduris
mixedviT iyofa or kBasad: romelBic iyenebs Tvalis
moxazu Bobis suraTs da romelic iyenebs Tvallis baduris
suraTs.

es  sistemebi metad saimedoa sxva biometrul
sistemebTan SedarebiT da gamoiyeneba iq, sadac saWiroa
usaFrTxoebis maRalBli done, vinaidan aseTi parametrebis
ganmeorebis allbaToba Zall zed mcirea, daax B oebiT 1078,

yve Baze gavrcelebulia identifikaciis sistema TiTis
anabeWdebiT, vinaidan arsebobs TiTis anabeWdebis monacemTa
bankebi. aseTi sistemebis ZiriTadi momxmarebeBia polRicia,
sxvadasxva saxe Imwifo da sabanko organizaciebi.

identifikaciis sistemebi xelebis geometriulli Fornis
mixedviT, 1iyeneben xelis TFormis skanerebs, romlebic
yendeba ked 0 ebze.

identifikaciis sistemebi saxisa da xmis mixedviT
metad misawvdomia maTi siiaFfis gamo, radgan Tanamedrove
kompiuterebs aqvT video da audio saSuallebebi. aseTi
sistemebi gamoiyeneba wvdomis obieqtis Sorsmyofi identi-
Fikaciisas satel ekomunikacio gse lebSi.

identi Fikaciis sistemebi xe Imoweris mi-xedviT
ikvlevs xel@moweris callkeul detallebs da xelmoweras
mT B ianobaSi.

identiFfikaciis sistemebi “kBaviaturis xeBweris~ mi-
xedviT, efuZvneba imas, rom teqstis akrefvisas Rilakis
daWeris da aSvebis momentebi sxvadasxva momxmareb BisaTvis

ganirCeva. "kBaviaturis xeBwera~- saSuallebas iZBeva aigos
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identiFfikaciis sakmaod saimedo saSuallebebi. "kBaviaturis
xe Bweris~ Secvlisas momxmarebe Bs avtomaturad ekrZaleba
egm-Tan muSaoba.

auditi momxdari xdomi Bobebis daFigsirebis saSua-
Bebas iZBeva auditis Canawerebi momxmarebels akavSirebs
mogmedebebTan, rome Bsac igi asrullebs sistemaSi. saimedo
identifikaciisa da autenti Ffikaciis samsaxuris gareSe
auditi xdeba usargebBo, vinaidan ar aris garantia, rom
daFigsirebull i mogmedebebi namdvi B ad Sesrullebullia
naCvenebi piris mier.

auditi realur cxovrebaSi xorciell deba registraciis
Jurnal ebis, saSvebis uwyisebis, videoCanawerebis daxmarebiT.
mT Bianobis samsaxuri unda iZBeodes garantias, rom audi-
tis Jurnall Si informacia ar Secvlila

kompiuterull sistemebSi auditi xorcielldeba Jurna
Bebis daxmarebiT, romeBSic Caiwereba momxmareblis
mogmedebebi.

identifikaciis samsaxuri TviTon win ver aRudgeba
Tavdasxmebs, amdenad igi muSaobs sxva samsaxurebTan erTad.
ramdenadac identifikaciis samsaxuri awarmoebs daregist-
rirebulli momxmareb Bebis mier Sesrullebull mogmedebebis
Canawers, Tavdasxmis SemTxvevaSi xdomi B obebis suraTis
aRdgenis saSuallebas iZleva

yove Bive ganxi Bullidan gamomdinare SeiZlBeba gava-
keToT Semdegi daskvnebi, rom saidumB o informaciis dacvi-
saTvis umniSvne Bovanesia konFfidencialobis samsaxuri.

amasTan, zogierTi infFormaciisaTvis moTxovnaa misi modi-
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Fikaciis SesaZleb 1 obebis, xolBlo sxva informaciisaTvis
wvdomis SesaZleb B obebis gamoricxva. orive SemTxvevaSi
saWiroa identifikaciisa da autentifikaciis saimedo sam-

saxuri.

110. autentiftikaciis mowyobi I obebi. moTxovnebi
SifrgasaRebebis usafFrTxoebis uzrunve lyofaze,
paro Bebis mdgradobaze da maT dacvaze
ganvixi BoT autentifikacis mowyobi B obebis ZiriTadi
Tvisebebi, inFormaciis dacvis TvalazrisiT.
- adamiani Fizikurad unda THNobdes autentiFicirebis
mowyobi B obas, raTa gamoiyenos igi.
- autentifikaciis kargi mowyobilloba rTullad dubli-
rebadia
- adamianma SeiZBeba dakargos autentiFfikaciis mowyobi-
Boba, riTac dakargavs wvdomas kritikullad saWiro
resursze.
- autentiFfikaciis mowyobi Bobis realizaciisas SeiZlleba
ignas aRmoCeni Bi erT-erTi maTganis moparvis Faqti.
zogadad autentifikaciis mowyobi Bobebs yofen or
ketegoriad: pasiur da aqgtiur. orive SemTxvevaSi igi
atarebs sabazo saidumBos da imisaTvis, rom damzadebul
ignas autentifikaciis mowyobiBobis muSa dublikati,
auci Bebelia sabazo saidumBos asBis (qona pasiuri
autentifikaciis mowyobi B oba warmoadgens ubra lod sabazo

saidumBos Senaxvis raRac mowyobiBobas. magaliTad,
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meganikuri gasaRebebi, bankomatis baraTebi, TanamSromlis
saSvebi da zogierTi specializebulli mowyobi I oba monace-
mebi-gasaRebebis (data-keys) tipis. agtiur autenti fikaciis
mowyobi B obebs SeuZBiaT sxvadasxva situaciaSi generireba
gaukeTos sxvadasxva gamomava monacemebs. agtiuri
mowyobi Boba amogmeddeba gamoZaxeba-pasuxi meTodiT an
uzrunve lyofs daSifrvis sxva Funqcias, romel Sic
gamoiyeneba am autentiFfikaciis mowyobi Bobis sabazo
saidumll o. aqtiuri autenti Fikaciis mowyobi B obebi
warmoadgenen an  komerciul xe B sawyoebs  erT jeradi
paroBebis generaciisaTvis an  smart-kartebs, Tumca
gamoCnda sxva mode B ebi, romBebic Camagrdeba samagido an
personaluri kompiuterebis portsSi.

dReisdReobiT gamtexebi xSirad iReben daucvel
parolebs uSualod Setyobinebidan, romelic imyofeba
gzaSi (erTi kompiuteridan meoresaken gamavall xazSi).
paro B is monacemebis dataceba trafikis masa Setyobinebidan
ar warmoadgens gansakuTrebull rTull amocanas.

realur gadawyvetas warmoadgens parolis daSifrva
gadayvana arategstur Formad, vinaidan gamtexi mas ver
gadaiyvans isev teqsturi saxiT da verc akrefs mas kBavia
turaze. gadawyveta arc ise iolia kHlasikuri daSifrva
moiTxovs saidumBo gasaRebebis arsebobas, romBiTac
momxmarebe Bi  isargebBebs serverTan erTad. paroliT
koReqtiuri sargeb B oba imdenad rTullia rogorc

momxmareb Bis paro Bis administrireba.
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pirdapiri daSifrvis nacvBlad callmxrivi xeSirebis
gziT SeiZlleba gamoiTvallos xeS-paroli da gadaices igi da
ara TviT paroli. es ar moiTxovs vinmeTan saidumBo
gasaRebis Sesaxeb codnis gayofas. Tu gamtexi daitacebs
xeSirebull parolls, arc ise ioli igneba daabrunos teqtur
FformaSi da mas ar eqgneba saSualleba xeSirebulli paroli

pirdapir gamoiyenos sistemaSi registraciisaTvis.

110.1. erT jeradi paro Bebi

arsebobs erT jeradi paro Bl ebis generaciis ori saerTo
strategia. autentifikaciis nmricxvelluri mowyobi ll obebi,
romBebic erTjeradi parolebis generaciisas aerTianeben
sabazo saidumBos singronizebuli mricxvelis CvenebebiT.
autentifikaciis saaTuri mowyobi N obebi, romBebic
erTjeradi parolebis generaciisas aerTianeben sabazo
saidumBos singronuli saaTebis CvenebebiT. erTi mwarmoeb-
Bis mier damuSavebull igna produqti, romel ic aerTianebda
orive meTodikas. yoveli axalli paroli warmoadgens sabazo
saidumBos warmoebulls da sxva Tavisufal mniSvnell obas:
mricxve lis Cveneba, saaTis Cveneba an oOrive es mniSv-
ne I obebi.

autentifikaciis aRricxvis mowyobi Bobas aqvs Sida
mricxveli, romelic gamoiyeneba axalli parolis generaci-

isaTvis TiToeull jer, roca es Wirdeba mis mFHRobels.
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autentifikacis mricxve Buri mowyobi B obis warmomad-
geneli aris mowyobi B oba SafeWord kompaniis - Secure Computing
Corporation.

mricxve b is Cvenebis gamoyenebiT erTjeradi parolis
gamoTvlis procesi Semdegi saxiT xdeba: mFHRobeli alWers
autentifikaciis mowyobi Bobis Rilaks. pasuxad, mowyobi-
Boba Sida mricxvelis Cvenebas gazrdis erT erTeulliT.
daukavSirebs mas mFBobelis sabazo saidumBos unikalur
mniSvneBobas da gamoTvBis callmxriv xeSs. amis Semdeg
mowyobi Boba Fformirebas ukeTebs miRebull Sedegs da
displeize gamoaqgvs axalli erTjeradi paroli.

SafeWord-is administraciull - programulli uzrunvel-
yofa SemTxveviTi saxiT agenerirebs sabazo saidumBos 56
Tanrigian mniSvneBobas da imaxsovrebs mas mricxvelis
sawyis 20 Tanrigian mniSvne B obasTan erTad autentifikaciis
mowyobi B obis mexsierebis specialur ganyofi BebaSi.

parolebis sawyisi mniSvne Bobebis garda (sabazo
saidumBo da mricxvelis Cvenebebi) programists aseve
SeuZblia gansazRvrulli saxiT konFfigurireba gaukeTos
autentifikaciis mowyobi 0 obas. magal iTad, xSirad
mowyobi B obas gamoaqvs paroBli sxvadasxva FformatSi, romn-
Bebic gansxvavdebian cifrebis raodenobiT an parolSi
gamoyenebu l  simbo B oebis nakrebiT. mowyobi B oba iyenebs
daprogramebis dros mocemull Fformats.

erTjeradi parolis gamoTvla, romelic generirdeba
saaTebis  Cvenebebis safuzveBlze: mFHobeli aaqtivebs

autentifikaciis mowyobi Bobas. mowyobi Boba KkiTxullobs
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Sida saaTis Cvenebebs, aerTianebs maT mFBobelis sabazo
saidumBos unikaBlur mniSvneBobebTan da gamoTvlis
callmxrivi XxeSirebis Sedegs. amis Semdeg mowyobi l oba
Fformatirebas ukeTebs Sedegs da displeize gamoagvs

erTjeradi parolis axalli mniSvne I oba.

110.2. Tavdasxmebi erT jerad paro Bebze

erTjeradi parolebi awydebian Tavdasxmis garkveul
tipebs. maTTvis arsebobs Tavdasxmis riski, dakavSirebulli
autentifikaciagavl il SeerTebaSi marTvis datacebasTan.
magall iTad, sateBefono xazis mimarTulebis Secvla an IP
misamarTis moparva. qvemoT ganvixi BavT or Tavdasxmas
pirvebli aris tipis - “adamiani SuaSi~, rodesac gamtexi
Sedis urTierTmogmedebaSi msxverplis autentifikaciis
procesTan da Semdeg awarmoebs erTjerad parolls. meore
aris Tavdasxma |IP SeerTebaze.

“adamiani SuaSi~ tipis Tavdasxmisas gamtexi usmens mas,
vinc cdilobs serverze daregistrirebas autentifikaciis
mowyobi B obis gamoyenebiT, romelic agenerirebs erTjerad
paro Bebs. gamtexi daitacebs gagzavnil erTjerad parols,
wyvets kavSiris arxs adamiansa da servers Soris da amis
Semdeg TviTon iyenebs parols sistemaSi SesasviBelad.
msxverpli Figrobs, rom probBemis mizezi iyo Secdoma
gseBSi da verc eWvobs, rom adgilli hgonda Tavdasxmas.
adamiani cdillobs Sevides sistemaSi kidev erTjer da

serverma SeiZBeba aRiqvas es mcdelBoba, Tu sistema masSi
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ramodenimejer Sesvlis nebas rTavs gansazRvrulli drois
monakveTSi. aseTi mcde B obis ganmeorebisas gamtexi sargeb-
Bobs droiT da Tavs asaRebs kanonier momxmareb I ad.

msgavsi Tavdasxma sakmaod rTullia organizaciaSi.
gamtexs unda hgondes gselis saWiro monakveTze kontrolis
saSua B eba, raTa miedevnos msxverplis trafiks da
gawyvitos kavSiris arxi serverTan drois saliro momentSi.

msgavs situaciaSi “moTxovnapasuxis~ tipis asinqronul
meganizms usaFrTxoebis TvalsazrisiT agqvus upiratesoba
Cvens mier ganxi Bull autentifikaciis singronull
mowyobi B obebTan SedarebiT.

IP dataceba aris specialuri programnulli uzrun-
velyofa, romelic gamtexs dayenebulli SeerTebis moparvis
nebas rTavs.

IP dataceba sruldeba SeerTebaSi erT-erT ukidures
pungtze Tavdasxmis meSveobiT: roca msxverpBi cdilobs
SeuerTdes sxva host-manganas, gamtexi iparavs SeerTebas
mangana-msxverpll is mxridan. datacebisaTvis programa
instalirdeba rogorc operaciulli sistemis nawilli da
srulldeba procesoriT, romelic muSaobs privillegirebul
reJimSi. amis Semdeg datacebis programa gamtexs saSuall ebas
aZlevs aiRos Tavis Tavze mocemul momentSi damyarebulli
nebismieri SeerTebis marTva. idealluri SemTxvevaa
gamtexisaTvis, roca aseTi SeerTeba aris Tenet SeerTeba
brzZanebiTi garsiT an sxva nebismieri SeerTeba, damyarebulli

“r~ brZanebis daxmarebiT.
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IP datacebisagan dacva sakmaod rTullia. gamtexi
muSaobs programull uzrunvelBlyofasTan, romelic xdeba
operaciulli sistemis nawilli da es arTullebs nis
bl okirebas, romelic SesaZzllebelia mxoBlod sistemaSi
aseTi programis arsebobis aRmoCenis Semdeg. agedan
gamomdinareobs dacvis ZiriTadi xerxi: host-manganis opera-

ciulli sistemis mT Hianobis Semowmeba.

1.10.3. momxmareb B is pirve Badi registracia

pirveBadi registracia moicavs mogmedebis or sxva-
dasxva saxes: autentfFikaciis mowyobi B obebis daprogramebas
da momxmareb Bebis mier marTvas.
autentifikaciis mowyobi Bobebis daprogrameba moiT-
xovs Semdegi nabijebis Sesru lebas:
1. mowyobi Bobis garxnulli nomris da mFHobelis saxelis
aRricxva.
2. SemTxveviTi ricxvis generacia sabazo saidumBos saxiT
gamoyenebisaTvis.
3. SemTxveviTi ricxvis generacia PIN kodis saxiT
gamoyenebisaTvis, Tu mowyobi B oba iyenebs PIN kods.
4. mowyobi Bobis, romeBic gamoiyenebs am infFormacias,
daprogranmeba.
5. monacemTa bazaSi Canaweris FTormireba, romelic Seicavs
momxmareb B is saxel's, autentifikaciis mowyobi lobis

garxnull nomers da sabazo saidumBos interagtiulli
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autentifikaciisaTvis. PIN kodis mniSvne B oba am bazaSi
ar unda iyos.

6. Tu mowyobi Boba iyenebs PIN kods, maSin autentifikaciis
callkeulli mowyobi BobisaTvis ibeWdeba callkeulli PIN
pasporti, romelSic nmieTiTeba momxmarebBis saxeli,
mowyobi Bobis gqgarxnulli nomeri da misi sawyisi PIN
kodis mniSvneBloba. danarTis gamoyenebis SemTxvevaSi,
romelic moiTxovs dacvis maRall dones, PIN pasporti
ibeWdeba specialur blankze, romelic ar iZleva PIN
kodis naxvis saSuallebas im momentamde, sanam ar iqneba
gaxsni Hi.

autentifikaciis mowyobi Bobebis  jgufis daprog-
ramebis dasrullebisas programulli uzrunvellyofa infor-
macias yvela daprogramebull mowyobi Bobaze agzavnis
monacemTa bazaSi. Semdeg operatori am monacemTa bazas
agzavnis serverze. monacemebis dayenebis Semdeg autentiFi-

kaciis mowyobi B obebi SeiZbleba ignas gamoyenebu ll i.

arakeTi Bsindisierma administratorma SeiZ Beba Seuqm-
nas seriozulli problema autentifikaciis sistemas autenti-

Fikaciis mowyobi BobasTan dakavSirebiT. Tu administra-

toris gankargulebaSia ramodenime carieli mowyobi I oba,

mas SeuZBia igi daaprogramos da gverdi auaros serveris
dacvas. cxadia, mas SeuZlBia mogoni Bi axali momxmareb Bebis
saxe B ze gasces autentifikaciis mowyobi Boba mas SeuZlia
carielli mowyobi Boba daaprogramos iseTi saxiT, rom isini

akopirebdnen arsebull mowyobiBobas, romelic ekuTvnis
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avtorizebull momxmarebells, rac administrators saSua-

B ebas miscems Tavi gaasaRos avtorizebull momxmareb lad.

aRniSnulis Tavidan asacilebBad saWiroa Sesrulldes

Semdegi operaciebi:
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unda dainiSnos erTi adamiani autentifikaciis
gamouyenebe B'i mowyob B obebis aRricxvisaTvis, meore -
konkretulad daprogramebis SesrulebisaTvis. unda iyos
moTxovni Bi yvela gamouyenebe Bi mowyobi B obis mkacri
aRricxva. es gaarTullebs, rom SeumCnevBad damzaddes
ya B bi baraTebi.

saWiroa dainiSnos erTi adamiani autentifikaciis
mowyobi B obis daprogramebisaTvis, xolo meore — axali
momxmareb Bebis siis serverze gadasagzavnad. es ar
miscems erT adamians saSualebas SeumCnevBad warmoaCi-
nos axalli momxmareb W ebi.

baraTebis daprogramebisaTvis unda ignas gamoyenebu li
programulli uzrunve lyofa, romelic uzrunvelyofs ba-
raTis daprogramebis TiToeulli SemTxvevis mkacr proto-
ko Rirebas.

daprogramebis programulli uzrunvellyofa, ar unda
xsnides mis mier dagenerirebull sabazo saidumBos. Tu
aseTi programulli uzrunve Byofa agenerirebs saeqspor-
to Tfaills, romelic wunda ignas gadatanilli sxva
kompiuterze, maSin sabazo saidumBos mniSvne I obebi
unda daiSifros an daifaros sxva xerxiT. magaliTad,
saparoBlo  sistemaSi  S/Keys gamoiyeneba calmxrivi

XeSireba.



- daprogramebis programulli uzrunvelyofa unda icavdes
daprogramebis Jurnalls modi Fikaciisagan. es SeiZleba
iyos kriptografiulli xeSireba, Tu Jurnalli gadaig
zavneba kompiuterebs Soris.

pasuxismgeb B obis gayofa ar aris idealuri gadawyveta.
yve Ba kompiuterull centrs ar SeuZlia gaiRos msgavsi
gadawyvetisaTvis danaxar jebi da ZalBRone. Finansuri orga-
nizaciebi organizebas ukeTeben sakmaod rTull procedurebs,
romeBlic PIN kodebis generaciisas pasuxismgeb l obebis
gayofis garantias iZleva, magram es moxda PIN kodebze

mrava Bw B iani da ZviradRirebulli TaREBiTobis kvaldakval.

111. informaciasTan, gse Bur resursebTan daSvebis
organizacia. gami jnva da kontroli

arsebobs informaciul usaFrTxoebasTan dakav-
Sirebuli mravali iuridiulli probBleba cxadia, ronm
kompiuteris gatexva aris kanonsawinaaRmdego gmedeba. sxva-
dasxva qveyanaSi kompiuteruli danaSaullis gansazRvra
gansxvavdeba  erTmaneTisagan, aseve msgavs gmedebebSi
monawi BeobisaTvis dasja aseve gansxvavebullia. kompiu-
terulli danaSaullis Sesrullebis xerxis miuxedavad, misi
SemsrulebBebi unda daisajon. informaciulli usafrTxoebis
sTeroSi momuSave profesionall ebs unda SeeZloT
infFormaciis Segroveba, romelic auci Bebelia samarTall dam-
cavi oOrganoebisaTvis damnaSave pirebis dakavebisa da

ganaCenis gamosatanad.
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kompiuteris gamoyeneba danaSau Bebrivi miznebisaTvis
ar aris erTaderTi prob l ema, rome B sac awydeba
infFormaciulli  tegqno B ogiebis profesionali. arsebobs
samoga B ago pasuxismgeb Bobis da piradi informaciis xel-
Seuxeb B obis kanonebi, romel Tac aseve Wirdeba gamokv leva.
gasagebia, rom susti Sida dacvis dros aRiZvreba saFrTxe,
romellic gamomdinareobs momsaxureTagan da sxva
organizaciebisagan, romBebic CarTullni arian konkretuli

organizaciis gse lur garemocvasSi.

111.1. samoga Baqo sakiTxebi

nebismier mogalages aqvs ufFBeba mimarTos samogall ago
Ziebas raRac sakiTxebTan dakavSirebiT. samogalago Ziebis
allbaToba arsebobs kompiuterebTan dakavSirebiT an maTze

Senaxu Bl inFormaciasTan dakavSirebiT.
sakiTxebi, romlebic exeba momsaxureebs

organizaciaSi kompiuterebisa da kompiuterulli gse-
Bebis daniSnullebaa, rom momsaxureebi 1iyenebdnen maT
sagmiani miznebiT. es martivi koncefcia cnobilli unda iyos
TanamSrom B ebisaTvis. ase, rom momsaxureebs ara aqvT aravi-
Tari piradi ufleba sayuradReboa, rom samarT Bebrivi
normebi piradi cxovrebis Seuxeb B obaze sxvadasxva qveya-
naSi gansxvavdeba erTmaneTisagan.

Sida monitoringi
Tu organizacia aris kavSirisa da kompiuterulli

samsaxuris momsaxureobis mimwodebe Bi, maSin mas neba-
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darTulli agvs qselis gamoyeneba da qselBSi informaciis
kontrolireba. saWiroa momsaxureTa informireba imis
Sesaxeb, rom msgavsi gmedeba nebadarTullia. es unda aisaxos
po B itikaSi, xolo sistemaSi SesvBisas maT unda dainaxon
Sesabamisi Setyobineba, Tu vis ekuTvnis es organizacia da

ra uf Bebebi aqvs momxmarebe s,
po B itikis sakiTxebi

organizaciis politikaSi ganisazRvreba sistemebSi
Sesasrulebeli operaciebi da momsaxureTa qcevebi. Tu
momsaxureebi arRveven organizaciis politikas, maTze
gaicema sayveduri an SeiZleba ignan ganTavisufBebullni.
winaswar TanamSromBebi unda gaecnon organizaciis poli-
tikas da werilobiT daadasturon. es procedura unda
ganmeordes periodullad. polRitikaSi unda igas gaTvalis
winebuli sistemaSi Sesvlisas gamomavalli Setyobinebis
ganax Beba. (araviTari piradi ufHlebebi, monitoringis war-

moeba da a.S))
pasuxismgeb B oba monacemebis gatarebaze

orgazacia riskis Sefasebisas auci Bebelia yuradRebis
migceva monacemebis gatarebis pasuxismgeb B obaze. anm
probBemis arsi Semdegia, Tu A organizaciaSi ar aris
realizebuli usaFrTxoebis saWiro zomebi da borotmzrax-
ve Ima moaxerxa erT-erTi sistemis warmatebulad gatexva,
maSin es sistema SeiZl eba gamoyenebu i ignas B
organizaciaze TavdasxmisaTvis. am SemTxvevaSi A organi-

zacias ekisreba pasuxismgebBoba B organizaciis winaSe.
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incidentis ganmeorebiT aRZvrisas usafrTxoebis ganyofi-
Bebis TanamSromBebma unda ganixiBon es sakiTxi orga-

nizaciis iuriskonsull tTan.

1.12. kritiku Bad mniSvne l ovani informaciul i
resursebis konFfidenciall obis sakiTxebi

es sakiTxi internetSi sadReisod gadaiqca centralur
prob Bemad. ukanasknel wHBebSi federaBurma mmarTve l obam
miiRo  kanonebi sabanko da  Finansuri institutebis

monacemebis konFfidenciall obis Sesaxeb.
informacia kB ientis Sesaxeb

infFormacia kHBlientis Sesaxeb ar aris organizaciis
kuTvni Beba — igi ekuTvnis kBients. ase, rom organizacianm
unda miiRos zomebi, raTa daicvas es informacia
arasangcirebulli wvdomisagan. es niSnavs, rom organizacias
SeuZlia gamoiyenos es informacia, magram amave dros
daicvas usafrTxoebis yvela norma da gamoiyenos igi
daniSnu Bebisamebr. Tu organizacia atarebda yvela zomas
gatexvis winaaRmdeg, am situaciaSi informaciulli usafrT-
xoebis ganyoFi Bebis TanamSrom B ebma unda imuSaon
organizaciis generallur iuriskonsulltTan, raTa ganixi Bos
an probBemis yveBla mxare da ganisazRvros Sesabamisi

zonebi.
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JanmrTe B obis dazRvevis dokumentaciis
angariSgebisa da portatull obis kanoni

1996 wHlis 21 agvistos gamovida janmrTe Bobis
dazRvevis dokumentaciis angariSgebisa da portatullobis
kanoni. (Health Insurance Portability and Accountability Act, HIPAA).
kanonSi naTqvamia, rom jJanmrTeB obis Sesaxeb informaciis
dacvis standartebis Segmnaze pasuxismgeb Bobas iRebs
JanmrTe B obis dacvis da socialluri samsaxurebis
saministro. kanoni awarmoebs  janmrTeBobis  Sesaxeb
infFormaciis standartizebas, pacientebis unikaBur
identifikatorebs da rac metad mniSvneBovania, am
informaciis konfidencialobisa da mT B ianobis dacvisaTvis

usafrT xoebis standartebis dadgenas.
usafrTxoebis wesebis moTxovnebi

usafrTxoebis wesebi moicaven saerTo mdgomareobebs

da detaBlur moTxovnebs Semdeg xuT speciFfikur sferoSi:
- usafrTxoebis administraciulli zomebi;

- usaFfrTxoebis Fizikuri zomebi;

- usafFrTxoebis tegnikuri zomebi;

- organizaciulli moTxovnebi;

- politika, procedura da dokumentaciaze moT xovnebi.

am  mdgomareobebis ZiriTadi mizani aris, rom

garantirebulli iyos janmrTelBobis Sesaxeb daculli

infFormaciis (Protected Heath Information, PHI) konFi-

dencial obis, mT Bianobis, wvdomadobis mxardaWera. isini
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konkretulli organizaciis moTxovnebis Sesrullebisas riskis

marTvaze swori modgomis gamoyenebis saSualebas iZHBevian.

nebismieri organizacia, romelic amuSavebs informa-
cias adamianis janmrTel obis Sesaxeb, unda SeiswavBos es
mdgomareobebi zedmiwevniT da gansazRvros ra aris gasa-
keTebeli. JanmrTe Bobis dacvis organizaciebs moeTxoveba

TavianTi  sistemebis muSaobis uzrunvelyoFfisaTvis da

procedurebis SesrullebisaTvis arsebiTi saSua lebebis

gamoyofa.
am  SemTxvevaSi informaciulli usafrTxoebis ganyo-

Filebis TanamSromBebi unda muSaobdnen HIPAA-s dacvis

sakiTxebis  konsull tantTan da organizaciis mTavar

iuriskonsu l tTan.
HIPAA moiTxovs TiToeuli organizaciisaTvis Semdegi
moTxovnebis Sesru llebas:

- usafrTxoebis marTva. ag Sedis riskis regularulli
analizi; riskebis marTvisaTvis Sesabamisi usafrTxoebis
zomebi; sangciis politika, vromelBic mimarTulia
moTxovnaTa dacvaze; JurnallSi Canawerebis, romelic
Seicavs Sesrullebuli mogmedebebis Sesaxeb informacias,
regularulli daTvaliereba

- usafFrTxoebaze pasuxismgebe B1 pirebis daniSvna

- adamianur  FfagtorTan dakavSirebulli usafrT xoebis
zomebi. Semdegi komponentebi ganixi Beba konkretul
organizaciasTan mimarTebaSi: avtorizaciis procedu-
rebi, wwvdomis donis dadgena, ganTavisufBebis procedu-

rebi.
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informaciaze wvdomis marTva. aucilebel komponents
warmoadgen janmrTelBobis dacvis sainformacio cent-
rebis muSaobis izolacia. es komponentebi ganixileba
konkretull organizaciasTan mimarTebaSi: wvdomis avto-
rizebis procedurebi, wvdonmis Ffaqtis dadgena, modiFi-
kaciis procedurebi.

usaFTxoebis zomebis saWiroebis ganswavBla. es komponen-
tebi ganixileba konkretull organizaciasTan mimar-
TebaSi: usafFrTxoebis mdgomareobis periodulli ganax-
1 eba; zianismomtan programulli uzrunve ByoFisgan
dacva; sistemaSi Sesvlis monitoringi da parolebis
marTva.

usaFrTxoebis incidentebis aRZvrasTan dakavSirebuli
procedurebi. politika da procedurebi, romlebic
miekuTvneba usaFrTxoebis incidentebs, aris auci Bebeli.
gegma gauTval iswinebeli mdgomareobis aRZvris
SemTxvevisaTvis. es komponentebi aris savalldebullo:
infFormaciis sarezervo asBebis Segmnis gegma; stiqiuri
ubedurebis Semdeg aRdgenis gegma da sagangebo mdgoma-
reobebis dros mogmedebis gegma. Semdegi komponentebi
ganixi Beba konkretull organizaciasTan mimarTebaSi:
gegmis periodulli Semowmeba da gadaxedva, gansazRvrulli
danarTebis mniSvne B obis Sefaseba.

Sefaseba. saWiroa dacvis periodulli Sefaseba, gansakuT-
rebiT im adgi Bebze, sadac moxda cv Ui Bebebi.

biznesis warmoebasTan dakavSirebulli kontragtebi da

sxva RonisZiebebi. auci Bebelia kontragtebis arseboba,
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romBebic gansazRvraven Sesabamis usafrTxoebis zomebs

nebismier organizaciasTan, romBebic erToblivad

iyeneben PHI-s.

usafrTxoebis Fizikuri zomebi

HIPAA-s usaFfrTxoebis wesebi iTvalliswinebs usafrT-

xoebis saerTo  Fizikuri zomebis miRebas, romelic

gamoiyeneba organizaciaSi kompiuterisa da qselebis usa-

FrTxoebisaTvis.
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SenobaSi wvdomis marTva. Semdegi komponentebi gani-
xi B eba konkretull organizaciasTan mimar TebaSi:
gauTvaliswinebeli mdgomareobis aRZvris SemTxvevi-
saTvis damuSavebulli gegma; wvdomis kontroli da
vinaobis dadastureba, saremonto samuSaoebis registra-
ciis da dacvis TFizikuri saSualebebis modi Fikaciis
procedurebi.

gamoyenebu Bi muSa sadgurebis marTva. muSa sadgurebis
Fizikuri parametrebis gansazRvris politika

mowyobi Bobebisa da informaciis matareb Bebis kont
roli. es komponentebi savall debul oa: procedurebi PHI-
sa da matarebBebis ganTavsebisaTvis, romellzec igi
inaxeba, PHI waS B a matareb Bebis ganmeorebiT gamoyenebis
win.  Semdegi komponentebi ganixi Beba konkretull
organizaciasTan mimarTebaSi: aparaturu i saSuall ebebis
da matarebBebis gadaadgi Bebis Sesaxeb Canawerebi, PHI-

is sarezervo asBebis Segmna gadaadgi N ebamde.



usaFrTxoebis tegnikuri saSuall ebebi

HIPAA usafrTxoebis wesebi Seicavs tegnikuri zomebis
mimarT moTxovnebs. usafrT xoebis gansazRvrull i meganizmebi,
rome Bsac organizacia irCevs mdgomareobis Sesrullebi-
saTvis SeiZlleba gansxvavdebodes riskis Sefasebisagan,
rome I sac awarmoebs organizacia es moTxovnebia:

- wvdomis marTva. es komponentebi savall debulloa: TiToe-
ulli momxmareb B isaTvis Tavisi wunikaBuri identifi-
katoris daniSvna, sagangebo mdgomareobebSi wvdonmis
procedurebis realizacia. Semdegi komponentebi gani-
xi Beba konkretull organizaciasTan mimarTebaSi. avto-
maturi gamosvla sistemidan da PHI-is daSifrva-
gaSifrva

- auditis marTva moicavs sistemaSi nebismieri sagmianobis
kv Bevisa da Caweris meganizmebis reall izacias.

- mT Bianoba. eleqgtronulli PHI-is autentifikaciis
meganizmebis damuSaveba.

- pirovnebis an obieqtis autentifikacia. im pirovnebebis
vinaobis dadasturebis meganizmebis damuSaveba, vinc
cdi lobs miiRos wvdoma PHI-ze.

- usafrTxoeba monacemebis gadacenmisas. Semdegi
komponentebi ganixi Beba konkretull organizaciasTan
mimarTebaSi: gadacemis procesSi PHI-is arauflebrivi
modifikaciis aRmoCenis meganizmebi da PHI-is daSifrvis

meganizmebi.
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usaFrTxoebis organizaciulli zomebi

HIPAA-s usafrTxoebis wesebi moicavs organizaciul
moTxovnebs, romel Ta reall izacias mivyavarT partniorebTan
da sponsorebTan kontraqtis modifikaciasTan. organiza-
ciebTan nebismieri kontragti, romelic mimarTullia PHI-ze,
unda moicavdes usaFrTxoebis uzrunvelyofis zomebs
callkeuli pungtebis saxiT. garda amisa _janmrTel obis
dacvis dagegmvis organoebis mier damuSavebu B i dokumen tebi
unda moicavdes PHI-is dacvisaTvis sponsoris nmier
Sesabamisi moTxovnebis Sesru ll ebas.

dokumentaciasTan dakavSirebu i poRitika,
procedurebi da moTxovnebi

yve Ba dokumentacia unda inaxebodes Segmnis dRidan 6
whlis ganmavBobaSi. yvela politika da procedurebi unda
iyos misawvdomi  maTTvis, vinc realizebas ukeTebs
usafrTxoebis meganizmebs.

organizaciis politika da procedurebi moiTxovs
ganax Bebas garemocvis an saeqspBloatacio moTxovnebis

cvlililebis Sesabamisad.

113. korporaciulli gselis informaciul i
usafrTxoeba

korporaciulli gseli miekuTveba ganawi Bebull kompiu-
terull sistemebs, romBebic axorcielleben informaciis
avtomatizebul damuSavebas. informaciulli usaFfrTxoebis

probBema aseTi sistemebisaTvis centrallur problemas
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warmoadgens. informaciulli usaFfrTxoebisadmi mzadyofnis
TvallsazrisiT SeiZleba gamovyoT kompaniis oT xi done:

0 done - informaciulli usafrTxoebiT kompaniaSi
aravin ar aris dakavebuli, kompaniis xe Bl mZRvane l oba ver
aRiqvams infFormaciulli usafrT xoebis prob Renis
mniSvne Bobas. ar aris daFinanseba. informaciuli uzrun-
velyofa reallizdeba operaciulli sistemebis, monacemTa
bazebis marTvis sistemebis da danarTebis saSuallebebiT
(saparoBl o dacva, resursebze da servisebze wvdonis
SezRudva) tipiur magaliTad SeiZBeba moviyvanoT kompania
TanamSrom Bebis mcire raodenobiT, romBebic dakavebu Eni
arian, davuSvaT, sagonlis yidva-gayidviT. yvela tegnikuri
sakiTxi ekuTvnis gseBuri adnministratoris, romelic
xSirad aris studenti, pasuxismgeb B obis sferos. aqg mTavari
aris is, rom yve laferi muSaobdes.

1 done — infFormaciulli usaFrTxoeba xell-nZRvane I obis
mier ganixileba rogorc wminda teqgnikuri problema, ar
aris erTiani programa (koncefcia, politika) kompaniis
informaciulli usafrTxoebis uzrunvelyofis sistenis
ganviTarebisaTvis. daFfinanseba mimdinareobs informaciulli
tegno B ogiebis saerTo biujetis FarglebSi. infFormaciulli
uzrunve ByoFfis reallizacia = nulovani donis saSuall ebebi
+ sarezervo asBebis saSualebebi, antivirusulli saSualle-
bebi, firewall, dacvis tradiciull i saSuall ebebi.

2 da 3 doneebi - inFormaciulli uzrunvellyofa
xe I mZRvane B obis mier ganixiBeba, rogorc organizaciuli

da tegnikuri RonisZiebebis komp B egsi, Finansireba
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mimdinareobs callke biujetiT. informaciulli uzrunvel-
yoFfis realizacia= pirveli donis saSuallebebi + gaZlie-
rebulli autentifikaciis saSuallebebi, safosto Setyobi-
nebebis anallizis saSual ebebi, SemoWris aRmomCeni sistenmebi,
dacullobis analizis saSuallebebi, erTjeradi autenti-
Fikaciis saSualebebi, Ria gasaRebebis infrastrugtura da
organizaciulli zomebi (gare da Sida auditi, riskis
anallizi, infFormaciulli usaFrTxoebis po B itika,
mdgomareobebi, procedurebi, reglamenti da xel@mnZRva-
ne 1 oba).

mesame done meoresagan gansxvavdeba SemdegiT:

informaciulli usafrTxoeba warmoadgens korpora-
ciulli kulturis nawills, daniSnulia pasuxismgebeli anm
sakiTxebSi. Finansireba xdeba callkeuli biujetis Car-
CoebSi, romelic umetes SemTxvevaSi Seadgens infFormaciulli
teqno B ogiebis biujetis araumetes 5%s. informaciulli
uzrunve Blyofis reallizacia=meore donis saSuallebebi +
informaciulli uzrunve lyofis marTvis sistemebi, uasaFfrT-
xoebis darRvevis incidentebze reagirebis jJgufi, servisis
doneze SeTanxmeba.

agedan gamomdinare infFormaciulli usafrT xoebis
uzrunve Byofis sakiTxebisadmi seriozulli nmidgoma aris
meore da mesame doneebze, xolBo pirvel da nawi Bobriy,
nu B ovan doneebze SeiZBeba iTqvas, rom am sakiTxebisadmi
aris mxolod Ffragmentulli mdgoma. ufro seriozulli
organizaciebi, romBebic Cvens mier ganxi Bulli

kBasiFikaciis safuZvell ze Seesabamebian meore da mesame
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dones, xasiaTdebian informaciulli usafFrTxoebisadmi komp-
Beqsur midgomiT. es midgoma aris korporaciull sistemebSi
infFormaciis damuSavebis daculli garemos Segmnis safuZveli.
aq Sedis uFlebrivi, moralur-eTikuri, organizaciuli,
informaciulli usafFrTxoebis uzrunve BlyoFfis programulli

da teqgnikuri saSuall ebebi.

1131 inFormaciu bi usaFrTxoebis
uzrunve Byofisadmi komp Beqsuri midgoma

inFormaciulli usafrTxoebis uzrunvelyofis ZiriTad
xerxebs miekuTvneba:
- sakanonmdeb B o (uFHBebrivi),
- moralur-eTikuri;
- organizaciulli (administraciulli),
- tegnikuri;
- programuli.

dacvis sakanonmdeb B o zomebi ganisazRvreba qveynis
sakanonmdeb B o  aqtebiT, ronBliTac reglamentirebullia
SezRudul'i wvdonmis informaciis gamoyenebis, damuSavebis
da gadacemis wesebi da dadgeni Bia am wesebis darRvevaze
pasuxismgeb B obis zomebi.

moraBlur-eTikur zomebs miekuTvneba qcevis wesebi,
romBebic umeteswiBlad ar aris savall debulo, magram misi
darRveva iwvevs adamianis avtoritetisa da prestilJis
dakargvas. magaBiTad, samedicino samsaxurSi moralur-

eTikuri normebi cnobi lia hipokrates Ficis saxe I wodebiT.
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dacvis organizaciulli (administraciulli) saSualle-
bebi warmoadgens organizaciull -tegnikur da organizaciul
uF Bebriv RonisZiebebs. organizaciulli RonisZiebebi moica-
ven aparaturis yvella strugqturull ellements maTi sasicocx-

Bo ciklis yvela etapze (nagebobis mSeneb B oba, sistenmis

proegtireba, mowyobi B obis montali da gawyoba, gamocda da

eqsp B oatacia).
organizaciulli zomebi iTvall iswineben:

- wvdomis SezRudva SenobaSi, romelBSic nimdinareobs
konFidencialuri informaciis damuSaveba.

- saidumBo informaciaze wvdomis nebarTvis gansazRvra.

- magnituri matarebBebis Senaxva Caketi l karadebSi.

- Rirebulli infFormaciis dasamuSaveb I ad erTi an
ramdenime kompiuteris gamoyofa da Semdgomi muSaoba
mxo B od gamoyofil kompiuterebze.

- displeis, kBRaviaturis da printeris 1iseTi saxiT
ganTavseba, rom dasamuSavebe i informaciis Sinaarsis
wakiTxva gamoricxuli iyos ucxo pirebis mier.

- im masalebis ganadgureba, romBebic Seicaven Rirebulli
informaciis fragmen tebs.

organizaciull -tegnikuri zomebi iTvall iswineben:

- kompiuteris saremontod gagzavnamde vinCesteris yvela
informaciis ganadgureba daball doniani Tormatirebis
saSua B ebebis gamoyenebiT.

- kompiuteris kvebis uzrunvelyofa callkeuli kvebis

wyarodan an Zabvis stabi B izatoris gamoyeneba.
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- informaciis gamosatanad TxevadkristaBluri an plaz-
muri dispBleebis, xolo dasabeWdad HBazerulli an
Wav Buri printerebis gamoyeneba.

- kompiuteris BokaBuri gselidan an daSorebuli
wvdomis gselidan gaTiSva masze konFidencialuri
inFormaciis damuSavebis procesSi, garda im SemTxve-
vebisa, roca saWi roa am informaciis gsBiT gadacema.

- informaciis ganadgureba uSuaBlod misi gamoyenebis
Semdeg.

tegnikuri saSuallebebi reallizdeba meganikuri, eleqt-
rulli, elegtromeganikuri da elleqtronulli mowyobi I obebis
saxiT.

programulli saSuallebebi warmoadgenen programull
uzrunve lyofas, romelic specialurad aris Segmili
infFormaciis dacvis TFfunqciebis SesasrullebBad. dacvis
saSua B ebebis amave kBass miekuTvneba: antivirusuli,
kriptografulli saSuall ebebi, wvdomis SezRudvis sistenmebi,
gse B TaSorisi ekranebi, SemoWris aRmomCeni sistemebi da
sxva.

korporaciulli gselis Taviseburebaa:

1 imave instrumentebis  gamoyeneba, rac  monacemebis
gadacemisas saerTo moxmarebis gsel Si.

2. informaciaze wvdoma SeuZBiaT kHlientebis SezRudul
Joufs organizaciis Sida gselSi. Sida qgseli
warmoadgens HBokalBlur gsells, romelBic gamoyofilia

globaluri gselisagan firewall-iT.
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3. brunavs sami saxis informacia. oFficialuri, proeqtulli
anu jgufuri da araoficialluri.
4. korporaciulli gselis marTvis centrallizebulli

sistemis arseboba.

1132. gse B is usafrTxoebis marTvis strugtura
ZiriTadi moTxovnebi
infFormaciis usafrTxoebis uzrunvelyofis sistemas
unda hgondes mravalBl doniani strugqtura da moicavdes Sem-
deg doneebs:
- avtomatizebu i samuSao adgi Bebis dacvis done;
-  BokalBluri gsellebisa da sainformacio serverebis dac-
vis done;
- korporaciulli avtomatizebulli sistemebis dacvis done.
avtomatizebulli samuSao adgilebis dacvis doneze
unda ganxorcieldes operaciulli sistemis momxmareb Nebis
autentifikacia da identifikacia. unda ganxorcielldes
wvdomaze marTva: obieqtebze subieqtebis wvdomis wardgena
wvdomis matricis Sesabamisad, wvdomis subieqtis yvella
mogmedebis aRricxva da registracia saregistracio Jurna
BebSi. unda iyos uzrunvelyofilli programulli garemos
mT Bianoba, informaciis dacvis saSuallebebis periodulli
testireba
BokaBuri qgsellebis da gseBuri serverebis dacvis

done unda uzrunve lyofdes:
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- momxmareb B is identifikacias da komponentebze wvdonmis
vinaobis dadgenas;
- autentifikaciis monacemebis dacvas;
- serverze wvdomisas vinaobis dadgenas.
unda moxdes Semdegi xdomi Bebebis registracia
- identifikaciisa da autentifikaciis meganizmebis gamoye-
neba;
- kritikulli obieqtebis momxmareb B ebis mogmedebebi;
- operatorebis da sistemuri administratorebis mier
Sesru Bebu Bi mogmedebebi;
registraciis parametrebi:
- xdoni Bebis TariRi da dro;
- momxmarebe N i;
- SemTxvevis tipi;
- warmatebu B i an warumatebe B i mcde ll oba
korporaciulli avtomatizebulli sistemis dacvis done
unda garantirebdes:
» informaciis gadacemis mnT Bianobas wyarodan adre-
satamde:
- autentifikacias;
- sakomunikacio velis mT I ianobas;

- partniorebis mier Setyobinebis gadacemis an miRe-
bis Fagtis uaryofis dauSveb I obas.

» momsaxureobas mtyunebebis gareSe:

- Fungcionirebis uwyvetoba,
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- “momsaxureobaSi mtyuneba~ tipis Tavdasxmebis mi-
marT simtkice;
- monacemebis gadacemis daculli protokoli.
» informaciis arasanqcirebu i gaxsnisagan dacvas:
- monacemebis konfedenciall obis Senaxva daSifrvis
meganizmebis daxmarebiT;
- gadacemis marSrutis arCeva.
dacvis saSuall ebebi unda uzrunve I yofdnen:
- Sinaarsis konfedenciall obas;
- Sinaarsis nT Iianobas;
- Setyobinebis wyaros autentifikacias;
- miRebis dadasturebas;
- gadacemis dadasturebas;
- wyaros utyuarobas;
- wvdomaze kontrollis marTvas;

- programulli uzrunvelyofis dacvas modi¥fikaciisagan

axall 1 Fungciebis damatebis gziT.

1133, korporaciulli gse Bebis dacvis Tanamedrove
tegno B ogiebi
firewall (cecxBovani kedeli) aris Bokalluri an
Ffungcionalurad ganawi Bebulli programulli (programull -
aparaturull i) saSualleba (komp Begsi), rome lic axorciellebs
sistemaSi Semomavall informaciaze kontrolls. firewall aris

sakontrollo pungti ori gselis sazRvarze. yvelaze gavr-
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cellebull SemTxvevebSi es sazRvari mdebareobs organi-
zaciis Sida gsellsa da gare gsells, Cveullebriv, internets
Soris. zogadad, firewall SeiZleba gamoyenebull  ignas
organizaciis korporaciulli qgselis Sida qveqsellebis
gamoyoFfisaTvis.

firewall, rogorc sakontro Bl o pungtis, amocanebia:

- kontroli nmnTeli trafikis, romelic Semodis Sida

korporaciull gselSi;
- kontroli nmTeli +trafikis, romelic gamodis Sida

korporaciulli gsell idan.

nax.1.13.3.1. korporaciull gse B Si firewall ganTavseba

informaciull i nakadebis kontrolli mdgomareobs

nakadebis FiltraciaSi da mis mocemuli wesebis nakrebis

Sesabamisad gardagmnaSi. ramdenadac Tanamedrove firewall

Ffilltracia SeiZleba ganxorcielldes Ria  sistemebis
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urTierTgmedebis etaBlonuri modellis sxvadasxva doneze,
firewall moxerxebu B ia warmodgeni I ignas Fi l trebis sistenmis
saxiT. TiToeulli TFilltri masSi gamavali monacemebis
analizis safuZvelze iRebs gadawyvetilebas - gaataros

Semdgom, gadaisroBlos ekranze, dabBokos Tu gardagmnas

monacemebi.
gardagmnz N
gatareba
Filtril filtri 2 Ffiltri 3
dab 0 okva
adresatze
gagzavna

nax.1.13.3.2. firewall Fi B traciis sgema

firewall-is ganuyofeli Ffungciaa informaciulli gacvlis
protoko lireba registraciis Jurnallis warmoeba
administrators saeWwo mogmedebebis, firewall —is konFigu-
raciaSi Secdomebis gamovlenis da firewall-is wesebis

cvililebis Sesaxeb gadawyvetiBebis miRebis saSua ll ebas

aZ B evs.
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113.4. Tavdasxmebis gamomv Beni sistemebi

sistemebis normaBuri  FunqgcionirebisaTvis auci-
Bebelia Tavdasxmebis gamomv B eni sistemebis (IDS)
gamoyeneba. Tanamedrove periodSi korporaciulli gselebis
usaFrTxoebis uzrunvelyofis pragtikaSi IDS sull ufro
TfarTod inergeba. Tumca aris rigi probBlemebisa, romBebic
arTulleben aRniSulli sistemebis danergvas. ganvixi BloT
zogierTi maTgani:
-  komerciulli IDSis maRali Rirebullebg;
- Tanamedrove IDSis arc ise maRali efeqturoba;
- gseluri Tavdasxmebis ganxorcie BebasTan dakavSirebull'i
riskebis Seufaseb ll oba;
- organizaciaSi riskebis analizisa da marTvis meTodikis
ararseboba.
Tavdasxmebis gamomv B eni sistemebis tipiuri argiteg-

tura naCvenebia nax.1.1333.-ze. igi moicavs Semdeg kompo-

nentebs:

1. sensori (inFormaciis Segrovebis saSuall ebebi);
2. analizatori (informaciis analizis saSua leba);
3. reagirebis saSualeba;

4. marTvis saSualeba

raTgmaunda yveBa es komponenti SeiZlBeba TFungcio-

nirebdes erT kompiuterzec da erTi danarTis FfarglebSic,

magram umeteswi B ad isini teritoriullad da
Ffungcionalurad ganawi Bebu B ni arian. IDS-is iseTi
komponentebi, rogoricaa anallizatori da marTvis
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saSua B eba saSiSia ganTavsdes Sida gse BSi firewall-is Semdeg,
ramdenadac Tu isini komprometirebulli 1ignebian, maSin
borotmzraxve s wesebis bazis, romellsac iyenebs IDS,
safuzvelze SeuZzlBlia nmiiRos Sida dasacavi gselis
struqturis Sesaxeb infFormaciaze wvdoma.

ganvixi BoT Tavdasxmebis gamomv B eni sistemis tipiuri
argiteqtura. gselBuri sensorebi axorciellebs qgseluri
trafFikis datacebas, hostis sensorebi infFormaciis
wyaroebis saxiT gamoiyeneben operaciulli sistemebis xdonmi-
B ebebis registraciis Jurnallebs, monacemTa bazebis marTvis
sistemebs da danarTebs. serverze ganTavsebuli anali-
zatori axorciellebs sensorebisagan miRebuli informaciis
centralizebull Sekrebas da analizs.

reagirebis saSualebebi SeiZBeba ganTavsdnen gselis
monitoringis sadgurebze, firewall, serverebze da Sida gsel is
muSa sadgurebze. Tavdasxmebze reagirebis tipiuri
mogmedebebi moicavs usa¥rT xoebis administratoris gafrT-
xi Bebas (eBeqtronuli FostiT an sxva saxis SetyobinebiT),
gseluri sesilis da samomxmareb 1 o saregistracio
Canawerebis dab B okvas Tavdasxmis dauyovneb Biv Sewyvetis
mizniT, aseve TavdamsxmeBi mxaris mogmedebaTa protoko-

B irebas.
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nax.1.13.3.3 IDSs tipiuri argiteqtura

marTvis saSuallebebi gaTvaliswinebulia Tavdasxmebis
gamomv Beni sistemebis komponentebis administrirebisaTvis,

usaFrTxoebis darRvevis gamovBenisa da reagirebis allgo-
riTmebis damuSavebisaTvis.
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ukanaskneli aTwBeullis ganmavBobaSi |Internet da
saerTo wvdomis qselebis ganviTarebam msofFHBioSi didi
naxtomi gaakeTa informaciis gavrcellebisa da mopovebis
Tvall sazrisiT. momxmarebBebma miiRo 1iafi da misawvdonmi
kavSiris arxebi, amasTan gaizarda informaciis datacebis
saFrTxe korporaciull da sauwyebo qselebSi. gsellur
Tavdasxmebze agtiuri winaaRmdegobis gasawevad biznesSi Ria
gse Bebis usaFrTxod gamoyenebisaTvis 90-iani wHBebis dasaw-
yisSi daibada da agtiurad viTardeba daculli virtualuri
kerZo qselebis agebis koncefcia - VPN (Virtua Private
Networks).

VPN agebis koncefcias safuzvBad udevs sakmaod
martivi ideaa Tu gBobaBlur qgselSi aris ori kvanZi,
romBebic cvlian informacias, maSin Ria gqse B Si gadasaceni
informaciis konfidenciall obisa da mT B ianobis
uzrunve ByofisaTvis maT Soris aucillebelia aigos vir-
tualluri gvirabi, rome ll ze wvdomac unda iyos
garTullebulli yvela Sesazlo aqgtiuri da pasiuri gare
damkvirveb BisaTvis. termini virtuaBluri miuTiTebs imaze,
rom SeerTeba gselis or kvanZs Soris ar aris mnudmivi
(xisti) da arsebobs mxo Bod gsel Si trafikis gavlis dros.
aseTi virtualluri gvirabebis Formirebis upiratesoba
mdgomareobs Finansuri saSua B ebebis mniSvne I ovnad

dazogvaSi.
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1.14. Firmis inFormaciull i usaFfrTxoeba

Firmis dacvis obieqtebs warmoadgenen:

- personali, romelSic Sedis xelmZRvaneli muSakebi;
personalli, romBebic +¥HBoben im kategoriis infor-
macias, romelic komerciull saidumBos warmoadgens;
gare samsaxurebis muSakebi da sxva;

- Finansuri saSuallebebi (vaBluta, Zvirfaseulloba, +Finan-
suri dokumentebi da sxva);

- materialuri saSuallebebi (nagebobebi, aRWurvi I oba,
sacavebi, transporti da sxva);

- informaciulli resursebi SezRudulli wvdomiT, romle-
bic  warmoadgenen samsaxureobriv da  komerciul
saidumB os, aseve sxva konTFfidencialuri informacia,
informaciulli masivebi da monacemTa bazebi, programulli
uzrunve lyofa;

- informatizebis sistemebi da saSual ebebi;

- tegnikuri saSualebebi, aseve materialuri da infornma-
ciulli resursebis dacvis sistemnebi.

nax.1.14.1. moyvani Bia pirovnebis usafrTxoebis koncep-
tualluri modeli, romelic moicavs safrT xeebs, safFrTxeTa
obieqtebs, safrTxeTa wyaroebs, aseve safrTxeTa sxva
maxasiaTebBebs da piradi usafrTxoebis uzrunvellyoFfis

saSua l ebebs.
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safrTxeTa
obieqtebi

saFrTxeebi

safrTxeTa
wyaroebi

A

adgi B samyofeli

meTodebi

dacvis

4

pirovneba

Tavdasxma

dro

/

vl

dacvis
mimarTu B eba

dacvis
saSua 0 ebebi

nax.1.14.1. pirovnebis usaFrTxoebis konceptualuri

danaSau B ebrivi

gmedeba

mode i

materialur Faseull obebTan

(produgciis), SenobebTan (maT Soris sacxovrebeli), nage-

bobTan da sxva resursebTan

gmedebebSi:

- konstrugciis, dizainis gacnoba;

- produgciis gayall beba;

- larcva,

- warmoebis Spionali;

- TaRNBiToba;

- sxvadasxva gzebiT ganadgureba (afeTqeba,
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nax.1.14.2. moyvani Bian produqciis usafrTxoebis koncep-
tualluri modeli.
safrTxeebi dacvis
obieqtebi
safFrTxeTa dacvis

wyaroebi produgcia
(materialluri
Faseu I obebi)

mimarTu Beba

SafrT:(eTa \

zomebi

obieqtebi dacvis

nax.1.14.2. produqciis usaFrTxoebis konceptualluri

produqciasTan mimarTebaSi samarTall sawina
aqciebis miznebia:

- Ria terori;

aRmdego

- seriozulli moralur-materialuri zarall is miyeneba;

- xangrZblivi drois ganmavBobaSi normaBuri +Ffungcio-

nirebis Sewyveta,;
- Tanxebis gamoZallva;
infFormaciasa da informaciull resursebTan
TebaSi vl indeba Semdegi safrTxeebi:
- mnT Bianobis darRveva;

- konFidenciall obis darRveva;

- wvdomadobis darRveva.

mi mar-
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safFrTxis safrTxeebi safrTxeTa adgi Bsamyofel i
obieqtebi wyaroebi
pirovneba mkv B e 1 oba xu B ignebi sax b1, agaraki
ojaxis Zal adoba Seuracxadebi | samuSao oTaxi
wevrebi
naTesavebi Zarcva damnaSaveebi quCa
nacnobebi Santaldi mkv B e B ebi transporti
goneba Tavdasxma sazogadoebrivi
adgi Bebi
Seuracxyotfa
Tavdasxma dro dacvis dacvis dacvis
mimarTu Bebebi | saSuall ebebi meTodebi
sicocx Beze piradi iuridiulli pirovnebis TviTdacva
JanmrTel o sanuSao | Fizikuri kabinetis piradi
baze dacva
Tavisuf le- Svebu informaciulli | binis
baze B eba
pirad miv 0 ine avtomobi Bis
Rirsebebze ba
dokumentebze avtoTfarexis
Tfull ze da
Taseull o-
bebze
usafrTxoebis sistemis organizaciulli strugtura
SeiZleba 1iyos sxvadasxva saxis da damokidebullia konk-

retulli organizaciis (banki, Firma), misi masStabebis, sakuT-

rebis TFformis da sxva saxeze. misi Semna aucillebellia
gamiznuBlad da racionallurad. magsimaBlurad unda ignas
gamoyenebu Bi  biznesis usafrTxoebis sFferoSi specia

I istebis gamocdi Heba.
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saFrTxeebi safrTxeTa safrTxeTa
wyaroebi obieqtebi
- gacnoba - TanamSrom B ebi - produgqcia
- gaya l beba - Suamav B ebi - warmoebis
- warmoebis - damkveTebi saSua B ebebi
tegno B ogiis - damnaSaveebi - informacia
darRveva - konkurentebi
- qurdoba
- sawarmo
SpionalJi
- TaRBiToba
- ganadgureba
dacvis dacvis mimarTu B eba dacvis zomebi
obieqtebi
- teritoria - samarT Bebrivi - dacva
- Senoba - organizaciull i - redimi
-Baboratoria - sainJinro - xXarisxis
kontroli
- sawyobebi tegnikuri - Semosav B ebis
- transporti aRricxva da
kontrolli
Firmis usafrTxoebis sistemis strugtura, Semad-

genB oba ganisazRvreba TFirmis realuri moTxovni BebebiT
da misi informaciis konFidencialobis xarisxiT. organi-
zaciis masStabebisa da simZBavris mixedviT misi usafrT-
xoeba da informaciis dacva SeiZlleba uzrunvelyofill ignas
sxvadasxva saxiT, magram pasuxismgeb I oba ekisrebaT:
1. sistemaze pasuxismgebe @ xe BmZRvanels;
2. Firmis usafrTxoebis sabWos;
3. Firmis usafFrTxoebis samsaxurs.

usaFrTxoebis sistemis Segmnis gadawyveti Beba miiReba

Firmis xe @I mZRvanebis mier misi wesdebis mixedviT. Firmis
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usaFrTxoebis sistemis pasuxismgebelBi xe@mZRvaneli aris
diregtori an misi moadgi e

Firmis usafFrTxoebis sabWo es aris kolegialuri
organo. sabWo asrullebs konsull taciis TFungciebs, xollo
misi winadadebebi atareben sarekomendacio xasiaTs. sabWos
yveBla wevri iniSneba direqtoris mier wamyvani specialis
tebidan, romell Tac gaaCniaT muSaobis gamocdi Beba an arian
dainteresebu Ini usafrTxoebis dacviT.

sabWos ZiriTadi amocanebia:

- ekonomikuri usafrTxoebis uzrunveBlyoFfisaTvis Firnmis
sagmianobis ZiriTadi mimarTullebebis Sefaseba da
SemuSaveba;

- usaFfFrTxoebis sistenis srullyofis perspeqtiulli
programebis damuSaveba;

- usafrTxoebis sakiTxebTan dakavSirebiT Firmis qvedana-
yoFfebis erTob Rivi gegmis ganxi Bva;

- saangariSo pirobebSi usafrTxoebis sistemis mdgonma-
reobis, Semadgen I obis ganxi lva.

sabWos  mogmedebis areSi pragtiku lad imyofeba
sawarmos sagmianobis mTeli sfero, sasagonl o bazari da
momsaxureoba. bazarze mocemuli sawarmos adgili, konku-
rencia da danaSaullebrivi gmedebebi. am sakiTxebSi sabWo
uzrunve Byofs:

- tegnikur-warmoebiTi, komerciulli da administraciulli
mogmedebebis analizs;

- bazrisa da konkurenciis Sesaxeb, aseve partniorebsa da

kB ientebze informaciis anallizs. cnobebis gansazRvras,
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romBebic eyrdnoba informacias Sekrebasa da dagro-
vebas;

- cnobebis, romelic warmoadgens komerciull saidumlos,
periodull koreqtirebas da damuSavebas;

- konfidencialur dokumentebze wvdomis sakiTxis
yove Bw B iur Sefasebas.

Firmis usaFfrTxoebis samsaxuri — damoukidebell i
struqturulli gvedanayofia. igi wyvets Ffirmis
sasicocx B od mniSvne Bovani interesebis dacvis sakiTxebs,
komerciull da sawarmoo riskis pirobebSi.

Firmis usaFrTxoebis samsaxuris  Semadgen B obaSi
Sedis:

- dacvis ganyofi leba;

- reldimis ganyofi leba;

- kadrebis ganyoTfi Beba;

- specialuri dokumentbrunvis ganyofi Beba (dokumentebis
ganyoFileba grifiT ~komerciulli saidumll 0~),

- sainJinro teqgnikuri usaFrTxoebis ganyofi leba;

- kontrdazvervisa da sainformaciocanallitikuri sag-
mianobis ganyofi Beba.

Firmis usafFrTxoebis sistemis struqturis magaliTi

moyvani Bia nax.1.14.3.-ze:
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dawesebu B ebis pasuxismgebe H'i
xe ImZRvane B i

usafrTxoebis usafrTxoebis
iuriskonsull ti sabWo
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nax.1.14.3. dawesebu B ebis usaFrTxoebis sistenis
strugturis magaliTi

114



115. Firmis usafrTxoebis sistemis miznebi,
amocanebi, funqciebi

Firmis usafrTxoebis uzrunvelyofa warmo-adgens
komerciulli sagmianobis ganuyofel nawills. usaFrTxoebis
mdgomareoba warmoadgens codnasa da unars, raTa sxvadasxva
strugturebs win aRudgnen Firmaze zaralis miyenebis
Tavidan asacilebBad, raTa daicvan Firmis interesebi gare
da Sida safrT xeTagan.

Firmis, organizaciis informaciuli usafrTxoebis

uzrunve ByoFfisaTvis mogmedebebis mimdevroba mocemullia

cxri lebSi:
lkonfidencialluri 2.informaciis
etapebi informaciis Rirebu Bebis
Sinaarsis anallizi anallizi
ra cnobebi unda inFormaciis
ignas daculli? gaJonvis ra

arxebi aris?
vis ainteresebs
dasacavi cnobebi da | gaJonvis

rodis? arxebis
mowyv B adobis
i i i i isxia?
unda gadawydes cnobebis miReba? ramdenad

Semcirdeba
inFormaciis
mowyv B adoba
dacvis siste-
mebisa da sa
Sua 0 ebebis
gamoyenebisas?

pasuxismgebe B i organizaciis administracia
Semsru Beb B ebi xe ImZRvane I oba
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3.infFormaciis
Rirebu B ebis
Sefaseba

4.inFormaciis
dacvis mogmedi
sistenis
gamokv B eva

5.informaciis
dacvis axali
sistemis da-
muSavebaze
danaxar jebis
Sefaseba

infFormaciis
gaJonvis ra
arxebi aris?

gaJonvis arxebis
mowyv Badobis ra
xarisxia?

ramdenad Semcir-
deba informaciis
mowyv Badoba dac-
vis sistemebisa
da saSua 0 ebebis
gamoyenebisas?

usaFrTxoebis ra
zomebi
gamoiyeneba?

informaciis
dacvis organiza-
ciis rogori
donea?

rogoria infor-
maciis dacvis mi-
sawvdomi zomebis
Rirebull eba?

rogoria mogmedi
dacvis sistenis
efeqturoba?

ra Rirs axali
dacvis sistema?

axall sistemas
organizaciis
rogori done
aqvs?

rogori
Rirebu ll ebaa
misawvdomi?

axall i sistenis
dros rogori
igneba mogeba?

usafrTxoebis
ganyoFi Bebis
special istebi

administracia,
usaFrTxoebis
ganyoTfi Beba

safinanso-sagegmo
samsaxuri

6. infFormaciis
dacvis zonmebis

7.informaciis
dacvaze persona-

g8.informaciis
dacvis teqnoll o-

organizacia Buri pasuxis- giis realizacia
mgeb B obis
mimagreba
rogoria axali dasacav cnobebze | rogoria sai-
Fungciebi? romel dumBo infor-

rogori axali
personall i igneba
moTxovni Bi?

konkretull Tana-
mSrom B ebs aqvT
wvdomis uf leba?

gaiares Tu ara

maciis priori-
teti?

ra damatebiTi
resursebi igneba
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rogori kvali- aRniSnu B ma saWiro?

Fikaciaa saWiro TanamSrom B ebma

axall valldebulle- | Semowmeba? vin aris pasu-

baTa Sesasru ll eb-
1 ad?

xismgebe Bi ids
proeqtis part-
niorebTan Se-
Tanxmebaze?

proeqtis
reall izaciis
CanaFigri.

administracia, usafrTxoebis administracia,
usaFrTxoebis ganyoFi Beba proeqtis rea

ganyoFi B eba

Bizaciis jgufi,
usaFrTxoebis
ganyoFi B eba.

9. infFormaciis dacvis
mimarT Segnebulli
damokidebu B ebis

garemos Segmna

10. axal'i dacvis
sistemis eqsp B oata-
ciaSi miReba da
kontrolli

aris Tu ara organi-
zaciis politika in-
Fformaciis dacvaze?

aris Tua ara
momzadebisa da
ganswav B is progranma
TanamSrom B ebisaTvis
axalli ids proeqtis

rogori unda iyos
sistemis mimRebi spe-
cial istebis jgufis
Semadgen I oba?

aris Tu ara infor-
maciis usafrT xoebis
standartebi?

pirobebSi? ramdenad efeqturia
infFormaciis dacvis
axalli sistema?
ra gaumjobesebebi
SeiZ B eba moxdes?
usaFrTxoebis ids-s muSaobis
ganyoFi 0 eba, Cabarebis da
usaFrTxoebaze kontrolis jgufi

pasuxismgebe B i pirebi
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Firmis usafrTxoebis sistemis miznebia
Firmis, misi struqturulli qgvedanayofebisa da TanamS-
romB ebis uFBebebis dacva;
Finansuri, materialuri da informaciulli resursebis
Senaxva da efeqturi gamoyeneba;
safrTxeTa da misi mizezebis droulli gamovBlena da
Tavidan aci Beba;
infFormaciis SezRudu i wwdonis kategoriaze mikuTvneba
(samsaxureobriv, komerciull saidumBod, sxva saxis
konfidencialur informaciaze), mowyvBadobis sxva-
dasxva doneze.
safrTxeebze operatiulli reagirebis meganizmebisa da
pirobebis Segmna, TFungcionirebis uaryofiTi tenden-
ciebis gamov l eng;
Fizikuri da iuridiulli pirebis mier arasamarT Bebrivi
gmedebebiT miyenebuli zaralBlis magsimaBuri Bokalize-

bisaTvis pirobebis Segmna.

usaFrTxoebis sistemnis ZiriTadi amocanebia:

118

- Firmis Ffungcionirebis usafrTxoebis uzrunve lyofa
da konfidencialuri informaciis dacva;

- materialuri, Finansuri da informaciulli resurse-
bis uflebrivi, organizaciulli, inJiner-tegnikuri
dacvis organizeba;

- specialluri sagmeTawarmoebis organizeba, romelic
gamoricxavs konFidenciaBluri cnobebis arasanqci-

rebu l miRebas;



ganTanxmebis, gaJonvisa da konfidencialur informa-
ciaze arasanqcirebulli wvdonis SesaZ B o arxebis
gamov Bena da BokalBizeba, rogorc yove ldRiur sag-
mianobaSi, aseve eqstremallur situaciebSi;
usafrTxoebis redimis uzrunvelyofa yvela saxis
sagmianobis dros, romelic SeiZlleba iyos Sexvedrebi,
mo B aparakebebi, TaTbirebi, romelic dakavSirebullia
sagmian TanamSrom BobasTan adgi Bobriv da saerTa-
Soriso doneze;

Senoba-nagebobebis, mowyobi B obebis, tegnikuri saSua-
B ebebis dacvis uzrunve Il yofa;

personall is usafrTxoebis uzrunve lyofa;
informaciull -analitikuri sagmianoba borotmzrax-
ve Bebisa da konkurentebis arauflebrivi mogmede-
bebis gamov B enisa da situaciis SefasebisaTvis;

usafFrTxoebis sistema mogmedebs Semdegi oOrgani-

zaciull -samarT Bebrivi dokumentebis safuzZvell ze:

wesdeba;

saxe ImZRvane B o konFfidencialluri informaciis dacvaze;

instrugcia ucxoell specialistebTan muSaobis wesebze;

saxe ImZRvane o tegnikuri saSualebebisa da nagebobebis

sainJinro-tegnikur dacvaze.

usafrTxoebis sistema asrullebs Semdeg konkretul

Funqciebs:
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xe ImZRvane B obs Firmisa da misi strugturulli gvedana
yofebis usaFrTxoebis samarT Bebrivi da organizaciulli
regu l i rebis samuSaoebs;

SeimuSavebs dokumentebs usafrTxoebis zomebis organi-
zebisaTvis;

axorciellebs qonebisa da materiaBluri Taseull obebis
Tizikur dacvas;

axorciellebs informaciis gaJonvis SesaZlBlo arxebis
B okal izebas da gamov lenas;

axorciellebs komerciulli saidumBlos dacvaze kont-
rolls;

akontrollebs BokalBuri gselis usafrTxoebis administ-
ratoris muSaobas;

organizebas ukeTebs TanamSromBebisa da speciall istebis
momzadebas usafrTxoebis sakiTxebSi;

monawi Beobs usaFrTxoebis sakiTxebTan dakavSirebuli

dokumentebisa da brZanebebis momzadebaSi.



116. rekomendaciebi gseBuri usafrTxoebis
uzrunve lyoTfaSi

rekomendaciebSi gaTvaliswinebulia miTiTebebis nak-
rebi, romelic uzrunvelyofs usafrTxoebis moTxovnil
dones. rekomendaciebi aris miTiTebaTa kombinacia, romell Ta
efeqturoba dadasturebullia maTi sxvadasxva organizaciaSi
gamoyenebisas. ra Tgma wunda yveBla nmiTiTeba ar aris
gamosadegi konkretuli organizaciisaTvis, zogierT kompa-
niaSi saWiroa damatebiTi politikisa da procedurebis

SemuSaveba.

1.16.1. administraciull i usaFrTxoeba

administraciull i usaFrTxoebis rekomendaciebi aris is
gadawyveta, romelic Seesabameba po litikas da procedurebs,
resursebs, pasuxismgeb Bobis xarisxs, personallis ganswav-
Bis moTxovnebs, kritikuli situaciebidan gamosvlis geg-
mebs.

usafrTxoebis politika gansazRvravs meTods, romblis
Tanaxmad uzrunve ByoFfi i xdeba usafrTxoeba organizaciis
SigniT. polRitikis gansazRvris Semdeg gaTvall iswinebullia,
rom kompaniis TanamSromBebi pasuxismgebBebi arian nis
dacvaze. rasakvirvelia srulli dacva yove I Tvis ver moxerx-
deba. zogierT SemTxvevaSi politika SeiZlleba dairRves
organizaciis sagmian urTierTobebTan dakavSirebiT. aris
SemTxvevebi, rodesac po Ritikis ignorireba ganpirobebullia

misi Sesrull ebis sirTulliT.
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politika da procedurebi

rekomendaciebis saxiT SeiZleba ganvixi BoT Semdegi

po Ritika:

inFormaciulli politika gansazRvravs informaciis gasa-
idumB ovebis xarisxs organizaciis SigniT da am infor-
maciis SenaxvasTan, gadacemasTan da marTvasTan dakav-
Sirebul moTxovnebs.

usaFrTxoebis politika gansazRvravs usafrTxoebis aw-
yobisa da marTvis tegnikur saSuall ebebs.

gamoyenebis po Bitika gansazRvravs kompiuterulli sis
temebis gamoyenebis dasaSveb dones da sajarimo sang
ciebs, romBebic gaTvaliswinebullia aRniSnullis aramiz-
nobrivi gamoyenebisas. es politika gansazRvravs aseve,
organizaciaSi programulli uzrunve Blyofis dayenebis mi-
saReb meTods.

sarezervo aslebis politika gansazRvravs monacemebis
sarezervo asBebis Segmnis periodull obas, aseve, sare-
zervo monacemebis callke sacavebSi gadaadgi lebebze
moT xovnebs.

politika ar aris amomwuravi organizaciis usafrT-

xoebis uzrunve ByoFfisaTvis. unda ganisazRvros procedu-

rebi, rombis Tanaxmadac TanamSromMBebma unda Seasrullon

gansazRvru i davalebebi da romBebic gansazRvraven Semd-

gom nabijebs sxvadasxva situaciis damuSavebaSi, usafrT-

xoebis TvalsazrisiT. organizaciis SigniT SeiZlBeba gani-

sazRvros Semdegi procedurebi:
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- momxmareb Bebis marTvis procedura gansazRvravs vin
unda ganaxorciell os avtorizebulli wdoma organizaciis
ama Tu im kompiuterze, administratorebma momxmareb il ebs
ra saxis informacia unda warudginon. aseve aRniSnulli
procedura gansazRvravs Tu Vvis ekisreba pasuxis-
mgeb B oba administratoris informirebaSi imis Taobaze,
rom TanamSromels aRar moeTxoveba saaRricxvo Canawe-
rebis gakeTeba. saaRricxvo Canawerebis gaugmeba mniSv-
neBovania im TvallsazrisiT, rom organizaciis siste-
mebze da qselBebze wvdoma hgondeT mxoBod Sesabamisi
sagmiani moTxovni Bebebis mgone pirebs.

- sistemuri administratoris procedurebi aRwers drois
mocemu l momentSi Tu ra saxiT miiReba usafrTxoebis
politika sxvadasxva sistemaze. es procedura zedmiwev-
niT gansazRvravs ra saxiT unda ganxorciell des ganax-
Bebebi da maTi dayeneba sistemebze.

- konFiguraciis marTvis politika gansazRvravs funqcio-
nirebad sistemebSi cvBillebaTa Setanis mogmedebebs.
cvlilebebi SeizlBleba moicavdes programulli da apara-
turulli uzrunvelyofis ganaxBebas, axalli sistenmebis

mier Tebas da arasaWiro sistemebis amogdebas.
resursebi

usafrTxoebaSi koreqtulli rekomendaciebis misaRebad
saWiroa ganxorcieldes resursebis gansazRvra Tumca, ar
arsebobs Fformullebi, romelic SeiZleba gamoyenebull ignas

imis gansazRvrisaTvis, Tu vramdeni vresursi (Fulli an
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TanamSrome Bi) unda ignas gamoyofili usaFrTxoebis prog-
ramis Sesabamisad. resursebis raodenoba unda ganisazRvros
riskebis damuSavebis algoriTmis Sesabamisad. am SemTx-
vevaSi gamoiyeneba proeqtis marTva. nax.l1.16.11-ze naCvenebia

resursebs, drosa da proeqtis ares Soris damokidebu l eba.

) resursebi
proeqtis
marTva

are

nax.1.16.1.1. proeqtis marTvis diagrama

Tu usafrTxoebis programa aRigmeba, rogorc proeqti,
maSin organizaciam an wunda gamoyos sakmarisi resursi
samkuTxedis gaTanabrebisaTvis an gaafarTovos dro an
Seamciros are.

personali

imisgan damoukidebBad Tu ramdenad mcirea an didi
organizacia, zogierT TanamSrome s unda daevall 0OS mowyv-
BadobaTa damuSavebasTan da informaciulli usafrTxoebis
uzrunve BlyofasTan  dakavSirebuli amocanebis Sesrulleba.
mcire organizaciebSi es SeiZleba SeasruBlos infornma-
ciulli tegnoBogiebis TanamSrome Bma. ufro msxvill organi-
zaciebSi unda arsebobdes usafrTxoebis ganyofi llebebi.
rekomendaciebSi ar aris naCvenebi TanamSromeBl Ta raode-

noba, magram zedmiwevniT rekomendirebullia, rom TiToeul
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TanamSrome B ze gaTval iswinebulli iyos usafrTxoebis val -
debu B ebebi.

usaFrTxoebis ganyofilebis TanamSromBebs unda hqgon-
deT Semdegi gamocdi 0 ebebi:

- usaFrTxoebis administrireba usaFrTxoebis uzrunvel-
yoFis mowyobi B obebis administrirebis, rogorc yovel-
dRiuri procesis Secnoba.

- politikis damuSaveba. usaFrTxoebis politikis, proce-
duris da gegmebis damuSavebaSi da mxardaWeraSi gamoc-
di Beba

- argiteqtura gseluri da sistemuri argiteqturis gac-
noba da axalli sistemebis danergva.

- kvleva. usafrTxoebis axalli teqgno Bl ogiebis Semowmeba
riskebTan mimarTebaSi.

- Sefaseba. potenciuri riskebis Sesaxeb cnobebis Seg-
rovebis gamocdi Bebis gamomuSaveba.

- auditi. sistemis an procedurebis auditis warmoebis
gamocdi B eba.

biujeti
usafrTxoebis biujeti wunda ganawiBdes kapitalur
danaxar jebs, mimdinare operaciebsa da personallis swav-

B ebas Soris. umetes SemTxvevaSi usaFrTxoebis axali saSua-

B ebebi ar unda iwvevdes TanamSromBebis Statis Semcirebas,

rasac unda daeTmos damatebiTi yuradReba. gasaTvalis-

winebe Bia, rom mravall organizaciaSi usafrTxoebis saSua-

B ebebi ar iwveven procesis avtomatizebas, saWiroa mravalli

mogmedeba Sesru B des adamianis mier. amdenad, usafrTxoebis
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axali saSuallebebis SeZena zrdis TanamSromBebis datvirT-

vas da saWiroebis damatebiTi personallis mozidvas.
biujetis ganawi Beba rekomendaciebis Tanaxmad unda

eyrdnobodes usafrTxoebis proeqtis gegmebs, romelic Ta

vis mxriv bazirdeba organizaciaSi arsebull riskebze
pasuxismgeb B obis sakiTxebi

organizaciaSi garkveu li Tanamdebobis piri unda iReb-
des pasuxismgeb Bobas informaciis usafrTxoebasTan dakav-
Sirebulli riskebis marTvaze. msxvill kompaniebSi arc ise
didi xania miRebulia, es movaleobebi SeasruBlos aRmas-
rullebeli donis TanamSrome Bma — informaciulli usafrT xo-

ebis mTavarma speciall istma(Chief Information Security Officer, CISO).
ganswav b is sakiTxebi

rekomendebu B ia ganxorciel des ganswavlis sami Fforma:
- prevenciulli zomebi;
-  1ZullebiTi zomebi;
- wamaxa B isebe B 1 zomebi.

prevenciull i zonmebi

yvela axallma TanamSromel@ma wunda gaiaros mokle
instruqciebi (daaxBoebiT 1 saaTis xangrZBlivobis). sxva
TanamSrom B ebis ganswavBa saWiroa daaxBoebiT yovel or
we B iwadSi. am ganswav B is procesSi warmodgeni i unda iyos
Semdegi informacia:
- ra aucileblobas warmoadgens organizaciaSi usafrT-

xoebis uzrunve Byofa;

126



- TanamSromB is pasuxismgeb B oba usafrTxoebis sakiTxebis
mimarT;
- organizaciis informaciulli usafrTxoebis politikaze
detalluri informacia;
- detaluri cnobebi organizaciaSi usafrTxoebis poli-
tikis gamoyenebis Sesaxeb;
- saimedo paroBebis arCevis SemoTavazebu Bi meTodebi;
- socialluri inJineringis tipis Tavdasxmis SeCerebis
SemoTavazebu Bi meTodebi.
sava B debu B o zomebi
TanamSrom B ebis umravBesoba Seasrullebs prevenciul
zomebs da Tvalyurs nmiadevnebs organizaciis po Ritikas.
miuxedavad amisa zogierTi maTgani gverds auvlis mas, rac
zians miayenebs organizacias. organizaciam unda miiRos
zomebi aseTi TanamSromBebisagan Tavis dasacavad. am mizniT
usafrTxoebis politikis gacnobis da ganswavBis Semdeg
TanamSromBebma es Fagti xel@moweriT unda daadasturon.
msgavsi dokumentebi inaxeba kadrebis ganyofillebaSi da
SeiZ Bl eba gamoyenebu B ignas saWiroebisamebr.
wamaxa B isebe B 1 zomebi
TanamSrom B ebis angariSgebis donis amaR Bebis mizniT
gavrcellebulli meTodia wamaxalisebe i zomebi. umjobesia
waxa B iseba iyos Fuladi saxiT. waxalisebulni ignebian is
TanamSromBebi, romBebmac usaFrTxoebis donis asamaR-
BebBlad da wusafFrTxoebasTan dakavSirebull  sxvadasxva

prob Bemis gadasawyvetad Seitanes garkveu B i winadadebebi.
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kritikulli situaciebidan gamosv lis gegmebi

incidentis Sedegad miyenebulli zarallis swrafad m-
cirebis mizniT saWiroa TFformirebull ignas kritikulli
situaciebidan gamosv lis gegmebi.

incidentebis damuSaveba

yove I organizaciaSi unda arsebobdes incidentebis
damuSavebis procedura detaBlurad unda ganisazRvros vis
ekisreba organizaciaSi pasuxismgeb B oba incidentebis damu-
Savebaze.

rekomendaciebSi naCvenebia, rom periodulad unda mox-
des incidentebis damuSavebis procedurebis testireba.
sawyisi testebi wunda Seigmnas winaswar, romelic unda
warmodgindes FforumSi TanamSromBebis erTobRivi diallo-
giT da TavianTi azris gamoTagmiT imis Sesaxeb, Tu rogori
saxiT unda damuSavdes esa Tu is incidenti. damatebiTi
testireba unda Catardes iseTi saxiT, rom moulodneli
xdomi Bebebi simuBacias ukeTebdes borotmzraxvelis rea-
Bur SemoWras.

sarezervo as Bebi da monacemebis argivacia

sarezervo asBebis gakeTeba unda gamomdinareobdes
sarezervo as Bebis politikidan procedurebi gansazRvraven
sarezervo aslBebis Sesrullebis dros da uCveneben nabi jebs,
romBebic unda Sesruldes monacemebis rezervirebisas da
maT usaFrTxo Senaxvisas. Tu organizaciaSi aseTi proce-
durebi ar arsebobs, maSin igmneba TanamSromBebis mier
sarezervo asBebis gakeTebis politikis araswori interpre-

taciis safFrTxe. am SemTxvevaSi SesaZl oa situaciebi, roca
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sarezervo matarebBebi ar igneba droullad gamorTulli sai-
tidan an monacemebis aRdgena Sesru l deba arakoreqtullad.
aRdgena Seferxebis Semdeg

Seferxebis Semdeg aRdgenis gegmebi detaBlurad aRwe-
ren romeli gamoTvliTi resursebi aris organizaciaSi met-
nak Bebad kritikuli. aRniSnuli gegmebis daxmarebiT For-
mirdeba konkretuli moTxovnebi am resursebis Sromnis
unarian mdgomareobaSi dasabruneb ll ad.

organizaciaSi saWiroa iyos gegmebi, romelic iTvalis
winebs sxvadasxva arasasurveli situaciidan gamosvlas.
garda amisa, aRdgenis scenari unda moicavdes infra-
struqturis gasaRebur komponentebs, rogoricaa kavSiris
arxebi da mowyobi B obebi.

Seferxebis Semdeg aRdgenis nebismier gegmas sWirdeba
periodulli testireba ukidures SemTxvevaSi wel iwadSi erT-
xel unda Catardes srulli testireba. am testis Sesru-
Bebisas SesazlBlebelia TanamSromBebis gadaadgilleba all-
ternatiull SenobaSi, Tu igi gegmiT aris gaTvaliswinebuli.

usafrTxoebis proegtebis gegmebi

ramdenadac usafrTxoebis uzrunvelyofa aris uwyveti
procesi, informaciis usaFfrTxoeba unda ignas ganxi Bulli
rogorc nmudmivad Sesrullebadi proeqti. srulli proeqti
unda daiyos ramdenime nawi Bad. rekomendaciebis Tanaxmad
organizaciis usafrTxoebis ganyofi lebam unda daamtkicos
Semdegi gegmebi:
- srullyofis gegmebi;

- Sefasebebis Catarebis gegmebi;
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- mowyv BladobaTa Sefasebis gegmebi;
- auditis gegmebi;
- ganswav b is gegmebi;
- politikis Sefasebis gegmebi.

srullyofa

srullyofis gegma gamomdinareobs Sefasebis procedu-
ridan. Tu Sefasebis Sedegad gansazRvrullia ramdenime
saSiSi are, saWiroa Seigmnas srullyoFfis gegmebi garemoSi
Sesabamisi cvlilBebebis Sesatanad. srullyofis gegmebi
SeiZleba moicavdes po Ritikis dagegmvas, dacvis
saSua B ebebis miRebas an sistemaSi cvlillebebis Setanas, an
maswav B i programebis Segmnas.

riskis Sefaseba

organizaciis usaFrTxoebis ganyoFi B ebam unda
SeimuSaos riskis Sefasebis yove Bwliuri gegma. dagegmvaze,
Sesrullebaze da anallizze zogierT organizacias SeiZleba
dasWirdes ramdenime Tve, romBis Sedegadac cvli lebebis
gasatarebBad darCeba Zallzed mcire dro. amitom mizan-
Sewoni Bia Catardes ufro xSiri, magram nak BebmasStaburi
Sefaseba, xoBlo srulli Sefaseba ganxorcieldes periodu-
Bad, arsebulli pirobebis Tanaxmad.

mowyv BadobaTa Sefaseba

organizaciis usafrTxoebis ganyoFfilebebma regulla
rullad unda Caataron organizaciis sistemebis mowyv Bl ado-
baTa Sefaseba (skanireba). Tu organizaciaSi Zalian bevri
kompiuteria, maSin saWiroa maTi dajgufeba da nawi B -nawi il

skanireba yovel kviraSi.
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auditi

usaFrTxoebis ganyofilebam unda SeimuSaos auditis
Catarebis gegmebi organizaciis politikis Sesabamisad.
aseTi auditi SeiZlleba iyos Fokusirebulli sistemis konfFi-
guraciaze. sarezervo aslebis politikis Sesabamisad an
Fizikur FformaSi informaciis dacvaze. ramdenadac auditi
moiTxovs did Zalisxmevas personallis mxridan, calkeulli
auditi gamiznulia organizaciis romelime nawiBisaTvis.
mniSvne B ovani Seusabamobis aRmoCenisas Sesabamis qvedana-
yofSi tardeba ufro masStaburi auditi. organizaciis
auditis ganyofillebas unda hgondes Tavisi ganrigi da
auditebis gegmebi. auditi gansazRvravs Tu ramdenad kargad
sruldeba usafrTxoebis polRitika da procedurebi, Semd-
gomSi nak B ovanebebis da Seusabamobebis aRmofxvris miziT.

swav B eba

swav B ebis gegmebi unda Seigmnas kadrebis ganyo-
TillebasTan erToblivad, romelic moicavs treiningebis
ganrigs da sarekBamo kampaniis Catarebis gegmebs. ganrigSi
auci lebellia gaTvaliswinebull ignas, rom TiToeullma
TanamSrome Bma gaiaros swav Beba or well iwadSi erTxel.

po R itikis Sefaseba

organizaciis callkeuli polRitika unda iTvaliswineb-
des politikis gadaxedvis TariRs. usafrTxoebis ganyofi-
Beba unda imuSavebdes gadaxedvis dawyebis da politikis
Sefasebis gegmebs. rogorc wesi yovel wells saWiroa ori

po Bitikis gadaxedva.
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116.2. €egnikuri usafrTxoeba

tegnikuri usafFrTxoebis uzrunve Blyofis zomebi dakav-
Sirebullia kompiuterebze da kompiuterull gselebze usafr-

Txoebis marTvis e Bementebis gamoyenebasTan.
gse Buri SeerTebebi

internetTan SeerTeba dRevandel periodSi misawvdonmia
nebismieri organizaciisa da kompaniisaTvis, romel Ta umrav-
Besoba internets iyenebs gansazRvrulli sagmiani mizniT.
organizaciis arasasurveli SemoWrisagan dasacavad saWiroa
Semdegi rekomendaciebis dacva.

mudmivi SeerTebebi

gseBuri SeerTebebi sxva organizaciebTan an inter-
netTan daculli unda iyos gselB TaSorisi ekraniT, romBebic
gamoyofen organizaciis qsells internetisgan an sxva
organizaciis gselebisgan zaralis saSiSroebis aRmosafxv-
rellad.

daSorebul'i wwdomis SeerTebebi

aseTi SeerTebebi SeiZlBleba gamoyenebull ignas organi-
zaciaze arasanqcirebulli wvdomis misaRebad da Sesabamisad
isini unda ignas daculli. aseTi SeerTebebi SeiZlleba
ganxorcieldes komutirebulli satelefono CarTviT an
internetiT. ramdenadac isini uzrunve lyofen Sida qselSi
wvdomas, rogorc Cveullebrivi mudmivi SeerTebebi, auci-
BebelBia gamoyenebull ignas orfagqtoriani autentifikaciis
rome Bime +Forma. saubaria autentifikaciis Semdeg meqa-

nizmebze:
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ukugamoZaxebis modemebi gamoiyeneba autentiFfikaciis
meganizmTan erTad da warmoadgens sateBefono SeerTe-
bebisaTvis autentifikaciis sakmaris saSualebas. ukuga-
moZaxebis modemebi aiwyoba garkveull nomerze, romell sac
akrefen satelefono SeerTebamde. momxmarebe B i, rome-
Bic cdilobs CarTvas, ver Secvlis am nomers. msgavsi
modemebi ar gamodgeba mobi Buris momxmareb BebisaTvis.
dinamiuri paroBlebi gamoiyeneba autentifikaciis mega-
nizmis saxiT, kombinirdebian momxmareb @ isaTvis cnobil
raRac monacemebTan.

daSifrvis portatulli mowyobi B obebi gamoiyeneba auten-
tifikaciis meganizmebis saxiT momxmareb B isaTvis cno-
bi I raRac monacemebTan kombinirebiT. daSifrvis mowyo-
bi B obebi winaswar unda ignas momaragebulli daSifrvis

momxmarebe B Tan arsebull is Sesabamisi gasaRebebiT.
dacva zianismomtani kodisgan

zianismomtani kodi aRwevs organizaciaSi oTxi ZiriTa
XerxiT:
saerTo wvdonmis Fai Bebidan;
internetis saitebidan CatvirTulli Fai Bebidan;
eleqgtronull FostaSi gzavnili Fai lebidan;
sistemaSi mowyvBadi adgilBebis meSveobiT Canergili

Fai Bebidan.

kargi antivirusulli programa axorciellebs kontrolls

zianismomtan kodze sam werti I Si:

serverebi;
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- muSa sadgurebi;

- eleqtronulli Fostis sistenmebi.
autentifikacia

autentifikaciis meganizmebis gamoyeneba SeaCerebs avto-
rizebull wvdomas im informaciaze, romBis naxva maTTvis
akrZallulia. Tanamedrove periodSi autentifikaciis mTavari
meganizmi Sida sistemuri wvdomisas aris paroli. parolis
gamoyenebisas unda ignas gaTval iswinebu i Semdegi
rekomendaciebi:

- parolis sigrZe una iyos minimum 8 simbo l0O;

- parolis Secvlis sixSire parolis asaki ar unda
aRematebodes 60 dRes. garda amisa paroBebi ar unda
icvlebodes dRis ganmavBobaSi parolis gegniuri
cvllillebis Semdeg.

- parolis istoria paroli ar unda Sedgebodes mxo 0l od
anbani simbo B oebisgan. igi unda warmoadgendes anbanis
simbo B oebis, cifrebisa da punqtuaciis specialuri sim
bo B oebis kombinacias.

monitoringi
gselis monitoringi aris saWiro da aucillebeli
mogmedeba. igi moicavs audits da SemoWris aRmoCenas. audi-
ti meganizmia, romelic Caiwers kompiuterze mimdinare
mogmedebebs. auditis Jurnal Si unda ignas Setani Bi Semdegi
xdomi B ebebis Canaweri:
- momxmareb Bebis Sesvlagamosv ll a;

- Secvlis warumatebe B i mcde l obebi;
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- gseluri nmierTebis mcde l obebi;

- satelefono xazze daSorebulli mierTebis mcde l obebi;
- administratoris, danfuZnebBis Sesvla;

- saidumBo failebze wvdonma.

organizaciaSi sasurvelia gamoyenebull ignas auditis
Jurnallebis daTvalierebis avtomatizebuli saSualebebi,
romBebic warmoadgenen scenarebs, romBebic aTvalliereben
Jurnallebis TFaillebs tegstis gansazRvrulli strigqonis
Ziebis mixedviT.

SemoWris aRmoCenis sistemebi (IDS) gamoiyeneba gselis
an sistemebis monitoringisaTvis, romel Tac ganvixiBlavT
momdevno paragrafebSi.

daSifrva

saidumB o informacias emuqreba safFrTxe daucvel
kompiuterze Senaxvisas. informaciis dacvas uzrunvelyofs
daSifrva. organizaciis kompiuterebs Soris kavSiris
Xazebze gamoyenebul unda ignas kavSiris arxis daSifrva
Tu kompiuterebs Soris gamoiyeneba VPN SeerTeba, maSin
VPN unda iyenebdes mZBavr daSifrvas yvela infornma-
ciisaTvis, romellic gadaicema or ganBlagebas Soris.

Tu elegtronulli Ffosta gamoiyeneba oOrganizaciis
SigniT saidumBo informaciis gadasacemad, Setyobinebis
daSifrva ar aris aucillebeli. Tu saidumBo monacemebi
gadaicema organizaciis Sida gsellis Targlebs gareT,
Setyobineba unda daiSifros. Tu Setyobineba gadaecema sxva

organizacias, saWiroa winaswar damuSavdes procedurebi,
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romBebic uzrunve lyofen Setyobinebis daSifrvas. zogier-
Ti wesi moiTxovs saidumBo informaciis daSifrvas Ria
gse B Si gatarebisas.

sistemis ganax l eba

sistemis ganax Beba mniSvne Bovania usafrTxoebis miz-
niT. ganaxBeba unda moxdes testirebis Semdeg. yovel
organizaciaSi unda 1iyos testuri Baboratoria, sadac
moxdeba ganax Bebis Semowmeba. administratorebi regulla
rullad unda amowmebdnen ganax Bebebs. yve Ba ganax B eba unda
dayendes organizaciaSi dadgenil cvlillebebze kontrolis

procedurebis Sesabamisad.
sarezervo asBebi da aRdgena

aRniSnuli procedurebi SeucvBelia Seferxebebis
Semdeg aRdgenis uzrunvelyofisaTvis. rac ufro axalia
sarezervo aslebi, miT ufro iolia yvela mimdinare
operaciis aRdgena. serverebze informacia unda darezerv-
des yove BdRe. kviraSi erTjer saWiroa srulli sarezervo
as Bebis gakeTeba.

sarezervo asBebi periodullad unda Semowmdes, riTac
ganisazRvreba warmatebullad aris Tu ara SegmniBi saWiro
fai Bebis sarezervo aslBebi. unda dadgindes testirebis
regularulli ganrigi, raTa ganxorcielldes yvela matareb-
Bis periodulli testireba.

muSa sadgurebis da portatulli kompiuterebis sare-
zervo asBebis gakeTebam SeiZBeba gamoiwvios problemebi

nebismier organizaciaSi. erT-erTi maTgania monacemebis

136



didi moculoba meorea - sxvadasxva gsells Soris sare-
zervo aslebis Segmnis saWiroeba. rogorc wesi muSa
sadgurebis da portatulli kompiuterebis sarezervo asle-
bis Segmna xorcieldeba im SemTxvevaSi, roca informacia
aris metad saidumlo.

aranakBeb mniSvne Bovania sarezervo aslBebis swori
Senaxva, raTa moxdes Seferxebebis Semdeg swrafi aRdgena
amave dros asBebi unda imyofebodes iseT adgillas, rom
aRdgena ganxorcieldes swrafad. Seferxebebisa da sxva
gauTva B iswinebe i garemoebebisgan Tavis dasacavad
sarezervo asBebi wunda inaxebodes gseBlidan gamorTull
mdgomareobaSi, amasTan gselidan unda gamoirTos Segmnidan
24 saaTis ganmav I obaSi.

Fizikuri usafrTxoeba

srulli dacvis uzrunvelyoFfisaTvis saWiroa Sesrul -
des Fizikuri usafrTxoebis moTxovnebi. Fizikuri usafrT-
xoeba uzrunve lyofs informaciulli sistemebis dacvas Sen-
deg sferoebSi:
- Fizikuri wvdonma;
- kRimaturi pirobebi;
- dacva xanZrisagan,
- eleqtroenergia.

yvela saidumBo kompiuterulli sistema unda iyos da-
culli arasanqcirebulli wvdomisgan. rogorc wesi es realiz-
deba am sistemebis erTian informaciull centrad gaerTia-
nebiT, romel zec wvdoma kontroBdeba sxvadasxva xerxiT.

wvdoma magnituri baraTiT an koduri bogBomiT zRudavs
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TanamSrome B Ta raodenobas, romelTac SeuzBiaT Sesvla
sainfFormacio centrsSi.

kompiuterulli sistemebi mgrZnobiarea maRalli tempera-
turis mimarT. kBimatis kontrolis modullebi inFormaciul
centrSi uzrunve Byofen mudmivi temperaturisa da tenia
nobis SenarCunebas.

sainformacio centrSi ar SeiZlleba cecxBCangqrobi
wy Bis sistemebis gamoyeneba. wyBis nacvBad wunda ignas
gamoyenebu Bi sxva agqtiuri nivTiereba.

xSirad xdeba Zabvis vardna da e Begqtroenergiis moklle-
xniani gamorTva, romel@mac SeiZBeba mwyobridan gamoiyvanos
kompiuterulli sistema da gamoiwvios monacemebis dakargva.
an amocanis gadasaWreBad saWiroa kvebis sarezervo wya-
roebis gamoyeneba. elegtroenergiis ufro xangrZlivi
gamorTvisgan sistemebis dasacavad saWiroa0sarezervo gene-

ratorebis gamoyeneba.
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Il Tavi. usafFrTxoebis tegno Bl ogia
21 pasiuri da agtiuri analizis meTodebi

damrRvevi Seiswavlis Tavdasxmis obieqts rogorc
Teoriullad ise pragtikulad. obieqtis praqtikulli kvBeva
da misi usafrTxoebis sistemebi SeiZleba iyos pasiuri da
agtiuri. Nnax.2.ll mocemulia gsellze zemogmedebis saSua-
B ebebis kBasifikaciis sgema.

pasiuria is zemogmedeba, romelic uSuallo zemogme-
debas ar axdens qselis muSaobaze, magram man SeiZleba
daarRvios misi usafrTxoebis politika radgan igi ar
axdens uSuallo zemogmedebas qselis muSaobaze, aseTi
zemogmedebis aRmoCena Zalzed rTullia

borotmzraxvell i ar Sedis uSuallo kontaqtsSi
miznebTan an Sedis miRebu Bi wesebiT, rogoricaa magalliTad
kompaniis saitis daTvaliereba, sadac imyofeba samizne
obieqti. am etapis mizania samizne obieqtze informaciis
Segroveba, xSirad mas ewodeba miznis Secnoba. miznis saxiT
SeiZlBleba warmodgenilli iyos rogorc konkretulli hosti
(serveri), aseve organizaciis mTeli gseli. xSirad mizani
airCeva im sistemis martivi Ziebis pirobidan, romelic
Seicavs cnobil mowyv Badobas, romell zec borotmzraxvells
aqvs eqsp B oiti.

infFormaciis SegrovebisaTvis SeiZlleba gamoyenebull
ignas internetSi arsebulli saitebi da monacemTa bazebi,
romBebSic warmodgeni Bia domenebis saxelebis qgseluri

misamarTebi. borotmzraxvels SeuZlia moiZios organizaciis
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personallis gvarebi, saxelebi, telefonis nomrebi, maTi
saFosto misamarTebi.

borotmzraxvelisaTvis did interess warmoadgens
partniorulli da Svillobilli organizaciebi, garda anmisa,
gamoiyeneba yvela SesaZzBlo Ria wyaroebi da publikaciebi.
infFormaciis SegrovebisaTvis gamoiyeneba monacemTa bazebi,
romBebic ganTavsebulia internetSi, da specialuri
programebi. maT Soris SeiZlBleba aRvniSnoT: whois, nonacemTa
bazebi ARIN (American Registry for Internet Numbers), APNIC (Asia —
Pasific Network Information Center) da sxva.

pasiuri zemogmedebis magal iTia kavSiris arxis mosmena.
ganvixi 1OoT kavSiris arxebis mosmenis saSua B ebebi
organizaciis HBokaBur gsellSi. trafikis mosmenisaTvis
saWiroa gseluri adapteris gadatana “uwesrigo-
(PROMISCUOUS reJimSi. mocemu l relJimSi adapteri daitacebs
masSi gamavall yvelBla gseBur pakets da ara mxoBod imaT,
romelic gankuTvni Bia mocemuBi misamarTisaTvis, rogorc

es gaTval iswinebu lia Fungcionirebis normalur relJinSi.
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damrRvevis
zemogmedebis
meTodebi
pasiuri
meTodebi

aqtiuri
meTodebi

kavSiris

arxis
mosmena skanireba
gseluri
Tavdsxmebi

virusebis, trojan
hource, worm
danergva

modemebis,

mobi Buri
te B efonebis
saSua B ebebis

gamoyeneba

nax.2.1.1. gse B ze zemogmedebis saSua ll ebebi

lu BokaRurir qgsell1 agebulia

maSin borotmraxve lisaTvis misawvdonmi

koncentratorebze,
aRmoCndeba mTel i

gseBuri trafiki Bokaluri gselis segmentis farglebSi.
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komutatorebze agebul gqse BebSi, trafFiki miemarTeba
mxo Bod im kompiuterisaken, romBisTvisac igi aris gaTva-
Biswinebulli. magaliTad, Tu ~ A~ kompiuteri awarmoebs
paketebis gacvBas "B" kompiuterTan, maSin "?" kompiuters
ar SeuzlBlia am trafFikis dataceba. Tumca arsebobs mTeli
rigi tegnoBogiebisa, romel Tac SeuzBiaT gverdi auaron
msgavs SezRudvebs. es teqno Bogiebia. ARP Spoofing (ARP-
poisoning), MAC Flooding da MAC Duplicating. ARP Spoofing efuZvneba
“adamiani SuaSi~ (manin-the-middle) Tavdasxmas. es Tavdasxma
SesaZlebelia ARPprotokolis reallizaciaSi mowyv Bl adobis
gamo. misamarTebis nebadarTvis protoko lis (Address Resolution
Protocol) daniSnu Bebaa hostis MAC misamarTis gamorkveva misi
IP misamarTis mixedviT. Ethernet gselSi or hosts Soris
infFormaciis gacvlisaTvis TiToeullma maTganma unda miiRoOs
meores MAC nmisamarTi. es procedura xorcieldeba ARP
protoko Bis gamoyenebiT. nax.2.12.-ze mocemu Bia ARP Spoofing
Tavdasxmis magaBiTi.

agtiuri zemogmedebebi iTvall iswineben uSuallo
zegavlenas gsellis muSaobaze da arRveven masSi moqmed
usaFrTxoebis politikas. aqtiuri zemogmedebebis Sedegad
sistemebSi  xdeba gansazRvrulli cvlillebebi. amdenad
aqtiuri zemogmedebebi ioBi aRmosaCenia, vidre pasiuri.
rogorc sgemidan Cans agtiur zemogmedebebs miekuTvneba:
skanireba, sxvadasxva tipis gselluri Tavdasxmebi,
zianismomtani programebis Semotana sistemaSi, modemebis,

mobi Buri telefonebis saSuall ebebis gamoyeneba.
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Host-A ARP Cache Host-B ARP Cache
1P addr MAL addr 1P addr MAL addr
192.168.1.2 | 001122334455 19.1648.1.1 | DO01122334455

Host-a

Switch Route Table |
Port MAC addr
i 001122334455

Z Q00102030405
) F

000102030406
Snifrer

Souuafed P 152.168.1.10
Sooafed MAC: 001122334455

nax.2.1.2. ARP Spoofing Tavdasxmis demonstrireba

aqtiuri dazvervis Catarebis etaps ewodeba skanireba.
borotmzraxve Bebi cdiloben gansazRvron maT Tvis sainte-
reso qgselis struqtura wvdomis wertilebi, wvdomadi
kvanZebi da hostebi, marSrutizatorebisa da gsel TaSorisi
ekranebis ganBageba, operaciulli sistemebi da maTi
versiebi, Ria portebi da muSa samsaxurebi, programulli
produgtebis versiebi. am etapze borotmzraxveli kontagtSi

Sedis nmisTvis saintereso sistemis obieqtebTan, amitonm
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mogmedebebi SeiZBeba aRmoCeni Bi ignas samizne sistenis
dacvis saSuall ebebiT.

skanirebis amocanis gadasawyvetad borotmzraxve Ima
SeiZlBleba gamoiyenos sxvadasxva saSualleba, romell Tagan
mravall i aris saerTo wvdonis. iseTi saSua  ebebi,
rogoricaa Ping, traceroute, nmap, SuperScan aqtiurad gamoiyeneba
sistemuri administratorebis mier gsellis marTvisa da
dacvis mimdinare prob Bemebis gadasawyvetad.

arsebobs mravali meTodika da saSualleba, romBebic
saSuallebas iZBeva ganisazRvros hostze  dayenebulli
operaciulli sistema da misi versia damuSavebu I ia
dafarulli (steath) skanirebis meTodi, romelic ar iZlBeva in
wyaros gansazRvris saSua Bebas, romelic axdens skanirebas.
aseve SeiZlBeba gamoyenebull ignas “SeneBebulli~ skanireba,
roca borotmzraxvel'i agzavnis callkeull moTxovnas drois
did intervallebSi. am SemTxvevaSi didia imis allbaToba, rom
samizne sistemaze callkeull moTxovnebs ar miagceven

yuradRebas.

211 egsp B oitis arCeva

miRebuBi monacemebis safuvelze borotmzraxveli
irCevs egsploits gatexvis Casatareblad.

gamoucde i gamtexebis didi raodenoba gatexvas
iwyebs arsebulli eqspBoitis saFfuZvel ze. dazvervis etapze
iZebneba sistema, rome Bl sac aqvs Sesabamisi mowyv Badoba. am
dros SesaZlebelia nmisamarTebis martivi gadarCeva, rom

rogorRac arCeull ignas mowyvBadi hosti, romelic iqgneba
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gatexvis mizani. rogorc viciT, IP misamarTi paketSi ikavebs
32 Tanrigs da warmoadgens orobiT ricxvs. hostis saxel ebs,
romBebic mocemulia brauzerSi, aqvT momxmareb BebisaTvis
moxerxebu li saxe. magall iTad, Microsoft kompaniis misamarTi
SeiZleba micemull ignas Semdegi saxiT  www.microsoft.com an
207.46.20.30. es misamarTi SeiZlBleba warmovadginoT aTvlis
TeqvsmetobiT sistemaSi (CF2E141E) an orobiT sistemaSi
(11001111001011100001010000011110). amitom sakmaod martivia
eqsp BoitSi gamoyenebu l ignas misamarTebis mniSvne B obebis
gadarCevis programulli cikBi. es meTodi gamoyenebull igna
2003 whis ianvarSi Worm —is saxeobis, kerzod Slammer mier,
rome B ic misamarTebis gadarCevisaTvis iyenebda rekurentull

damokidebu N ebas:

X, = (214013" x, + 2531011) mod 2%,

mocemu @i meTodis gamoyeneba izRudeba im garemoebiT,
rom misamarTebis yveBla diapazonSi aris gamouyenebelli
misamarTebi.

saWiro informaciis miRebisa da eqspBoitis arCevis
Semdeg borotmzraxvels SeuZBia gadavides sistenis

gatexvaze.

2.12. dacvis sistemis testirebis meTodebi

dacvis sistemis testireba nmimdinareobs dacvis
meganizmebis efeqturobis, SesazBlo Tavdasxmis mimarT

mdgradobis Semowmebis mizniT, aseve dacvaSi mowyv B adobis
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Ziebis mizniT. gamoiyeneba mowyvBadobis Ziebis ori
ZiriTadi meTodi:
- testireba ~Savi yuTis~ meTodiT;
- testireba ~TeTri yuTis~ meTodiT,;

~Savi yuTis~ meTodiT testireba uSvebs specialluri
codnis ararsebobas gamosacdeli obieqtis konFfiguraciaze
da Sida strugturaze. am dros gamosacdeli oObieqtis
winaaRmdeg reall izdeba Tavdasxmis yvela cnobilli tipi da
mowndeba dacvis sistemis mdgradoba am TavdasxmebTan
mimarTebaSi. testirebis ZiriTadi saSual ebebi aris gseluri
skanerebi, romblebic gan Bagebu K ni arian cnobi
mowyv BadobaTa monacemTa bazis mixedviT.

~TeTri yuTis ~ meTodi iTvaliswinebs testirebis
programis Sedgenas gamosacdeli obieqtis strugturisa da
konfiguraciis Sesaxeb codnis safuZzvelze. testirebis
dasawyisSi mowmdeba usafrT xoebis meganizmebis arseboba da
gnediTunarianoba, dacvis sistemis SemadgenBobis da
konfiguraciis Sesabamisoba usafrTxoebis moTxovnebTan da
arsebull riskebTan. daskvnebi mowyv Badobis arsebobaze
keTdeba gamoyenebuBi dacvis saSuall ebebis konFiguraciisa
da sistemuri programull i uzrunvelyofis analizis
safuzvel ze, rac Semdeg mowmdeba pragtikaSi. mocemul
SemTxvevaSi anallizis ZiriTadi instrumenti aris sistemuri

donis dacu bl obis analizis saSual ebebi.
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2.1.3. mowyv BadobaTa skanerebi

gseBuri skanerebi warmoadgenen dacullobis analizis
metnak Bebad misawvdom da TfarTod gamoyenebull saSua-
B ebebs. maTi Fungcionirebis ZiriTadi principi mdgomareobs
potenciuri borotmzraxvelis mogmedebebis emuBlaciaSi.
Tanamedrove skanerebs agqvT gseBuri resursebis, romlebic
warmoadgenen gse Buri servisebis ama Tu im saxes, aTasobiT
mowyv B adobaTa aRmoCenis unari.

Tanamedrove qgseBuri skaneri asrullebs oTx ZiriTad

amocanas:

- wvdomadi gseBuri resuresebis identifikacias;

wvdomadi gse Buri servisebis identifikacias;

gseBluri servisebis mowyvBadobaTa identifikacias;
- mowy BadobaTa aRmofxvrisaTvis rekomendaciebis gacemas.

mowyv Badi adgi Bebis skanireba aris avtomatizebuli
procesi, romelic mimarTulia gseBur da programul
pRatformebze cnobilli mowyvBadi adgi Bebis aRmosaCenad.
administratorebi mowyvBadobis skanerebs gamoiyeneben kom-
ponentebis dacvis efeqturobi SefasebisaTvis. anallizis
Sedegad ganisazRvreba sistemis mowyvBadi adgi lebi,
romBebic SeiZleba gamoyenebull ignas borotmzraxvelis
mier arasanqcirebulli wvdomis gansaxorcielleblad, xollo
administratori iRebs zomebs maT aRmosafxvrelad. ase,
rom skaneris muSaobis Sedegs warmoadgens qseBis Sesaxeb
sakmaod zusti informacia, romelic moicavs gseluri

mowyobi N obebis, kompiuterebis (gqselBuri programulli
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uzrunve Byofis versiebiT), mocemull programull uzrun-
veBlyofaSi arsebulli mowyvBadi adgilebis, sistenis
momxmareb B ebis saangariSgebo Canawerebis sias.

msgavi saxiT, borotmzraxvelis mier mowyvladi
adgi Bebis skanireba warmoadgens etaps, romelic win
uswrebs Tavdasxmas. pragtikaSi Sida damrRvevma SeiZlleba
Seagrovos Zalzed mniSvneBovani informacia, romelic
samsaxureobrivi mova 0 eobebis CarCoebSi misTvis
miuwvdome B ia. magaliTad gsel Si ganisazRvros kompiuteris
ro lebi, gamoiyos faiBuri serverebi da monacemTa bazebis
serverebi, marSrutizatorebi da inteleqtualuri komu-
tatorebi. rac gansakuTrebiT mniSvneBovania skanirebis
Sedegebi saSuallebas 1iZBevian zustad ignas SerCeulli
eqsp B oitebi gselis kvanZebTan uSuallod arasanqcirebulli
wvdomis ganxorcie BebisaTvis.

ganvixi BoT mowyv Badobis skaneris Internet Security Scanner
(1SS) gamoyenebis Sedegebi. aRvniSnoT, rom borotmzraxveli
am miznebisaTvis isargebBlebs ufaso skanerebidan erT-
erTiT. am magaBiTSi ISS komerciulli skaneris gamoyeneba
ganpirobebullia imiT, rom gsellis dacullobis anallizisaTvis

is aris erT-erTi saukeTeso instrumenti.
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|7 IS8 Internet Scanner - [Session1 10] 3 -0 x|

B9\ Els Edt Yew Policy Scan Repots Tods itindow Help = 8] x|
e Su | | e L] i
D@ @ =%aalsw 2
E‘_E‘s Hasts ko be scanned .HD_St I e HYRe | e |
192,168,122 [{Unresalved 102,168,122 (Unknowin ©5) {Unresokved Mame)

| 197,160,146 [hitserv.bit] 2/192.168.1,46  Windows 2000 Server bitsery.bit

| 192,166,1,50 [reomputer] ;,I 192,168,150 Windows 2000 Professional — rcomputer
| 192,168,160 [natasha] 392,165,160 Windaws 2000 Professional natasha
| 192,168.1,82 [dlex] B 197168182 (Unknown ©5) e

{ i B
5% ] |,

Scanning T Host(z)...

Scanning Host 132.168.1.22

Scanning Host: 192 168.1.46

Scanning Host 192.168.1.50

S canning Host 192,168,160

Scanning Host, 192.168.1.82

Finished Scanning Host 192.168.1.46 (1 Scanned, 4 Remaining]
Finished Scanning Host 192.168.1.22 [2 S canned, 3 Remaining)
Finished Scanning Host 192.168.1.60 (3 5 canned. 2 Remaining)

Finished Scanning Host 192,168,150 (4 S canned, 1 Remaining) j
AT Bevel ), Session110
L2 Classfication lsuper ey 15 Host(s) =

nax.2.1.3.1. tipiuri gselis skanirebis Sedegebi

borotmzraxve Ima gaaanall iza hostebze gaSvebulli mom-
saxureobebi, romBebic SeiZleba dayofill ignan Funqcio-
naBluri niSnebiT - domenuri kontro Berebi, Tai Buri,
terminaBuri, sabeWdi-serverebi, muSa sadgurebi. skanirebis
SedegebiT SeiZBleba gairkvas ra cnobilli mowyvBadi adg-
ilebiT xasiaTdeba gamosakvBevi hosti da SearCios

momdevno TavdasxmisaTvis Sesabamisi egqsp B oitebi.
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22. gse B TaSorisi ekranebi firewall

wina paragrafebSi iyo saubari firewall - gseBTaSoris
ekranebze, rome B ic warmoadgens gse B Si wvdomis kontrolis
mowyobi Bobas, romBis daniSnullebaa nmnTeli trafikis
b B okireba, nebadarTulli monacemebis garda. amiT igi
gansxvavdeba marSrutizatorisagan, romlis funqciaa
trafikis daniSnullebis pungtze miwodeba, magsimaBlurad
mok Be droSi.

arsebobs mosazreba, rom marSrutizatormac SeiZlleba
Seasru Bl os firewall roli. Tumca, an or mowyobi B obas Soris
aris erTi principulli gansxvaveba. marSrutizatoris
daniSnu Bebaa trafikis swrafi marSrutizeba da ara misi
bl okireba. firewall dacvis saSuallebaa, romelic monacemTa
nakadidan gaatarebs garkveul trafiks, xolo marSruti-
zatori gselBuri mowyobi Bobaa, romelic SeiZleba aiwyos
gansazRvru i trafFikis bl okirebaze.

firewall xasiaTdebian awyobis didi nakrebiT, maT Soris
masze trafFikis gatarebis samsaxurebis mixedviT, gadamg-
zavnisa da mimRebis IP misamarTis mixedviT, momxmareblis
identifikatoris mixedviT. arsebobs SeerTebis ori
ZiriTadi tipi: gamoyenebiTi donis da paketuri FiltraciiT,
romeB Tac safuzZzvBlad udevT muSaobis gansxvavebull'i

principebi.
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2.2.1. gamoyenebiTi donis firewall

gamoyenebiTi donis firewall anu progsi-ekranebi, warmo-
adgens programull paketebs, romBebic bazirdebian zogadi
daniSnu Bebis operaciull sistemebze, rogoricaa Windows NT
da Unix, an firewall —is aparaturull pBlatformaze. firewall agvs
ramdenime interfeisi, TiToeull gsellze TiTo, romell Tanac
igi aris mierTebull 1. poRitikis  wesebis nakrebi
gansazRvravs, ra saxiT gadaecema trafiki erTi gsellidan
meoreSi. Tu wesSi cxadad ar aris warmodgeni Bi nebarTva
trafikis gatarebaze, firewall gadadebs an gaaugmebs pakets.

gamoyenebiTi donis firewall — is gamoyenebisas yvela
SeerTeba gaivBis mis gavBiT. SeerTeba iwyeba sistenma-
kB ientze da Semodis firewall -is Sida interfeisSi. firewall
miiRebs SeerTebas, aanalizebs paketis SemadgenBobas da
gamoyenebul protokols da gansazRvravs Seesabameba Tu
ara mocemu li trafiki usafrTxoebis politikis wesebs. Tu
es asea, maSin firewall inicial izebas ukeTebs axall SeerTebas
Tavis gare interfeissa da sistema-servers Soris.

gamoyenebiTi donis firewal Semavali mierTebebisaTvis
gamoiyeneben wvdomis modulebs. wvdomis modulli firewal-Si
Rebu B obs Semavall mierTebebs da amuSavebs brZanebebs
mimRebze trafikis gagzavnis win. am saxiT firewal 1icavs
sistemas Tavdasxmisagan, romeBic srulldeba danarTis
saSuallebiT.

aseTi tipis argiteqturis upiratesoba aris, rom nmisi

gamoyenebisas sxva samsaxurebis SigniT traFfikis damallva
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Zallzed rTullia magalliTad sistemaze kontrolis zogierTi
programebi, rogoricaa NetBus, Back Orifice, SeiZlleba iyos
awyobi Bi momxmareb BisaTvis nebismieri misaRebi portis
gamoyenebaze. isini SeiZleba ignas awyobi Bi porti 80 HTTP)
gamoyenebaze. sworad Aawyobi Bi gamoyenebiTi donis firewall-
is gamoyenebisas wvdomis modulli ver Seicnobs SeerTebis
gavliT Semomavall brZanebebs, da ufro metic SeerTebebi
ver damyardeba.

gamoyenebiTi donis firewal Seicavs wvdomis modu N ebs
SedarebiT  xSirad  gamosayenebell'i protoko BebisaTvis,
rogoricaa HTTP, SMTP, FTP da telnet. zogierTi wvdonmis
modulli SeiZleba gamotovebull ignas. Tu wvdomis modulli
gamotovebu B ia, maSin konkretulli protokoli ar SeiZleba
gamoyenebu B ignas firewall gavBiT SeerTebisaTvis.

firewall agreTve maBlavs sistemebis misamarTs, romelic
ganTavsebuBlia misgan sxva mxares. ramdenadac yvella
SeerTeba inicirdeba da mTavrdeba firewall interfeisebze,
gselis Sida sistemebi ar Canan pirdapir garedan, rac

saSuallebas iZBeva damal os Sida adresaciis sgema.

2.2.2. firewall paketuri FilltraciiT

firewall paketuri TFiltraciiT aseve SeiZlleba iyos
programulli paketi, romellic bazirdeba zogadi
daniSnu B ebis operaciull sistemebze (Windows NT da Unix) an

firewall -is aparaturull pBlatformebze. firewall SeiZl eba
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hgondes ramdenime interfeisi, callkeul qgsellze TiTo,
rome B zedac mierTebu ll ia ekrani.

politikis wesebi ZHNierdeba paketebis Filltrebis
gamoyenebis meSveobiT. Filtrebi swavBoben paketebs da
gansazRvraven aris Tu ara traFfiki nebadarTulli, poli-
tikis wesebisa da protokolis mdgomareobis Sesabamisad.
Tu danarTis protokoli Fungcionirebs TCP-Ti, mdgomareo-
bis gansazRvra SedarebiT martivia, ramdenadac TCP TviTon
mxars uWers mdgomareobas. es niSnavs, rom roca protokoli
imyofeba gansazRvrull mdgomareobaSi, nebadarTullia mxo-
B od gansazRvru i paketebis gadacema.

ganvixi BoT, magaBiTis saxiT, SeerTebis dayenebis
mimdevroba. pirveli mosalodneli paketi aris SYN paketi.
firewall ~aRmoaCens am pakets da gadayavs SeerTeba SYN
mdgomareobaSi. am mdgomareobaSi mosalodnelia erT-erTi anm
ori paketidan: an SYN ACK (paketis Secnoba da SeerTebis
nebis darTva) an RST (SeerTebis gawyveta mimRebze Seer-
TebaSi mtyunebis mizeziT). Tu am SeerTebaSi gamoCndeba sxva
paketebi, firewall gaaugmebs an gadadebs maT, ramdenadac isini
ar Seesabamebian SeerTebis mocemull mdgomareobas, igamde
maSinac, roca SeerTeba nebadarTull ia wesebis nakrebiT.

Tu protokoliT SeerTeba aris UDP, firewall paketuri
FilltraciiT ver gamoiyenebs protoko BisTvis miniWebull
mdgomareobas, romBis nacvBad miedevneba UDP trafFikis
mdgomareobas. rogorc wesi firewall Rebu B obs UDP gare
pakets da eBodeba mimRebidan Semavall pakets, romelic

Seesabameba  sawyis pakets portiTa da misamarTiT,
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gansazRvrulli drois ganmavBobaSi. Tu paketi miiReba am
drois monakveTis ganmav B obaSi, misi gadacema nebadarTulli
igneba. winaaRmdeg SemTxvevaSi firewall gansazRvravs, rom UDP
trafiki ar aris moTxovnaze pasuxi da gaaugmebs mas.

firewall paketuri FfiltraciiT gamoyenebisas SeerTebebi
ar wydeba firewall -ze TFiltraciiT, aramed miemarTeba
uSuallod bolo sistemisaken. paketebis Semosvlisas firewall
arkvevs aRniSnulli paketebi da SeerTebebis mdgomareobebi
nebadarTullia Tu ara politikis wesebis mier. Tu

nebadarTu B ia, maSin paketi gadaicema Tavisi marSrutiT.

223. hibriduli firewall

gse Bl TaSorisi ekranebi, 1ise rogorc sxva mow-
yobi B obebi, droTa ganmavBobaSi icvBlebian da ganicdian
srullyofas. gamoyenebiTi donis firewall mwarmoeb Bebi mivid-
nen im azramde, rom saWiroa protokolebis mxardaWeris
meTodis damuSaveba, romeB TaTvisac ar arsebobs wvdonmis
gansazRvrulli modulebi. amis kvaBdakvall Seigmna wvdonmis
modullis tegnoBogia - Generic Services Proxy (GSP). GSP
damuSavebu Bia sxva protokolebis, romelic aucillebelia
usafrTxoebis sistemisaTvis da gselluri administratorebis
muSaobisaTvis, gamoyenebiTi donis wvdomis modu lebis
mxardasaWerad. sinamdvi BeSi GSP uzrunve lyofs gamoye-
nebiTi donis firewall — is muSaobas, paketuri Full traciis ek-

ranebis saxiT.
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224. gse B TaSorisi ekranebis konfiguraciis
damuSaveba

mocemu B savar JiSoSi igulisxmeba, rom organizaciaSi

arsebobs qvemoT CamoTvHhili sistemebi:

veb-serveri, romelic muSaobs 80 portze;

saFosto serveri, romelic muSaobs 25 portze igi
RebuBlobs yveBla Semomavall da gzavnis yvela sawyis
fostas. Sida safFosto serveri periodullad ukavSirdeba
mocemull sistemas Semomavali Fostis misaRebad da
sawyisi monacemebis gasagzavnad.

arsebobs Sida sistema DNS, romelic saxe B ebis

misamarTad gardagmnis moTxovnas ugzavnis internetis

sistemas, ramdenadac organizacias ara aqvs Tavisi sakuTari

mTavari gare DNS.

organizaciis internet-politika Sida momxmareb lebs

nebas rTavs isargeb B on Semdegi samsaxurebiT:

HTTP,
HTTPS,
FTP,
Telnet;
SSH.

am po B itikis bazaze SeiZleba aigos politikis wesebi

sxvadasxva argiteqturebisaTvis.

argiteqtura L sistemebi firewall sazRvrebs gareT,

wvdomadi internetidan.
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suraTze naCvenebia internetidan wvdomadi

ganTavseba, firewall-sa da gare

sistemebis
marSrutizators Soris.
cxri BSi moyvani Bia gsell TaSorisi ekranis wesebi.

I internetis
momxmarebe B Tan
kavSiris arxi

firewall

gare gseli

marSrutizatori

serveri

serveri

nax.224.1 argqgiteqtura 1
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firewall wesebi argiteqtura 1-sTvis

wesis sawyisi IP sabo Bl oo | samsaxuri | mogmedeba
nomeri IP
1 Sida safosto safosto SMTP miReba
serveri serveri
2 Sida gseli nebismieri | HTTP miReba
HTTPS,
FTP,
telnet, SSH
3 Sida DNS nebismieri | DNS miReba
4 nebismieri nebismieri | nebismieri | Sewyveta

marSrutizatorze SeiZlleba dayendes fill tracia, rome-

Bic nebas rTavs HTTP-s mxoBod gare monacemebs mivides
veb-serverze da gadasces safosto servers mxo Bl od garedan
miRebu B'i SMTP monacemebi. rogorc moyvani i wesebidan Cans,
imisgan damoukidebBad, Tu ra tipis firewall ganoiyeneba, veb-

serveri da safosto serveri ar aris daculli firewall —iT.

am SemTxvevaSi firewall icavs organizaciis mxoBlod Sida

gsells.

argiteqtura 2. erTi gsel TaSorisi ekrani

meore standartulli argiteqtura naCvenebia nax. 224.2.-
ze, rome BSic gamoiyeneba erTi firewall, rogorc Sida gselis,

aseve internetidan wvdomadi nebismieri sxva sistenis

dasacavad. es sistemebi ganTavsdebian callkeul gselSi.

cxriBSi moyvani lia gsel TaSorisi ekranis wesebi.
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-

marSrutizatori

| gare gseli

internetis
momxmarebe B Tan
kavSiris arxi

firewall o i ) i B
gseli internetis sistemebisaTvis

serveri serveri

nax.2.24.2. arqiteqtura 2

rogorc cxrilidan Cans, wesebi winas anallogiuria.
aseve vxedavT, rom ar arsebobs cxadi wesebi, romelic
saSuallebas aZzlevs Sida safFosto servers miuerTdes
safFosto servers callkeul gselSi. amis mizezia wesi 2,
romelic saSuallebas aZlBevs nebismier sistemas (gare an

Sidas) miuerTdes xsenebu l sistemas.

cxrilSi moyvaniBlia qselTaSorisi ekranis wesebi
argiteqtura 2-saTvis.
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firewall wesebi argiteqtura 2-saTvis

wesis sawyisi IP sabo B oo | samsaxuri | mogmedeba
nomeri IP
1 nebismieri veb- HTTP miReba
serveri
2 nebismieri safFosto SMTP miReba
serveri
3 safosto nebismieri | SMTP miReba
serveri
4 Sida gseli nebismieri | HTTP, miReba
HTTPS,
FTP,
telnet, SSH
5 Sida DNS nebismieri | DNS miReba
6 nebismieri nebismieri | nebismieri | Sewyveta
arqgiteqtura 3. ormagi gsel TaSorisi ekranebi
aRniSnull  SemTxvevaSi internetidan wvdomadi sistemebi
ganTavsdebian gsel@ TaSoris ekranebs Soris. xolo Sida

gseli ganTavsebuBia meore firewall-is Semdeg. nax.2.2.43.-ze

gamosaxu Bia arqgiteqtura 3. xol o, cxrilebSi Sesabamisad
mocemu B ia firewall 1-is da firewall 2-is wesebi.

saidumB o qgselebis kargi magaliTia sabanko gselebi.
yove l saRamos banki ukavSirdeba federaBluri

Fulladi

rezervebis

sistemas, saxsrebis gadasacemad. aseT qseBebSi

Secdomebi ZviradRirebulia aseTi SeerTebebis mmarTveli

sistemebi sabanko strugqturebisaTvis aris ukiduresad sai-

dumllo sacicocx lod mniSvne B ovani. bankis sxva

gvedanayofebidan am sistemebze wvdomis SezRudvisaTvis
SeiZ B eba dayendes gse l TaSorisi ekrani. rogorc cxrillidan

Cans, firewall L:is wesebi firewall-is wesebis
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anal ogiuria, magram aq aris meore qgseBTaSorisi ekrani,

roml is wesebi momdevno cxri l Sia naCvenebi.

gare gseli

- e

: _internetis
marsSrutizatori  pmomxmare-
firewall 1 L—— be § Tan
kavSiris
arxi
firewall 2 internetis sistemebis gseli

serveri serveri

nax.2.2.43. argiteqtura 3
cxrilSi moyvaniBlia qselTaSorisi ekranis wesebi

argiteqtura 3-saTvis.
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firewall 1-is wesebi argiteqtura 3-saTvis

wesis sawyisi IP sabo B oo | samsaxuri | mogmedeba
nomeri IP
1 nebismieri veb- HTTP miReba
serveri
2 nebismieri safosto SMTP miReba
serveri
3 safosto nebismieri | SMTP miReba
serveri
4 Sida gseli nebismieri | HTTP, miReba
HTTPS,
FTP,
telnet, SSH
5 Sida DNS nebismieri | DNS miReba
6 nebismieri nebismieri | nebismieri | Sewyveta
firewall 2-is wesebi argiteqtura 3-saTvis
wesis sawyisi IP sabo B oo | samsaxuri | mogmedeba
nomeri IP
1 Sida safFosto SMTP miReba
safosto serveri
serveri
2 Sida gseli nebismieri | HTTP, miReba
HTTPS,
FTP,telnet,
SSH
3 Sida DNS nebismieri | DNS miReba
4 nebismieri nebismieri | nebismieri | Sewyveta
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23. daSifrva daSifrvis ZiriTadi koncefciebi

daSifrva warmoadgens informaciulli usaFfrT xoebis
uzrunve ByoFfis mniSvneBovan saSuallebas. daSifrvis mega-
nizmebi aris usafFrTxoebis FarTod gamoyenebulli mega-
nizmebi, vinaidan isini emsaxurebian konFidencial obis,
mT B ianobis da identiFfikaciis SesaZ Bebl obebis uzrunvel-
yoTfas.

daSifrva warmoadgens SemaCerebe I mogmedebas. rogorc
cnobiBlia daSifrvis nebismieri sistema SeiZlleba iyos
gatexi bi. daSifrviT dacull informaciaze wvdomis misaR-
wevad saWiroa sakmaod didi dro da resuresebis didi
raodenoba.

daSifrvis nebismieri sistenis mizans warmoadgens
araavtorizebulli pirebis mier informaciaze wvdonis
miRebis magsimaBlurad garTulleba, igamde Tu maT aqvT
daSifrulli tegsti da cnobillia daSifrvisaTvis gamoyene-
bulli algoriTmi. sanam araavtorizebulli momxmarebeli ar
FHobs gasaRebs, informaciis gasaidumBoeba da mT 0 ianoba
ar dairRveva.

daSifrvis daxmarebiT xdeba informaciis usafrTxo-
ebis sami mdgomareobis uzrunve lyofa:
- konFidenciall oba;
- mT B ianoba;

- i1dentiFficirebadoba.
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daSifrva gamoiyeneba informaciis wyaros autentiTFi-
kaciisaTvis da informaciis gagzavnaze mtyunebisagan Tavis
dasacavad.

nax.2.3.1-ze moyvani Bia daSifrvis zogadi principi.

Ria tegsti daSifrulli tegsti Ria tegsti
—_— . _—>

kriptografiulli kriptografiulli
algoriTnmi algoriTmi

nax.2.3.1. daSifrvis zogadi principi

Cveu Bebrivi tegsti - aris informacia sawyis formaSi.
mas aseve ewodeba Ria tegsti.

daSifrulli tegsti - informaciaa, romelzec Sesru-
Bebulia daSifrvis algoriTni.

algoriTmi — meTodia, romelic gamoiyeneba Ria tegs-
tis daSifrull tegstad gardasagmne B ad.

gasaRebi - Semaval i monacemebia, romel Ta saSuallebiT
algoriTmis daxmarebiT mimdinareobs Ria tegstis gardagmna
daSifrullad an piriqiT.

daSifrva — Ria teqstis SifrSi gadayvanis procesia.

gaSifrva — Sifris Ria tegstSi gadayvanis procesia
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arsebobs oTxi termini, romelic dakavSirebulla

infFormaciis daSifrva-gaSifrvasTan:

- kriptografia - mecniereba informaciis SesaniRbad da-
Sifrvis gamoyenebaze;

- kriptografi - piri, romelic dakavebullia kriptogra-
FiiT,;

-  kriptoanalizi - kriptografiulli algoriTmebis analli-
zis xelBovneba, susti adgi Bebis arsebobis magaliTze;

- kriptoanalitikosi - piri, romelic akeTebs kripto-
anallizs kriptografiull algoriTmebSi susti adgi lebis

gansazRvrisa da gamoyenebisaTvis.

2.3.1. Tavdasxmebi daSiFrvis sistemebze

daSifrvis sistemebma SeiZleba ganicadon Tavdasxmebi
Semdegi sami xerxiT:
- algoriTmis susti adgi Bebidan;
- gasaRebTan mimarTebaSi Tavdasxmis meSveobiT,;
- garemomcve B sistemaSi susti adgi Bebidan.

algoriTmebs, romeBTac aqvT susti adgillebi ar
SeiZzleba vuwodoT sakmarisad mZBavri. cnobilli susti
adgi Bebi SeiZBeba gamoyenebull ignas sawyisi tegstis
swrafad aRsadgenad. borotmzraxvels am SemTxvevaSi ar
sWirdeba damatebiTi resursebis gamoyeneba.

meore saxis TavdasxmisaTvis mimdinareobs nebismieri

dasaSvebi gasaRebis SerCeva Sifris Ria tegstad gada-
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sayvenad. am SemTxvevaSi allgoriTmis simZBavre gani-
sazRvreba mxoBod im gasaRebebis raodenobiT, romelic
saWiroa gadasinjos analitikma. rac ufro grzelia
gasaRebi, uFro metia gasaRebebis saerTo raodenoba da miT
ufro meti gasaRebi unda gadaisinjos koreqtulli gasaRebis
sapovne Bad. msgavsi Tavdasxmebi Teoriullad yovelTvis
warmatebu Bad unda damTavrdes saWiro raodenobis droisa
da resursebis arsebobis dros.

mesame tipis Tavdasxma ar ganixileba daSifrvis
konteqstSi. pragtikaSi ufro iolia Tavdasxma TviT
kompiuterull sistemaze, vidre daSifrvis algoriTmebze.
ganvixi BoT situacia: algoriTmi aris mZBavri da agvs
mZBavri gasaRebi, romBis gaxsnisaTvis, meore tipis
TavdasxmiT saWiro igneba miBioni dolaris Rirebulebis
mowyobi B obebi da Zalian bevri dro. am dros organizacia,
rome B ic gamoiyenebs am algoriTms, gadacems gasaRebs daSo-
rebull adgillas Cveullebrivi eleqtronulli TFfostiT. Tu
cnobilia, saxeBldobr sad igzavneba gasaRebi, maSin
nak Bebad dacullia Setyobineba da martivia gasaRebis
garkveva,

mowyv B adobis kidev ufro naTel i magaliTia
daSifrvis paketi, romell sac gamoiyenebs bevri momxmarebe I i.
es paketi gamoiyenebs daSifrvis mZBavr algoriTmebs
eleqgtronulli Tfostisa da Taillebis daSifrisaTvis. aseT
sistemebze Tavdasxmebi ZneBad gansaxorcielebelia pirveli
da meore TavdasxmebiT, radgan momxmarebBis gasaRebi

myofeba Tavis kompiuterze FaillSi, romelic daculla
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paroliT. Tu mxedveBlobaSi miviRebT im Fagts, rom
momxmareb Bebis umravBesoba Tavis parolSi ar iyenebs
SemTxveviTi simbo B oebis kombinacias, gacilebiT iolia
parolis gamocnoba an misi miReba meore TavdasxmiT, vidre
miRebu l ignas amave xerxiT momxmareb B is gasaRebi.

agedan gamomdinare gavakeToT daskvna, rom sistema
aranak Beb mogmedebs Sifrebis saerTo usafrT xoebaze, vidre

daSifrvis algoriTmi da gasaRebi.

24. daSifrva saiduml o gasaRebiT

arsebobs daSifrvis ori ZiriTadi tipi: saidumBo
gasaRebiT da Ria gasaRebiT. saidumBo gasaRebiT
daSifrvisas moiTxoveba, rom yvela mxares, romell Tac aqvT
infFormaciis wakiTxvis u¥fleba, hgondeT erTidaigive
gasaRebi. amdenad gasaRebis dacvis uzrunvellyofa igneba
saerTo problBema. daSifrva Ria gasaRebiT gacillebiT Ffar-
Tod gamoyenebu i meTodia. igi uzrunve lyoFfs informaciis
konfidenciallobas da imis garantias, rom gadacenis

procesSi igi ar igneba Secvlili.

24.1. saidum B o gasaRebiT daSifrvis meTodi

aRniSnull daSifrvas aseve SeiZleba vuwodoT simet-
riuli daSifrva, vinaidan monacemebis daSifrvisa da ga-
SifrvisaTvis gamoiyeneba erTidaigive gasaRebi. nax24.11l.-ze

naCvenebia saidum B o gasaRebiT daSifrvis sabazo principi.
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rogorc naxazidan Cans, gamgzavns da mimRebs unda
hgondeT erTidaigive gasaRebi.

aRniSnulli daSifrva uzrunvellyofs infFormaciis
konfidencialobas daSifrull mdgomareobaSi. Setyobinebis
gaSifrva SeuZBiT mxoBod im pirebs, romelTaTvisac
cnobi Bia gasaRebi. nebismieri cvlileba SetyobinebaSi,
romelic igneba Setanili gadacemnis dros, aRmoCenilli
igneba, ramdenadac amis Semdeg Setyobineba sworad aRar
gaiSifreba. daSifrva saidumBo gasaRebiT ar uzrun-
ve Byofs autentifikacias, ramdenadac nebimier momxmarebe ls

SeuzBlia Seqgmnas, daSifros da gagzavnos namdvilli

Setyobineba.
gamgzavni mimRebi
daSifrulli Y emm—
Setyo tegsti Setyo
bineba bineba
. _.m_.
algoriTnmi gadacema amgoriTmi
saidumll o daucve saidunllo
gasaRebi T matarbelze  gasaRebiT

nax.2.4.1.1. daSifrva saiduml o gasaRebiT
rogorc Cans, daSifrva saidumBo gasaRebiT swrafad
da iolad vrealizdeba aparaturulli da programulli

saSua B ebebis daxmarebiT.
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242, ©obodbyao dog®gdo

igi arsebobs daax B oebiT 2500 weli. yve laze adreulli
magaBliTia Sifri - atbaS, romelic warmoiSva daax B oebiT
600 wBiT adre Cvens eramde da mdgomareobs ebraulli
anbanis ukumimdevrobiT gamoyenebaSi.

iuli cezari iyenebda Sifrs, romell sac cezaris Sifrs
uwodeben. igi mdgomareobda dasaSifri simboBos sami
simboBoTi daSorebulliT SecvlaSi. mag. A ->D;B ->E, Z -> C.
aRniSnull SemTxvevaSi gasaRebi aris an daZvris maCvenebe B i
an mT Bianad gadaBagebuli anbani. aseT Sifrebs aqvT
nak B i — sawyis anbanSi, asoebis Seucvlelli sixSire magalli-
Tad, inglisur anbanSi simbolo E xSirad gamoiyeneba.
Secvlis Semdeg ufro xSirad gamoyenebulli igneba sxva
simbolo. didi Setyobinebis gaSifrvisas, aseTi analizis

safuZve B ze misi gatexva martivad aris SesaZ Bebeli.

24.3. erT jeradi bl oknotebi

erTjeradi bHBoknotebi (Onetime Pad, OTP) aris
erTaderTi Teoriullad gautexavi daSifrvis sistema igi
warmoadgens ricxvebis sias SemTxveviTi mimdevrobiT,
rome Bic gamoiyeneba Setyobinebis kodi rebisaTvis. rogorc
sistemis dasaxeBebidan Cans, OTP SeiZlleba gamoyenebull
ignas mxolod erTjer. Tu OTP-s ricxvebi aris namdvi lad
SemTxveviTi da misi sigrZe ufro didia, vidre Setyobinebis,

amasTan Tu gaviTvaliswinebT, rom OTP erT jeradia, maSin
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daSifrulli tegsti ar warmoadgens raime meganizms sawyisi
gasaRebis da Sesabamisad Setyobinebis aRsadgenad.
OTP gamoiyeneba usafrTxoebis ZaBlian maRali donis
infFormaciull garemoSi, mxo lod mokBe SetyobinebebisaTvis.
OTP -s agvs ori nakBi: namdviBad SemTxveviTi
b B oknotebis generacia da bUBloknotebis gavrcelebis

prob I ema.

cxri B Si naCvenebia erTjeradi bBoknotis +Ffunqcio-

nireba.
Setyobineba SENDMHETLP
asoebi Secvlili Sesabamisi 19 514 4 8 5 12 16
ricxvebiT
erTjeradi bHloknoti 79 5 2121 0 6
Ria tegstis OTP-Si damateba 2614196 206 12 22
daifrulli tegsti Z NS FTFLYV

Tu OTP gamoyenebu Bi igneba ramdenimejer, misi gatexva
ioli igneba. msgavsi SemTxvevebi xdeboda civi onis
periodSi. daSifrulli informaciis wakiTxvisaTvis usafrT-
xoebis nacionalur saagentoSi 1iyo Segmilli proeqti
“verona~, am proeqtTan dakavSirebu Bi monacemebis datacebis
Sesaxeb informacia ganTavsebulia saitze:

NSA (http://www.nsa.gov). ra Tgma unda, OTPar gamoiyeneba
didi mocu B obis trafikis garemoSi.
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244. daSifrvis algoriTmebis mimoxi Bva

algoriTmi Data Encryption Standard (DES) damuSavebu il
igna IBM kompaniis mier 1970-iani wBlebis dasawyisSi.
standartebis nacionaBlurma institutma da aS.S. tegnoll o-
giebma miiRo algoriTmi (pubNikacia FIPS 46) 1997w. NSA-Si.
algoriTmma ganicada Semdgomi modifikacia 1983, 88, 93, 9%4
w B ebSi.

DES iyenebs 56 bitis sigrZis gasaRebs.

1992 wells kvNevebma uCvenes, rom DES SeiZleba

gamoyenebu i ignas samjer ufro mZBavri daSifrvis
uzrunve I sayofad. ase daibada sammagi DES algoriTmis
(TDES) Segmnis koncefcia.
2000 wlis bolos orma kriptografma beBgiidan @oan Daemen
da Vincent Rijmen) Seqmna aBgoriTmi Rijndael. es aBlgoriTmi aris
mZBavri da gamoiyeneba maRalsiCgarian qselebSi. igi
warmoadgens bl okur Sifrs, romell ic gamoiyenebs gasaRebebs
da bNokebs 128, 192 da 256 bitis sigrZis. algoriTmi
Sedgeba 10-14 cikBisagan, Ria tegstis bBokis zomisa da
gasaRebis zomis mixedviT.

usaFrTxoebis sxvadasxva sistemebSi gamoiyeneba sai-
dumBo gasaRebiT daSifrvis sxva algoriTmebi. maT Soris
SeiZleba gamovyoT: IDEA (Internationa Data Encryption Algrithm);
RCS5; Skipjack; Blowfish; Twofish; CAST-128; ???? da sxva.
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25. daSifrva Ria gasaRebiT

aRniSnulli daSifrva aris ufro gviani teqno logia,
vidre daSifrva saidumBo gasaRebiT. maT Soris ZiriTadi
gansxvaveba aris gasaRebebis ricxvi, romelic gamoiyeneba
monacemebis daSifrvisas. am SemTxvevaSi daSifrvisa da
gaSifrvisaTvis gamoiyeneba erTidaigive gasaRebi.

nax.2.5.1. naCvenebia daSifrvis sabazo sgema. rogorc Cans
orive abonents unda  hgondes gasaRebi. gasaRebebi
dakavSirebu Bebi arian erTmaneTTan, amitomac maT uwodeben
gasaRebebis wyvi B's. kavSiri gasaRebebs Soris mdgomareobs
imaSi, rom informacia daSifrulli K1 gasaRebis gamoyenebiT
SeiZleba gaiSifros mxobBlod misi wyvilis K2 gasaRebiT. Tu
informacia daSifrulliaK2 —iT, maSin gaSifrva SeiZlleba K1
gasaRebis gamoyenebiT.

gasaRebi K1 gasaRebi K2

P, i
i 4

P
5

Ria tegsti daSifrulli tegsti Ria tegsti

e — Al >

kriptografiulli kriptografiulli
algoriTmi algoriTmi

nax.25.1. daSifrva Ria gasaRebiT
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pragtikaSi erT gasaRebs hgvia saidumB o, xol o meores
-Ria. saidumB o gasaRebi imyofeba gasaRebebis wyvi lebis
mFHlobelTan maBulad. Ria gasaRebi gadaicema infor-
maciasTan erTad Ria saxiT. Ria gasaRebiT daSifrvis kidev
erTi Taviseburebaa, Tu abonents aqvs gasaRebebis wyvi Bidan
erTi, meores gamoTvla SeuZBebelia amitom Ria gasaRebi
gadai cema Ria saxiT.

Tu saWiroa konfidencialobis dacva, daSifrva xdeba
Ria gasaRebiT. am saxiT informaciis gaSifrva SeuZlia
mxoBod gasaRebis mFBobells, ramndenadac saidumlo
gasaRebi imyofeba TviT mFBobelTan. Tu saWiroa
autentifikaciis ganxorcieleba, gasaRebebis wyvilis mFlo-
beli monacemebs Sifravs saidumBo gasaRebis gamoyenebiT.
ufro zustad, informaciis gaSifrva SeiZleba mxolod
swori Ria gasaRebiT, romelic gadaicema Ria saxiT da
anitom mxo Bod gasaRebebis wyvillis mFHBobels Seuzlia
informaciis gagzavna. inFormaciis mT Bianoba gadacenmisas
daculia orive SemTxvevaSi.

infFormaciis nT HBianoba gadacemis Semdeg SeiZleba
iyos SemowmebulBi Tu sawyisi informacia daSifrulli iyo
mF B obellis saiduml o gasaRebis daxmarebiT.

Ria gasaRebiT daSifrvis nakli aris is, rom igi
moiTxovs did gamoTvBliT simZBavreebs da Sesabamisad aris
nak Bebad swrafmogmedi. Tu kombinirebas gavukeTebT Ria da
saidunBo gasaRebebiT  daSifrvas, miiReba daSifrvis
gacilebiT mZBavri sistema. Ria gasaRebiT daSifrvis

sistema gamoiyeneba gasaRebebis gacvlisaTvis da SeerTebis
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orive mxares abonentebis autentiFfikaciisaTvis. saidumlo
gasaRebiT daSifrvis sistema Semdgom gamoiyeneba darCeni Hi

trafikis dasaSifrad.

25.1. Ria gasaRebebiT daSifrvis algoriTmebi

uitFilld difma da martin helmanma 1976 wells
daamuSaves Ria gasaRebebiT daSifrvis sistema. difi-
he Bmanis sistema damuSavda saidumB o gasaRebiT daSifrvis
gamoyenebisas gasaRebebis gavrce Bebis prob lenis
gadasawyvetad. idea mdgomareobda sxva romelime XxerxiT
gasaRebis gadacemis gareSe, saidumBl o gasaRebze SeTanxmebis
usaFrTxo meTodis SemuSavebaSi. aRniSulli algoriTmi ar
SeiZl eba gamoyenebull ignas informaciis daSifrva-gaSifrvi-
saTvis.

1978 wells ron rivestma, adi Samirma da Ben ade Bmanma
daamuSaves Ria gasaRebiT daSifrvis algoriTmi - Rivest —
Shamir — Adelman (RSA). difi-he@manis algoriTmisagan
gansxvavebiT, igi SeiZBeba gamoyenebull 1ignas daSifrvisa da
gaSifrvisaTvis. garda amisa, RSA algoriTmis usaFrTxoeba
bazirdeba didi ricxvebis faqtorizaciaze.

arsebobs Ria gasaRebebiT daSifrvis sxvadasxva
algoriTmi, rome B Tagan ganvixi BoT  sami SedarebiT
gavrcelebulli algoriTnmi.

el-gamallma (Taher Elgama) daamuSava diFi-he Bmanis
sistenis varianti. man srullyo difi-helmanis algoriTmi da

miiRo erTi algoriTmi daSifrvisaTvis da meore
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autentiFfikaciis uzrunvel yoFfisaTvis. es allgoriTmi ar iyo
dapatentebulli da amitom gaxda 1iaFfi allternativa
ramdenadac allgoriTmi bazirdeba diFfi-heBImanis sistemaze,
misi gamoyenebisas sistemis usafrTxoebis uzrunvellyofa
ganpirobebullia diskretulli BogariTmirebis amocanis
amoxsnis sirTulliT.

cifrulli xellmoweris allgoriTmi - Digta Signature
Algorithm (DSA) damuSavebuli iyo aSS-s mTavrobis nmier,
rogorc standartulli allgoriTmi cifrulli xelmowere-
bisaTvis. mocemulli algoriTmi bazirdeba ell-gamallis sis-
temaze, magram mxo Bod autentifikaciis saSuallebas iZBeva
an algoriTmiT konFidencial obis uzrunve Byofa ar xdeba.

elituri nmrudebi SemoTavazebulli 1iyo daSifrvis
sistemaSi 1985 well's. daSifrvis sistema elituri mrudebis
gamoyenebiT (ECC) bazirdeba sxva rTull maTematikur

amocanaze.

26. cifrulli xelmowera

cifrulli xelmowera daSifrvis Fformaa, romelic
uzrunve lyofs autentifikacias. igi aris elleqgtronuli
infFormaciis autentifikaciis meTodi daSifrvis meSveobiT.
nax.2.6.1.-ze naCvenebia rogor srull deba es amocana.

pirvel rigSi informacia muSavdeba Setyobinebis
analizis an xeS-fungciis meSveobiT. xeS-fungcia gmnis
monacemebis sakontroBlo jams, rome Hic Semdgom daiSiFfreba

momxmareb Bis saidumB o gasaRebis gamoyenebiT. infFormacia
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da daSifrulli sakontroBlo jami gadaecema informaciis
mimRebs.
informacia gadaecema
i i mimRebs . i
informacia .| inFormacia
xeS- xeS-
Ffungcia Ffungcia
infFormaciis informaci 1S
o Sesamowmebe B i
sakontro o jami S
Jami
A A
daSifrva daSifrva
Ria Ria Sedareba
. N
gasaRebi T daSifrulli gasaRebi T
sakontrollo
f Jani T
gadaecema
mimRebs o
iy
gamgzavnis gamgzavnis

saiduml o gasaRebi

saidum Bl o gasaRebi

nax.2.6.1. cifrulli xe Imoweris
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infFormaciis miRebis Semdeg mimRebs SeuzZBia igi daamuSaos

imave xeS-FunqciiT. mimRebi gaSifravs sakontrolo janms,

rome Bsac miiRebs SetyobinebasTan erTad da Seadarebs
orive sakontroBlo jams. Tu isini emTxvevian, es niSnavs,
rom infFormacia ar aris Secvlili.

cifrulli xel@lmoweris usafrTxoeba da sargeb ll ianoba
damokidebu Bia or mniSvne Bovan e Bementze, esenia:

- momxmareb Bis saidumB o gasaRebis dacva;

- usafrTxo xeS-funqcia

xeS-Fungcia aris usafrTxo Tu:

- Fungcia aris calmxrivi, anu Ffunqcia gmnis sakontrollo
Jams infFormaciidan, ise rom SeuZ Bebeli iyos infor-
maciis aRdgena sakontroBl o jamis mixedviT.

- ukiduresad rTullia inFormaciis ori Ffragmentis konst-
ruireba ise, rom TFunqciis Sesrullebisas miiRebodes
erTnairi sakontroll o jani.

meore pirobis dakmayofiBeba arc ise martivia infor-
maciis xel@moweris, Senaxvisa da gadacemis simartivis
uzrunve I sayofad gansaxillveli sakontroBlo Jami unda
iyos mcire zomis, vidre informacia Tu es piroba
kmayofi Bdeba, maSin erTidaigive sakontroBlo Jjams unda

Seesabamebodes informaciis xvadasxva Fragmentebis didi

raodenoba. Ffungciis usafrTxoebis uzrunvellyofa xdeba

sawyis monacemebSi yveBa bitis dakavSirebiT sakontrollo

Jamis yvela bitTan. amdenad, Tu informaciis erTi biti

Seicvleba, aseve Seicvleba sakontroBlo jamSi bitebis didi

raodenoba.
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usaFrTxo xeS-fFunqciebi unda uzrunve Byofdnen sakon-
trolo jamis Segmnas, sigrZiT sull mcire 128 biti.

ori yvelaze ufro gavrcellebulli xeS-funqciaa MD5,
rome B ic agenerirebs 128 bitian sakontrolo jams da SHA,
romelic awarmoebs sakontrolo jJams sigrZiT 160 biti.
arsebobs mravalli xeS-funqcia, rome Il Tagan didi nawili ar

aris usafrTxo.

2.7. gasaRebebis marTva

gasaRebebis marTva mdgomareobs ara marto gasaRebebis
dacvaSi maTi gamoyenebisas. es amocana iTvaliswinebs
saimedo  gasaRebebis  Segmnas, usaFrTxo  gavrce lebas
Sorsmyof momxmareb Bebs Soris, gasaRebebis koreqtull obis
uzrunve Byofas, gaugmebas maTi gaxsnis an mogmedebis vadis

amowurvis SemTxvevaSi.

2.7.1. gasaRebebis Segmna

gasaRebebi unda Seigmnas garkveulli sSiFfrTxiliT.
maga B iTad, gasaRebi romeBic Seicavs mxo Bod nullebs DES
algoriTmSi gamoyenebisas ar uzrunvelyofs dacullobas.
aseve RSA - Si gamoyenebuli gasaRebebis Segmnisas unda
mieqces yuradReba pda g simbo B oebis arCevas.

daSifrvis sistemebis didi nawilli uzrunvellyofs

generirebis garkveull meTods. zogjer gasaRebis arCeva
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daSvebulia parolis Sesabamisad. am SemTxvevaSi saWiroa
saimedo parolis arCeva

zogierTi gasaRebi airCeva SemTxveviTi ricxvebisagan.
Tumca arc ise bevria namdviBad SemTxveviTi ricxvebis
generatori.

saWiroa gasaRebis swori sigrZis arCeva. zogierT
algoriTmSi gamoiyeneba gasaRebi Figsirebulli sigrziT,
zogierTSi ki gasaRebi cvBadi sigrZiT. rac grZelia
gasaRebi, miT ufro metia misi saimedoba magaliTad, RSA-s
1024 bitiani gasaRebi ufro saimedoa vidre RSA-s 512
bitiani gasaRebi.

cxrillSi  moyvaniBia daSifrvis sxvadasxva all-

goriTmisaTvis gasaRebebis saimedobis SedarebiTi xarisxebi.

daSifrva saidumllo daSifrva Ria daSifrva elituri
gasaRebiT (DES, RC5) | gasaRebiT (RSA, | mrudebis meSveobiT
difi-he I man)

40 biti - -

56 biti 400 biti -

64 biti 512 biti -

80 biti 768 biti -

90 biti 1024 biti 160 biti

120 biti 2048 biti 210 biti

128 biti 2304 biti 256 biti

2.7.2. gasaRebebis gavrce B eba

gasaRebebis generaciis Semdeg saWiroa maTi miwodeba
sxvadasxva adgilas da dayeneba Sesabamis mowyobi B obaze
gamoyenebis mizniT. Tu gasaRebi daucvelia gadacenisas,

isini SeiZleba ignas kopirebuli an moparulli, romlis
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kval dakvall dairRveva daSifrvis mTeli sistemis usafrT-
xoeba. gasaRebebis gadacema SeiZlBleba ganxorcielldes
kavSiris arxis gareT, anu gasaRebebi SeiZlBeba gadacemul
ignan administratorebis mier gadamtan matareb Bebze. aseTi
midgoma amarT Bebs maSin, roca Sorsmyofi saitebi
ganTavsebulia arc ise moSorebiT. magram Tu SorsmyoFi
saitebi ganTavsebulia sxva kontinentze, problema iZens
gaci BebiT seriozull xasiaTs.

arsebobs aRniSnulli probBlemis nawi Bobrivi gadawy-
veta, rac mdgomareobs diFfi-hel@manis algoriTmis gamo-
yenebaSi seansuri gasaRebebis simravBis gavrcelebisaTvis.
ag saWiroa sifrTxilis dacva. magaliTad, ar SeiZleba
gamoyenebu I ignas diTfi-he@manis gasaRebebis gacvlis
algoriTmi RSA gasaRebebis wyvilis gadasacemad. RSA
gasaRebebis wyvi Bis SemTxvevaSi, erTi gasaRebi unda iyos
saidumBod, xolo meore SeiZlleba iyos Ria mdgomareobaSi.
Ria gasaRebi unda publicirdes ise, rom SeuZllebeli iyos
misi Secvlla Tu gasaRebebis wyvi B generirdeba
sertifikatebis centralluri biuros mier, saidumllo
gasaRebi usafrTxod unda gadaeces gasaRebebis wyvilis
mFHobels. Tu gasaRebebis wyvi Bi generirdeba mFHobelis
mier, Ria gasaRebi wunda gadaices sertifikatebis cent-
rallur biuros usafrTxoebis zomebis uzrunvellyofis

gaTvaliswinebiT.
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2.7.3. gasaRebebis sertificireba

gasaRebebis sertifikacia xorcieldeba serti Fikatebis
centralluri biuros meSveobiT (CA) mocemul SemTxvevaSi
CA warmoadgens cifrull xeB@moweras Ria gasaRebze da amis
wyaBlobiT CA ndobiT iRebs im Ffagts, rom Ria gasaRebi

ekuTvnis gasaRebebis wyvi Bis mFHlobels.

2.74. gasaRebebis dacva

Ria gasaRebebi ar moiTxoven konfidenciall obis dacvas.
isini moiTxoven mT Rianobis dacvas sertifikatebis
gamoyenebis meSveobiT. saidumB o gasaRebi yoveB Tvis unda
ignas Senaxu i malulad.

Tu borotmzraxve Bl'i miiRebs saidumBl o gasaRebis asls,
mas miecema mTeli konFidencialuri +trafikis wakiTxvis
SesaZleb B oba. Tu gasaRebi ganTavsebu Bl ia fai BSi, maSin es
Ffailli daculli unda iyos nebismier adgilas. Tu gasaRebi
imyofeba mexsierebasSi, saWiroa momxmareb B ebisa da
procesebis kvBevebisagan nmexsierebis sivrcis dacvis
zomebis miReba. aseve Failli, romell Sic ganTavsebu lia gasa-

Rebi, daculi unda iyos xist diskze gadawerisas.

2.75. gasaRebebis gaugmeba

gasaRebebis mogmedebis vada SezRudullia. seansuri
gasaRebi SeiZleba mogmedebdes mxoBod mocemull seansSi.

igi ugmdeba seansis bolBos. zogierTi gasaRebi SeiZlleba
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sertificirebulli iyos gansazRvrulli drois ganmavl obaSi.
zogadad Ria gasaRebebis wyvilli sertificirdeba 1 an 2
wBiT. Ria gasaRebis sertifikati gansazRvravs nmisi
mogmedebis vadis dasrullebis TariRs. sertifikatis wankiTx-
velli sistemebi vadis amowurvis Semdeg gasaRebs mogmedad
aRar CaTvlian, amdenad vadagasuli gasaRebis gaugmeba ar
aris savalldebullo.

metnak Bebad, gasaRebebi SeiZleba daikargos an
gaixsnas. amis Sesaxeb gasaRebebis mFBobelma unda
Seatyobinos momxmareb Bebs, raTa gasaRebi aRar CaiTvHleba
mogmedad da aRar eqvemdebareba gamoyenebas.

Ria gasaRebebiT daSifrvis sistemebSi sagme cota
sxvanairad aris. Tu gasaRebebis wyvilli arasanqcirebullad
ugmdeba an ixsneba ar arsebobs Ria gasaRebis yvella
potenciuri momxmareb B is infFormi rebis gansazRvrulli
xerxi. zogierT SemTxvevaSi Ria gasaRebebi pubBicirdeba
gasaRebebis serverebze. piri, romelsac unda dakavSireba
gasaRebis mFl obell Tan SeuZlia Sevides serverze
sertificirebulli Ria gasaRebis misaRebad. saWiroa
periodulli mimarTva serverze imis gasarkvevad iyo Tu ara
igi gaugmebu K i. gasaRebis m¥ 0l obe I ma gasaRebebis
potenciur serverebze unda ganaTavson infFormacia
gasaRebebis gaugmebis Sesaxeb. gasaRebebis serverebi unda
inaxavdnen mocemul informacias manam, sanam originaBuri

sertifikatis mogmedebis vada ar amoiwureba.
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28. gselis kontro 1 is samsaxurebi

gselis da internet-SeerTebebis uSecdomod Fung
cionirebisaTvis saWiroa gansazRvrulli samsaxurebis gamo-
yeneba. am samsaxurebis gamoyenebaze Tanxmoba an akrzZallva
damokidebu B ia organizaciis po Bitikaze.

samsaxuri Domain Name Service (DNS) gamoiyeneba sistemuri
saxe Bebis nebarTvebisaTvis da maT gardasagmnellad I[P
misamarTSi. am Fungciis gareSe Sida momxmarebBebi ver
daamuSaveben veb-saitebis misamarTebs, ris gamoc interneti
maTTvis iqneba usargebBo. rogorc wesi, Sida sistemebi
moTxoven nebarTvas yvela misamarTis DNS Sida
samsaxurebs. DNS Sida samsaxurs SeuZlia gaugzavnos moT-
xovna provaiderze DNSs gare misamarTebis damuSavebi-
saTvis. danarCeni Sida sistemebi ar wugzavnian moT xovnas
gare DNS sistenmebs.

DNS muSaobs aseve Sida momxmarebBebTan, romBebsac
moeTxoveba sasurvel veb-saitze wvdoma. amisaTvis
organizaciaSi an provaiders DNS xeB T unda hgondeT. DNS
hostingis variantebidan erT-erTis arCeva gavBenas axdens
internetis gselis argiteqturaze. Tu arCeulli igneba
sakuTari DNSis hostingi, maSin es sistema unda iyos
ganTavsebu Bi Sida DNSdan callke. Sida sistemebi ar unda
iyon Car Tullni gare DNSSi.

gselis Ffungcionirebis mxardamWeri kontrolis
samsaxuri aris Internet Control Message Protocol (ICMP). igi

warmoadgens iseT samsaxurebs, rogoricaa Ping, romelic
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gamoiyeneba imis gasarkvevad imyofeba Tu ara sistema muSa
mdgomareobSi. ICMP agenerirebs Setyobinebas "qseli da
kvanZi  miuwvdomeBia~ da “paketis sasicocxBo dro
amoiwura~. es Setyobinebebi exmareba qselSi efeqtur
muSaobas.

ICMP samsaxurebi SeiZBeba aikrZzaBlos an daib I okos,
rac gav Benas axdens qgselis fungcionirebaze. Tu
daSorebulli veb-serveri miuwvdome I ia da Sida
momxmarebe Bi cdi B obs masTan wvdomas, wvdomis moTxovnaze
pasuxad gaigzavneba Setyobineba “kvanZi ICMP miuwvdome I ia-~,
Tu ICMP dabBokillia Sida qselSi, momxmarebeBi unda
dae l odos vidre amoiwureba Bodinis intervali brauzersSi,
ase rom Setyobineba “gverdi ar aris napovni~ maSinve ar
miiReba.

NTP (Network Time Protocol) gamoiyeneba sxvadasxva sistemebs
Soris drois singronizebisaTvis. internetSi aris sai tebi,
romBebic warmoadgenen zusti drois wayroebs. Tu
gamoviyenebT am samsaxurs, maSin gansaxilveli saitis
sistemidan erTi maTgani unda warmoadgendes drois ZiriTad
BokaBlur wyaros da mxoBod am sistemas miecema NTP-sTan
internetiT SeerTebis ufleba

183



29. monacemTa bazebis marTvis sistemebis
dacul obis analizi

monacemTa bazebis marTvis sistemebi, gansakuT rebiT
reBaciuri mbms warmoadgenen informaciis didi masivebis
Senaxvis mZBavr instruments. amdenad mbms, pirvel rigSi
maTi serveruli komponentebis informaciulli usafrTxoebis
uzrunve Blyofa iZens mnT Bianad organizaciis usafrTxoe-
bisaTvis gadamwyvet mniSvne I obas.

mboms-saTvis mniSvne Bovania informaciulli usafrT-
xoebis samive ZiriTadi aspeqti: konfidenciall oba, mT N ianoba

da wvdomadoba.

291 identiFfikacia da momxmareb l is vinaobis
Semowmeba

Cveulebriv mbms-Si  identiFfikaciisa da pirovnebis
vinaobis Sesamowmeb Bad gamoiyeneba an operaciulli sistenis
Sesabamisi meganizmi an SQL -is operatori CONNECT.
magaliTad, Oracle monacemTa bazis SemTxvevaSi aRniSnull
operators agvs Semdegi saxe:

CONNECT momxmarebe Bi[/paro 0 i] [@monacemTa baza];
monacemTa bazis serverTan muSaobisas seansis dawyebis
momentSi momxmarebe Bi identiFficirdeba Tavisi saxeliT,
xoli autentifikacias emsaxureba paroli. am procesis
detallebi ganisazRvreba danarTis kBientis nawillis

reallizaciiT.
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zogierTi operaciulli sistema, rogoric aris UNIX,
nebas rTavs programis gaSvebisas Seicvallos momxmareblis
mogmedi  identifikatori. monacemTa bazasTan momuSave
danarTs aqvs privillegiebi, rome lic aRemateba Cveu Bebrivi
momxmareb Bebis privi Begiebs. andenad danarTs aqvs mkacrad
Figsirebulli SesaZleb N obebis nakrebi. momxmarebels SeuZ-
Bia ama Tu im xerxiT daasrulos danarTi, magram serverTan
mierTebuli monacemTa bazis Senaxva misTvis igneba
misawvdomi monacemebTan nebismieri mogmedebis Catarebis

SemTxvevaSi.

29.2. wwdomis marTva. momxmareb Bebis ZiriTadi
kategoriebi

privi Begiebi SeiZlBeba mieniWos pirovnebas, jguTFs,
rollebs an yvela momxmarebells. roli privilegiis kidev
erTi SesaZzBlo matarebelBia monacemTa bazasTan seansis
dawyebisas SeiZleba specificirdes gamosayenebeli roli da
misi paroli, Tu igi arsebobs. aRvniSnoT, rom Oracle mbms_Si
rolad igullisxmeba privi Begiebis nakrebi.

mbms momxmareb Bebi SeiZBeba daiyos sam kategoriad:

- monacemTa bazebis serveris administratori. igi axor-
ciellebs serveris konFfigurirebas, momxmareb Nebis,
JguTFis, rollebis da aS. registracias.

- monacemTa bazebis administratori. am kategorias
miekuTvneba nebismieri momxmarebeBi, romelmac Seqmna
monacemTa baza da Sesabamisad aris misi mFHobeli. mas

SeuzbBia warudginos sxva momxmareb Bebs bazasTan da
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masSi Semava obieqtebze  wvdoma. organizaciaSi
SeiZleba 1iyos monacemTa bazebis mravali administ-
ratori.

- sxva momxmareb Bebi. isini muSaoben monacemTa bazaSi

maTTvis miniWebuli privi Begiebis mixedviT.

29.3. privi Begiebi

mbms privilegiebi SeiZleba daiyos or kategoriad:
usaFrTxoebis privillegiebi da wvdomis privi Begiebi.
usaFrTxoebis privilegiebi saSuallebas iZBeva Sesrulldes
administraciulli mogmedebebi, xoBlo wvdomis privi Begiebi
gansazRvraven subieqtebis gansazRvrull obieqtebze wvdonmis
uf l ebas.
usafrTxoebis privillegiebs yovelTvis gamoyofen
konkretulli  momxmareb Bebis mimarT mbms  Segmnis an
maxasiaTeb Bebis Secvlis dros. ganvixi BoT aseTi 5 privi-
B egia
- security — mbms usaFrTxoebis marTvis ufleba da
momxmareb Bebis mogmedebebze midevneba. aseTi privi le-
giis mgone momxmarebels SeuZBia Sevides nebismier
monacemTa bazaSi, Segmnas, waSalos da Secvallos
momxmareb Bebis, jJguFis da rolebis maxasiaTeblebi,
misces wvdomis ufBeba sxva momxmarebBebs, marTos
saregistracio informaciis Canawerebi, Tvali miadevnos

moTxovnebs. security privi Begia saWiroa monacemTa bazebis
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serveris administratorisaTvis, aseve informaciul
usaFrTxoebaze pasuxismgebe Bi pirisaTvis.

- createdb — monacemTa bazis Segmnisa da waSHis nebarTva. es
privi Begia serveris administratoris garda unda
hgondeT momxmarebBebs, romeBTac miniWebulli aqvT
administratoris rolli callkeull monacemTa bazaSi.

- operator — operatoris kompetenciaSi Semavall i mogmedebebis
Sesrullebaze nebarTva. mxedve B obaSi miiReba serveris
gaSveba da gaCereba., inFormaciis Senaxva da aRdgena.

- maintain_locations — monacemTa bazis serveris administ-
ratoris da operaciulli sistemis ganBagebis marTvis
ufleba

- trace — gawyobasTan dakavSirebulli cvliBebebis ufleba
es ufleba sasargebBoa monacemTa bazebis serveris
administratorisaTvis rTulli, gaurkveveli situaciebis

analizisaTvis.

2.9.4. SQL Server -is usafFrTxoebis sistema

monacemTa Sida da gare dacva monacemTa bazis
administratoris erTerTi ZiriTadi fungciaa
k@ ient/serveris sistemaSi usafrTxoeba reall izdeba

sami xerxiT:
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i Lser dhz
%

Login ID Pazsword usernames

Provides access o Prowides access

SOL Server to database @‘i User db3
M!F

=}

oo

nax.2.9.4.1.

- standartulli usafrTxoeba. am SemTxvevaSi SQL
Server-ze  srull deba momxmarebBis autentifikacia da
sistemaSi Sesvlaze SezRudvebis dadeba;

- integrirebulli usafrTxoeba. am relJimSi muSaobisas
momxmareb B is mimarTvis sakiTxebs wyvets Windows NT da
usaFrTxoeba xorcieldeba mimarTvis kontrolis siis
(Access Control List, ACL) daxmarebiT.

- Sereulli usafrTxoeba igi warmoadgens standar-
tulli da integrirebulli usafFrTxoebis kombinacias.

amgvarad, monacemTa bazebis dacva xdeba rogorc
operaciulli sistemis doneze, aseve TviTon SQL Server —is
meSveobiT (nax.2.9.4.2.)
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Windows NT Security SOL Server Security

Windows NT Local Group Windows NT Local Group

CORPUSERS CORPUSERS
Windows NT user " g0l Saerver Role ]
CorplBillT ] “Managers” 1
e e e e s —m - —————— -
‘ Global Group Mktg h y Global Group Mktg H
Windows NT user : Windows NT user H
CorpldoeB : » CorpJoeB 0
Windows NT user : vandows N1 user :
Corpidillo . p  Corpldilo H
Windows NT user ' Windows NT user .
CarpiF rank . y  CorpiFrank :
Windows NT user H Windows NT user i
Fred » Fred 0
Windows NT user SQL Server 2000 user |
Jerry - » Jderry 0
nax.2.9.4.2.
SQL Server-Si momxmarebBis serverTan mierTeba

xorciel deba ori variantiT:

* Use Windows NT authentication - mierTeba Windows NT
momxmareb B is saxe B iT;

* Use SQL Server authentication-mierTeba SQL Server-is
saxeliT.

SQL Server-s gaaCnia momxmareb B is biujetis ori done:

I. momxmarebBis identiFfikatori (Login) anu sistemaSi

Sesvla. sistemaSi yvella SesasvBeli inaxeba mTavari
monacemTa bazis Master cxri B Si SYSLOGINS.
[I. TviTon “momxmarebeBi~ (users) anu oObiegtebi,

rome B Ta daxmarebiT SQL Server mimarTvis uf Bebebs marTavs.

yveBla daregistrirebulli  obieqgti-momxmarebe N i inaxeba
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yove Bi monacemTa bazis cxrillSi SYSUSERS, romelTac
gaaCniaT mimarTvis uf Beba

SQL  Server - Si arsebobs ori standartulli
identifikatori: SA da BUILTIN / Administrators. SA miewereba
rolls sysadmin da gaaCnia absoButuri uf Bebebi. BUILTIN /
Administrators uzrunve Byofs serverisadmi mimarTvas Windows

NT administratulli jgufis yvela wevrisaTvis.

serveris standartulli rolebi:

sysadmin - asru B ebs nebismier mogmedebas konkretull
serverze;

securityadmin - -  marTavs momxmarebe B Ta  identi Fi-
katorebs, gnnis mb-s, kiTxu B obs Jurnals;

serveradmin - niSnavs serveris konFiguraciis para-
metrebs;

setupadmin - gmnis repBikaciis obieqtebs da marTavs
gafarToebull procedurebs;

processadmin - marTavs procesebs SQL Server-is CarCoebSi;

diskadmin - marTavs mb-s Fai Bebs;

dbcreator - gnmnis da axdens mb-s modiFfikacias.

db_owner - nebismieri rolis mgone wevrebisaTvis
nebadarTu B i mogmedebebis Sesru l eba;

db_accessadmin - momxmarebe B Ta ricxvis damateba;

db_datareader - nebismieri momxmarebBis cxrilidan

infFormaciis amoReba;
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db_datawriter  -nebismieri momxmareb B is cxrillSi
monacemTa damateba, ganax Beba da waS |l a;

db_dlladmin - monacemTa bazaSi obieqtTa damateba,

ganax Beba da amogdeba;

db_securityadmin- ro Bebisa da uf Bebebis marT va;

db_backupoperaror - monacemTa bazis rezervirebis

operaciebis Sesrulleba;

db_denydatareader - monacemTa bazis sgemis modiFicireba

infFormaciis wakiTxvis gareSe;

db_denydatawriter - monacemTa bazaSi infFormaciis

modiFficirebis akrzallva

mimarTvis ufleba (permissions):

mimarTvis ufFHBebebis marTvisaTvis Transact SQL -

Seicavs instruqciebs:

GRANT - uf B ebebis miniWeba;

DENY - uf Bebebis CamorTmeva,;

REVOKE - adre miniWebull uf BebaTa CamorT meva.
usaFrTxoebis gaumjobesebisaTvis gamoiyeneba agreTve:
warmodgenebi; obieqtebis an  sagmiani procesebis
(wesebis) gauCinareba; usaFrTxoebis sistemis menejeri
(System Security officer, SSO); Fizikuri usafFrTxoebis

uzrunve lyofa.
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2.10. monacemTa bazebis serveris usafFrTxoebis
reallizacia

metad mniSvneBovania monacemTa bazebis serveris
usafrTxoebis uzrunvellyofa, romellic Seicavs yvella
inFormacias mocemulli obieqtis  Sesaxeb. magaliTad,
komerciull sagmianobaSi monacemTa bazis serveri Seicavs
infFormacias yvela komerciull tranzaqciaze. organizaciis
gsebis SigniT unda arsebobdes monacemTa baza, romelSic
Cawerilia yveBla informacia kHBientebis, SekveTebis,
miwodebis, tranzagciebis Sesaxeb. es baza Seicavs saidumllo
informaciis did mocull obas.

monacemTa bazaSi informaciis gasaidumBoebis mizniT
saWiroa Semdegi aspeqtebis Semowmeba:
- monacemTa bazebis serveris ganTavseba;
- ra saxiT uerTdeba monacemTa bazebis serveri veb-

servers an danarTis servers;
- ra saxiT aris veb-serveri daculli Sida momxma-
reb B ebisagan.

rogorc veb-serveris SemTxvevaSi, sistemis Fizikuri
ganTavsebisas unda SeirCes adgilli, romell zec wvdonma
gakontro Bl deba. am mizniT mosaxerxebelia sainformacio
centri. Tumca monacemTa bazebis serveri SeiZlleba
ganTavsdes mezobell  SenobaSi, magram igi unda iyos
organizaciis kontrolis qveS.

monacemTa bazebis serveris saukeTeso ganTavsebaa
organizaciis Sida qgseli da mocemulli serveri ar unda

CairTos internetSi. amdenad sistema igneba srulli ndobiT
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aRWurvilli da ar warmoadgens raime damatebiT risks Sida
gse lisaTvis.

monacemTa bazebis serveri unda miuerTdes eleqt-
ronuli komerciis servers iseTi saxiT, rom SesaZlBlebeli
iyos tranzaqciis damuSaveba. aseTi SeerTeba xorciell deba
SQL SeerTebiT.

erTaderT allternativas warmoadgens SQL SeerTebis
inicializeba eleqtronulli komerciis serverTan, romelic
warmoSobs mravall sakiTxs usaFrTxoebasTan dakavSirebiT.
mocemu B i mogmedebis  SesasrullebBad, pirvel rigsSi
eleqgtronuli komerciis servers unda hgondes monacemTa
bazebis serveris identifikatori da paroli, romBebic
unda imyofebodes programaSi an sistemis TFTaillSi. Tu
identifikatori da paro i imyofeba elegtronuli
komerciis sistemaSi, borotmzraxvels SeuZBia daeuflos
mas da miiRos wvdoma monacemTa bazis serverTan.

aRniSnulli situaciidan Tavis dasaRwevad elegtro-
nuli komerciis serveris mier gamosayenebeli identi-
fikatori da paroli mibmulli iyos identifikatorze didi
SezRudvebiT. identifikators eqgneba wvdomis SesaZlebll oba
tranzagciis Sesaxeb informaciis gagzavnaze erT cxrillSi,
anu wvdoma Caweraze. aseTi konFfiguracia misaRebia
zogierTi danarTisaTvis, igi eleqtronulli komerciis
servers ar aZlevs wuflebas, raTa miiRos informacia
kBientze warsadgenad. saWiroebisamebr identifikators
SeiZll eba mieniWos monacemTa bazebis arasaidumll o

informaciis wakiTxvis ufleba, magaliTad katalogis
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inFormacia, raTa ganxorcieldes monacemebis Sesabamisi
moTXxovna.

aris SemTxveva rodesac kNientze warsadgeni
informacia aris saidumBo, rac seriozulli prob lenaa
magal iTad, bankis kHlienti agzavnis moTXxovnas Tavis
angariSze balansis (gasagebad. saukeTeso  SemTxvevaSi
eleqtronulli komerciis serverze arsebulli identiFfika-
tori da paroli unda kombinirdes romellime saxis
autentifikaciasTan, romelsac gaivlis kBienti. am saxiT,
Tu borotmzraxveBi SeiWra eleqtronulli komerciis
serverze, igi ver nmiiRebs kHBientis saidumBo informaciaze
wvdomas.

mocemu Bi riskis Semcireba SeiZlBleba eleqtronulli
komerciis serveris Tunqciebis gayofiT veb-serversa da
danarTis serverebs Soris. veb-serveri warudgens klients
informacias da miiRebs kBientis monacemebs. danarTis
serveri daamuSavebs kHBientisgan miRebull informacias,
moTxovnas iRebs monacemTa bazis serveridan da
infFormacias gadacems veb-servers klientze warsadgenad.

Cvens mier ganxilulli iyo gare safrTxeebi, magram
gasaTva B iswinebel ia, rom organizaciis TanamSromlebs
aqgvT wvdoma Sida qgselze, romelSic imyofeba monacemTa
bazebis serveri da Sesabamisad, qsel TaSorisi ekranisa da
veb-serveris gadalaxvis gareSe aqvT Tavdasxmis SesaZ-
Beb B oba amis gadawyvetaa, rom monacemTa bazebis serveri
gadatanil ignas callkeull gselSi da daculli ignas Sida

gsell TaSorisi ekraniT. Tumca es ar aris problenis
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erTaderTi gadawyveta. saWiroa serveri daskanerdes mowyv-
Badobis arsebobaze, imave ganrigis Tanaxmad, romelic
rekomendebu Bia veb-serverisaTvis. serveris programulli
uzrunve lyofa saWiroa ganax B des da Seivsos vidre serveri
Seva eqspBoataciaSi, xolo identifikatori da paroli

unda gakontro I des usaFrTxoebis politikis Sesabamisad.

2.11. sistemaSi SemoWris aRmoCena

sistemaSi SemoWris aRmoCena umniSvne I ovanesi amocanaa,
romelsac unda asrullebdes organizaciaSi informaciis
usafrTxoebaze pasuxismgebe I 1.

SemoWris aRmomCeni sistemebis (DS) Seqmnas didi xnis
istoria aqvs. aRniSnulli probBlemnis gadasawyvetad pirvel
rigSi unda ganisazRvros qgsellis dacvis perimetri,
rome l ic warmoadgens virtuallur perimetrs, rombis SigniT
imyofeba kompiuterulli sistemebi. es perimetri SeiZlleba
ganisazRvros gse B TaSorisi ekranebiT, SeerTebebis gamyoFi
wertillebiT an samagido kompiuterebiT. es perimetri
SeiZleba gafarTovdes biznes-partniorebiT, romellTac
nebadarTulli agvT gsel Si CarTva

meore sakiTxs, romelic mxedveBobaSi unda ignas
miRebu Bi aris imis gansazRvra, Tu ra gmedeba warmoadgens
usaFrTxoebis perimetris darRvevas. ufro zustad, aris Tu
ara mocemuli qgmedeba darRveva an ra unda gakeTdes

sistemaze an gqse l ze Tavdasxmis Sesru B ebis SemTxvevaSi.
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arsebobs IDS ori ZiriTadi tipi: sakvanZo (HIDS) da
gseBuri (IDS). sistema HIDS ganTavsdeba callke kvanZSi da
miedevneba mocemul kvanZSi Tavdasxmis niSnebs. sistema
NIDS imyofeba callke sistemaze, romelic Tvalyurs adevnebs

gse Bur trafiks.

2.11.1. sakvanZo IDS

sakvanZo IDS(HIDS) warmoadgens gadamwodebis sistemas,
romBebic itvirTeba organizaciis sxvadasxva serverze da
imarTeba centraluri dispetCeris nmier. gadamwodebi
Tvalyurs adevneben sxvadasxva tipis xdomiBebebs da
asrulleben gansazRvrull mogmedebebs serverze an gadascemen
cnobebs. HIDS miedevneba serverTan dakavSirebull xdomi-
Bebebs. HIDS sensori saSuallebas iZBeva ganisazRvros
warmatebu i iyo Tu ara Tavdasxma, Tu Tavdasxma i1yo imave
pBlatformaze, romell zec aris dayenebu i gadamwodi.

HIDS gadamwodebis sxvadasxva tipebi SemoWris aRmo-
Cenis sxvadasxva amocanebis Sesrullebis saSuallebas izZ-
Bevian. sistema HIDS ufro 2Zviri Rirs, vidre gseluri
sistema, ramdenadac am SemTxvevaSi TiToeull servers unda
hgondes N0 icenzia gadamwodze.

HIDS sistemasTan dakavSirebiT aris sakiTxi, romelic
mdgomareobs serveris procesoris SesaZ B eb 1 obebSi.
serverze gadamwodis procesi SeiZleba ikavebdes saerTo
procesorulli drois 5dan 15%-mde. Tu gadamwodi muSaobs

aqtiurad gamoyenebull sistemaze, misi arseboba uaryofiTad
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aisaxeba mwarmoeb Burobaze da saWiro igneba ufro mwar-
moeb Buri sistemis SeZena.

arsebobs HIDS gadamwodebis xuTi ZiriTadi tipi:

- Jurnallebis analizatorebi;

- niSnebis gadamwodebi;

- sistemuri gamoZaxebebis anall izatorebi;
- danarTis qgcevis anallizatorebi;

- TFailebis mT Hianobis kontrolerebi.

HIDS gadamwodebis raodenoba izrdeba da zogierTi
proeqti gvTavazobs +FunqgcionaBlur SesaZllebl obebs, rome-
Bic iTvaliswinebs aRniSnulli ZiriTadi xuTis garda sxva
saxis gadamwodebis gamoyenebas.

Jurnallebis anallizatori process asrullebs serverze
da Tvalyurs miadevnebs sistemaSi Jurnallebis Sesabamis
faillebs. Tu gvxvdeba Jurnalis Canaweri, romelic
Seesabameba HIDS gadamwodis procesis romelime kriteriums,
Sesru B deba dadgeni BI'i mogmedeba.

Jurnalebis analizatoris didi nawilli awyobi Ria
Jurnalebis Canawerebis Tvalyuris midevnebaze, romelic
SeiZ B eba aRniSnavdes xdomi Bebas, dakavSirebulls sistenmis
usafrTxoebasTan. Jurnallebis analizatori reagirebs
xdomi Bebaze, misi Sesrullebis Semdeg.

niSnebis gadamwodebi warmoadgens usafrTxoebis xdo-
mi B ebebis gansazRvrull i niSnebis nakrebs. niSnebis
gadamwodebis da Jurnallebis analizators Soris gansxvaveba

mdgomareobs Semavalli traFfikis analizis SesaZlleb I obebSi.
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sistemuri gamoZaxebebis analizatori axorciellebs
gamoZaxebebis analizs danarTebsa da operaciull sistemas
Soris usafrTxoebasTan dakavSirebuli xdomi Bebebis iden-
tificirebisaTvis. mocemuli tipis HIDS gadamwodebs gana-
Tavseben operaciull sistemasa da danarTs Soris.

danarTis qcevis anallizatorebi winas nalogiuria,
magram igi amowmebs gamoZaxebas imis safuZvell ze, danarTs
agys Tu ara ufleba Seasrullos mocemulli mogmedeba,
magaBiTad, veb-servers SeuZBia miiRos qgselBuri SeerTeba
portiT 80, waikiTxos +¥aillebi veb-kataBl ogSi da gadasces
es TFaillebis SeerTebebSi port 80-iT. Tu veb-serevri
Seecdeba Caweros an waikiTxos T¥ailebi sxva adgiBidan an
gaxsnas axali qgseBuri SeerTebebi, gadamwodi aRmoaCens
serveris normebze  Seusabamo qcevas da dabl okavs
mogmedebas.

Tfailebis mTHianobis kontrolerebi miadevneben
cvilillebebs TaillebSi. es xorcieldeba kriptografiulli
sakontrolo jamis an TFfaillis cifrulli xelmoweris
gamoyenebis meSveobiT. Tumca Fai Bebis mT Bianobis kontro-
Berebi ar aRmoaCenen TviT Tavdasxmas, magram isini
aRmoaCenen cvlli Bebebs, romelic warmoadgens am Tavdasxmis

Sedegs.

2.11.2. gseluri IDS

NIDS warmoadgens programul process, romelic
muSaobs specialurad gamoyofill sistemaze. NIDS gadarTavs

sistemaSi gseBur baraTs muSaobis gaurkvevel reJdinSi,
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romlis drosac gseluri adapteri gauSvebs mTell gselur

trafiks NIDS programull uzrunve ByofaSi. amis Semdeg

mimdinareobs trafikis analizi Tavdasxmis niSnebis wesebis
nakrebis gamoyenebiT, imis gansazRvrisaTvis, warmoadgens Tu
ara es trafiki raime interess. Tu warmoadgens, generirdeba

Sesabamisi xdomi B eba. NIDS umrav @ esoba bazirdeba

Tavdasxmebis niSnebze, rac niSnavs, rom sistemaSi Cadgmull ia

Tavdasxmis niSnebis nakrebi, romelBsac warudgeba traFiki

kavSiris arxSi. Tu mimdinareobs Tavdasxma, romBis niSani

ar aris SemoWris aRmomCen sistemaSi, sistema NIDS ver
amCnevs am Tavdasxmas.

xSirad NIDS gamoyenebis SemTxvevaSi gamoiyeneba ori
gselluri baraTi. erTi gamoiyeneba gselis monito-
ringisaTvis, igi muSaobs dafarull relimSi, amitom mas ara
aqvs IP misamarTi da Sesabamisad, ar agebs pasuxs Semaval

SeerTebebze. meore gqseluri baraTi gamoiyeneba IDS marTvis

sistemasTan SesaerTebBad da gangaSis signallis gasag-

zavnad. es baraTi uerTdeba Sida gsells, romelic uxilavia

im gse B isaTvis, romblis mimarTac mimdinareobs monitoringi.

NIDS gamoyenebis upiratesobebs Soris SeiZlleba
gamovyoT Semdegi momentebi:

- NIDS SeizZzlleba srullad davmalBloT qgseBSi iseTi saxiT,
rom borotmzraxvelma ar icodes masze mimdinare
dakvirvebis Sesaxeb;

- erTi sistema NIDS SeiZleba gamoyenebull ignas didi
raodenobiT potenciuri sistemamiznis mgone traFikis

monitoringisaTvis;
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- NIDS sistemam SeiZBeba ganaxorcieBlos mTeli paketebis
Semadgen Bobis, romelic miemarTeba sistema-mizanze,
dataceba.

mocemu B i sistemis nakls Soris SeiZleba aRiniSnos

Semdegi sakiTxebi:

- NIDS sistemam SeiZleba gamosces mxoBod gangaSis
signalli, Tu trafFiki Seesabameba sistemaSi Cadgmull
wesebs an niSnebs;

- NIDS sistemas SeiZlleba gamorCes saWiro trafiki didi
nakadis gatarebis an all ternatiulli marSrutebis gamo;

-  NIDS sistemas ar SeuZlia gansazRvros iyo Tu ara
Tavdasxma warmatebu I i;

- NIDS sistemas ar SeuZlia daaTvalieros daSifruli
trafiki;

-  komutaciis qgselebSi moiTxoveba speciaBluri konTi-
guraciebi, romBis gareSec NIDS ver Seamowmebs srul
trafiks.

2.11.3. IDSgamoyenebis miznebi

IDS magsimaBurad gamoyenebisaTvis saWiroa mowyobi-
B obis awyobamde Catardes dagegmvis didi moculobis
procedurebi. Sesabamisi politikis Segmnamde saWiroa
aucillebeli informaciis Segroveba, gselis analizis
Catareba da marTvis amocanebis reallizeba rogorc

unravBlesoba kompBegsur  sistemebSi, politika unda
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Seigmnas, damtkicdes da gaiaros testireba gamoyenebamde.
IDS politikis Segmnisas saWiroa Sesrulldes Semdegi
nabi jebi:
- ganisazRvros IDSSegmnis mizani;
- airCes monitoringis obieqtebi;
- SeirCes sapasuxo mogmedebebi;
- dadgindes zRurbli;
- miRebull ignas politika
IDS gamoyenebis miznebi gansazRvraven IDS—-s po R itiki-
sadmi moTxovnebs. IDS-s miznebia:
- Tavdasxmis aRmoCena;
- Tavdasxmis aRmofxvra,;
- politikis darRvevis aRmoCena;
- iZulleba politikis gamoyenebaze;
- SeerTebebis polRitikis dacvis iZulleba;
- darRvevebis damadasturebe li niSnebis Segroveba.
ramdenadac IDS axorciellebs qselSi da kompiuterul
organizaciebSi mimdinare xdomi Bebebis Sesaxeb detali-
zebulli informaciis Segrovebas, mas SeuzBia identi-
Ficireba gaukeTos politikisa da gseBuri resursebis ga-

moyenebis realuri donis damrRvev gmedebebs.
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terminebis ganmartebebi

URL (Uniform Resource Locator) - gamoiyeneba Internet qgse B Si sxva
serverze Tailis adgi Imdebareobis gansazRvrisaTvis. URL
moicavs:

- resursze wvdonis meTods anu wvdonmis protokols;

- resursis gsebur nmisamarTs(host, domeni);

- serverze Failis srull nmisamarTs.
URL-is formatia:
method: / / host.domain[ : port] / path/ filename
method-is erT-erTi mniSvne Bobaa http- Fai Bi World Wide Web
serverze.
port parametri - vricxvia, romBis nmiTiTeba saWiroa, Tu
meTodi iTxovs portis nomers (calkeull serverebs SeiZleba
hgondeT Tavisi gamorCeulli portis nomeri), magaliTad
HTTP-s nomeria 80.
protokoli - wesebisa da SeTanxmebebis nakrebi, romBiTac
mogmedeben kompiuterebi da  programebi informaciis
gacvlisas. arsebobs mravali sxvadasxva protokoli,
romBebic marTaven monacemebis gadacemasTan dakavSirebul
yve Ba aspeqts — aparaturullidan dawyebuli gamoyenebiTi
donis CaTvliT, magram yve la es msgavsia imiT, rom iZHBevian
wesebs, romelic kavSirs xdis SesaZlebels.
TCP - Transport Control Protocol —infFormaciis gadatanis marTvis

protoko li; IP—Internet Protocol.
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seansi (session) —operaciis cikli, romlis drosac sadgurebs
Soris ogselSi nmyardeba kavSiri(SeerTeba), mimdinareobs

infFormaciis gacvla da dasrull deba kavSiri.

Smart Cart — sakredito an gadamxdelBi baraTia mikro-
procesoriT.
Touch Memory - eleqtronulli gasaRebi Touch Memory

warmoadgens energodamoukidebe B mexsierebas, ganTavsebulls
metall isebr korpusSi. korpusi tabBetis zomisaa, romellic
magrdeba nebismier matarebelze - nakeTobaze, baraTze,
bre l okze.
infFormacia Caiwereba da waikiTxeba
mowyobi Bobis  mexsierebidan Touch
r Memory korpusis wamki Txvel mowyobill o-

baze ubralo SexebiT.

beiji -

ig== -
telnet - = ‘—'——;i sabazo gseBuri momsaxurebaa,
romelic internetis abonents saSua B ebas aZlevs

distanciurad CaerTos sxva daSorebull sadgurs da imuSaos
masTan Tavisi manganiT, TiTqos igi iyos maTi daSorebuli
terminal i.

marSrutizatori - gselBuri donis mowyobi Bobaa, romelic
gansazRvravs gseBuri trafikis gadacemis optimaBlur gzas,

gseBuri donis informaciis safuZvel ze.
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komutatori (switch) — mravallportiani mowyobi B obaa,
rome B ic gamoiyeneba kompiuterebis gqse B Si CarTvisaTvis.
routeri (Router) — ori gselis damakavSirebeli specialluri
mowyobi Bobaa. routeri Sedgeba mobi Buri telefonisa da
devaisisagan, romelic axorciellebs sagalago satellefono
gselis komutacias mobi Bur telefonTan. arsi
mdgomareobs zaris gardagmnaSi, magaliTad mobiluri-
sagalago zaris gardagmna mobi Bur-mobi Burad, rac ufro
iafFi jdeba kompiuterulli TvallsazrisiT routeri igivea,
rac marSrutizatori.

DNS (domain Name System)-ganawi Bebuli sistemaa, romell sac
SeuzBia moTxovnis mixedviT, romelBic Seicavs hostis
domenur saxells, Seatyobinos I[P misamarTi an sxva

infFormacia
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